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IIpo¢dui Ha cnucanuero

,OOpazoBaHue, Hay4YHU H3CICIBAHUS U HHO-

BallMK* € JBYe3WYHO (Ha aHITIUICKU U ObITap-

CKU €3UK) HayyHO CIHMCAaHME, KOETO CE M3AaBa

0T AKaJIeMHYHO U3JATEICTBO ,,3a OykBuUTe — O

nucMmenexp’ — rp. Codus, bearapus. N3nanue-

TO LENU J1a TOMYISIpU3Upa BUCOKOKAYECTBEHU

TEOPETUYHM U MPHJIOKHMU M3chenBaHus. Tema-

TUYHU pyOpUKU Ha CIIUCAHUETO ca:

* Hcropus u apxeonorus;

* OOImecTBeHH KOMYHUKallMd M HH(pOpMa-
IIUOHHU HAYKH;

* HWudpopmaruka 1 KOMIIOTBPHH HAYKH;

* HanumonanHa cCUrypHOCT;

* AkTyanHo.

Crniucanuero oTpassiBa WHOBAaTHBHM WJCH, Ha-
YUHH Ppe3yATaTH, ChbBPEMEHHHU TEHICHLUU U
MEPCIIEKTUBH 32 PAa3BUTHE B U30POCHUTE Hayd-
Hu obnactu. [lyOnukyBar ce caMo OpUTrHHAIHU
HAy4HU CTAaTHH, IPEMHHAIHN JBOWHO CIIAIO pe-
LIEH3UpaHE.

Crnucanue ,,O0pa3oBaHue, Hay4YHU H3CIIEIBA-
HUS U UHOBAIMHU " € ChC CBOOOIEH JOCTHII.
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HHDOOPMATHKA U KOMIIIOTbPHH HAYKH
INFORMATICS AND COMPUTER SCIENCES

EBPOINENCKATA 3AKOHOJIATEJTHA PAMKA eIDAS U eIDAS 2 KATO
HOPMATUBHA AJITEPHATUBA HA ITPOBEPKATA HA MACTO
IIPHU IMTOAIINCBAIIUA: TUCTAHIIMOHHOTO BAJIMIUPAHE
HA EJJEKTPOHHUS ITOANINC KATO LEJI HA PEITTAMEHT (EC) Ne 910/2014

Anexkcanabp Kupkosn
Ynusepcumem no 6ubauomexosHanue u UHGOPMAYUOHHU MEXHONOSUU
Jlumo Boakamxuen
Oxpvoicer cv0 — [loopuu
https://doi.org/10.70300/HXZK 2444

Peztome: Hacmosiwusim 00k1ao 0bocHosasa mezama, e e8ponetickama 3akOH00AmenHa pamka 6 00-
Jlacmma Ha enekmpoHHama uoeHmuguxayus u yoocmogepumenrume ycayeu — Peenamenm (EC) Ne
91072014 (elDAS) u usmenawuam 2o Pecnamenm (EC) 2024/1183 (elDAS 2) — e, kamo ysino, Hacoue-
Ha cpeuyy nposepKama Ha MCmo, npu NOONUCEALYUS], HA NOTONCEHUS eleKmpoHeH noonuc. Pavikama
YeneHacoueHo uamMecmeaa mo3u mpaouyoHeH Cnocob 3a y0ocmogepasane, Kamo 20 3aMecmsd ¢ Hop-
MAMUBHO 2apanmupano OUCMAHYUOHHO 8aaUOUpane. AHAIU3Upany ca cmpame2uyeckume Momueu
Ha Eeponelickusi cvio3, HOpMAMUGHUSIN MEXAHUZbM HA OUCMAHYUOHHOMO eanuoupare no ui. 32 u
un. 33 om Peanamenm (EC) Ne 910/2014, kakmo u pazsumuemo Ha ma3su kKonyenyus 8 elDAS 2 upes
Esponetickus nopmghetin 3a yughposa camorudHocm u Hogume KeAIUGUYUPAHU YOOCIOBepUMENHU
yenyeu. ObocHosan e uzgo0vm, ye OUCHAHYUOHHAMA NPOBEPUMOCHT HA NOONUCA He € CIPAHUYEH
ethexm, a e yen Ha ypeobama, a NPosepKama Ha Macmo — npeodoisin om npagomo Ha Cvioza mooer.
Knrwouosu oymu: enexkmponen noonuc, KEII; eIDAS; oucmanyuonno sanudupane; y0ocmosepu-
menHu ycayeu

BbBEJAEHUE

TpaaAUIIMOHHUAT MEXaHU3bM 32 YIOCTOBEpSBAHE HA aBTOPCTBOTO HA CAMOPBUHHUS MOJIIHUC
UCTOPUYECKH TPEanocTaBs (U3NUYECKO MPUCHCTBUE — MOANUCHT CE Iojlara Mpej HacpeliHara
CTpaHa, MpeJ JUTbKHOCTHO JIMIIE WX Mpej HOTapUycC, a IIPHU OCIIOpBaHe MpOBEpKaTa My U3HCKBa
rpadonoruyecka ekcriepTrusa BbpXy OpUruHaIHus HocuTel. To3u Mozesn € HeCbBMeCTUM C (YyHK-
LIMOHUPAHETO Ha eAMHHUS IU(POB Mazap, Mpu KOWTO CTPAHUTE IO €IEKTPOHHATA TPAHCAKIIUS O
MIPaBWJIO C€ HAMUPAT Ha Pa3JIMYHU MECTA, HEPSIIKO B PA3JIMYHU AbPIKABU UICHKH.

[IpenMeT Ha HacCTOAIIMS TOKJIA/l € Te3ara, 4e MpaBHaTa paMka, ycranoBeHa ¢ Permament (EC)
Ne 910/2014 na EBporneiickus napinameHT 1 Ha CbBeta oT 23 tonmu 2014 1. OTHOCHO €JIeKTpOHHa-
Ta UJIEHTU(UKALUS U YJOCTOBEPUTEIHUTE YCIyTy MPU €IEKTPOHHU TPAHCAKIIMKU HA BHTPEILIHUS
nasap u 3a otMsaHa Ha J{upekruBa 1999/93/EO (napuvan mo-Hararbk ,,Permament Ne 910/2014
i ,,eIDAS*), kakro u HeltHoTOo paszsutue upe3 Pernmament (EC) 2024/1183 (,,eIDAS 2) ca Ha-
COYEHH, KaTo LsJ10, CPEIly MpoBEpKaTa Ha MACTO npu nognucsamms. [lox ,,npoBepka Ha MsCTO™
B HACTOSIIIOTO M3JI0KEHUE ce pa3dupa Beska (popma Ha yI0CTOBEpsIBaHE HA JEHCTBUTETHOCTTA Ha
MOJINHCA, KOSITO MPEANOCTaBS €AHOBPEMEHHOTO (PU3NYECKO MPUCHCTBUE HA MOANMCBAILUSA U HA
MIPOBEPSBALLMS MU IOCTBII 1O MaTeprajieH HOCUTEN Ha BOJIECU3SBICHUETO.

3amuTaBaHara Te3a €, ye camara MpaBHO-TEXHUYEeCKa KOHCTPYKIIMS Ha €IEKTPOHHUS MOJIITUC
o cMuchia Ha wi. 3, T. 10—12 ot Permament Ne 910/2014 e ch3naieHa MMEHHO C 1€ IPOBEPKUTE
Ha aBTEHTUYHOCTTA U 1IeJIOCTTA Ha MOANKCAaHUS TOKYMEHT WY BOJIEU3sBICHHE Aa MoraT Aa Obaar
U3BBPILIBAHU OTAAJICUEHO, ITPH KOETO PE3yATaThT OT Ta3u AUCTAHIIMOHHA IPOBEpKa J1a Ob/ie JoBe-
PEHO IpHUET OT J0BepsBaIlaTa ce cTpaHa 0e3 HeoOXOIMMOCT OT KOHTAKT ¢ MOANUCBaIUs. B To3u
CMUCBHJI paMKaTa He IIPOCTO JOIyCKa OT/lajeyeHara IpoBepKa KaTto ajaTepHaThBa — TS € U3rpajieHa
Cpelry MoJielia Ha TIpOoBepKaTa Ha MSICTO M MTOCJIEZIOBATEIHO IO U3MECTBA OT BCUUKH €Taly Ha KU3-
HEHUS LIUKBJI HA €JIEKTPOHHMUSI ITOJIINUC.
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CTPATETMYECKHU MOTHUBH HA EBPOIIEMCKHUA CHIO3

[lenute Ha eBpoIENCKUs 3aKOHO/ATEN Ca BUJUMU KAKTO OT ChOOpakeHUsITa KbM PeriiaMeHT
Ne 910/2014, Taka u OoT mporpaMHUTE JOKyMEeHTH Ha EBponelickaTta koMucHs B o0acTTa Ha ud-
poBaTa MOJUTHKA U T€ ca HyXJaTa OT yBeJlMYaBaHE Ha JOBEPUETO U HAMAJSIBAHE Ha aJMHHHUC-
TparuBHarta TexecT. CpracHo odpunumanHara no3uuus Ha Komucusita PermameHTsT ,,ynecHsBa
CUTYpPHHUTE TPAaHCTPAHUYHHU TPAHCAKLIMU Ype3 Ch3JaBaHe Ha paMKa 3a nudpoBa caMOIUYHOCT U
YIAOCTOBEPSIBAHE HA aBTEHTUYHOCTTA", KaTo LIEJTa € ,,/1a CE Ch3/1a/I€ JOBEPUE B €JIEKTPOHHUTE B3a-
MMOJICHCTBUS H JIa ce HachpuaT Oe3npoodnemunte udposu yeayru B EC* (European Commission
n.d.). [loBepuero Tyk mMa crenupuyHO HOPMATHBHO CBHAbpIKAHME: JIOBEpsiBalllaTa ce CTpaHa
clleBa J1a MOXeE Jla IpUeMe MPAaBHUTE MOCIEININ HA €JIEKTPOHHOTO BOJICU3SBICHUE, O€3 /1a e
BB3IIpHEIIa JIMYHO aKTa Ha MOAMKMCBAHETO.

[TepBOTO CHOOpakeHHE KbM Permament Ne 910/2014 u3pruyHO KOHCTATHPA, Y€ U3TPAKIAHETO
Ha JIOBEpHE B OHJIAliH CpefiaTa € OT KJIK0UOBO 3HAYEHHUE 32 MKOHOMHUYECKOTO U COLIMAJIHOTO pa3BU-
THE, ThI KaTo JIMIICcaTa Ha JJOBEpUE Kapa NOTPEOUTEIUTE, MPEANPUATHITA U yOIIMYHUTE OpraHu
Jla ce BB3IbpKAT OT M3BBPIIBAHE HA TPAHCAKIIMU IO €JIEKTPOHEH MbT. PermaMeHTsT npecienBa
Ta3| L€ 4pe3 JBa B3aMHOCBbpP3aHM MHCTPYMEHTA: B3aMMHOTO IPU3HABAHE HA CpE/CTBaTa 3a
€JIEKTPOHHA UACHTU(PUKAIIS MEXKAY AbP>KaBUTE WICHKU U €JUHHUS IIPaBEH PEXKUM Ha YI0CTOBE-
PUTEIHUTE YCIYTH, MMOJI3BAILU Ce C eHAKBa MpaBHa cuja B nenust Cbio3.

Bropusar crparernuecku MOTUB € HaMaJIsIBAHETO HA aAMMHHUCTpPATUBHATA TEXECT. EIeKTpoH-
HOTO IOJIIIMCBAaHE ETMMUHUPA Pa3XOAUTe 3a GU3NUYECKO SIBIBAHE, KYPUEPCKH IIPEHOC Ha OpUrHHa-
JIM, JIeraju3alus ¥ CbXpaHsBaHe Ha XapTUEHH JI0CHETa.

M KOHOMHUYECKOTO M3MEpPEHUE C€ MaTepuaju3upa B TPU OCHOBHU HAIIPAaBJICHUS: ONTHUMHU-
3alMs Ha YOBEIIKHS KamuTall ype3 OCBOOOXKIaBaHEe Ha pecypcu OT pyTHMHHHU 3a/laud, CHUXKaBa-
HE Ha pa3xo/u 3a OM3Heca U eIMMUHUPAHE HA MPEKUTE OMEepaTUBHU M JIOTUCTHUYHU PAa3XOH 3a
¢usnueckn Hocutenu. Ta3u TpaHchoOpMaLus MPEHACTPOBa MyOIMYHHUS M YaCTHHUS CEKTOpP IO
Bekropure [IpaButencrBo-kbM-busnec (G2B), [IpaButenctBo-kbpM-I"paxknanu (G2C) u Ilpasu-
TencTBo-KbM-IIpaBurenctso (G2G), npeBpbllaliki AUTWTAIHATa aBTEHTUKALMSA B JIBUraTtesl Ha
MaKpOMKOHOMHUYECKa €()eKTUBHOCT.

B choOpakenusita kbM PermamenTa u3puyHo ce noauepraBa He0OXOAMMOCTTA BaJIUIUPAHETO
Ha eJIeKTPOHHU MOJIUCH Aa ObJe ,JIeCHO U YI0OHO 32 BCUUKH CTPAaHU™, KaTo 3a JOBEPSBAIIH CE
CTpaHH, KOMTO HE JKeNasT WU He ca B ChbCTOSHUE CaMU Jla U3BbPILBAT BAJTUAUPAaHE HA KBAaTH(U-
LMpPaHU €JIEKTPOHHU MOIHCH, ,,ClIeABa Ja C€ CTUMYJIUPAT UHBECTULIUUTE B MOJOOHHU YCIYTH OT
cTpaHa Ha yacTHUA W myOnmuanms cekrop (European Parliament and Council of the European
Union 2014). 3akoHOAaTeNAT CIEA0BATEIHO HE MTPOCTO JIOIyCKa AUCTAHIIMOHHATA ITPOBEPKa — TOM
MHCTUTYLMOHAJIM3MPA M1a3ap Ha YCIYTH, YUHUTO €IUHCTBEH IPEIMET € TH.

B no-mmpok miaH ypendara ce BOUCBA B IIEJTUTE HA IPOTrpaMHUs JOKYMeEHT ,,[{udposoto ne-
cetunerue Ha EBpona: nienu B obnactra Ha nudpoBute TexHonoruu 3a 2030 r., koiTo npeaBuxkaa
noctbiHOCT Ha 100% OT KiIr0UOBUTE OOIECTBEHU YCIyrd OHJANH U Hu(poBa CaMOJIUYHOCT 32
BcuukH Tpaxkaanu Ha Cwro3a (European Commission 2026). [Tocturanero Ha Te€3u LEH € JIOTH-
YECKHU HECHBMECTHUMO ChC 3alla3BaHETO Ha MPOBEPKATa Ha MACTO KAaTo YCJIOBUE 3a PABHA CUTYP-
HOCT Ha €JIEKTPOHHUTE BOJICU3SIBICHUS.

HOPMATUBHUAT MEXAHU3BM HA IUCTAHIUIMOHHATA ITPOBEPKA

1O PEITTAMEHT (EC) Ne 910/2014

3.1. Ilpasna cuna na enekmpoHHUA ROONUC U NPUHUUN HA HEOUCKPUMUHAYUA

CowriacHo wit. 25, § 1 ot Permament Ne 910/2014 npaBHara cuia U JOITyCTUMOCTTA Ha €JIEK-
TPOHHUS MOANUC KAaTo J0Ka3aTeiCTBO B ChACOHU MPOU3BOACTBA HE MOraT Ja ObJaT OCIOPEHU
€IMHCTBEHO HAa OCHOBAHHETO, Y€ TOW € B eJEeKTpOHHa (opMa WM Y€ He OTTOBaps Ha M3UCKBa-
HUATA 32 KBaTU(UIIUPaH eIeKTpoHeH noamuc. ChrmacHo 4. 25, § 2 KBanupUIMPaHUAT EIEKTPO-
HEH IMOANUC UMa 3HAYEHUETO Ha caMopbueH noanuc. Tasu paBHOCTOMHOCT OM Ouila JIMIIEHA OT
MPAaKTUYECKH CMUCHII, aKO MMPUEMAHETO Ha €JIEKTPOHHO MOJANUCAHUS JTOKYMEHT MPEeArocTaBsiie
MIPOBEPKa B MPUCHCTBUETO HA MOAIMMCBAIINS — PABHOCTOMHOCTTA € (DyHKIIMOHAIHA UMEHHO 3aIll0-
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TO MPOBEPUMOCTTA HA MOANKCA € UMAHEHTHA HA CaMUsl HETO U € OT/AEINMa OT JMYHOCTTA U MecC-
TOHaxXOXJeHUueTo Ha TUTyssps. C ToBa PertaMeHTHT nM3BbpIIBa (PyHAaMEHTaIHa KOHIENTyalHa
npoMsiHa: MpemMecTBa (pokyca Ha MmpaBHATa CUTYPHOCT OT CyOEKTHBHOTO BB3NPUSTHE HA aKTa Ha
MOJIMUCBAHE KbM OOCKTHBHATA, TEXHOJOTUYHO TapaHTHpaHa MPOBEPKA HA PE3yJITaTa OT TO3H aKT.

3.2. Ycvevpuencmeanuam enekmponen nOORUC KAmMo MexXHo102UYHO Ycilosue 3a omoa-
Jleyena nposepumocm

W3uckBaHuATa KM YCHBBPIICHCTBAHUS €ICKTPOHEH MOANHUC 110 Wwi. 26 ot Permamenra — na e
CBBP3aH 10 YHUKAJICH HAYMH C TUTYJSIPS; 1a 1aBa BE3MOXKHOCT 32 WACHTU(DUIIMPAHE HA TUTYIISPS;
Jla € Ch3JaJIeH Ype3 JaHHU, KOUTO TUTYISPSAT MOXKE J1a U3M0JI3Ba C BUCOKA CTETEH Ha JOBEpUE U
€IMHCTBEHO I10]] CBOM KOHTPOJI; M JIa € CBbP3aH C IMOIMUCAHUTE IaHHH 110 Ha4WH, TO3BOJISABAIL 12
ObJie OTKpUTA BCSKA MOCIE/ABAILA IPOMSIHA — IPEICTABIISIBAT B CBOSITA ChbBKYITHOCT TEXHOJIOTMYHA
rapaHIus, 3aMecTBallla BE3MPUATUETO HA MpoBepsBallus Ha MscTo. Kpunrorpadckusat mpoTokos
Ha YCHBBPIICHCTBAHUS, PECIIEKTUBHO U HA KBATU(DUIIUPAHUS TTOITUC OCUTYPSIBA HE TPOCTO 3alIH-
Ta cpelly MocjeBaliy IPOMEHH, HO M aBTOMaTH3UpPaHa, HEU3TpHUBaeMa €JIeKTPOHHA XPOHOJIOT Y-
Ha cnena (audit trail). B koHTekcTa Ha AUCTaHIIMOHHATA TPOBEPUMOCT TOBA EIMMHHHPA PUCKOBE
KaTo aHTHJATUPAHE HA aKTOBE WJIM HEPETIIAMEHTHUPAHO MOIAUQUIMpPaHE HA MPEMUCKU, KOUTO ca
MPUCBHINY 32 TPAJAUIUOHHUS XapTHEH JOKyMEHTOOOOPOT.

Wnentuduxamusara Ha aBTOpa U LEJIOCTTa HA U3SBICHUETO CE YCTAaHOBABAT KPUIITOTPpadCKH,
OT ChIBPKAHUETO HA CaMUs MOIUC U MPUPYKABAIIOTO IO YIOCTOBEpEHHE, a HE Upe3 Halmoze-
HUE Ha aKTa Ha MOJIIICBaHE.

3.3. /losepumennume cnucvyu u mapkama 3a 0ogepue Kamo nyoauuna ungpacmpykmypa
HA OUCMAHYUOHHOMO 00gepue

Unen 22 ot PernaMmenTa 3a1bkaBa Besika IbprkaBa WICHKA /1a Ch3/1aBa, MOAIbPKa U IyOIIn-
KyBa JOBEPUTEIHU CIHUCHIM, BKIIOYBAIIM WH(GOPMAIHS 32 JOCTAaBUMIINTE HA KBATU(DUIIUPAHU
YAOCTOBEPUTEIHH YCIyTH U PEIOCTaBIHUTE OT TAX ycayru. Kakro ce moguepraBa u B aKTOBETE
10 U3II'BJIHEHUETO MY, IOBEPUTEITHUTE CIUCHIIH ,,ca OT ChIIECTBEHO 3HAUYEHUE 3 U3TPAKIAHETO
Ha JIOBEpHE MEXIYy ONeparopuTe Ha Ias3apa, Thil KaTo MO3BOJSABAT BaJlUIWpaHEe Ha KBaTu(U-
uupanus craryc Ha pocraBunnute” (European Commission 2025). Cnucpiute ca myOnuyHO
JOCTBHIIHU B MalIMHHOYETUM (opmar upe3 nHpopmanuonHoro tabno Ha Komucusra (eIDAS
Dashboard) (European Commission 2025b), k0eTO m03BOJIsSIBa BCAKO BaJUIUPAIIO MPUITIOKE-
HUE, OT KOSTO U J1a € Touka Ha Cbi03a, aBTOMAaTHU3UPAHO J1a YCTAHOBHU JAJIU YI0CTOBEPEHUETO 32
MOJNUC MIPOU3XOKJA OT KBaJu(UIMPaAH A0CTaBUMK. Ta3u AelneHTpalu3upaHa, HO HOPMaTUBHO
yHuunupana apxurekrypa Ha JJoseputennure cnucbiu (TSLs) mpeBpbilia aBToMaTu3upaHa-
Ta IpoBepKa Ha Kpunrtorpadcekara Bepura Ha aosepue (Chain of Trust) B e1MHCTBEH 3aKOHEH
M3TOYHUK HA CHUTYPHOCT, MIpaBeiiku (pu3ndeckara mpoBepKa MHCTUTYIIMOHATHO H3uHa. ToBa
€ IMCTaHIIMOHHA TpoBepka par excellence — u3BbHpIIBaHA CIPSAMO MyOIUYEH PETUCTHP, a HE
CIPSIMO JINLIETO.

3.4. YUnenoee 32—34: sanuoupanemo Kamo camocmosameinda, no oepunuyus omoaneuena
delinocm

LlenTpanHo 3a 3amuTaBaHaTa Te3a € 00CTOATeNCTBOTO, ue Permament Ne 910/2014 ypexna
BaJIMIMPAHETO HA KBAJIM(ULUPAHU €JIEKTPOHHH IMOJIMUCH KaTO CAMOCTOSITEJIEH HOPMAaTUBEH MH-
ctutyT. Unen 32, § 1 u30OposiBa KyMylIaTUBHUTE YCJIOBHUS, IPU KOUTO MPOLIECHT HA BAJIUIUpPAHE
MOTBBPK/1aBa ICHCTBUTEIHOCTTA HAa KBAJH(PHUIKUPAH EIEKTPOHEH MOAIKUC: YIOCTOBEPEHHETO J1a €
0110 KbM MOMEHTA Ha MOJIUCBAHETO KBAIN(DULIMPAHO YIOCTOBEPEHHE 3a €JICKTPOHEH IMOJIIIUC; 1a
€ U3/aJIeHO OT KBaTu(UIIUpaH JOCTABYUK U J]a € OWJI0 BaJUJAHO KbM MOMEHTA Ha MOJITICBAHETO;
JTAHHWTE 32 BalUAMpaHE Ha IMOMAMKCA J1a ChOTBETCTBAT HA JAaHHWUTE, MPEAOCTABEHU HA JIOBEPS-
BalllaTa c€ CTPaHa; YHUKAJIHUAT HAOOp OT JaHHH, MPEJCTaBIsIBAIL TUTYJSAPS, J1a € NMPEeI0CTaBEeH
KOPEKTHO; 11eJI0CTTa Ha MOANMCAHUTE JAHHU J]a HE € HapyllleHa; KaKTO U U3MCKBaHUATa HA 4II. 26
Jla ca OMIIM M3IBJIHEHW KbM MOMEHTA Ha moAmnucBaneTo. HUTo enHo ot n3dpoeHuTe ycioBus He
MIpeJIoara, HUTO JOIyCKa KaTo PeJIeBaHTHO (PU3HUECKOTO MPUCHCTBUE HA MOJIUCBAIINS — BCUY-
KU T€ Ca YCTAaHOBUMH H3ISUIO BHPXY €JIEKTPOHHMS MOIIHUC, YAOCTOBEPEHUETO U JTOBEPUTEITHUTE
CIHCBIIH.
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Hemo moseue, un. 33 ypexnaa kBanuduuupanara yciayra no BadupaHe Ha KBaTuHUIMpa-
HU €JIEeKTPOHHU HOJMKCH, PEIOCTaBsIHA OT JI0CTAaBYMK Ha YJIOCTOBEPUTEIHU YCIYTH MO JUCTaH-
[IMIOHEH, aBTOMAaTHU3UpaH M HaJleXKJeH HauMH Ha JIOBEpsBAIlM CE€ CTPAHU, KOUTO HE M3BBPILIBAT
BAJIMIUPAHETO CaMU, a Wi. 34 — KBanu(HIMpaHaTa yciayra o ChXpaHsIBaHE Ha KBAJIU(UIMPAHH
€JIEKTPOHHM IOJNKUCH, FapaHTUpalla NPOIbJKEHA IPOBEPUMOCT Ha MOAMKCA CJIe]l U3TUYAHE Ha
TEXHOJIOTMYHMSI IEpUOJ] Ha CUTYPHOCT. Ypendara Ha BaJMIMPAaHETO KaTo Ma3apHa yciyra, oT/e-
JIeHa KaKTO OT TOAINMCBAILKS, TaKa U OT JOBepsBalllaTa ce CTpaHa, MPEICTaBIsABA HAl-CUITHHUST
CUCTEMATHYEH apryMEHT, Y€ NpOBEpKaTa Ha €JIEKTPOHHUS MOANKC € 3aMUCIIEHA Karo JAEHHOCT,
U3BbpIIIBaHA 0€3 KaKBaToO M J1a € Bpb3Ka C MECTOHAXO)KICHUETO Ha TUTYIIAPSL.

3.5. Mexcounen u3e00

CucreMaTHyHOTO ThJIKYBaHe Ha Wi. 22, wi. 25, wi. 26 u ui. 32-34 ot Pernament Ne 910/2014
000CHOBaBa M3BOAA, Y€ TMCTAHLIMOHHATA MPOBEPUMOCT HE € JIOIBIHUTEIIHA Bb3MOXKHOCT, a KOH-
CTUTYTHBEH €JIEMEHT Ha MPAaBHUS MHCTUTYT Ha €JEKTPOHHUS noamuc. Pamkara e HacoueHa cpe-
LIy NMpOBepKaTa Ha MSACTO: 3aKOHO/IATEIIAT Ch3HATENHO 5 JUIIaBa OT HOPMAaTUBHO 3HAYEHUE, KAaTO
ypexJa usueprnareneH (pakTH4ecky chCTaB Ha BAIMAMPAHETO, B KOUTO (PU3NYECKOTO NMPUCHCTBHE
Ha MOAMMCBAIINS HE ydacTBa. J[eHCTBUTEIHOCTTA HA MOAIKCA CE YCTAaHOBABA Upe3 00CKTHBHpa-
HU, OTJAJI€YEHO JIOCTHIIHU YAOCTOBEPUTEIHU CPEACTBA, OPaJAU KOETO BCAKO U3MCKBAHE 3a MPO-
BEpKa B IPUCHCTBUETO HA TUTYJISIPsl OM OMIIO HE CaMO M3JIMILIHO, HO U HECHbBMECTUMO C LIEJTUTE U
cucTeMarukara Ha PernmameHTa, JOKOJIKOTO OM Bb3CTAHOBMUIIO HMEHHO OHE3H MPEYKH IpeJ TpaH-
CIPaHUYHUTE €JIEKTPOHHU TPaHCAKIMU, YUETO IPEMaxBaHe TOH mpece/iBa.

PABBUTUE U TEHAEHIIUUA B EIDAS 2: 3A/ITbJIBOYABAHE

HA JUCTAHIIMOHHMUSA MOJIEJI

[Ipernenst Ha neiictBueTo Ha Permament Ne 910/2014 yctaHOBH HEITBJIHOTH — ()parMeHTHpa-
HO BBBEXKJaHE HA HAIIMOHATHHUTE CXEMH 32 €JIEKTPOHHA UICHTU(PUKAIUS, OTPAHUYEHA TIPUITOKH-
MOCT B YaCTHMSI CEKTOP M HEIOCTAaThYeH KOHTPOJ Ha TPakJJaHUTE BbPXY COOCTBEHUTE UM JIaHHU
(European Commission n.d.) (DigiSign n.d.). B otroBop Ha 11 anpun 2024 1. 6e npuet Pernmament
(EC) 2024/1183 3a uzmenenue Ha Permament Ne 910/2014 no oTHOIIIEHHE HAa Ch3/1aBaHETO HA €B-
poreiicka paMka 3a uudpona camonuuHocT (eIDAS 2), omobpeH oT 3akoHOAATENNTE B HAYAJIOTO
Ha 2024 r. ¥ mopakaIl 3aAb/HKeHU 32 AbPKaBUTE YJICHKHU B MPEXOJEH MEPUOJT 32 OCUTYpsIBaHE
Ha JIOCTBI Ha TpakaaHute 10 EBpormeiicku noptdeiin 3a undposa camonununoct (EUDI Wallet)
(DigiSign n.d.) (Evrotrust 2024).

4.1. Eeponeiickuam nopmdeiin 3a yugppoea camonuunocm

EUDI noprdeitnbT € cpeacTBo 3a eIeKTPOHHA WICHTU(UKAIMS C BUCOKO HHBO Ha OCHUTY-
PEHOCT, U3AaBaHO OE3IJIaTHO HA BCEKU I'pa)KAaHMUH, KOMTO »Kejae /ia ro moji3Ba, M03BOJISBALIO0
ChXpaHsBaHe U W30MPATETHO CIOJEIsIHE Ha UACHTU(DUKAIIMOHHY JaHHU M YIOCTOBEPEHUS 3a aT-
pulyTH, KaKTO U TojaraHe Ha KBaquduimpanu enekTponHu noxanucu (DigiSign, n.d.). C Hero
JUCTAaHIIMOHHUAT MOJIEJI CE IIPEHAcs OT eTara Ha IpOBepKaTa Ha Beue IMOJIOKEH MOIMUC KbM LeNus
YKU3HEH IUKBJI Ha HU(POBOTO MPABOOTHOIICHHE: UACHTU(DUKAIIMATA HA JIMIETO Tpe]] TOCTaBUMKa
Ha YCIyTH, YIOCTOBEPSIBAHETO HA HETOBU aTpUOYTH M CaMOTO TIOANKMCBAHE CE U3BBPIIBAT OTIaJIe-
4YeHo, B yHH(pHUIIMpaHa 1 cepTuuIpaHa cpea, Mpu3HaTa BbB BCHUKH JbPKaBU WICHKH. BHenpsi-
Baneto Ha EUDI moptdeiina 6emnexxu mpexo KbM apXUTEKTypa Ha ,,HyJIeBo jgoBepue™ (Zero Trust)
U JCTICHTpATN3UpaHa UICHTHYHOCT, IIPU KOSATO IOBEpSBAIaTa C€ CTpaHa BAIUIUpPA Kpunrorpad-
cku okasarenctsa (verifiable credentials) gucTaniimoHHoO 1 B peaqHo Bpeme, 0e3 n3001110 /1a nMa
JIOTHYECKH KaHaJl 3a MPOBepKa Ha MsICTO.

4.2. Hoeu keanugpuyupanu yoocmoegepumennu yciay2u

elDAS 2 pasmmpsiBa katajora Ha KBaTM(DHUIIMPAHUTE YIOCTOBEPUTEIHH YCIYTH C €JIEKTPOH-
HOTO apXHBHUpaHE, CICKTPOHHUTE PETUCTPH M — ¢ 0cOOEHO 3HAYEHHE 3a pa3IIekIaHara Te3a —
yIOPaBICHUETO HAa YCTPOWCTBA 3a Ch3JaBaHE Ha €JIEKTPOHEH IOANUC OT pa3CTosHUE (remote
QSCD) (European Commission n.d.) (DigiSign n.d.).

Ta3u HOBa ypenda AaBa JUPEKTEH HOPMATUBEH OTTOBOP HA CHCTEMHHUTE JNe(UInTH, CBhp3a-
HU C XapAyepHara u copTyepHaTa KOMIUIEKCHOCT Ha KJIACHYECKUTE €NEKTPOHHU moamucu. Tpa-
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JUIMOHHATA 3aBHCUMOCT OT (u3uuecku cmaptkaptd, USB TOkeHH W MHCTanMpaHe Ha JIOKAJTHH
NpaiiBepu Ch3/1aBa CEpUO3HU Oapuepu mpe MacOBOTO HABIIM3aHE HA TEXHOJIOTHTA Cpell KpailHU-
Te morpedurteny. Upes mpeHacssHeTo Ha KpUNTOrpadcKuTe onepainuy BbpXy 3alllUTeHH OTanede-
HU ChPBBPH U U3IOJI3BAHETO Ha OMOMETPUYHA aBTEHTHUKALIUS Tpe3 MOOWIIHU ycTpoicTBa, e[DAS
2 mpeonosisiBa TE3U XapAyEepHH OIpPaHUYEHUS U OCUTYpPsIBA TEXHOJOTMYHA JTOCTHIIHOCT OT HOBO
MOKOJICHHE.

W3puunara ypenda Ha OTIAJIEYEHOTO YCTPOWCTBO 3a Ch3/laBaHEe HA KBAIU(UIIUPAH TOJITHUC,
IIPU KOETO JaHHWUTE 3a Ch3/laBaHE Ha MOANKCA C€ YNPaBisABaT OT KBATU(PUIMPAH JOCTaBYMK OT
UMETO Ha TUTYISPS, O3Ha4YaBa, 4e JOPH aKThT HA MOJIMUCBAHETO BeUe HE MPEANOCTaBs (PUINIECKO
J'bpKaHe Ha MaTepUaIHO CPEACTBO (KapTa, TOKEH) OT MOANHUCBALIUS.

KpbruT ce 3aTBapsi: KakTo Ch3JaBaHETO, TaKa U MPOBEpKaTa Ha MOANKCA ca HOPMAaTHBHO €MaH-
UIHPaHU OT MSICTOTO, HA KOETO C€ HaMHpa JIUIIETO.

4.3. lucmanyuonno ycmanoseagane Ha CAMOIUYHOCH NPU U30A6AHE HA YOOCHO6EPEHU

[TokazaTenHa 3a TEHACHIMATA € U €BOJIIOLMITA HA U3UCKBAHUATA 32 MPOBEPKA HA CAMOJIMY-
HOCTTa IIPU U3/laBaHe Ha KBATU(HUIMPAHU yI0CTOBepeHus. JokaTo mbpBOHAYAIHATA PElaKIIMs Ha
. 24, § 1 ot Permament Ne 910/2014 mocrassiiie kKaTo OTIpaBeH MeTof (U3HYECKOTO MPUCHCT-
BUe Ha u1eTo, eIDAS 2 ypexna paBHOCTOMHM AUCTAHIMOHHU CIIOCOOU — YPE3 CPENICTBO 3a €JIEK-
TPOHHA HJIeHTU(UKALIMS C BUCOKO HUBO Ha ocurypeHoct, upe3 EUDI noprdeiina umu upes3 ceptu-
¢bunpany NpoueaypH 3a JUCTAaHIIMOHHA BUACONICHTH(DHUKALIMS, OTTOBAPSIINA Ha XapMOHU3UPAHU
crangaptu (DigiSign n.d.) (Evrotrust 2024). Taka u nmocineaHUAT eTam, Ha KOUTO (PU3MUECKOTO
IPUCHCTBUE UMallle HOPMAaTHUBHO 3HAYEHHE — IbPBOHAYATHOTO 0OBBp3BaHEe Ha KpUNTorpadckara
CaMOJIMYHOCT C (PU3UYECKOTO JIUIIE — C€ OTBApA 33 AUCTAHIIMOHHO M3ITbJIHECHHUE.

4.4. Hopmamuenu u mexHon02u4Hu ZpAHuyi Ha OUCIMAHYUOHHUS MOOe

Crnensa na ce oroenexu, ye makap Permament (EC) Ne 910/2014 u uzmensimusr ro Perimament
(EC) 2024/1183 (eIDAS 2) uenenacodeHo na u30yTBaT MpoBepKaTa Ha MSCTO OT KUZHEHUS [IUKBII
Ha y0CTOBEPUTEITHHUTE YCIIYTH, TEXHUST 00XBAT Cpellla €CTECTBEHU I'PaHUIIN, IOCTABEHU OT IIPUH-
UMa Ha KoMIeTeHTHocTTa B paBoTo Ha EC. ChiiectByBar crienududyay mpaBHU cepu, B KOUTO
IbpKABUTE UICHKHU 3ala3BaT CBOS CyBEPEHUTET Ja YPEKJIaT MaTepUaJIHOIIPaBHUTE U3UCKBAaHUS
3a popMa Ha CIHEJIKUTE U CBbP3aHUTE C TAX MpoueaypH. TunudyeH npuMep B TOBa OTHOILIEHHUE Ca
IIPOU3BOJICTBATA MO CHCTaBSHE HA HOTapUAJHHU aKTOBE 3a Pa3MopexkJaHe C HEIBMKUMU UMOTH,
yupeasiBaHeTo Ha 00e3NeueHus], KAKTO M aKTOBETEe B 00JaCTTa HA CEMEWHOTO M HACJIEACTBEHOTO
IpaBo, MPU KOUTO HALIMOHAJIHOTO 3aKOHO/AATEJICTBO TPAJIULIMOHHO UMIIEPATUBHO U3UCKBA €THOB-
pPEMEHHOTO (PHU3MYECKO MPUCHCTBUE HA CTPAHUTE MIPE] ATBHKHOCTHO JIUIIE U HOTapUYycC.

Te3n HOpMATUBHU M3KIIOYCHHUS 00aue HAMAT KalaluTeTa Jja ONpOBEeprasT 3alliTaBaHaTa B
HACTOSALIOTO M3cienBaHe Te3a. Te mpeacTaBisBaT BbHUIHM 3a Pernmamenta Gapuepu, KOUTO Mpo-
U3TUYAT OT JIUTICaTa Ha MbJIHA XapMOHM3AIMs B TPa)JIaHCKOTO U MpolecyaaHoTo npaso Ha EC,
a He OT BHTPEIIHM KOHIENTYaTHH UM TEXHOJIOTUYHU Ae(PEeKTH Ha IUCTAHIIMOHHUS MOJIe] Ha Ba-
aunvpase. B te3u ciayyan U3MCKBaHETO 3a (PU3HUECKO SIBSIBAHE HE € MPOJUKTYBAHO OT JACPUIIMT B
CUTYPHOCTTA Ha €JIEKTPOHHUS MOJAIMUC UM HEBB3MOXKHOCT 32 OTJaleYeHa UACHTU(UKALINS, a OT
creuu(UYHN COLMAIHO-TIPABHU (DYHKLIUHU HA JaJ€HH WHCTUTYLINH.

4.5 ®enomenvm ,xapmuen apxue‘

Cepuosna 6apuepa npes eeKTUBHOTO (DYHKIIMOHUPaHE Ha AUCTAHIIMOHHUS MOJIeN € peHoMe-
HBT, [IO3HAT KATO ,,XapTUEH apXHUB* — aJ]MUHUCTPATUBHATA U MpaBOIpUIIaraniara IpakTUKa Ja ce
M3MCKBa NPUHTUPAHE HA JOKYMEHTH, KOUTO Ca TeHepUpaHHU, MOJMUCAHU U IPUJIBUKBAHU U3LSIIO
B qurutaineH ¢opmar. [TonobHO n3ncKkBaHe, penpoayLIMPAHO OT ATBHKHOCTHU JIMIIA B pAMKUTE Ha
yOIMYHUS CEKTOp, pa3KpUBa AbJIOOK KOHIENTYaleH Ae)UIUT U GpyHIaMEHTaTHO HepazOoupaHe
Ha IpaBHO-TEXHUYECKaTa crenu@uKa Ha eIeKTPOHHUTE YIOCTOBEPUTENIHN YCIYTH.

OT TeXHOJOTMYHA U IOpUAWYECKa IVIeHA TOUKA MPEBPBHIUIAHETO Ha €IEKTPOHHUS JOKYMEHT
B XapTHs HAITbJIHO aHYJUpPA IOJOXKEHUS B HETO €IEKTPOHEH noanuc. Bepxy xaprusira To34 cre-
uM(pUYEH U KOMILJIEKCEH TEXHOJIOTHYEH HHCTPYMEHT Jerpaaupa 10 CTaTuyHa rpaduka Uim TeKCT,
KOWTO ca JIUIIEHU OT KaKBaTo M Jla € CAaMOCTOSITeNTHA TIPaBHA U J0Ka3aTeJICTBeHAa CTOMHOCT B KOH-
tekcta Ha eIDAS. 1o To3u HauMH aKTHT HA MPUHTUPAHETO HE MPOCTO AyOiIHMpa uH(pOpMALUATA, a
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YHHIIO)KaBa MpaBHATA CUJIa HAa €IEKTPOHHOTO BOJICU3sIBICHHE. 103U cucTeMeH Ne(UIIUT KaTero-
pUYHO J0Ka3Ba, 4e€ 3a MMBJIHOIEHHOTO JIEWCTBHUE HA IUCTAHIIMOHHOTO TOJITMCBAHE M BaJIUIUPaHE
o cmuchbia Ha wi. 32 u wi. 33 ot Permmament (EC) Ne 910/2014 He e qocTaTrbuHO €IMHCTBEHO
HAJMYMETO HA BUCOKOTEXHOJIOTHYHA MyOnnyHa Kpunrtorpadceka nuHGpacTpyKkTypa u JOBEPUTEIIHU
CIUCHIM. MOIEThT N3MCKBA CHOTBETHA HOPMATHBHA ONIOpa HA HAITMOHAIIHO HUBO, U3Pa3sBallia ce
B HaJIaraHETO Ha UMIIEPATHBHU MTO/I3aKOHOBH PECTPHUKIINN U aIMUHUCTPATUBHOHAKA3aTETHU CaHK-
WU, KOUTO U3PUYHO Ja 3a0paHsIBaT U3UCKBAHETO HA XapTUEH AYONUKAT MPU HAIWYEH TUTHUTAIICH
opuruHai. be3 mogobHa pagukanHa MpoMsiHa Ha MPOLETYPUTE aIMUHUCTPATUBHATA UHEPIIUS 111e
MPOBIDKU Ja PYHKITMOHHPA KaTO PerpecuBeH (pakTop, KOUTO H3KYCTBEHO YIbpikKa MpOBEpKaTa Ha
MSICTO U KOMITpOMeTHupa crparernueckure nenu Ha EC 3a usrpakaane Ha einHeH U poB masap.

N3BOIN

W3BbplIeHUAT aHAIW3 NOTBBPKAAaBa U3CileaBaHaTa Te3a. EBponelickara 3akOHOAaTeIHa paM-
ka eIDAS u eIDAS 2, pa3miexxaaHa Karo L5710, € HacoYeHa Cpelly MpoBepKaTa Ha MACTO MpuU
MOANUCBAIIIHNS: TS LIEJIEHACOUEHO M3IPAXK/a IPABEH U TEXHOJOTUYEH MEXaHU3bM, KOMTO U3KITFOUBA
TaKaBa IPOBEpKa OT (PAaKTUUECKHsI ChCTAB HA BAIMAMPAHETO U 5 3aMECTBA C AUCTAHIIMOHHO YCTa-
HOBSIBAaHE Ha ABTEHTUYHOCTTA HA BOJICU3SBICHUETO U IIEJIOCTTa HA JOKYMEHTa — Yype3 KBaIu(u-
LUPAHOTO YIOCTOBEPEHUE, MyOIMYHUTE JOBEPUTEIHU CIIUCHIM U perIaMeHTHpaHaTa Ipolierypa
o Banuaupane mo wi. 32—-33 ot Permament Ne 910/2014 — xato pe3ynTaTbT OT Ta3u MPOBEPKa ce
I10J13Ba C HOPMAaTHBHO TapaHTHPAHO JOBEpUE U €JHAKBa IIpaBHa cuja B uenus Cbio3.

MotuBHUTE Ha 3aKOHOAATENS Ca NIOCJIEIOBATEIIHNA: U3TPaXKIaHe Ha IOBEPUE B TPAHCTPAHUYHU-
TE €JIEKTPOHHU TPAHCAKLIMH, IPEMaxBaHe Ha MMPEYKUTE Npel eNUHHNS IIU(POB Na3ap 1 HamassBa-
HE Ha a]MUHUCTPATUBHATA TEKECT 3a IPaKJaHUTE, MPEANPUATUATA U TyOIUYHUTE aJIMUHUCTpa-
nuu. eIDAS 2 He mpoMeHsl, a 3aabJ1009aBa Ta3u Mapaanrma, karo uype3 Epponerickus moptdeiin 3a
nudpoBa CaMOIMYHOCT, OTJAJICUEHUTE YCTPOICTBA 3a Ch3/1aBaHEe Ha MOANUC U TUCTAHIIMOHHUTE
CIOCOOM 32 YCTaHOBSIBAHE HA CAMOJIMYHOCT Pa3lpoCTHpa OTAAJICUEHUS MOJEIN BbPXY LEJUS KU3-
HEH IIUKbJI HA €JIEKTPOHHATA UACHTUYHOCT U €JIEKTPOHHUSA noanuc. TeHaeHuusATa Ha pa3BUTUE HA
TO3M BUJ 3aKOHOJIATEJICTBO € €HO3HAYHA: (PU3NUECKOTO MIPUCHCTBHE MpecTaBa aa Ob/e rapaHIys
3a MpaBHA CUTYPHOCT U OMBa 3aMECTEHO OT IIPOBEPUMHU, IIYOJIIMYHO JOCTHIIHU U XapMOHU3UPAHU
Ha paBHULIETO Ha ChIO3a YIOCTOBEPUTEIIHU MEXaHU3MH.
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THE EUROPEAN LEGISLATIVE FRAMEWORK OF eIDAS AND eIDAS 2
AS A REGULATORY ALTERNATIVE TO ON-SITE VERIFICATION
IN THE PRESENCE OF THE SIGNATORY: REMOTE VALIDATION

OF ELECTRONIC SIGNATURES AS AN OBJECTIVE
OF REGULATION (EU) NO 910/2014

Abstract: This paper substantiates the thesis that the European legislative framework governing electronic
identification and trust services — Regulation (EU) No 910/2014 (elDAS) and its amending Regulation (EU)
2024/1183 (eIDAS 2) — is, as a whole, oriented away from the on-site verification, in the presence of the
signatory, of an electronic signature that has been affixed. The framework deliberately moves away from
this traditional method of verification, replacing it with legally guaranteed remote validation. The paper
analyzes the European Union's strategic rationale, the regulatory mechanism for remote validation under
Articles 32 and 33 of Regulation (EU) No 910/2014, and the further development of this concept under el-
DAS 2 through the European Digital Identity Wallet and the new qualified trust services. It substantiates the
conclusion that the remote verifiability of a signature is not a collateral effect of the regulatory framework,
but rather one of its objectives, while on-site verification represents a model that has been superseded by
European Union law.
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DEPLOYING AI AGENTS FOR SLEEP APNEA MANAGEMENT IN A U.S. DIGITAL
HEALTH PLATFORM: ARCHITECTURE, LLM SELECTION,
AND BUSINESS VALUE

Krasimir Nikolov
University of Library Studies and Information Technologies
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Abstract: Sleep apnea remains a major and frequently underdiagnosed public health challenge.
Epidemiological estimates indicate that obstructive sleep apnea (OSA) affects nearly 936 million
adults worldwide (Benjafield et al. 2019). Home Sleep Apnea Testing (HSAT) devices have expand-
ed the possibilities for out-of-laboratory assessment and generate structured clinical data that may
support intelligent workflow automation. This paper presents a reference technical architecture for
deploying Al agents within a U.S. digital health platform specializing in sleep apnea care. The pro-
posed system is built around a self-hosted large language model, specifically Llama 3.1 8B, served
via VLLM on AWS GPU infrastructure and integrated with an existing Node.js/NestJS backend
through a standardized REST API. To support a HIPAA-aligned deployment, the agent is restricted
to structured patient data such as screening questionnaire results, AHI values, and CPAP adherence
indicators and does not access raw physiological signals. The paper examines the infrastructure
configuration, LLM selection criteria, and potential business value. Under the stated AWS pricing
assumptions, the core GPU and model-storage infrastructure is estimated at approximately 3295
per month, this figure is illustrative and does not represent total cost of ownership. The proposed ar-
chitecture requires task-specific clinical, security, and regulatory validation before production use.
Keywords: Al agents; sleep apnea; LLM deployment; digital health architecture; HIPAA compli-
ance

INTRODUCTION

Sleep apnea represents a significant, yet frequently underaddressed, public health challenge in
modern medicine. Epidemiological estimates indicate that obstructive sleep apnea (OSA) affects
nearly 936 million adults worldwide (Benjafield et al. 2019). A substantial proportion of affected
individuals remain undiagnosed, contributing to delayed treatment and an increased burden on
healthcare systems. Left untreated, OSA is associated with serious comorbidities. The condition
substantially elevates the risk of cardiovascular disease, type 2 diabetes, and hypertension, while
simultaneously impairing cognitive performance over time (Lévy et al. 2015).

Traditionally, in-laboratory polysomnography (PSG) has served as the diagnostic reference
standard for OSA. However, this procedure presents considerable practical barriers. It carries high
costs, creates logistical burdens, and may contribute to delays in diagnostic assessment and treat-
ment initiation (Kapur et al. 2017). The introduction of Home Sleep Apnea Testing (HSAT) de-
vices — such as the WatchPAT series developed by Itamar Medical — has substantially altered this
landscape. These devices can expand access to sleep-disordered breathing assessment by allowing
eligible patients to complete diagnostic testing in their home environment, with results subse-
quently reviewed remotely by credentialed clinicians (Corral et al. 2017).

Digital health platforms that coordinate the end-to-end HSAT workflow naturally accumulate
structured datasets throughout the patient journey. From initial intake and insurance verification to
study fulfillment, clinical review, and CPAP treatment initiation, these platforms generate records
covering screening questionnaires, diagnostic outcomes, treatment assignments, and adherence
metrics. Collectively, such structured data may provide a suitable foundation for intelligent and
automated clinical workflow support.
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Artificial intelligence agents offer a highly relevant mechanism for augmenting these clinical
operations (Wang et al. 2024). In contrast to static, rule-based automation systems, Al agents can
perform generate context-dependent action sequences rather than executing fixed rules over struc-
tured inputs, interact with predefined tools, and execute complex workflows according to specified
instructions and constraints. Their behavior can be conditioned on the clinical context represented
in the available data. When cases require human judgment, the agent can be configured to escalate
them to qualified clinical personnel, while routine monitoring tasks can be performed continuous-
ly.

This paper addresses a focused research question: How can Al agents be technically designed,
deployed, and integrated within a U.S. digital health platform for sleep apnea care while maintain-
ing strict patient data privacy and supporting compliance with applicable HIPAA requirements?
Three primary contributions are offered: (1) a reference architecture for a self-hosted, LLM-based
Al agent operating within a Node.js/NestJS healthcare environment; (2) a comparative evaluation
of open-weight language models suited for regulated clinical deployments; and (3) a practical
mapping of Al agent capabilities to real-world workflow states within the sleep apnea care path-
way.

RESEARCH METHODOLOGY

The study adopts a Design Science Research (DSR) methodology — a well-established frame-
work in information systems and applied computer science that focuses on the construction and
evaluation of purposeful technical artifacts (Hevner et al. 2004). This approach was selected be-
cause the research objective extends beyond descriptive analysis: the aim is to construct a techni-
cally viable solution to a real-world operational problem and evaluate its utility against a defined
set of criteria (Peffers et al. 2007).

The investigation was structured across three sequential phases. In the first phase, a targeted
literature review was conducted covering Al agent architectures, large language model deploy-
ment in healthcare, HIPAA-aligned infrastructure patterns, and sleep apnea clinical workflows.
Sources were drawn from IEEE Xplore, PubMed, the ACM Digital Library, and relevant vendor
technical documentation. The review was intended to identify technically and clinically relevant
concepts rather than to constitute a systematic review or meta-analysis. In the second phase, a
comparative technical evaluation of three open-weight language models was carried out based on
a defined set of clinical deployment criteria. In the third phase, a reference architecture was syn-
thesized and mapped to an existing clinical data model representative of a typical U.S. sleep apnea
digital health platform.

The LLM evaluation was structured around five criteria of particular relevance to regulated
healthcare environments. These include: (1) licensing permissiveness for commercial use and ap-
plicable use restrictions; (2) data residency, meaning the ability to operate fully within a private
cloud without outbound transmission of Protected Health Information (PHI) to an external model
provider; (3) reasoning and tool-calling capability for reliable multi-step task execution; (4) com-
putational footprint, specifically VRAM requirements and compatibility with cost-effective GPU
instance types; and (5) governance and regulatory considerations associated with model prove-
nance, licensing, organizational policy, and deployment jurisdiction.

Infrastructure assessment was based on technical specifications and indicative AWS pricing
for GPU-enabled instance types, using the g4dn.xlarge (16 GB NVIDIA T4) as the minimum de-
velopment configuration and the g5.xlarge (24 GB NVIDIA A10G) as the recommended produc-
tion setup. Model inference was assessed conceptually through a deployment-oriented technical
analysis using vLLM, an open-source high-throughput inference engine, deployed as a contain-
erized ECS task within a HIPAA-eligible AWS environment. Cost projections were calculated on
a 30-day continuous operation basis, incorporating both on-demand and indicative spot instance
pricing.

The clinical workflow analysis was conducted against a representative PostgreSQL schema
modeled with Prisma ORM, reflecting the data architecture of a typical U.S. sleep apnea digital
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health platform. Key entities examined included patient screening results, HST workflow state
machines, diagnostic report structures, treatment records, and compliance indicators. Through this
analysis, specific agent trigger points were identified — discrete state transitions where an Al agent
can meaningfully intervene without requiring any access to raw physiological signal data from
HST devices.

TECHNICAL ARCHITECTURE

The proposed Al agent system is architected as a modular, HIPA A-aligned extension to an ex-
isting Node.js/NestJS digital health backend. A micro-services pattern was adopted, whereby the
LLM inference engine operates as a fully independent containerized service, structurally decou-
pled from the core application layer. This separation has two critical benefits: it reduces disruption
to established clinical workflows and allows the inference engine to be scaled or replaced without
requiring redeployment of the main application. The system is organized into four functional lay-
ers: an inference layer responsible for hosting and serving the language model; an agent orchestra-
tion layer implemented as a dedicated ai/ module within the NestJS backend; a data access layer
providing the agent with structured read access to patient workflow states and clinical summaries;
and a human oversight layer that routes all agent outputs to clinical staff for mandatory review
prior to any patient-facing action.

The language model is served through vLLM — a high-throughput, memory-efficient inference
engine optimized for transformer-based models — deployed as a Docker container within an AWS
ECS task. Model weights are stored on an Amazon EFS volume mounted to the task, ensuring
persistence across container restarts and eliminating redundant downloads upon reinitialization.
For production environments, a g5.xlarge instance equipped with a 24 GB NVIDIA A10G GPU
is proposed as a baseline configuration. At 4-bit quantization, the evaluated model class can typi-
cally be accommodated within this GPU memory envelope, although exact VRAM requirements
depend on model architecture, quantization method, context length, KV-cache allocation, batching
strategy, and inference configuration. The inference service exposes a chat completions REST
endpoint on port 8000, accessible exclusively within the private VPC. No inference traffic needs
to be routed to an external model provider, thereby supporting containment of PHI within the or-
ganization’s controlled AWS environment.

The agent orchestration logic resides within a dedicated ai/ module embedded in the existing
NestJS application. This module executes a continuous tool-calling loop. On each invocation,
the agent receives a system prompt embedding HIPAA guardrails, a task description, and a set
of available tool definitions expressed as JSON schemas. The model reasons over the supplied
context, then emits either a conclusive response or a structured tool invocation request. When a
tool call is detected, the NestJS module executes the corresponding internal service method — such
as retrieving a patient’s current HST workflow state, fetching screening questionnaire scores, or
querying CPAP compliance data — and feeds the result back as a new context message (Wang et
al. 2024). The loop continues until a final output is produced or a maximum iteration safeguard is
reached.

A defining architectural constraint is that the agent operates exclusively on structured summa-
ry data. It has no access to raw physiological signals from HSAT devices, which remain within the
clinical device ecosystem. This restriction intentionally reduces the PHI surface area, simplifies
audit-trail requirements, and supports the HIPAA principle of minimum necessary access. Agent
trigger points are mapped to discrete state transitions in the patient care pathway — spanning de-
vice ordering, study completion, clinical review, and treatment initiation. In every case, all agent
outputs are reviewed by clinical staff before any downstream action is executed. This human-in-
the-loop design functions as a risk-control mechanism and is consistent with broader principles
applied to clinical decision-support and Al-enabled medical software; however, the regulatory
classification of any specific implementation must be assessed separately.
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Table 1. Infrastructure configuration and indicative cost comparison

Parameter Minimum (Dev) Recommended (Prod) Indicative Spot (Prod)
Instance type g4dn.xlarge g5 .xlarge g5.xlarge
GPU NVIDIA T4 (16GB) NVIDIA A10G (24GB) NVIDIA A10G (24GB)
Hourly cost $0.526 $1.006 ~$0.40
Monthly cost ~$380 ~$725 ~$295
Model storage (EFS) ~$5/mo ~$5/mo ~$5/mo
Total/month ~$385 ~$730 ~$295

LLM SELECTION AND COMPARATIVE ANALYSIS

Selecting an appropriate language model for a HIPAA-regulated healthcare environment re-
quires evaluation criteria that extend well beyond standard benchmark performance. In the context
of a self-hosted deployment, factors such as licensing terms, model provenance, the capacity for
multi-step task execution, computational efficiency, governance requirements, and compatibility
with organizational security policies may carry equal or greater weight (Moor et al. 2023).

Llama 3.1 8B Instruct, developed by Meta, represents a technically attractive candidate for
self-hosted U.S. healthcare deployments because of its manageable computational requirements,
broad software ecosystem, and availability for local inference. Its licensing framework permits a
wide range of commercial uses, subject to the terms and restrictions of the Llama 3.1 Community
License (Meta 2024). Its reliability for specific clinical tool-use workflows should be established
empirically using task-specific evaluation data rather than assumed from general-purpose bench-
marks. Mistral 7B Instruct v0.3, developed in France by Mistral Al, operates under the Apache 2.0
license (Mistral Al 2024). Its relatively small computational footprint may offer efficiency advan-
tages for resource-constrained deployments. Its European provenance may also be operationally
relevant for organizations whose procurement, governance, or cross-border data-transfer policies
favor EU-based technology providers; however, GDPR does not impose a general requirement
that personal data remain physically stored within the European Union.

DeepSeek-R1-Distill-Llama-8B presents a distinct technical profile. As a distilled derivative
of the DeepSeek-R1 reasoning model based on Llama 3.1 8B, it is designed to retain reason-
ing-oriented capabilities within an approximately 8B-parameter model class (DeepSeek-Al 2025).
Its suitability for complex tool-based clinical workflows is promising but should be established
through task-specific benchmarking before conclusions about superiority over Llama or Mistral
models are drawn. Its development by a Chinese organization may trigger additional organization-
al, procurement, cybersecurity, governance, or legal review depending on the policies and regu-
latory obligations applicable to the deploying healthcare organization. Model provenance alone,
however, should not be treated as evidence of regulatory non-compliance.

Table 2. LLM candidate evaluation matrix

Criterion Llama 3.1 8B Mistral 7B DeepSeek-R1-Distill-
Llama-8B
License Llama Community Apache 2.0 MIT; der1ve3dlfr0m Llama
Provider jurisdiction USA France / EU China
VRAM (4-bit quant) ~6 GB ~5 GB ~6 GB
. Suitable; validation Suitable; validation Suitable; validation
Single-hop tool calls . . .
required required required
Multi-step chains (34) Requires ta§k-spe01ﬁc Requires ta§k-spe01ﬁc Rea'som‘ng-orler}ted;
testing testing validation required
. . Estabhsh.ed US ecosystem; EU-‘t?ase.d prov1d§r; Additional institutional
Governance considerations organizational review organizational review . .
. : review may be appropriate
required required
Recommendation Primary candidate Alternative candidate Benchmark candidate
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Based on the above evaluation, Llama 3.1 8B Instruct is proposed as the initial production
candidate, subject to task-specific validation and organizational approval. DeepSeek-R1-Dis-
till-Llama-8B is recommended for parallel benchmarking on equivalent infrastructure. Because
the architecture abstracts the inference layer from the core NestJS application, model substitution
can be achieved with limited changes to the surrounding orchestration logic. Should benchmark-
ing demonstrate superior task-level performance and the relevant governance requirements be
satisfied, DeepSeek-R1-Distill-Llama-8B could represent an alternative deployment option with-
out requiring substantial architectural modification. Mistral 7B remains a secondary option for
organizations that prioritize Apache 2.0 licensing, lightweight deployment, or specific European
procurement and governance considerations.

BUSINESS VALUE AND RETURN ON INVESTMENT

The deployment of Al agents in a sleep apnea digital health platform has the potential to gen-
erate value across three dimensions: operational efficiency, clinical scalability, and revenue-cycle
support. Traditional care pathways depend heavily on manual touchpoints — patient intake coor-
dination, insurance eligibility verification, HSAT device logistics, clinical review scheduling, and
treatment follow-up. Each of these steps consumes staff time that tends to increase with patient
volume. An Al-assisted system, by contrast, can automate or support selected repetitive work-
flow-monitoring tasks at comparatively low incremental compute cost once the infrastructure is
operational.

The illustrative compute and storage cost of the proposed self-hosted system amounts to ap-
proximately $295 per month under the spot-pricing scenario shown in Table 1. Because this in-
frastructure cost does not necessarily increase linearly with patient volume, the compute cost per
monitored patient may decline as utilization increases, provided that system capacity is not ex-
ceeded. For a platform serving 500 active patients monthly, the estimated infrastructure expendi-
ture corresponds to approximately $0.60 per patient. This calculation represents infrastructure cost
only and excludes software engineering, maintenance, security operations, monitoring, network-
ing, backups, clinical review time, and other organizational costs.

A deployed Al agent system can process multiple workflow events concurrently, subject to the
throughput, latency, context-length, batching, and GPU-capacity limits of the selected deployment
configuration. Rather than replacing clinical coordinators, the agent can continuously monitor
predefined workflow state transitions and prioritize cases for human attention. This capacity may
be especially relevant given the documented workforce constraints in sleep medicine, which con-
tribute to persistent bottlenecks in OSA diagnosis and treatment pathways (Kirsch 2018). The Al
agent does not replace clinical judgment; it functions as a workflow-support mechanism that may
allow clinical teams to allocate more attention to cases requiring professional assessment.

The proposed architecture may support documentation and monitoring activities associated
with Remote Physiologic Monitoring (RPM) under the CMS reimbursement framework. Relevant
CPT codes include 99453, 99454, and 99457 (CMS 2024). Whether a specific workflow qualifies
for reimbursement depends on the applicable CMS coverage, billing, device, monitoring, and
clinical-interaction requirements and cannot be determined solely by the presence of an Al agent.
The agent can support documentation, workflow tracking, and identification of missing adherence
data, while billable clinical services must continue to satisfy all applicable human-service and doc-
umentation requirements. Furthermore, by monitoring available CPAP usage data, the agent may
identify patients approaching the CMS adherence threshold — PAP use of at least four hours per
night on 70% of nights during a consecutive 30-day period within the first three months of initial
use — and flag them for proactive clinical outreach (CMS n.d.).

From a risk management perspective, the fully self-hosted deployment model reduces de-
pendency on external Al inference providers and may reduce the number of third parties process-
ing PHI. This does not itself establish HIPAA compliance. Compliance depends on the broader
administrative, physical, and technical safeguards implemented by the covered entity or business
associate, including appropriate contractual arrangements, access controls, encryption, logging,
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monitoring, incident response, and workforce procedures. As U.S. state-level health data privacy
legislation continues to expand beyond federal HIPA A requirements, this architecture may provide
greater organizational control over data flows and processing locations (Goldstein et al. 2023). The
mandatory human-in-the-loop design reduces, but does not eliminate, risks associated with auton-
omous Al-generated recommendations in clinical environments.

DISCUSSION

The proposed architecture demonstrates that technically capable, privacy-preserving
Al agents for sleep apnea care management can be designed using open-weight models and
self-hosted infrastructure in a manner that avoids routine transmission of PHI to third-party
model API providers.

Several architectural decisions are particularly important. The restriction of the agent to
structured summary data — excluding raw physiological signals from HSAT devices — represents
both a deliberate constraint and a privacy advantage. It significantly reduces the PHI surface area,
simplifies audit-trail requirements, and supports a privacy-by-design and compliance-oriented
architecture. The tool-calling loop implemented within the NestJS ai/ module provides a flexible
extensibility pattern. Because each available tool is defined as a discrete JSON schema, new ca-
pabilities can be added without modifying the core orchestration logic — a pattern that aligns with
established principles of maintainable healthcare software architecture (Blobel 2018).

The LLM evaluation reveals that no single model can be considered universally optimal
across all relevant criteria. Llama 3.1 8B offers a potentially strong combination of ecosystem
maturity, manageable computational requirements, and suitability for structured tool execution
in U.S.-based deployments. DeepSeek-R1-Distill-Llama-8B presents a potentially valuable
reasoning-oriented alternative for multi-step workflows, but its comparative advantage requires
direct empirical validation using the target clinical tasks. This finding highlights a recurring
tension in healthcare Al adoption: strong general-purpose reasoning performance does not nec-
essarily provide the optimal balance of accuracy, governance, licensing, operational maturity,
computational cost, and regulatory suitability for a particular clinical environment. Technical
and governance criteria should therefore be evaluated jointly throughout the model-selection
process.

Several limitations of the proposed system require acknowledgment. First, the architecture
was designed and evaluated at the level of technical specification; empirical validation through
production deployment and clinical outcome measurement remains future work. Second, the
agent’s effectiveness is bounded by the completeness, accuracy, and timeliness of data entered
into the underlying clinical information systems — a limitation common to EHR-integrated deci-
sion-support systems (Sittig and Singh 2012). Third, the explainability of LLM-generated out-
puts remains an open challenge. While the human-in-the-loop design mitigates some immediate
operational and clinical risks, full transparency into the basis of individual model outputs is
not guaranteed by the current architecture. Explainability, traceability, provenance of retrieved
information, and reproducibility of agent actions should therefore be treated as explicit require-
ments in future evaluation (Tonekaboni et al. 2019).

Three directions for future development are identified. First, the integration of multi-agent
coordination — where specialized sub-agents handle distinct aspects of the care pathway through
a shared orchestration layer — could increase task specialization across individual workflow stag-
es. Second, the application of retrieval-augmented generation (RAG) over clinical guidelines
and payer policy documents could allow the agent to ground its responses in current clinical and
reimbursement information without requiring frequent model retraining. Such a system would
require version control, source provenance, document-governance procedures, and mechanisms
to ensure that outdated policies are not retrieved as current guidance. Third, fine-tuning the
base models on de-identified sleep apnea clinical notes could be investigated as a method for
improving task-specific performance, provided that de-identification, data governance, training
provenance, and resulting model-privacy risks are appropriately evaluated.
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CONCLUSION

This paper presents a reference technical architecture for deploying Al agents within a U.S.
digital health platform specializing in sleep apnea care. The structured clinical data generated
by modern HSAT workflows offers a potentially powerful foundation for intelligent automation.
The proposed system demonstrates a technical pathway for using such data without requiring the
Al agent to access raw physiological signals or routinely transmit patient information to external
model API providers.

The architecture rests on three core pillars: a self-hosted open-weight language model served
within a private AWS cloud environment; a modular NestJS tool-calling orchestration layer; and
a tightly controlled data-access model restricted to structured clinical summaries. This design can
support organizational control over PHI processing and facilitate implementation of minimum-nec-
essary access principles, while enabling the agent to surface actionable information for clinical
staff review. HIPAA compliance, however, remains dependent on the complete set of administra-
tive, physical, technical, contractual, and organizational safeguards surrounding the deployment.

Llama 3.1 8B Instruct is identified as the preferred initial candidate for production evaluation,
offering a potentially favorable balance of ecosystem maturity, deployment flexibility, licensing
characteristics, and computational efficiency for U.S. healthcare environments. Under the illustra-
tive spot-instance pricing assumptions presented in this study, the estimated GPU and model-stor-
age infrastructure cost remains near $295 per month. This estimate should not be interpreted as the
total cost of ownership of the Al system. The mandatory human-in-the-loop review principle is de-
signed to augment, rather than autonomously replace, clinical judgment and provides an important
risk-control mechanism; regulatory classification and compliance obligations must nevertheless be
determined for each specific implementation and intended use.

Future work should prioritize empirical validation through live production deployment,
task-specific benchmarking of candidate models, quantitative assessment of latency and through-
put, exploration of multi-agent coordination for more granular clinical pathway coverage, and the
application of retrieval-augmented generation to improve response grounding. The architecture
presented in this study offers a replicable technical foundation for further evaluation by healthcare
organizations seeking to integrate Al-agent capabilities into existing digital health infrastructure
while maintaining strong privacy, governance, and human-oversight controls.
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BHEJIPSIBAHE HA ATEHTH HA UM (AI) 3A YIIPABJIEHUE HA ChbHHA ATTHES
B AMEPUKAHCKA LIU®POBA 3/JPABHA ILLIAT®OPMA: APXUTEKTYPA,
U3B0P HA TEM (LLM) ¥ BU3HEC CTOIHHOCT

Peztome: CvHrama antes 0CmMasa 3HAYUM U 4eCOo HeOUAZHOCMUYUPAH NPoOieM HA Cb8PEeMEHHOMO 30pase-
onazeane. Enudemuonocuunume oyeHku noxaseam, ye oocmpykmusnama conna anues (OSA) sacsea 6au3o
936 munuona sv3pacmuu 6 ceemosen mawyad (Benjafield et al. 2019). Hasnuzanemo na ycmpoiicmeama 3a
domawro uzciedsane 3a cvina annes (HSAT) pazwupsea 6b3modcHocmume 3a U38bHOOIHUYHA OUACHOC-
MUKA U 2eHepupa CIMpPYKMypupanu KIUHUYHU OAHHU, KOUMO Mo2am 0a NOONOMOSHAM UHMENUSeHMHAMA
asmomamuszayusi Ha pabomuume npoyecu. B nacmoswama cmamus ce npedcmaes pegpepenmua mexmiu-
yecka apxumexmypa 3a eneopasane Ha Al azenmu 6 oueumaina 30pagHa niamgopma, cneyuaiu3upana 8
apudicama 3a nayueHmu cve Coiua anuest. Ilpednodicenama cucmema ce 0CH08a8A HA TOKAIHO XOCBAH 20-
aam esuxoe mooen, Llama 3.1 8B, oocnyacean upes vLLM evpxy AWS GPU ungpacmpyxmypa u unmezpu-
pan ¢ Node.js/NestJS b6exeno nocpedcmeom cmanoapmusupar REST API. 3a noonomazane Ha snedpsisare,
cvobpaseno ¢ usuckeanusma na HIPAA, acenmvm e oepanuyen 00 cmpyKmypupanu nayueHmcKu OauHu
— pe3ynmamu om CKpuHuneoeu evnpocruyu, AHI cmotinocmu u noxazamenu 3a npudvprcane kom CPAP
mepanuama — u HAmMa 0ocmvn 00 cyposu gusuonocuunu cueHanu. Pasenedanu ca ungppacmpyxmypuama
Kon@ueypayus, kpumepuume 3a uzoop na LLM u nomenyuannama ousnec cmounocm. Ilpu nocovenume
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oonyckanus 3a AWS yenoobpasysane ocrnognuam pazxoo 3a GPU u cvxpanenue na mooena e oyenen npuo-
auzumento Ha $295 meceuno, masu cmouHOCH e UTIOCMPAMUGHA U He NPedCcmaginsa oouama yena Ha
npumesicanue. [Ipednosicenama apxumexmypa u3ucKéd CneyupuyHa KIuHUYHA, MeXHUYecKd, pecyiamopHa
U CUSYPHOCIHA 8ANUOAYUSL NPeOU BHEOPSBAHE 8 PEAIHA CPeOd.

Knrouosu oymu: Al acenmu; conna annesi; éneopseane na LLM, yughposo 30pase; HIPAA cvomsemcmeue

Kpacumup Huxomos, cTynenr

YHuBepcuret 1o 6ubIMoTeK03HaHUE U MH(OPMAIMOHHU TEXHOJIOTUN
Codus, benrapus

E-mail: krnikolov@gmail.com
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CRISIS COMMUNICATION AND REPUTATION MANAGEMENT IN DIGITAL
SPORTS ENVIRONMENTS
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Abstract: Sport is a deeply rooted part of our society, characterized by a high level of emotional
engagement among both active and passive stakeholders. Especially where a large fan base follows
the activities of a club, public sentiment can shift dramatically in a very short time due to success
or failure. It is essential to manage these shifts appropriately through a prudent communication
strategy. The aim of this paper is to compile the essential aspects of crisis communication and, in
doing so, to develop approaches to prevention and reputation management. This paper is based
on a comprehensive literature review. The paper evaluates existing theoretical approaches as well
as supplementary empirical observations. A key focus is the role of the stakeholders involved. The
results show how the timely application of preventive measures can help prevent potential crises or
ensure that a club is well-prepared for a crisis situation. At the same time, it becomes clear what
contribution well-organized reputation management can make to limiting potential damage and
restoring trust.

Keywords: Crisis Communication, Reputation Management; Sports Communication, Digital Me-
dia Environments, Stakeholder Communication

INTRODUCTION

Sports have long been an integral part of our lives. Virtually everyone is connected in some
way to the world of international sports — whether they participate in sports themselves or sim-
ply feel an emotional connection to a team or athlete and thus follow sporting events through
the media. For example, during soccer World Cups, we repeatedly observe the phenomenon that
even those with no direct connection to soccer are drawn into the tournament through a sense of
national solidarity. In hardly any other field can the emotions experienced shift as rapidly as in
sports, where success and failure are often close together or follow one another (Palomba/Zhang/
Hedlund 2024: 2). If organizations fail to address these emotions through communication, situ-
ations can escalate. Well-organized communication management is therefore indispensable for
the long-term sustainability of an organization (cf. Koerber/Zabara 2017: 198; Panksepp et al.
2014: 472). Against this backdrop, this article addresses two key questions. What communica-
tive measures are suitable for prevention? Such measures can be implemented in a much more
orderly manner during a positive phase than when a crisis has already occurred and immediate
action may be required. Second, approaches to reputation management should provide insights
into how an organization can build long-term trust among various stakeholders even beyond
individual crisis situations.

RESEARCH METHODOLOGY

This article presents a qualitative literature review and examines the communication behavior
of individuals and organizations in the context of professionally organized sports. Following an
initial conceptual framework, the author first outlines the fundamental causes and phases of crises
and then explores proven communication strategies in crisis situations. We then examine which
stakeholder organizations in the sports context must address in crisis situations (cf. Hutchins/Rowe
2014: 279). This ultimately yields both concrete approaches to prevention and considerations for
long-term reputation management.
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RESULTS

Organizations and individuals in sport can run into crises at any time. Poor results, internal
problems within a club, outside influences, or damage to reputation may all trigger such situations.
In such situations, choosing the right communication strategy can make the decisive difference
between an organization successfully managing a crisis and the crisis escalating further.

Typology of Crises

First, let’s clarify the key terminology related to crisis communication. We will focus on de-
fining the terms “crisis,” “crisis management,” and “crisis communication.” We will then examine
the main types of crisis communication.

Brown defines a crisis “as the perception of an unpredictable event that threatens stakehold-
ers’ key expectations and can seriously impact an organization’s performance and lead to negative
outcomes” (Brown 2014: 21). With her definition, she articulates the unpredictable or unforeseen
nature of a crisis. Other authors, such as Kitchin and Purcell, indirectly contradict this view and
at least leave open the possibility of recognizing warning signs that indicate a deterioration (cf.
Kitchin/Purcell 2017: 15). For Jafri and Yahya, the concept of crisis management encompasses
“a process planned to avoid or reduce the impact a crisis can inflict on an organization and its
stakeholders.” Furthermore, they state, “It is a creative process to eradicate major risk elements
that cause a bad reputation for the organization. This activity will allow those concerned to obtain
guidance regarding their future path and practice best communication management skills.” (Jafri/
Yahya 2019: 3). They therefore focus on any activities that help minimize risks or, ideally, avoid
them altogether. In doing so, they also refer to the concept of “reputation,” which we will address
at the end of this study.

The central focus of this working paper is crisis communication. Authors such as Coombs point
out the thematic connection to crisis management. Coombs writes, “Crisis management needs ev-
idence-based crisis communication guidance. Evidence-based guidance for decision-making in a
crisis must be supported by scientific evidence.” Coombs thus views research findings, empirical
studies, and communication strategies that have proven successful as an important basis for de-
cision-making in crises (Coombs 2007: 163). In their roadmap, Manoli and Anagnostou outline a
plan for how communication can be organized in times of crisis (cf. Manoli/Anagnostou 2023).

Reasons and Triggers of Crises

To prevent crises, it can be helpful to identify potential causes and triggers of problems. In
the sports sector, various events can serve as such triggers. For one thing, prolonged failure can
plunge athletes into a crisis. A prolonged losing streak puts nearly all organizations and clubs in
a precarious position due to the economic dependencies associated with competitive sports. In
addition, internal misconduct by athletes or even by the organization’s own management can lead
to a problematic situation. Depending on the extent of the public impact, so-called “shitstorms”
triggered by individuals or small groups can spread to the entire club structure (cf. Hutchins/Rowe
2010: 710-711).

25



Andreas Fixemer

Step 1
Recognize the crisis

Step 2
Highlight the organizations’s
leadership role

Step 3
Strengthen support within
the industry community

Step 4
Communicate broader
actions to address the crisis

Communicate the seriousness and scope of the crisis
Explain how the crisis affects usual operations

Demonstrate leadership and decision-making
capability
Emphasize strength and values of the organization

Promote unity and mutual support in the sector
Communicate what the organization is doing to
support partners and stakeholders

Encourage support beyond the immediate industry
Highlight initiatives and measures taken to overcome
the crisis

Figure 1. Crisis Communication Roadmap according to Manoli/Anagnostou 2023

Other causes of a crisis can include financial irregularities within an organization, violations of
applicable law, or problems with a contractual partner such as a sponsor. External factors can also
lead to difficulties. For example, extreme weather changes can lead to the cancellation of events,
which can put an organization in financial trouble. Technical problems can arise when IT infra-
structure fails (cf. Hutchins/Rowe 2010: 699). Crises often arise from a combination of internal
problems and external factors. Prominent examples from the history of sports:

— Athlete-related reputation crisis: Throughout his career, tennis player Novak Djokovic has
refused to get vaccinated against COVID-19. This has at times led to major conflicts both within
Djokovic’s team and with his sponsor Lacoste (cf. Agini 2022).

— Event-based crisis: Due to the global COVID-19 pandemic, Japan was forced to postpone
the 2020 Olympic Games to 2021, leaving the stadiums empty for a year (cf. Wang/Jiang 2021).

— Individual/team-based crisis: Frandsen and Johansen highlight an incident in which “Danish
handball coach Anja Andersen withdrew her team in the middle of a match watched by a large
number of spectators. The incident caused immediate consternation, not only among sports offi-
cials but also in the Danish media, posing a serious threat to the image of both the handball coach
and her club” (Frandsen/Johansen 2017: 85).

— Fisher cites Tiger Woods’ apology as a prominent example: “Tiger Woods’ corrective action
for addressing adulterous affairs was to enter a rehabilitation facility for sexual addiction” (Fisher
2012: 32).

Phases of a Crisis

To prevent a crisis or effectively manage crisis situations that have already arisen, it is helpful
to have a more detailed understanding of the individual phases that an organization goes through
during a crisis. Fiederer and Ternés (2017) provide a detailed overview of this in their 5-phase
model:

(1) Prevention

This phase involves preventive activities. Relevant stakeholders are made aware of potential

risks, and their attention is heightened. Should a crisis nevertheless be unavoidable, crisis

plans and the assignment of responsibilities help an organization become operational as quick-
ly as possible.
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(2) Warm Up
If warning signs emerge and are recognized in time, concerning developments can be moni-
tored early on. Implementing appropriate monitoring can be helpful. Proactive communica-
tion with the public can also help positively influence public perception.

(3) Acute und Hot
This is the peak of the crisis. At this moment, it is decided whether the situation will be
brought under control or continue to escalate. Organizations at the center of media attention
must now not only coordinate their communication efforts but also withstand the pressure of
public reporting.

(4) Cool Down
The crisis gradually subsides, and media attention gradually wanes. Nevertheless, risks remain
that the organization’s reputation will be damaged or permanently compromised. The task
now is to stabilize the situation, limit consequential damage, and gradually return to regular
business operations.

(5) Lessons Learned
In the final phase, the organization systematically reviews the crisis. It analyzes the causes,
evaluates its own communication measures as well as public reactions, and assesses which
goals the organization achieved and which remained unmet. The insights gained help to devel-
op new preventive measures and better prepare for potential future crises.
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Figure 2. Strategy Elements for Specific Communication Instruments
(cf. Bruhn 2015: 246)

Communication Strategies in a Crisis

After having taken a largely theoretical look at the topic of crisis communication so far, we
will now examine the relevant strategies that have become established over the years. The follow-
ing figure, based on Bruhn, illustrates some key aspects of a potential communication strategy (cf.
Bruhn 2015: 246).

Another factor to consider when choosing communication strategies is the way a party acts
during a crisis. Topfer contrasts a proactive or offensive approach with a reactive, defensive one.

According to him, a defensive communication strategy is characterized by a rather cautious
disclosure of the situation. Such a strategy is appropriate when public interest and media pressure
are relatively low, or when a stakeholder risks making themselves vulnerable by being too open.
At the same time, Topfer sees the danger that outsiders will obtain information from other sources,
quickly placing the actor in a passive position. In this case, there is even a risk that this reticence
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could be interpreted as an attempt at deception (Topfer 2008: 369). Proactive communication
involves the early and comprehensive disclosure of the causes and effects of the crisis. Topfer
emphasizes that stakeholders must communicate openly, comprehensively, and honestly in this
context. This type of strategy thus serves, among other things, to prevent rumors and misinforma-
tion caused by external factors. However, there is a risk that an attempt to provide comprehensive
information could also be perceived as mere posturing if the information is incomplete or unclear.
In such cases, a party may even risk losing trust (cf. Toepfer 2008: 369; Palomba/Zhang/Hedlund
2024: 1-4).

A comparison of the two strategies makes it clear that they cannot exist independently of one
another. Although — or perhaps precisely because — Topfer speaks of an “honest and comprehen-
sive” openness in the context of the offensive strategy, it remains to be determined in each individ-
ual case how much information is necessary to meet the criterion of “comprehensive”. In practice,
organizations and individuals under pressure often share only the information that is likely to be-
come public anyway through journalists or other outside actors (cf. Brown/Billings 2013: 75). One
example from sport can be found in the Canterbury Bulldogs case. A proper example in sports is
the case of the Canterbury Bulldogs. In the wake of the salary cap scandal, officials initially denied
the allegations and communicated only the bare minimum to the public. When new facts became
public, the club changed its communication strategy. The subsequent response thus occurred only
under pressure from information that had already been published, rather than out of self-initiated
transparency (cf. Bruce/Tini 2008: 111, Kurnal 2021: 46).

Communication Channels and Stakeholders During Crises

Today, nearly every organization in the professional sector conducts its own public relations
activities to convey information to the outside world in a targeted manner and to actively shape its
public image. This involves, among other things, providing the press with up-to-date information
and keeping other external stakeholders informed about current events. The core tasks of these de-
partments include issuing press releases, organizing and moderating press conferences, maintaining
digital platforms such as websites and social media channels, and sending emails, for example, for
regular newsletters (cf. Marini/Artusi/Rizzi 2023: 1). Thus, PR professionals have the dual task of
monitoring public sentiment while simultaneously advising club leadership. Consequently, public
relations, external communication via the press and social media, and internal communication are
among the essential channels of communication in times of crisis (cf. Hutchins/Rowe 2014: 280).

In this context, it is important to clearly identify the parties with whom communication takes
place. Especially in times of crisis, when external pressure to meet expectations is also a time-sen-
sitive factor and an organization such as a sports club must act quickly, the various stakeholders
must be provided with sufficient and satisfactory information in a timely manner. Professional
sports organizations are influenced by various internal and external stakeholders, including the
media, fans, commercial partners, politicians, and the general public (cf. Thormann 2024: 3).

— Sponsors: To ensure financial viability, the organization should keep them directly informed

about the current situation. Teams in charge should also speak openly about reputational
risks if it wants to keep the partnership stable (cf. Thormann 2024: 48—49).

— Media: The media serve as the primary external voice. It is crucial to present the facts con-
sistently across all channels. Press statements prepared in advance can later provide valuable
time to act (cf. Simpson 2024: 18; Himelboim 2010: 373).

— Fans: In large clubs, fans often constitute the largest stakeholder group. It is therefore im-
portant to engage with them with empathy and authenticity, emphasize shared values, take
responsibility for mistakes, and explain planned measures in a transparent manner (cf. Simp-
son 2024: 4, Mamo/Tainsky/Babiak 2021: 147).

— Members/Management/Team: The goal here is to establish internal transparency. This can
be achieved through regular status reports and by involving the workforce in preparatory
measures (cf. Simpson 2024: 5).

— Authorities/Regulators: All steps must be taken within a legally sound framework. To this
end, those responsible must observe compliance guidelines and adhere to deadlines and
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other legal requirements. When dealing with authorities, it is often important to provide in-
formation early on to avoid potential sanctions (cf. Coombs 2007: 165).

Recommendations for Action on Prevention and Reputation Management in Sports

The discussion so far has shown that the scope for action available to affected parties facing a
crisis is sometimes limited and dependent on numerous internal factors. It is significantly easier to
take action when an organization is not under acute pressure. Depending on the assessment of the
risk situation, it may make sense to take preventive measures to avoid a potential critical situation
or at least minimize existing risks.

(1.) An early assessment of potential risks can identify events that are highly likely to occur
and have the potential to cause significant damage. In addition, organizations should mon-
itor information generated and disseminated digitally that is produced not by the organi-
zation itself but by external actors. This includes, for example, public reporting or content
circulating on social media.

(2.) A prepared crisis plan with clearly defined responsibilities facilitates action in an emergen-
cy. This may include a crisis management team consisting of club leadership, the commu-
nications department, legal counsel, human resources, and, if necessary, technical depart-
ments to enable rapid coordination. In many clubs and organizations, it is also specified
who speaks with external actors — such as the press and when (cf. Simpson/Manoli/Skey
2025: 10). Additionally, prepared statements and digital information sections on club web-
sites can significantly shorten response times.

(3.) Simulate crisis situations in advance, for example through emergency drills, media train-
ing, and realistic crisis scenarios. In this way, test procedures and practice communication
routines. In sport, these measures can better prepare young or inexperienced staff for un-
predictable reactions from fans, sponsors, or the media.

(4.) An important area is the ongoing engagement of relevant stakeholders. The organization
should not wait until a crisis arises. Include external stakeholders — such as fans, sponsors,
the media, and associations — as well as internal groups, such as its own employees, in
the ongoing communication. Press conferences, dialogue events, town hall meetings, and
organized Q&A sessions build trust in the organization and make expectations clear at an
early stage (cf. Sato et al. 2015: 437).

No matter how effective and rigorous preventive measures may be, crises — especially those
caused by external factors — cannot always be avoided. In such cases, an organization or athlete
must address the question of whether their reputation is at risk during such a phase. Well-organ-
ized reputation management can help prevent such damage or recover from an image loss that has
already occurred (cf. Sato et al. 2015: 444). The following measures are recommended:

(1.) Sporting success usually leads to a positive image. This is clearly demonstrated every
week in the coaching world of professional soccer. If a coach loses the favor of the club
or sponsors following a losing streak, renewed success can quickly change perceptions of
that person. To stick with the example of coaches, acknowledging mistakes — along with
credibly presented corrective measures — can also help restore a tarnished image.

(2.) In addition to athletic performance, a club’s image is often closely tied to outsiders’ views
of its leadership and to the perception of whether those in charge are fulfilling their duties
responsibly. A well-positioned and well-connected leadership can therefore also regain
lost trust.

(3.) Building communities and fostering good relationships with fan groups or fan liaisons can
help, during critical phases, to quickly restore a damaged image and avert further damage
to the club’s reputation (cf. Sato et al. 2015: 444).

(4.) Even though we have previously noted that, depending on the degree of openness, pro-
active communication carries certain risks, it should generally have positive side effects.
Constant interaction with the press and supporters — that is, the parties closest to the club
— offers the opportunity, in the event of a crisis, to influence the information reaching the
outside world and thus avoid or at least limit misinformation.
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CONCLUSION

The study shows that crises can indeed be managed. The key factor is how an organization’s
environment is integrated into its own sports operations. Preventive measures are often the first
step toward resolving a crisis. In the long term, it is important to return to normal operations after
such a phase and avoid lasting damage to one’s reputation.
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KPU3NCHA KOMYHUKALIUSA U YITPABJIEHUE HA PEITYTALHUSATA
B JUTUTAJIHA CIIOPTHA CPEJA

Peztome: Cnopmvm e 0Ob160KO KOPEHEeHA Yacm om HAuemo odujecmeo, Kosimo ce Xapakmepusupa ¢ 6u-
coka cmenen Ha eMOYUOHANIHA AH2ANCUPAHOC KAKMO CPed aKmueHume, maxkda u cped nACUGHUMe 3auH-
mepecosanu cmpanu. Ocobero Koeamo OeuHocmma Ha 0adeH KiyO ce ciedu om 201ima epyna gerose,
0bujecmeeHomo mMuenue mModice 0a ce npomMeHu OPACMUYHO 8 MHO20 KPAMbK CPOK 6 3A8UCUMOCT OM ) C-
nexa unu nposana. Om CoujecmeeHo 3HaueHue e mesu NPOMeHU 0a ce YNpaesisieam no noOX00suy HAYUH
upes pazyMHa KOMYHUKayuornna cmpameeusi. Llenma na nacmosiwyama cmamus e 0a 0600wy 0CHOBHUME
acnekmu Ha KpU3uCHama KOMYHUKAYUSL U N0 MO3U HAYUuH 0a paspadomu nooxoou 3a npeseHyus u ynpas-
nenue na penymayusma. Cmamusima ce 0CHO8A8A HA U3YepnameleH npeaied Ha Jumepamypama. B nes
ce OYeHABAm Cbujecmeysauume meopemuiHy NOOX00U, KAKMo U OONbIHUMETHU eMNUPUYHU HAOIIOOEHUs.
OcHogen akyenm e poisima na 3aunmepecosanume cmpanu. Pezyimamume noxkaseam kax HagpemenHomo
npunazane Ha NPesaHmusHU MEPKU Modice 0a NOMOHE 3d NPedomepamseane Ha NOMEHYUATHY KPU3U UIU
0a eapaumupa, ye dader Kayd e 00bpe noocomeer 3a Kpuzucna cumyayus. Couye8pemMeHHo cmasa siCHO
KAK®8 NPUHOC MOdce Od UMa 006pe OpeaHu3upanomo Ynpasienue Ha penymayusima 3a 02panuidaeane Ha
NOMEHYUATHUME Wemu U 6b3CMAH0BA8AHe HA 0068EPUemO.

Kntouoeu oymu: xpusucna KoMyHuKayus, ynpasienue Ha penymayusama,; CHOPMHA KOMYHUKAYUSL, OUSU-
MAHU MEOUUHU CPeOU; KOMYHUKAYUSL CbC 3AUHMEPECOBAHUME CINPAHU
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YHuBepcuret 1o 6ubIMoTeK03HaAHUE U MH(POPMATMOHHU TEXHOJIOTUU
Codus, benrapus
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Abstract: This paper examines the suitability of Design Science Research (DSR) as a method-
ological framework for the development of process-oriented information management systems
(PIMS) for the analysis, evaluation and design of industrial processes. The starting point is the
assumption that the conventional standard methods used in practice for the development of infor-
mation management systems (IMS) do not meet scientific requirements regarding systematicity
and transferability. The study shows that DSR is particularly well-suited as a scientific framework
for the systematic development of PIMS. To this end, a DSR-oriented approach is described that
combines top-down decomposition and bottom-up specification, whilst systematically integrating
system boundaries, constraints, influencing factors and target variables. PIMS enable the capture
of industrial processes, the process-oriented structuring of data, and the generation of synthetic
data. This allows for a reduction in operational trials and a shortening of innovation cycles. Tri-
angulated validation based on literature findings and model studies further strengthens the trace-
ability, validity and transferability of the developed solution.

Keywords: Design Science Research; Process Modulation; Information Management Systems;
Synthetic Data; Validation

INTRODUCTION

In an increasingly dynamic economic world, companies are faced with rising demands for effi-
ciency, quality, flexibility and sustainability. To remain competitive, they must continuously optimize
their industrial processes. The systematic analysis and evaluation of technical processes is therefore
becoming increasingly important. Particularly in the case of complex industrial processes, it is nec-
essary to capture, link and evaluate relevant information in a structured manner. Process-oriented
information management systems (PIMS) offer a suitable approach for this, as they map industrial
processes in their essential contexts and enable the systematic consideration of relevant influenc-
ing factors (cf. Biethahn et al. 2004, p. 18). In daily industrial practice, however, the development
of such systems is often based on established standard methods, such as VDI 5600. According to
Kletti (2015, p. 27), these standardized or experience-based methods are primarily geared towards
practical application. Although these approaches generally yield good, practical solutions, from a
scientific perspective, they exhibit shortcomings in terms of methodological rigor, traceability and
general transferability. This is particularly true when complex process relationships need to be mod-
elled, different influencing factors have to be integrated, and robust statements regarding the effects
of process changes are required. Against this background, the research question arises as to what
extent Design Science Research (DSR) is suitable as a scientifically sound methodological frame-
work for the development of PIMS in a systematic, traceable and transferable manner. DSR aims
to systematically develop artefacts relevant to practice and evaluate them under scientifically sound
conditions. This approach combines scientific knowledge acquisition and application orientation
in a unique way and therefore appears suitable for both providing a methodological foundation for
the development of PIMS and meeting the requirements of industrial practice. This paper examines
the suitability of the DSR approach for the development of PIMS for the analysis, evaluation and
optimization of industrial processes. At its core is a DSR-based approach that combines a top-down
decomposition of complex processes with a bottom-up specification, whilst systematically taking
into account system boundaries, boundary conditions, influencing factors and target variables.

32



Design-Oriented Research as a Method for the Development of Process-Oriented Information Management Systems

The aim of this paper is to present a methodologically robust development framework for
PIMS and thereby contribute to the scientific foundation of their design and application in an in-
dustrial context.

RESEARCH METHODOLOGY

Methodologically, the work is based on two interlinked components. Firstly, a qualitative liter-
ature review is conducted to establish the theoretical foundations of key terms such as information
management, information management systems, PIMS and DSR, as well as to identify established
concepts of system modelling, evaluation and validation. Secondly, field observations are used to
identify practice-relevant requirements for the structuring of industrial processes, the definition of
system boundaries and the consideration of influencing factors. By linking these two components,
the suitability of DSR as a methodological framework for the development of PIMS is to be es-
tablished.

RESULTS

Information management and information management systems

According to Krcmar, information management (IM) aims to “make the best possible use
of information as a resource in line with the organization’s objectives” (cf. Krcmar 2015, p. 10).
Biethahn et al. (2004, pp. 25-26) describe information management as “the systematic, meth-
od-driven planning, steering, monitoring and management of all information-related activities”.
This also includes the collection, recording, processing, storage and provision of information, as
well as the design of the organizational structures required for this (cf. Biethahn et al. 2004, p.28).
No uniform definition of the term ‘information management system’ (IMS) could be found in the
relevant specialist literature. Biethahn et al. (2004, p. 10) define it as “a system for meeting all rele-
vant information needs, particularly within the context of operational decision-making processes”
(Biethahn et al. 2004, p. 10).

Heinrich, Riedl and Stelzer (2014, pp. 4-7) also do not provide a straightforward definition,
but make it clear that information systems can perform both technical and organizational func-
tions. They support IM by structuring information flows and automating certain tasks. The terms
IM and IMS are closely interlinked; consequently, a clear distinction between the two terms often
appears neither feasible nor meaningful in practice. Whilst traditional IMS ensure the supply of
information, PIMS are geared towards supporting all operational processes along the value chain.
The focus here is on the systematic recording, analysis and optimization of manufacturing pro-
cesses based on integrated and process-oriented information flows. PIMS enable a holistic view
of processes and their interdependencies by consolidating information from various sources and
making it available in a process-oriented manner. These systems can be adapted to specific process
requirements and support change through dynamic modelling.

A key feature is the use of synthetic data, which can be generated through model-based sim-
ulation without affecting operational activities. This ensures that updated information is available
at an early stage and forms the basis for well-founded, data-driven decisions. PIMS thus enable
detailed analyses and evaluations of changes to industrial processes and are, therefore, an essential
component of process optimization. Particularly where processes consist of modularly structured
processes and sub-processes, an inadequately integrated IM frequently leads to inconsistencies.
Data is stored in silos, key performance indicators are interpreted without regard to system bound-
aries, and whilst optimization measures may have a local effect, they sometimes impair the overall
system. PIMS address this gap by not only collecting or managing information, but also consist-
ently embedding it within a process-oriented context, thereby enabling a holistic view of partial
and sub-processes. Their central task is to analyze the effects of changes in process variables in a
targeted manner and to simulate different scenarios.

A key factor in the successful implementation of a PIMS is consistent process structuring. The
foundation for this is provided by a combination of top-down and bottom-up approaches, with the
system approach serving as the methodological backbone. Target variables are defined as measur-
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able, process-relevant parameters that are influenced by input variables and are to be maintained or
adjusted through control within a defined framework. They serve as a reference for evaluating sys-
tem performance. The illustration in Figure 1 depicts a conveyor belt process and simultaneously
demonstrates why the process-oriented perspective is of central importance. Electrical energy acts
as an input variable, belt transport as a target variable, whilst waste heat generated by friction acts
as an output variable. Furthermore, the kinetic energy of the belt movement can in turn act as an
input variable for downstream processes. This simple example alone demonstrates that process
variables cannot be interpreted in isolation, but occur in chains and feedback loops that must be
visualized and accounted for within a PIMS. For more complex systems, the system approach de-
veloped by Biethahn, Mucksch and Ruf (2004, pp. 25-26), which views the overall system as the
interplay of various partial processes and their mutual relationships. Processes whose further de-
composition yields no new insights are defined as sub-processes. Of particular importance here are
the interfaces between partial and sub-processes, as they determine the nature of the interaction,
whether substance-related or informational, and influence the boundary conditions of the process
structure. Following this logic, partial and sub-processes with a significant influence on the overall
system should be treated as essential partial processes and given priority. They may be aggregated
for the sake of simplicity in the analysis, provided that no relevant causal relationships are lost in
the process.

Possible Input variables
downstream processes
(kinetic energy)

Target variable
(transport)

A J

»

QOutput variables
(head because of friction)

Input variable
(electrical energy)

Fig. 1. Conveyor belt process for illustrative purposes (source: own illustration)

To ensure that PIMS do not become “unrealistic models”, a precise system definition is re-
quired. Terms such as boundary conditions, constraints, influencing factors and system boundaries,
which are frequently used in information and control engineering, must therefore be clearly de-
fined in the context of the selected process for the PIMS. Boundary conditions are to be understood
as specifications or constraints that significantly influence the execution of a process or the design
of a system. Typical boundary conditions are technical parameters such as temperature ranges,
cycle times or physical system boundaries. Compliance with these is generally a prerequisite for
a system to achieve its objectives. Influencing factors, by contrast, are described as dynamic vari-
ables that alter internal or external variables and can affect or modulate the process. Unlike static
boundary conditions, they can change in response to alterations in the process flow, which is why a
clear distinction between and consideration of both elements is essential for modelling and evalua-
tion within the framework of a PIMS. Finally, system boundaries define the transition between the
system under consideration and its environment, and determine which sub-processes, objects or
data flows within the overall process are taken into account or are considered external influences.
The targeted selection of system boundaries is regarded as a prerequisite for the transparency and
consistency of process-oriented information management systems.

The conveyor belt example in Figure 1 also illustrates the practical significance of this dis-
tinction. Technical specifications of the drive motors may define a speed range as a boundary
condition, whilst safety requirements without protective devices further restrict usage within this
boundary condition as an influencing factor. The system under consideration comprises internal
components such as motors, control systems, sensors, power supply and waste heat, whilst external
elements such as material supply or onward transport lie outside the system boundary. For PIMS,
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this results in the clear design requirement that the artefact must not only map process variables
but also explicitly indicate which boundaries, boundary conditions and influencing factors apply,
as otherwise simulations and evaluations cannot be interpreted and the risk of drawing incorrect
conclusions increases.

Another key component of PIMS is the ability to generate synthetic data and thereby expand
decision-making scope without necessarily having to carry out real operational trials immediately.
The framework states that a PIMS developed using top-down and bottom-up approaches can serve
as the basis for generating synthetic data. Synthetic data is also referred to as surrogate data and
is generally not produced by measurement, but as the result of an algorithmic generation process.
One way to generate synthetic data is through the targeted modification of existing data. The con-
veyor belt shown in Figure 1 can once again be used to illustrate this. A certain amount of electrical
energy is required to move a mass from point A to point B. If additional or heavier packages are
added, the energy requirement increases, and the mass being moved thus becomes a significant
factor directly linked to energy consumption. It is precisely here that the added value of a PIMS
becomes apparent compared to a purely physical analysis. Because although the laws of physics
are well known, practical decisions (e.g. package sizes, load cases, operating modes) cannot be
derived from physics alone. Rather, they require process-related analyses that take into account
boundary conditions such as motor characteristics, friction coefficients and material properties
in order to be able to model non-linear behavior as well. A PIMS does not necessarily have to be
designed as a comprehensive software platform. A diagram comparing the motor characteristic
curve and mass-dependent friction, and interpreting the overlap region as the optimal process
range, already provides synthetic information about the load ranges within which the process can
be considered optimal. At the same time, it can be deduced from this whether friction reduction or
motor optimisation promises greater energy savings.

The Design Sciences Research Method

The Design Sciences Research (DSR) method, or the Design Sciences paradigm, as Hevner
sometimes refers to DSR in his publications, has its origins in engineering (Hevner et al. 2004,
p.76). According to Hevner et al. (2004, p. 76), DSR is a fundamental problem-solving paradigm
that aims to create innovations, also referred to as an outcome or artefact. A deliberately designed
and evaluable outcome that solves a specific problem whilst generating transferable design knowl-
edge. According to Hevner et al. (2004, p. 76), ideas, practices, technical skills and products that
enable the analysis, implementation, management and use of information systems to be carried
out effectively and efficiently can also constitute artefacts. However, Hever et al. (2004, p. 76)
explicitly point out that such artefacts are not exempt from the laws of nature. “Creation must
always be based on existing core theories, which are applied, modified and expanded through the
researchers’ experience, creativity, intuition and problem-solving skills” (Hever et al. 2004, p. 76).
Weber, in particular, points out that the Design Sciences Research method is particularly suited to
applied technical tasks, as this research approach combines practical utility with scientific rigor
(Weber 2022, p. 102). Thus, the method of Design-oriented research, as described by Weber (2022,
pp. 101-114), Benner-Wickner, Kneuper, Schlomer (2020, pp. 1-10) , Hevner, Park, March, Ram
(2004, pp. 75-105), and Osterle, Becker, Frank, and Hess (2004, pp. 1-11), could represent a pos-
sible approach to the development of a PIMS. Hevner et al. (2004, pp. 101-114) first established
guiding principles for the proper use of DSR in their paper “Design Sciences Research in Infor-
mation Systems Research”. Osterle et al. (2010, pp. 1-11) recommend the four-stage knowledge
process shown in Figure 2 for application-oriented research.

The analysis process focuses on the systematic investigation of a practical problem and its
application context in order to derive relevant requirements for the development of a suitable ar-
tefact.

The design process, which builds on this, comprises the targeted conception and development
of this artefact based on the identified problem and the derived requirements.
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Diffusion

Evaluation

Analysis

Fig. 2. Four-stage process according to Osterle et al. (2010: 1-11), own illustration

The evaluation process then serves to systematically assess the developed artefact in terms
of its suitability, effectiveness and achievement of objectives within the respective application
context.

Finally, the diffusion process describes the preparation, communication and dissemination of
the findings obtained, as well as the developed artefact, to relevant stakeholders in academia and
practice.

Benner-Wickner et al. (2020, pp. 1-10) combine the guideline-based approach of Hevner et
al. (2020, pp. 1-11) with the four-phase knowledge-generation process of Osterle et al. (2020, pp.
1-11) and reinterpret both approaches, particularly in the context of applied research projects. The
guiding principles further developed on this basis are summarised in Table 1 and classified with
regard to the development of a PIMS.

Table 1. Guiding principles of Hevner et al. (2004, pp. 101—114) interpreted by Benner-Wick-
eretal (2010, pp. 1-11), (own representation)

General guiding principles for DSR

Guiding principles relevant to the development
of a PIMS

“Artefact design: DSR aims to produce a tangible result (ar-
tefact) and must achieve practical utility. This can be a meth-
od, a model or a product (Benner-Wickner et al. 2020, p. 5) .

The PIMS itself is the artefact.

“Problem relevance: The result must solve an existing and
current practical problem (Benner-Wickner et al. 2020,

p-5)”

Process changes or process optimisations to be investigat-
ed, for example, by using synthetic data

“Design evaluation: Whether the result solves the problem
must be evaluated methodologically (Benner-Wickner et al.
2020, p.5)".

The literature describes various evaluation methods. In
industrial engineering, case-based evaluation methods are
frequently used, but these must meet the requirements of
scientific quality criteria.

Research contributions: “In addition to solving the practical
problem through the artefact, a contribution of general va-
lidity must also be made (Benner-Wickner et al. 2020, p. 5)”.

For PIMS, this implies that research hypotheses should be
formulated as generally as possible and should not have
a direct reference to a specific case study, unless this has
relevance beyond the individual case.

Research rigor: When developing and evaluating the results,
established methods from the literature must be applied cor-
rectly. Deviations from this are permissible if the deviation
itself is the subject of the contribution (Benner-Wickner et
al. 2020, p. 5).

For the development of a PIMS, this means that develop-
ment and evaluation must be based on established meth-
ods from the literature. Deviations are only permissible if
they are justified and themselves make a scientific contri-
bution.

“Design as an optimization problem: Using Design Science
Research, the result is developed incrementally in the search
for the ‘perfect’ solution that meets all the framework condi-
tions (Benner-Wickner et al. 2020, p.5)”.

The PIMS to be developed must be designed to be mod-
ular and expandable, so that new sub-processes can be
integrated and existing ones re-evaluated in the event of
changed boundary conditions.

“Publication suitability: The research contribution must be
made accessible to the specialist audience (Benner-Wickner
etal. 2020, p. 5)”".

As with any scientific work, publications are a mandatory
component.

It is clear that both the general design principles of the DSR and the four-phase knowledge
process can be applied to the development of a PIMS. Against this background, the DSR, as de-
scribed by Benner-Wickner et al. (2020, pp. 1-10), can be regarded as a suitable methodological
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framework for the development of a PIMS. The underlying logic of DSR corresponds to the central
requirements of PIMS, such as the systematic structuring of complex problems, the goal-oriented
design of an application-oriented artefact, its iterative further development, and the transparent
evaluation of its effectiveness. DSR would thus enable a practice-oriented and, at the same time,
scientifically sound conception of PIMS development.

Application of DSR to the development of a PIMS

If the four-phase DSR process, as shown in Figure 2, is applied to the development of a PIMS,
a clearly structured procedural logic emerges. In the analysis phase, the PIMS to be developed is
first situated as an artefact within the overall context of the development task. This involves iden-
tifying the underlying practical problem, assessing the state of the art, justifying the scientific and
practical relevance, and defining the research object, research subject, and research aim. In addi-
tion, research hypotheses are formulated to ensure the traceability and subsequent verifiability of
the research success. A further focus of the analysis phase is the establishment of a robust knowl-
edge base. This comprises, on the one hand, the theoretical foundations of PIMS and, on the other
hand, the subject-specific theoretical prerequisites of the use case. On this basis, key requirements
for the PIMS are derived, particularly with regard to features, components, possible applications,
boundary conditions, influencing factors, and input, output, and target variables of the relevant
sub-processes. The analysis phase thus serves the function of both systematically structuring the
problem domain and creating the conceptual prerequisites for the subsequent design of the artefact.

The design phase serves the systematic development of the PIMS as a solution-oriented arte-
fact. In accordance with the DSR approach, the design does not take place in isolation, but is based
on the requirements derived from the analysis and the results of the preceding literature review
from the analysis phase. Methodologically, a top-down approach is combined with a bottom-up
approach. First, the overall process is broken down into its essential partial processes in order to
identify structural elements, interfaces and process-determining factors. Subsequently, the identi-
fied partial processes are gradually recombined into a consistent overall system. This development
process involves identifying the essential partial processes, determining their boundary conditions,
and evaluating and balancing them. The successive integration of the partial processes results in a
quantifiable overall process that constitutes the actual PIMS. A key feature is that the system is not
limited to the mere management of existing information, but, through the model-based linking of
process-relevant variables, also enables the generation of synthetic data, thereby creating a basis
for simulation, comparison and decision support.

The artefact design phase is followed by the evaluation phase, during which it is assessed
whether the developed PIMS is suitable for addressing the identified practical problem in a meth-
odologically sound manner. This phase of PIMS development may include, amongst other things,
literature reviews, model studies, the actual creation of the PIMS, and its validation. In this phase, a
relevant literature review no longer serves to build a general knowledge base, but rather to provide
a sound basis of data and findings for the evaluation. This can be supplemented by model studies,
which can be used to analyze selected aspects of the process under consideration in particular. The
findings obtained from the literature review and model analyses are then integrated into the overall
system to verify the validity of the PIMS.

Validation is hypothesis-driven and takes into account limiting and influencing factors. In this
context, validation can be designed using a triangulation approach, whereby different sources of
knowledge are systematically brought together and compared with one another. This ensures that
the validity of the PIMS is not assessed from a single perspective, but is verified on the basis of
several complementary approaches. In this way, it is examined whether the artefact allows for
robust statements regarding the effects of process changes and thus meets the requirements of a
scientifically sound and practically usable PIMS.

Finally, in the diffusion phase, consideration is given to the extent to which the research aim
has been achieved, what further questions arise from the results, and what scientific and practical
benefits the developed PIMS offers. This involves a critical assessment of the system both in the
context of the specific case study and with regard to its transferability to other industrial process-
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es. The result of the work is thus not merely an information system limited to a single case, but
a referenceable model that can serve as a methodological basis for the development of further
PIMS. In this sense, the diffusion phase fulfils the task of making the research contribution visible
beyond the immediate application context and highlighting the relevance of the developed artefact
for science and practice.

CONCLUSIONS/DISCUSSION

If the structure and logic of the PIMS, as well as the rigorous approach of the DSR, are con-
sistently followed, the DSR proves to be a methodologically suitable approach. This is particularly
true as PIMS are not merely technical systems, but also perform organizational and decision-sup-
port functions. In contrast to non-process-oriented information management systems, which pri-
marily serve to provide and manage information, PIMS specifically focus on process knowledge
in order to analyze, evaluate and further develop complex industrial processes. In this respect, they
are particularly concordant with the fundamental principle of DSR, according to which scientifi-
cally sound and at the same time practically relevant artefacts are developed to solve specific prob-
lems. A further key argument for the particular suitability of DSR lies in the fact that PIMS cannot
be understood as purely technical applications, but rather as designed artefacts in which models,
data structures, process logic, and decision-making mechanisms are systematically brought to-
gether. It is precisely this combination of design, application, and scientific reflection that aligns
with the philosophy of DSR. The strength of the top-down and bottom-up approaches becomes
clearly evident when applying the DSR approach to the development of a PIMS. The systematic
decomposition of the overall process into relevant partial and sub-processes serves to enable the
bottom-up approach to integrate real data, process variables and dependencies. It is only by com-
bining both perspectives that a PIMS can realistically map the process logic and actual informa-
tion flows of industrial systems. This iterative combination of theoretical modelling and practical
design is characteristic of DSR in particular. The strength of PIMS is most evident in modularly
structured process chains, in which technical, economic and organizational factors, among others,
can be considered together. Here, PIMS enable a holistic analysis of process interrelationships as
well as the use of synthetic data to investigate scenarios, conflicting objectives and the effects of
change. In doing so, they provide a basis for well-founded decisions without relying on costly or
high-risk real-world experiments. Precisely because DSR is geared towards the development of
problem-oriented and application-specific artefacts, this research approach offers a particularly
suitable framework for the development of such systems. Furthermore, DSR focuses not only on
the design but also on the systematic evaluation of the artefact. This is of central importance for
PIMS, as their scientific and practical viability depends significantly on the quality of the data
basis, the validity of the underlying models, and the transparent consideration of system bound-
aries and influencing factors. Triangulation, in which, in particular, findings from the literature,
model investigations and integrated system evaluations are systematically linked, corresponds to
the DSR concept of a methodologically sound artefact evaluation. In this way, it is possible to rig-
orously verify whether the developed PIMS enables reliable statements about process changes and
thus meets both scientific and practical requirements.

Overall, it becomes clear that DSR is not merely a viable but a particularly well-suited meth-
odological framework for the development of PIMS. The strengths of DSR lie precisely in that
combination of problem-solving, artefact design, scientific grounding and systematic evaluation
which is constitutive of PIMS. PIMS can therefore be developed not only meaningfully but also
particularly consistently within the framework of Design-oriented research. DSR should even be
regarded as the ideal methodological approach for structuring PIMS, validating them in a transpar-
ent manner, and making them scientifically transferable beyond individual cases.
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JIN3AMH OPUEHTUPAHU U3CJEJIBAHUS KATO METOJOJTOI MUECKA PAMKA
3A PABPABOTBAHE HA IPOHECHO OPUEHTUPAHU CUCTEMUA
3A YIIPABJIEHUE HA THOOPMALUATA

Peztome: B maszu cmamus ce pasenexcoa npunodicumocmma na Design Science Research (DSR) xamo
MEMOOON0SUYHA paMKa 3a pas3pabomeane Ha NPOYeCHO OPUESHMUPAHU CUCMEMU 34 YNpasienue Ha uH-
gopmayusma (PIMS) 3a ananuz, oyenxka u npoexmupane Ha unoycmpuainu npoyecu. M3xo0na mouxa e
NPeOnoIoNHCeHUENO, Ye KOHBEHYUOHATHUME MEeMOOU, U3NONI38AHI 8 NPAKMUKAMA 3d pa3pabomeane Ha Cuc-
memu 3a ynpagnenue na ungopmayuama (IMS), omeosapsm camo 6 oepanuyena cmenen Ha HayYHUmMe u3-
UCK6AHUSL N0 OMHOWEeHUe HA cucmeMamudnocmma u npuioxcumocmma. Mzcneosarnemo nokasea, ye DSR
Kamo HaAy4Ha pamxa e 0cobeno nooxoosaua 3a cucmemamuunomo pazpabomsane na PIMS. 3a masu yen ce
onucea nooxoo, opuenmupan kom DSR, Kotimo kombunupa paznaeane om 2ope HA0O0Ly U KOHKPemu3upaue
0om 001y Hazope, KAKMo U CUCMEMATNUYHO UHMESPUPA CUCEMHU SPAHUYY, SPAHUYHY VCI08US, GluUseuu
gaxkmopu u yenesu senuuunu. Paspabomenume PIMS noszgonseam pecucmpupanemo Ha uHOYCMpPUATHU
npoyecu, npoyecHo OPUESHMUPAHOMO CIPYKMYPUPane Ha OaHHU, KAKMO U 2eHePUPAHemo Ha CUHMemUuYHU
Ooannu. Taxa moeam 0a ce HAMANAM eKCHA0AMAYUOHHUME USNUMANUS U 0d Ce CLKPAMAM UHOBAYUOHHUME
yuxau. Tpuaneyramugnama eaiudayusi 6b3 OCHOBA HA TUMEPAMYPHU OAHHU U MOOETUPAHU UCTE08AHIUSL
OONBIHUMENTHO YKPEN8A NPOCIeOUMOCIMa, UHGOPMAMUGHaAma CMoUHOCH U NPUTLONCUMOCIMA HA pa3pa-
bomenomo peuierue.

Knwuoeu oymu: uzcnedsanus 6 001acmma Ha HAYKAMA 3a NPOESKMUPAHEMo, MOOYIUPAHe Ha npoyecume;
cucmemuy 3a ynpagienue Ha unpopmayusma, CURMemudHu OaHHU, 8atuoupane
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Abstract: This paper examines the role of leaders in the implementation of corporate purpose in
organisations. Corporate purpose describes a specific goal that goes beyond mere profit maximi-
zation. The results show that the personal vision and values of the leader are crucial for authen-
tically anchoring the purpose. Transformational leadership strengthens the moral motivation of
employees and increases their commitment. Ambidextrous leadership flexibly combines open and
closed leadership styles to combine innovation and efficient implementation. Structured change
management based on Lewin's model supports necessary behavioral changes and institutionalizes
the purpose. Effective stakeholder management integrates external expectations and strengthens
the legitimacy of the purpose. Finally, a value-based corporate culture promotes long-term iden-
tification and commitment. The analysis shows that implementing corporate purpose requires a
combination of appropriate leadership styles, change management and a purpose-oriented cul-
ture; further research is needed to clarify the specific requirements and effects of different leader-
ship approaches.

Keywords: Corporate Purpose, Leadership, Transformational Leadership, Ambidextrous Leader-
ship,; Leadership Roles

INTRODUCTION

The simmering Middle East conflict, the global financial crisis of 2008/2009, the Volkswagen
diesel scandal, climate change, the COVID-19 pandemic and the war in Ukraine are just a few
examples of global crises that have shaped the last two decades. Each of these crises illustrates
how profoundly political, economic and ecological upheavals are changing the global landscape.
In such times of upheaval, trust, both between individuals and within economic systems, is severe-
ly shaken. As a result, organizations tend to act as consumers of trust rather than generators of it
(Hollensbe et al. 2014, p. 1227). Against this backdrop, corporate purpose emerges as a concept
that has the potential to redefine the scope and scope of organizational activities (Hollensbe et al.
2014, p. 1228).

It has been acknowledged that corporate purpose has gained general interest in the general
environment of serious global crises over the last couple of years (Tafuro and Piccaluga 2025, p.
1). The need for the conceptualization of corporate purpose was identified and followed by several
studies on how corporate purpose can best be described and what its relationship is to other organ-
izational concepts, such as mission and vision. Tafuro and Piccaluga identified that this research
still lacks an understanding of how corporate purpose becomes effective in practice (Tafuro and
Piccaluga 2025, p. 4).

Leaders play a critical role in implementing corporate purpose daily. However, to date, there
has been little research into the role they play. This paper, therefore, examines the role leaders can
play in implementing corporate purpose.

RESEARCH METHODOLOGY

The paper follows an integrative review to examine the role of leadership in implementing
corporate purpose from different perspectives. This approach allows the inclusion of empirical
studies as well as conceptual contributions and practice-oriented literature.

The literature search was conducted in relevant scientific databases such as Scopus, Web of

40



Role of Leadership in Implementing Corporate Purpose: Conceptual Foundations and Practical Implications

Science and Google Scholar. Keywords such as corporate purpose, leadership, transformational
leadership, ambidextrous leadership, change management, stakeholder management and organ-
izational culture were used. In addition, key theoretical works and practical publications were
taken into account in order to create as comprehensive a picture as possible.

The literature was analyzed using qualitative content analysis. The focus was on identifying
recurring subjects and conceptual overlaps between corporate purpose and various contemporary
leadership approaches. In addition, contributions on change management, stakeholder manage-
ment, and corporate culture were included to highlight the organizational framework conditions
and practical implications.

In this way, the integrative review enables a link between theoretical foundations and practical
concepts, which contributes both to the further development of scientific discourse and to the der-
ivation of recommendations for action for leaders.

RESULTS

Corporate Purpose — Definition and Distinction

Historically, the purpose of organizations was centered towards profit maximization, particu-
larly during the peak of the doctrine of maximizing shareholder value (Slintak and Dvorsky 2019,
p. 16). Only in the last twenty years, the focus of purpose discussions moved towards creating a
social value while maintaining a competitive advantage (Bratianu and Balanescu 2008, p. 19),

In recent years, loads of different interpretations of corporate purpose have been developed
(Hurth, Ebert and Prabhu 2018, p. 7). Tafuro and Piccaluga acknowledged that the abstract nature
of the concept of corporate purpose makes it difficult to define, but at the same time pointed out
the need for conceptualizing corporate purpose (Tafuro and Piccaluga 2025, p. 1). The diversity of
definitions in recent years has led to the identification of three main perspectives in approaches to
corporate purpose (Tafuro and Piccaluga 2025, p. 2).

The first perspective considers the corporate purpose within the boundaries of the organiza-
tion. From this point of view, the corporate purpose acts as a guiding force that provides orienta-
tion and directs the organization’s actions, while at the same time ensuring strategic alignment.
Alternatively, this perspective focuses primarily on the impact of corporate purpose on organiza-
tional viability. The second perspective extends the corporate purpose beyond the boundaries of
the organization and highlights its social impact. It challenges the priority of profit maximization
and instead favors solutions that align corporate goals with broader social progress. The third per-
spective positions the corporate purpose in relation to the common good. Furthermore, from this
perspective, the organization could serve as a change agent to address global challenges (Tafuro
and Piccaluga 2025, p. 3).

The analysis by Tafuro and Piccaluga shows the extent to which research on corporate purpose
has now progressed. As a uniform definition remains largely open, the following paper follows the
definition by Henderson and van den Steen: “a concrete goal or objective for the firm that reaches
beyond profit maximization* (Henderson and van den Steen 2015, p. 327).

The recent research of Tafuro and Piccaluga clearly shows that corporate purpose has evolved
from a purely economic model. Therefore, purpose cannot be anchored solely at the level of strat-
egies, but it must be lived and communicated, which is where leadership needs to take over. Lead-
ers are crucial in determining whether a corporate purpose becomes effective, whether through
communicating goals, balancing short-term economic requirements with long-term social goals,
or shaping a corporate culture that supports its purpose.

Against this backdrop, the following section focuses on the role of leadership. It examines
key leadership concepts and approaches, such as transformational and ambidextrous leadership,
change management, stakeholder management, and corporate culture, to show how leadership
enables and shapes the implementation of corporate purpose.

Leadership — Definition and Distinction

Leadership fundamentally affects everyone in an organization, and anyone who positively
influences the behavior of others is in a leadership position (Hinterhuber, Renzl and Werner 2012,
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pp. 258-259). Today, there is an ongoing controversy regarding the difference between leadership
and management. Both leadership and management entail working with people and are concerned
with effective goal accomplishment (Northouse 2019, p. 53). However, leadership can be traced
back to Aristotle, while management was developed in more recent history to reduce chaos in
organizations (Northouse 2019, p. 53). Management provides order and consistency by mastering
routines, whereas leadership drives change by influencing others and creating a vision for trans-
formation (Northouse 2019 p. 54). Northhouse summarized leadership as a process in which one
person influences a group of people to achieve a common goal (Northouse 2019, p. 57). Yukl ex-
tended the definition of leadership: “Leadership is the process of influencing others to understand
and agree about what needs to be done and how to do it, and the process of facilitating individual
and collective efforts to accomplish shared objectives.” (Yukl 2013, p. 7).

During the last decades, the content of leadership has not changed much; the fundamental
behavior and actions have remained the same (Kouzes and Posner 2017, p. 27). It remains that
an exemplary leader has to be able to imagine a future and communicate it to their subordinates
(Kouzes and Posner 2017, p. 117). While the content of leadership has remained relatively stable,
its context is continuously evolving, posing significant challenges for leaders. These challenges
could be navigated by establishing a strong corporate purpose as a strategic baseline (Kouzes and
Posner 2017, pp. 126—-131).

For organizational effectiveness, long-term prosperity, and survival, organizations must adapt
to their environment, including sudden changes (Yukl 2013, p. 277). The adaptation is enhanced
by an accurate interpretation of the available information about the environment, while efficiency
in this context means using all available resources to carry out essential operations in a way that
minimizes costs and wasted efforts (Yukl 2013, p. 277). Therefore, a competitive strategy based on
a corporate purpose, mission and vision should be formulated through change-oriented behavior
and enacted daily by an exemplary leader (Yukl 2013, p. 279).

Role of Leaders in Implementing Corporate Purpose

As Bartlett and Ghoshal already pointed out in 1994, leaders are responsible for creating an
organization that the members can identify with (Bartlett and Ghoshal 1994). Thus, leadership
has a central role in formulating, defining and implementing the corporate purpose (Tafuro and
Piccaluga 2025, p. 8).

Furthermore, the personal purpose of the leader emerges as a central element in shaping the
definition of corporate purpose (Tafuro and Piccaluga 2025, p. 6). If the personal beliefs and core
values of the leaders align with the corporate purpose, the corporate purpose might be enacted
more authentically, and the personal beliefs can act as some kind of inter-personal glue and can
hence strengthen employee commitment (Tafuro and Piccaluga 2025, pp. 6-7).

As an antecedent of implementing corporate purpose, the visionary leadership mindset has
been identified (Tafuro and Piccaluga 2025, p. 8). A visionary leader needs to be able to articulate
a picture of the future that is both inspirational and realistic. Additionally, they need to translate
a stable purpose into inspiring long-term objectives to mobilize employees to participate in goal
achievement beyond short-term goals (Tafuro and Piccaluga 2025, p. 8).

Transformational Leadership

Transformational leadership perceives. It emphasizes a dynamic exchange in which leaders
shape the behavior of their followers while simultaneously being shaped by them, resulting in
ongoing adjustments in response to acceptance or resistance (Yukl 1989, p. 271). At the core of
this model lies the leader’s capacity to raise followers’ awareness of higher-order needs and mor-
al values, thereby motivating them to move beyond self-interest in favor of organizational goals
(Yukl 2013, p. 321).

Transformational leaders articulate an inspiring vision that not only underscores the necessi-
ty of change but also mobilizes employees to achieve results that exceed conventional expecta-
tions (Northouse 2019, pp. 264-273). Bass identifies four central dimensions of this leadership
style: idealised influence, whereby leaders act as respected role models; inspirational motivation,
through the communication of an engaging vision that elevates aspirations; intellectual stimula-
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tion, which encourages critical reflection and innovation; and individualized consideration, where
leaders respond to the unique needs of each follower with supportive guidance (Northouse 2019,
pp. 270-272).

By adopting the role of mentor and advisor, transformational leaders build trust and empower
their employees to participate actively in organizational transformation (Yukl 2013, p. 323). This
leadership approach is widely acknowledged for its capacity to bring about profound shifts in
members’ attitudes and assumptions, thereby strengthening their alignment with the organisation’s
mission, values, and strategic objectives (Pundt and Nerdinger 2012, pp. 31-36).

Ambidextrous Leadership

The concept of ambidextrous leadership was first introduced in 2011 as a reaction to an incon-
clusive state of research on the relationship between leadership and innovation (Rosing and Zacher
2023). Leaders play a crucial role in today’s economy in allocating and controlling organizational
resources (Harandi, Khamseh and Sana 2024, p. 2) and the concept matches the complexity of or-
ganizational activities with an equally complex leadership approach (Kafetzopoulos 2022, p. 220).

In today’s economy, leaders are required to efficiently handle their core business while simul-
taneously initiating innovations and new projects (Frehner 2023, p. 226). The concept acknowl-
edges the engagement in two distinct types of leadership activities to achieve organizational ambi-
dexterity (Kafetzopoulos 2022, p. 206).

Following the ambidextrous leadership approach, a leader must integrate two complemen-
tary behaviors that may appear contradictory, yet each provides the necessary context for either
exploitation or exploration, resulting in a combination of the advantages of both leadership styles
(Harandi, Khamseh and Sana 2024, p. 5). A leader should incorporate open and closed leadership
styles and possess the ability to switch between them (Harandi, Khamseh and Sana 2024, p. 2).
The open leadership style seeks to increase variance in employee behavior, thereby fostering crea-
tivity and supporting efforts to transform established processes (Rosing and Zacher 2023). On the
contrary, the closed leadership style aims to reduce the variation in employee behavior to promote
the implementation of specific instructions (Rosing and Zacher 2023). Both leadership styles com-
bined foster innovation within an organization by stimulating exploratory behaviors while being in
a controlled environment with a set goal (Harandi, Khamseh and Sana 2024, p. 7).

Change Management

In times of disruptions, organizations must manage change. The need for action is triggered by
profound changes in the operating environment. These changes may or may not be accompanied
by crises. Every change offers an opportunity for strategic renewal, to leverage the strengths and
weaknesses of the organization and apply them to the new situation (Angerer and Roegner 2023,
p. 5). It is important to focus on the attitudes of employees and on overcoming resistance to change
(Angerer and Roegner 2023, p. 9).

Change management models serve as a compass throughout the whole change process. They
facilitate or lead change efforts by determining the necessary processes and steps (Errida and Lotfi
2021, p. 2) and ensure that change records, planning, evaluation, authorization, prioritization, im-
plementation and review are done in a controlled manner (Sarayreh, Khudair and Barakat 2013,
p. 626).

Organizational change in general explains the movement of an organization from the current,
known state to the desired, unknown state (Hussain et al. 2018, p. 123). Kurt Lewin was the first to
develop a change management theory as a theoretical foundation of planned change management
(Errida and Lotfi 2021, p. 2). He developed a change management model in which change is con-
ceived as an alteration of existing strengths, while maintaining a three-stage framework to adapt to
a repressing environment (Pawar and Charak 2017, pp. 79-80).

In the first stage, unfreeze, the main goal is to destabilize the equilibrium of the current state
of the organization by removing the process that needs to be changed. In the second stage, move,
the actual change is processed. Only after the change has been completed, the third stage, refreeze,
can be performed. After the change is executed, it needs to be set as the new standard procedure
(Pawar and Charak 2017, p. 80).
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Lewin’s change management model covers only three stages and thus remains at a highly
abstract level. In subsequent years, additional models were developed; for example, Kotter intro-
duced an eight-stage change management model. However, it must be acknowledged that most
of these later models build upon the original Lewinian approach, which is why only this model is
presented in this paper.

Stakeholder Management

In general, stakeholder management summarizes the shaping of an organization’s relationship
with its stakeholders (Kleb and Talaulicar 2022, p. 491). This is generally regarded as an organi-
zation’s moral duty. It is important to differentiate between the claims of stakeholders in terms of
interests, rights and property (Kleb and Talaulicar 2022, p. 492). Good stakeholder management
and clear stakeholder communication are essential for an organization that wants to fulfil its re-
sponsibilities (Lautermann and Pfriem 2022, p. 537). A basis for this is knowing the expectations
of stakeholders and taking them into account in every decision (Mayer 2020, p. 26).

Stakeholder management as it is practiced today is based on stakeholder theory, which was
developed by Robert Freeman. The principle of the theory is that successful organizations create
value for their stakeholders (Freeman, Harrison and Zyglidopoulos 2018, p. 2). The aim is to for-
mulate, adapt and implement processes in such a way that all stakeholders are satisfied and the
long-term success of the organization is assured (Freeman and McVea 2001, p. 10). The way in
which stakeholder management is practiced has a direct influence on the value that an organiza-
tion creates (Freeman, Harrison and Zyglidopoulos 2018, p. 3). Both economic and non-economic
factors have an influence here, so that interactions must be taken into account (Freeman, Harrison
and Zyglidopoulos 2018, p. 15).

Organizational Culture

Organizations are essentially social systems in which people collaborate over the long term
(Nerdinger, Blickle and Schaper 2011, p. 143). Organizational culture refers to the unwritten rules
that govern the behavior and integration of employees within the organization (Nerdinger, Blickle
and Schaper 2011, p. 143).

All strategic statements that an organization issues contribute to the development of (unoffi-
cial) organizational culture (Altiok, 2011, p. 66). The culture influences all basic aspects of organ-
izational life, including shared key values, standards, norms, beliefs and understandings that all
members share (Altiok 2011, p. 66). Moreover, it reflects how the organization is perceived within
its wider environment and plays a binding role in directing employees towards organizational ob-
jectives (Altiok 2011, p. 66).

Organizational culture is therefore closely linked to organizational identification, the point at
which employees recognize themselves as members of the organization, associate specific feelings
with it, and act in accordance with this association (van Dick 2017).

DISCUSSION

In the previous chapter, the conceptual foundations of the role of leaders in implementing
corporate purpose were discussed. Concerning corporate purpose, it is clear that the increasing
complexity of the environment in which organizations operate means that established methods
of leadership are no longer necessarily sufficient to meet current needs. Instead, agility must be
increased, and this goes hand in hand with the agility of leaders.

In order to reconcile the speed of the environment with the stability of the organization, at-
tempts are made to shape the strategy based on a construct consisting of mission, vision and cor-
porate purpose. This allows the path to the goal to be adapted more flexibly, while the objectives
remain fundamentally the same.

The discussion shows that traditional leadership models alone cannot sustain corporate purpose
in today’s complex environment. Leaders must combine a visionary mindset with the capacity to
translate purpose into concrete, long-term goals that inspire employees. Transformational leader-
ship contributes to this by raising employees’ awareness of greater needs, promoting moral com-
mitment and offering individual support, which strengthens the focus on purpose-driven strategies.
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At the same time, ambidextrous leadership enables leaders to switch between open and closed
behaviour, facilitating both innovation and the efficient implementation of targeted initiatives. This
duality is essential for maintaining organizational agility while preserving the stability required to
integrate goals into daily processes.

Effective change management, in particular Lewin’s change management model, forms the
procedural basis for a change in mindset and the institutionalization of goals across structures.
Complementary stakeholder management ensures that the expectations of various interest groups
are incorporated into the formulation of goals, thereby increasing legitimacy and long-term value
creation.

Finally, a supportive corporate culture that reflects shared values and norms acts as a link be-
tween goals, leadership and employee identity, promoting commitment and identification with the
organization’s corporate purpose.

CONCLUSION

In summary, implementing corporate purpose demands a synergistic blend of transformational
and ambidextrous leadership, rigorous change and stakeholder management, and a purpose-centric
culture, collectively enabling organizations to navigate complexity while delivering social and
economic value. Based on the discussed conceptual foundations, it has been shown that leadership
holds a crucial role in implementing corporate purpose. However, as Tafuro and Piccaluga had al-
ready pointed out, there is a need to investigate how different leadership styles might shape corpo-
rate purpose. Furthermore, it remains an open question what additional requirements leaders will
face when implementing corporate purpose within the organization. These open questions need to
be clarified in further research.
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POJISAATA HA JIMAEPCTBOTO B U3IIBJIHEHUETO HA KOPIIOPATUBHATA L EJI:
KOHHEITYAJIHU OCHOBHU U ITPAKTUYECKHU NMOCJIENIN

Pesztome: Tazu cmamus pasenedicoa poisima Ha audepume npu 6HeOPsA8aHemo Ha KOPROpamueHama yei 6
opeanusayuume. Kopnopamusnama yen onucea cneyuguuna 3a0a4d, KoSmo HAOX8bPJis NPOCMOmMO MakK-
cumuzupare Ha newaroama. Pesynmamume noxazeam, ue iuyHama U3us U YeHHOCMU HA TUOEPA ca peuid-
sawu 3a asmenmu4Homo yenenonazane. TpancghopmayuonnHomo audepcmeo 3acunsa MOpaIHama Momu-
8ayus Ha CAyHcumenume U Y8eauiasa maxuama aneaicupanocm. Amoudekcmpainomo 1udepcmeo beKa-
80 KOMOUHUPA OMBOPEHU U 3aMBOPeHU TUOEPCKU CIMUL08e, 3a 0d Chuemae UHOBAYUAMA U eqh)eKmueHomo
usnwvanenue. Cmpykmypupanomo ynpagienue na npomanama, 6asupano na mooeia na Jleeumn, noonomaea
Heobxo0uMume Nnogedenyeckyu NPoMeHu U uHcmumyyuonaiuzupa yenma. Egexmuenomo ynpasnenue na
3aUHMeEpPeco8aHume CMpaHy UHMe2pUupa 6bHWHUMe OYAKBAHUS U 3ACUNBA JIe2UMUMHOCMMA HA Yenma.
Haxpas, yennocmno opuenmupanama KopnopamueHa Kyimypa Hacbpiasa 0baeoCpOYHAma UoeHmupuKa-
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yust u aneasicupanocm. AHanu3vm noKa36d, 4e GHeOPI8AHemo Ha KOPROPAMUBHAMA Yeil USUCKEA KOMOUHA-

Yust om nOOX00sU TUOEPCKU CIUTLO8E, YNPAGLEHUE HA NPOMSHAMA U KYIMYpd, OPUCHMUPAHA KbM Yenmd,

HeoOX00UMU ca OONBIHUMENTHU U3CLE08AHUA, 3a 04 Ce USSACHAM CReyupuuHume U3UCK8AHUs U eheKmu Ha
PasuYHUme JUOEPCKU NOOXOOU.

Knrouoseu oymu: xopnopamuena yen,; moepcmeo, mpanchopmMayuoHHo oepcmeo,; amoudekCmpatio au-
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Abstract: Security in supply chains is a key component in ensuring that processes and process
participants can interact seamlessly and without disruption. Disruptions can be caused by both in-
tentional and unintentional actions. Disruptions in the process can lead to significant damage. This
damage can be financial, reputational, or legal in nature. To avert such damage, participants in a
supply chain are required to prevent disruptions or reduce them to a minimum. This article exam-
ines the economic challenges in the supply chain. Based on a systematic literature review, the risks
are presented, followed by the security aspects in the supply chain. The subsequent analysis of the
challenges involved in mitigating these risks focuses on cybersecurity. Existing and implemented
measures to defend against cyberattacks are highlighted, along with an outlook for the future. It
becomes clear that cybersecurity has been a challenge in the past and will remain one in the future.
Keywords: business processes; supply chain security, cybersecurity challenges; supply chain re-
silience

INTRODUCTION

Global supply chains are important for companies and allow them to compete in the interna-
tional market. To achieve this, global networks, information and material flows, and business pro-
cesses throughout the entire supply chain must be maintained (Kotzab 2005, p. 48).

At the same time, the complexity of supply chains has increased significantly in the past, and
with it, their vulnerability to disruptions. This became clear, for example, during the COVID-19
pandemic. In a survey conducted as part of a study, more than 60% of respondents stated that the
pandemic had had a significant or very significant impact on their supply chains (Huth 2025, p. 2).

Cloud technologies are being used more and more in businesses. A milestone in the use of cloud
services was the launch of Amazon Web Services in 2006. This adoption was made possible by the
growing prevalence of mobile interactive applications, the ability to utilize parallel computing re-
sources, greater analytical capabilities, and the ability to extend computationally intensive desktop
applications through cloud services (Armbrust et al. 2009, pp. 6-8).

A representative empirical study surveying more than 600 companies revealed that by 2025,
90% of the companies surveyed will already be using them. This represents a 9% increase compared
to 2024. The 90% consists of both public and private clouds, with 41% already operating using a
multi-cloud approach — that is, utilizing multiple cloud providers. Twenty-nine percent are using
cloud technology as a hybrid approach, meaning in combination with their existing IT applications.
It is noted that 67% of companies would come to a standstill without the use of cloud technologies
(Wintergest 2025, pp. 2—10).

However, deliberately caused disruptions, such as cyberattacks on companies’ information
technology (IT) systems, can also lead to significant disruptions in business processes (Sarkis 2024,
p. 562).

This article aims to highlight the challenges in the supply chain related to security, specifically
cybersecurity, and discuss how resilience can be strengthened.

RESEARCH METHODOLOGY

This section provides an introduction to the topic and presents the research question. Based on
a qualitative study and a systematic literature review, the theoretical foundations regarding safety
aspects within the supply chain are developed.
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The search is limited to Google Scholar and freely accessible sources and literature published
by Springer. Sources from German- and English-speaking countries published since 2000 have
been included.

The search was conducted using the following search combinations:

— Google Scholar: “supply chain security” AND “cybersecurity challenges” AND “supply
chain resilience”

— Springer: “supply chain security” AND “security challenges”

The search yielded the following results:

— Google Scholar: The search returned 162 results. After evaluating their relevance and to
avoid duplicates, approximately 20 sources were determined to be relevant.

— Springer: The search yielded 72 results. Since this article does not focus on software, contain-
er, or Al security, the literature can be narrowed down to the following approximately 15 sources.

To ensure the information is up-to-date, the literature review is limited to sources published no
earlier than 2020. This article includes books, articles, and academic publications. The selection of
literature is based on a search of the platforms mentioned, followed by an evaluation of the title,
keywords, and abstract. If the criteria are met, a comprehensive literature review is conducted.

The final result is a recommendation regarding which aspects of supply chain security should
be given greater consideration.

RESULTS

If supply chains do not function properly, a disruption occurs. These supply chain disruptions
can be divided into four categories. They are:

e Environmental risks

e External risks

e Collaboration risks, as well as

e Internal risks

While environmental risks relate to the company or its underlying supply chain (e.g., natural
disasters), external risks relate to demand and supply risks (e.g., transportation, delivery, or quality,
as well as payment and sales conditions). Cooperation risks include both cultural differences be-
tween cooperation partners and divergent objectives, while internal corporate risks include manage-
ment risks (e.g., poor decision-making) as well as disruptions to value-adding processes (Wellbrock
und Ludin 2025, p. 10).

To ensure a smoothly functioning supply chain, the following security considerations must be
taken into account:

Physical security: This term encompasses several aspects under the umbrella of VUCA (vol-
atility, uncertainty, complexity, ambiguity) (Fig. 1). It involves fluctuations in variables within the
supply chain, uncertainties due to missing input data needed for decision-making, and changes in
the variety or overall clarity of the available information (Huth 2025, pp. 52-57).

Volatility
Complexity Ambiguity
v
Uncertainty

Fig. 1. VUCA Terms and Relationships (Huth 2025, p. 57)
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Furthermore, the area of physical security also covers product piracy, theft, or illegal distribu-
tion, as well as the tampering of hardware. A distinction is made between attacks on customers and
suppliers. The former refers to physical attacks, such as those involving counterfeit or tampered
hardware or break-ins, while the latter refers more to theft, tampering, and counterfeiting with the
aim of modifying or destroying such (Khokhar et al. 2024, pp. 255-260).

Cybersecurity: Here, various aspects are considered as input variables for cybersecurity,
categorized into vectors (Fig. 2). The causes can stem from the network (e.g., network conges-
tion), software vulnerabilities (e.g., malware), in hardware (e.g., due to tampered computer chips),
through social engineering (e.g., via phone calls or phishing emails), and in the field of big data
(e.g., when using very large amounts of data that require special protection due to their complex-
ity). It is important to note that a disruption can be caused either intentionally or unintentionally
(Hammi und EI Madhoun 2026, pp. 5-14).

B Software security Hardware A Counterfeit
Network < 2 ., »
issues security issues products
4 Fy
Software and
protocols flaws N Targeted
component
Hardware Vector Supply chain securit Type of issue
I < PRY . i ¥ > Cyberattacks
vulnerabilities and privacy issues
Intention
Social engineering |+
i h 4
Big data analytics . . .
& issues 4 L E— Intended taint Unintended taint » Insider threat

Fig. 2. Classification of Causes of Supply Chain Security Issues (Hammi und El Madhoun 2026, p. 7)

Cyber threats encompass a broad spectrum of attack vectors and vulnerabilities that jeopardize
the availability, confidentiality, and integrity of supply chain processes and data. Since every com-
ponent within the system is vulnerable to cyberattacks, the threats and vulnerabilities associated
with the cyber supply chain (CSC) pose significant challenges to supply chain security. Risk-based
approaches are necessary for risk assessment and mitigation. Particular emphasis is placed on
the risks associated with malware, cyberterrorism, and data theft. For example, machine learning
(ML) and cyber threat intelligence are cited here as tools for predicting and countering cyber
threats (Nwankwo et al. 2024, pp. 1-3).

However, the increasing connectivity and digitization of supply chains also pose security risks.
Attacks on the Internet of Things (IoT) are specifically mentioned in this context. Cyber threats in
supply chain management (SCM) are multi-layered, diverse, and constantly evolving (Layode et al.
2024, pp. 1962-1963). In this area, they target vulnerabilities within the supply chain with the aim of
disrupting services. These attacks can lead to the distribution of compromised products, disruptions
in the supply process, and ultimately damage to a company’s reputation (Odimarha et al. 2024, p. 27).

Product Safety: Product safety is based on the premise that there can be no such thing as ab-
solute product safety. Nevertheless, the law requires that risk be kept below the threshold risk. The
threshold risk is the maximum acceptable risk. People, animals, and property must be protected
from this risk. The hazards involved are classified as stochastic (random risks, such as component
failure) and deterministic (predetermined hazards, such as those associated with the proper opera-
tion of a chainsaw) (Bauer 2018, p. 277).

Product safety can no longer be guaranteed due to attacks on the supply chain. Because of the
interdependence and inherent complexity of the supply chain, the weakest link can cause damage
to the entire supply chain. Sensitive data can be compromised, and damage can be caused (Al-
shammari und Mahinderjit Singh 2025, p. 67667-67668).
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Compliance: In the strictest sense, compliance refers to adherence to standards, guidelines,
and ethical values (Fig. 3). Some companies use a Code of Conduct (CoC) to establish internal
corporate guidelines. Failure to comply with compliance regulations can have drastic consequenc-
es for the supply chain (for example, in cases of human rights violations or corruption). Moreover,
due to the increased reach of the media, compliance violations are reaching more and more people
(Wellbrock und Ludin 2025, p. 191-201).

Compliance with ...

/\
§ E Norms Applications
8 g E in the sense of external in accordance with internal
E’ 5 a requirements or regulations specifications or regulations
S e laws and (binding) standards work instructions, guidelines
y
E 5 Ethical values
2 E © in the sense of societal standards and
%’_ £ é regulations
£ w Fundamental moral stance; standard business
S = conduct of the honorable merchant

Fig. 3. Areas of Compliance (Wellbrock und Ludin 2025, p. 191)

It is emphasized that risk management must take into account unforeseeable and dynamic
threats, as failure to do so could expose companies to the risk of serious operational disruptions,
non-compliance with legal requirements, or a loss of customer trust. Standards serve as the founda-
tion for compliance. For example, threat modeling is conducted using the STRIDE model (Spoof-
ing, Tampering, Repudiation, Information Disclosure, Elevation of Privilege). This includes an
adaptive and traceable system architecture that applies GS1 traceability standards. The third-party
risk assessment also notes that the risk assessment of partners is likewise a part of compliance
(Almohaimeed et al. 2025, p. 58—66).

Resilience: Resilience involves compensating for unforeseen disruptions or attaining a su-
perior system state. It focuses on responding to disruptions while maintaining continuous busi-
ness processes to enhance the supply chain’s competitiveness and performance. Responses can be
categorized into proactive strategies (e.g., collaboration or workforce management) and reactive
strategies (e.g., agility or redundant systems) (Biedermann und Kotzab 2021, pp. 9-10).

There are approaches aimed at revolutionizing resilience and security — for instance, in the
power supply sector — through digital technologies. [oT-based methods can significantly enhance
the resilience of interconnected microgrids. By creating a virtual replica of the physical microgrid
via a digital twin (DT) that continuously receives data from IoT sensors, the system can generate
real-time analyses and forecasts. These enable effective defense against cyberattacks based on
proactive decision-making. ANGEL frameworks operate in a similar manner, detecting potential
failures and anomalies (Achuthan et al. 2025, p. 9).

To ensure resilience, structured frameworks are crucial for addressing supply chain risks; ex-
isting guidelines and standards can be adopted and tailored to specific needs. The process begins
by identifying vulnerabilities and critical resources to pinpoint critical attack vectors assessments
that are regularly updated to reflect current operational environments. On this basis, continuous
security measures are implemented to ensure the ongoing monitoring of cybersecurity incidents
(Nwankwo et al. 2024, pp. 3-4).

Challenges in Ensuring Supply Chain Security

Companies across the board are facing complex, novel security challenges that span the entire
supply chain. Globalized and increasingly complex supply chains are primary drivers of rising se-
curity risks. These risks involve a wide range of entities, including hardware and software vendors,
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external service providers, internal departments, and the manufacturers themselves manifesting in
everything from insider threats to counterfeit products entering the market (Roy et al. 2025, p. 185).

When risks arise across the entire supply chain model compounded by the globalization of com-
panies’ extensive value chains, the risk throughout the supply chain is multiplied. Similarly, the
widespread use of [oT networks or interconnected systems creates further points of vulnerability for
attacker (Latsiou und Lambrinoudakis 2026, p. 40).

In addition, the growing volume of data, the variety of data streams, and increasing speeds offer
attackers additional potential (Charul und Bhatia 2026, p. 328).

Failure to consider the resulting risks can lead to significant damage. Resilient supply chains are
required to withstand digital disruptions. Proactive supply chain security is essential for managing
these risks. Conventional security measures are no longer sufficient today; a comprehensive perspec-
tive that takes both technical and non-technical factors into account is necessary. This entails viewing
the entire supply chain ecosystem starting with the establishment of long-term relationships with
partners and suppliers and extending to adherence to strict security standards at every stage, from
goods receipt to final delivery (Adewusi et al. 2022, pp. 489—496).

Transparency is a crucial factor. Traceability across the entire supply chain is required. Compa-
nies are encouraged to invest in transparency using various approaches. It is also important to ensure
transparency among the partners involved. Furthermore, partners and suppliers must be regularly
and accurately vetted to ensure compliance with relevant security regulations in accordance with the
security profile (Sreenivasulu Gajula 2025, pp. 3-8).

In addition, there is the integration of standard cybersecurity practices across all stages of the
supply chain process. Sensitive data requires encryption, while intrusion detection systems are need-
ed to monitor data traffic, and firewalls are essential to prevent unauthorized access (Roy et al. 2025,
pp. 186—187).

It is particularly important to conduct regular security checks or audits to identify new vulnera-
bilities. In the late 20th century, manual testing could uncover complex vulnerabilities that automated
tests missed. Automated security scanning tools revolutionized the detection of security vulnerabil-
ities in the early 21st century. Modern application architectures and distributed components pushed
existing approaches to their limits. Today, security mechanisms are being further developed with the
aid of Al. Each new era addresses the limitations of the preceding one while simultaneously bringing
new challenges (Ramachandran 2026, pp. 502-503).

Since, despite significant efforts, the possibility of security incidents cannot be entirely ruled
out, companies should have emergency plans in place that cover all such scenarios. In the event of a
cybersecurity breach or other incident, these plans should outline the initial steps to be taken, based
on defined roles and responsibilities and identified stakeholders (Roy et al. 2025, p. 187).

Taking safety aspects into account, the aim is to examine the challenges within the supply chain
when discussing the topic of safety.

CONCLUSION

The literature review aims to clarify the research question regarding the challenges associated
with supply chain security. It has been shown that supply chain risks can be categorized into envi-
ronmental risks, external risks, cooperation risks, and internal corporate risks. Security aspects must
be taken into account to minimize these risks. These security aspects have been divided into four
groups. Physical security addresses the product itself, considering factors such as VUCA-related
challenges or product tampering. Another group focuses on product safety; this highlights that while
product risk can never be entirely eliminated, the “limit risk” representing the maximum acceptable
level of risk must not be exceeded. A further aspect concerns the scope of compliance, specifically
the mandatory adherence to standards, directives, and ethical values throughout the entire supply
chain. Resilience is also considered, focusing on the supply chain’s ability to withstand disruptions
and the necessity of proactive and reactive measures to avert potential issues. Cybersecurity re-
ceives significant attention in this article, particularly regarding the safeguarding of the supply chain;
managing the various attack vectors is becoming increasingly difficult due to rising complexity and
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data volumes. Cybersecurity measures must be effective against both intentional and unintentional
disruptions. Consequently, risk strategies must be developed to minimize potential damage to the
company. Transparency among all supply chain partners is essential for the early identification of dis-
ruptions. Firewalls and intrusion detection systems must employ state-of-the-art technology and be
adapted to current conditions. Regular reviews of standards through audits and penetration tests are
required. Since absolute security is unattainable despite the best efforts, companies must have emer-
gency plans in place and be capable of implementing them when necessary. Ultimately, it becomes
evident that while each new era resolves risks associated with the preceding one, it also introduces
new challenges. For future research, it is recommended not to rely solely on a literature review but to
also gain insights through, for example, semi-structured interviews with companies. Additionally, the
number of articles evaluated could be increased by adjusting the time frame. The scope of cybersecu-
rity in the context of artificial intelligence also offers further potential for investigating a new topic.
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NKOHOMMYECKHU INPEAN3BUKATEJICTBA IIPEJl CUT'YPHOCTTA
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Peztome: Cuzyprocmma 6v8 éepucume Ha OOCMABKU € OCHOBEH elleMennl, KOUmo no36016a HA npoyecume
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ce pazenexicoam UKOHOMUYeCKUme npeou3sUKamencmea 6v6 gepueama. 4pes cucmemamuyno npoyusane Ha
aumepamypama ce npedcmassinm puckogeme, HOCIe08aHI 0N ACHeKMume Ha CUyPHOCMMA 6b6 6ePUeama Ha
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Abstract: Due to its federal structures, the lack of central data registers and high organizational
heterogeneity, the German foundation sector is considered a ‘hard-to-reach’ population. This pa-
per examines the challenges and appropriate communication strategies for data collection in the
context of ESG-compliant investments by foundations. The aim is to identify effective communica-
tion channels and derive methodological implications for further research. Methodologically, the
study is based on a standardized online survey of foundations, which was distributed via various
communication channels (including email, networks and reminders). Different outreach strategies
were empirically tested and evaluated in terms of their effectiveness. The results show that reach-
ing this target group involves structural challenges, which are exacerbated by low response rates
and self-selection processes. It also becomes clear that combined and target-group-specific com-
munication approaches can ultimately increase willingness to participate. Overall, this paper pro-
vides practice-relevant insights for empirical research in hard-to-reach organizational contexts.
Keywords: communication channels; hard-to-reach population; empirical research, German
foundation sector, sustainable asset allocation

INTRODUCTION

The aspiration to make a meaningful contribution to society and the common good is described
in the literature as a fundamental motive for human action and is closely linked to concepts such
as altruism and social engagement (Anheier 2017). Social engagement is regarded as normatively
desirable in many societies and can be found in various forms, shaped both by cultural factors and
by individual resources — particularly financial means.

During processes of social differentiation, activities oriented towards the common good have
become increasingly institutionalized in modern history. In this context, legally independent or-
ganisations committed to the common good emerged, operating within a regulated but not uniform
legal framework: foundations. These represent a central organizational form of the so-called third
sector, which is situated between the state and the market (Anheier/Salamon 2006). The founda-
tion landscape in Germany is characterized by a high degree of heterogeneity, which stems from
the diversity of possible foundation purposes, organizational forms and endowments. At the end of
2024, there were a total of 26,349 civil law foundations with legal capacity in Germany (see Figure
1). This corresponds to a long-term average net growth of around 2% per year, indicating that the
sector continues to develop dynamically (Federal Association of German Foundations 2025).
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Fig. 1. Development of the number of foundations (foundations under civil law with legal
capacity in Germany (2000-2024), Source: BDS, 2025

The regional distribution of foundations and their endowment levels vary considerably across
Germany’s federal states. For historical reasons, the western German federal states already had a
higher density of foundations than the eastern German federal states prior to German reunification.
Since 1990 a positive trend in the establishment of new foundations has also been observed in the
new federal states. Overall, foundation-setting activities often reflect the prevailing economic situa-
tion, meaning that economic crises — such as the financial crisis or the COVID-19 pandemic — influ-
ence the dynamics of the foundation sector (Federal Association of German Foundations 2023). The
total assets of civil law foundations with legal capacity in Germany are estimated — depending on the
estimation method — at around 100 to 110 billion euros. The 60 largest German foundations alone
have an annual funding volume of around five billion euros. These figures underscore the consider-
able economic and socio-political significance of the foundation sector (German Bundestag 2019;
Federal Association of German Foundations 2023). Against this backdrop, the foundation sector can
be regarded as a central component of the third sector, contributing significantly to social develop-
ment and social cohesion. At the same time, these figures highlight the marked heterogeneity of the
foundation landscape, which manifests itself in different size categories, asset structures (e.g. finan-
cial versus non-financial assets) and legal frameworks. This diversity has led to a significant increase
in academic interest in the structure, activities and impact of foundations in recent years.

Empirical research remains a particular challenge even in the face of advancing digitalization,
as the available channels of communication and data collection are changing significantly. In the
context of empirical research, the generation of specific, research-relevant data is essential, particu-
larly when no suitable secondary data is available from publicly accessible sources. In such cases,
depending on the research objective and study design, various methods of primary data collection
are available.

Traditional data collection methods include face-to-face interviews, telephone surveys and post-
al surveys. These traditional methods are increasingly being supplemented or replaced by digital
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approaches. These include web-based online questionnaires, email-based surveys, and the use of so-
cial networks and platforms to reach potential study participants. Furthermore, informal recruitment
channels, such as recruitment via existing networks or word-of-mouth referrals (snowball sampling),
are gaining in importance.

Empirical research shows, however, that the use of a single survey method is often insufficient to
achieve valid and reliable results. Rather, research recommends combining several survey methods
in the form of a mixed-methods approach to triangulate different data sources and thus increase the
validity of the results (Diekmann 2020; Flick 2022; Schnell et al. 2018).

The so-called ‘hard-to-reach’ (HtR) groups pose a particular challenge for empirical research.
They are characterized above all by limited reachability and accessibility for researchers, which is
often attributable to specific social, structural or behavioral characteristics. These include, amongst
other things, limited institutional ties, a lack of or difficult-to-access sampling frames, an increased
need for anonymity, and potential mistrust of research projects. Furthermore, HtR groups are often
characterized by small, hard-to-identify populations or by social stigmatization, which makes re-
cruiting suitable study participants even more difficult. Examples include marginalized population
groups, individuals with sensitive characteristics, or specific professional or organizational deci-
sion-makers. Against this backdrop, research into such groups requires the use of adaptive and often
combined data collection strategies, such as network-based recruitment approaches, to generate valid
and robust data (Heckathorn 1997; Atkinson/Flint 2001; Bonevski et al. 2014). Foundations can also
be classified within the HtR group.

However, access to, and thus the channels for obtaining, valid and comparable data presents a
key challenge for empirical research. This is because, to date, there are no uniform requirements in
Germany regarding publication obligations, accounting or reporting. Supervision of foundations falls
to the respective state authorities, whilst tax matters are regulated by the tax authorities of the federal
states. These federal structures make it considerably more difficult to compare data, as different legal
frameworks apply across the 16 federal states (Hiittemann 2022). This is also illustrated by the fol-
lowing Table 1, which shows the varying reporting requirements by federal state.

Table 1. Comparison of reporting requirements by federal state

Federal State (;l:!?ll‘):lfltel;tgsrf?)r Pl;le)(llllﬁlrté?n Dlg;t}:;lﬂr:bgll:ter Comments

oundations ments
Baden-Wiirttemberg Yes No partially Registers not fully digitized
Bavaria Yes No No Paper-based registers
Berlin Yes Yes Yes Good digital accessibility
Brandenburg Yes No Yes Partially digitized registers
Bremen Yes No No L)lﬁtﬁtor?t\;ailable via the supervisory
Hamburg Yes Yes Yes Good online register
Hesse Yes No No Publication voluntary
%:gtlé lrer?glcl)g;:rania Yes No No No central database
Lower Saxony Yes No No Partially online registration
North Rhine-Westphalia Yes (paZie;lly) (paz?:lly) Pioneer in transparency initiatives
Rhineland-Palatinate Yes No No Internal supervisory data only
Saarland Yes No No Small foundation landscape
Saxony Yes No No Internal supervisory data only
Saxony-Anhalt Yes No No No publication requirement
Schleswig-Holstein Yes No Yes Register under development
Thuringia Yes No No No digital publication

Source: Own compilation based on the foundation laws of all 16 federal states, as of 2025.
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Another factor limiting comparability is the structural diversity of the foundations themselves,
particularly regarding their endowment, the composition of their capital and their respective legal
forms. With the reform of foundation law through the Act on the Standardization of Foundation
Law of 16 July 2021, which came into force in July 2023, a uniform federal civil law on founda-
tions was established for the first time. A central element of this reform is the introduction of a
nationwide register of foundations with public notice effect, to be maintained by the Federal Office
of Justice (Section 82b BGB, as amended). The aim of this measure is to increase transparency and
legal certainty in the foundation sector. However, the introduction of the register regulations, origi-
nally planned for 2026, has been postponed to 2028 due to technical and organizational challenges
(Hiittemann 2022; Federal Ministry of Justice 2023).

This article therefore focuses on the communicative challenge of data collection for empirical
studies in German foundations. In addition to the fundamental communication challenges in em-
pirical research within the foundation sector, the data to be collected focused on a central question:
How do foundations invest their endowment capital, and are these investments sustainable, i.e.
ESG (Environmental, Social and Governance) compliant?

RESEARCH METHODOLOGY

Foundations can therefore be classified within the HtR group, along with all the associated
communication challenges. The specific issue of ESG-compliant asset allocation further compli-
cates access, making it difficult to obtain valid empirical study results. It is therefore virtually im-
possible to draw conclusions about the underlying population. Which methodology and commu-
nication channels are nevertheless suitable, or were chosen, to achieve results? The mixed-mode
approach, involving personalized communication and multiple contact waves, appears to be a
particularly suitable communication strategy. The following approach appears particularly suita-
ble: email (primarily), networks (e.g. foundation associations), individual contact, and follow-up
by telephone and email. Table 2 summarizes this exploratory approach.

Table 2. Methodology of the empirical approach and communication channels

Communication via own networks,
Survey design Standardized online survey of foundations in Germany |as well as through the Federal As-
sociation

Foundations with legal personality under civil law (ex-
Target population | cluding trust foundations), preferably without contribu-
tions in kind

Not a random sample in the strict sense, but an attempt at
a complete survey with self-selection.

Sampling fi
amping frame Membership directory of the Federal Association of Ger-

man Foundations

Communication via direct email
contact and follow-up, as well as
direct (telephone) contact

Online questionnaire (standardized, with few open-end-

Survey method ed questions)

Source: Own representation

Due to the limited availability of valid and standardized publications in the German foundation
sector, particularly regarding the nature and size of foundation assets, a deliberate restriction of the
population was applied in this study. The target group comprised exclusively foundations under civil
law with legal capacity, whilst dependent (trust) foundations were excluded. This methodological de-
cision leads to a systematic bias in the data set, as certain types of foundations are structurally excluded
and thus a complete representation of the foundation sector cannot be guaranteed (Schnell et al. 2018).

The Federal Association of German Foundations, which acts as the sector’s most important um-
brella organization, provides a central point of access to foundation-related data in Germany. Through
its publicly accessible foundation database, the association provides various search options. A distinc-
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tion is made between free basic access (‘Basic’) and extended paid access (‘Plus’). Whilst the Basic
section primarily covers foundations with their own websites, the Plus section contains a more com-
prehensive record of currently around 31,000 foundations. In contrast, the freely accessible section
lists around 13,000 foundations. In addition, the Federal Association regularly publishes overviews of
the largest foundations in Germany, which are particularly significant in terms of their asset base and
funding volume (Federal Association of German Foundations 2025).

For the empirical data collection, a standardized online questionnaire was developed, aimed at
gaining insights into the experiences and expertise of foundations in dealing with ESG-compliant and
mission-aligned investments. Potential participants were primarily contacted via email using publicly
available contact details on the respective foundations’ websites. The recruitment process was mul-
ti-stage:

1. First, the thirty largest German foundations were specifically approached directly based on the
relevant publication by the Federal Association of German Foundations.

2. In addition, foundations from the researchers’ own professional and institutional networks were
contacted on an ongoing basis over a period of approximately three months.

3. Furthermore, email addresses of foundations were systematically researched and extracted by
federal state using the Association’s Basic database. In this context, around 40 foundations were con-
tacted daily over a period of approximately two months.

4. After around two months, a reminder was sent to all foundations contacted up to that point to
increase the response rate.

Data collection was carried out entirely anonymously via an online platform, so that no con-
clusions could be drawn regarding the identity of the participating foundations. For this reason, it
was not possible to determine which specific organizations had taken part in the survey. The analy-
sis was therefore limited to the aggregate number of fully completed questionnaires. The empirical
survey spanned a total of three months, covering the period from November 2025 to January 2026.
The chosen approach corresponds to established methodological approaches in quantitative social
research, particularly in the field of standardized online surveys, but at the same time exhibits typ-
ical limitations regarding response rates, sampling bias and representativeness (Diekmann 2020;
Schnell et al. 2018).

RESULTS

During the three months of data collection, a total of 1,400 foundations in Germany were
contacted. The methodology described above was communicated to them. In addition to the meth-
odological limitations of the survey, the chosen communication channels proved to be of varying
degrees of success. Furthermore, a quantitative pre-selection of the foundations contacted was
carried out by federal state, based on the total number per federal state (foundation density). The
following Table 3 shows the distribution by federal state.

Table 3. Overall overview by federal state

Federal state (number) Federal state (number)

Bavaria (180) Brandenburg (58)

Baden-Wiirttemberg (175) Bremen (58)

Hamburg (159) Saxony (47)

Hesse (153) Saxony-Anhalt (41)

North Rhine-Westphalia (123) Schleswig-Holstein (40)

Rhineland-Palatinate (119) Thuringia (36)

Lower Saxony (98) Saarland (21)

Berlin (80) Mecklenburg-Western Pomerania (14)
Total 1402

Source: Own illustration
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Figure 2 shows then the results for the survey period. The overview illustrates how the re-
sponse rate (of fully completed questionnaires) developed in conjunction with the respective com-
munication channels selected. Four phases of responses can be distinguished.

Responses Questionnaire (fully completed)

140

120

100

80

Number

60

40

20

©
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» > W
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Fig. 2. Trend in responses (fully completed) and phase breakdown

Phase 1: November 2025 — Direct contact communication and multipliers

In this phase, letters were sent primarily to the thirty largest foundations, as well as to a large
foundation network in North Rhine-Westphalia, the German Donors’ Association in Essen (https://
www.stifterverband.org/), which was intended to act as a multiplier. However, the response rate
for fully completed online questionnaires was minimal, totalling 13 by the end of November, as-
suming that responses were provided promptly (within 14 days of receiving the message).

Phase 2: December 2025 — Email communication

This phase was characterized by the start of intensive research into the foundations via the
Federal Association’s database and the sending of emails. The continuous contact ensured a steady
flow of responses. Nevertheless, the overall results merely tripled. By the end of this phase, 43
foundations had responded in full. The response rate stood at 4.82%

Phase 3: 1 to 18 January 2026 — Follow-up communication

This phase was characterized by an intensification of email correspondence, as well as a sec-
ond round of direct telephone contact with the organization’s own network of foundations. By the
end of this phase, 72 questionnaires had already been fully completed by the foundations, bringing
the response rate up to 5.14%.

Phase 4: Reminder communication (19 to 31 January 2026)

Over three days (19-21 February 2026), all 1,400 foundations that had been contacted up to
that point were reminded once again of the initial request for support. The response rate rose to
9.42% by the end of January, corresponding to 132 fully completed questionnaires.

The significant increase in the response rate during the reminder phase is also confirmed by
other studies, which found that repeated attempts to make contact had a significant influence on
willingness to participate (Dillman et al. 2014). The near doubling of the response rate following
the reminder highlights the importance of systematic follow-up strategies, particularly in organi-
zational surveys.

A total of 760 page views (clicks) were recorded for this questionnaire (including accidental
duplicate clicks, visits via search engines, etc.). A total of 132 questionnaires were completed in
full. If all questionnaires actively started (from page 1) are totaled, a response rate of 16.14% (N:
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227) was achieved. As the first page primarily asks for details of the foundations’ size (assets,
income, etc.), only pages 2—6 should be considered. If these figures are used as the basis for the
calculation (N: 168) this results in a response rate of 12%.

CONCLUSIONS/DISCUSSION

The response rate achieved of 9.42% (fully completed questionnaires) should be interpreted
in the context of organizational online surveys and the chosen communication channels. Empirical
studies show that web-based surveys in organizations — particularly where participation is volun-
tary without material or non-material incentives — typically achieve response rates in the range of
approximately 5% to 20% (Dillman, Smyth, Christian 2014). Against this background, the rate
achieved in this study can be classified as falling within the methodologically expected range.

At the same time, potential biases in the sample must be considered. A self-selection bias is to
be assumed, as it can be assumed that the survey was primarily participated in by those founda-
tions that already demonstrate a heightened affinity for ESG issues or sustainable asset allocation.
This systematic bias will limit the generalizability of the results and must be considered accord-
ingly when interpreting the findings (Schnell et al. 2018).

Furthermore, foundations — particularly decision-makers in asset allocation — constitute, in
part, a so-called ‘hard-to-reach’ (HtR) population. These groups are often characterized by re-
stricted accessibility, limited time resources, low institutional transparency and a high degree of
confidentiality. This gives rise to specific requirements for communication in the context of data
collection (see Table 2 and Figure 2). These generally include a target group-specific approach,
clear communication of the study’s benefits and relevance, the guarantee of anonymity, and the
building of trust in the scientific integrity of the research project. Furthermore, the literature rec-
ommends employing multi-stage contact strategies (e.g. personalized cover letters, follow-ups/
reminders) and utilizing existing networks to increase willingness to participate (Dillman et al.
2014; Bonevski et al. 2014; Atkinson/Flint 2001).

The present results and the communication channels described thus confirm, on the one hand,
the response rates for online surveys in an organizational context mentioned in the literature and
can be assessed as methodologically satisfactory against the backdrop of the specific challenges
— in particular a non-representative sample and the difficult accessibility of the target group (HtR
group). On the other hand, the response rate alone does not provide any indication of the quality
of the data collected. Rather, additional criteria such as validity, reliability and the consistency
of the responses must be considered to comprehensively assess the quality of the data collection
(Diekmann 2020).

REFERENCES

ANHEIER, H. K., 2017. Nonprofit Organizations: Theory, Management, Policy. 2nd ed. London; New York: Rout-
ledge.

ANHEIER, H. K. and SALAMON, L. M., 2006. The Nonprofit Sector in Comparative Perspective. In: POWELL, W.
W. and STEINBERG, R. (eds.). The Nonprofit Sector: A Research Handbook. 2nd ed., pp. 89—114. New Haven: Yale
University Press.

ATKINSON, R. and FLINT, J., 2001. Accessing Hidden and Hard-to-Reach Populations: Snowball Research Strate-
gies. Social Research Update, issue 33. University of Surrey.

BONEVSKI, B., RANDELL, M., PAUL, C., CHAPMAN, K., TWYMAN, L., BRYANT, J., BROZEK, I. and
HUGHES, C., 2014. Reaching the hard-to-reach: A systematic review of strategies for improving health and medical
research with socially disadvantaged groups. BMC Medical Research Methodology, vol. 14, Article 42.
BUNDESVERBAND DEUTSCHER STIFTUNGEN, 2023. Stiftungsreport 2023. Berlin: Bundesverband Deutscher
Stiftungen.

BUNDESVERBAND DEUTSCHER STIFTUNGEN, 2025. Zahlen, Daten, Fakten zum deutschen Stiftungswesen
2024/2025. Berlin: Bundesverband Deutscher Stiftungen.

DEUTSCHER BUNDESTAG, 2019. Unterrichtung durch die Bundesregierung: Bericht zur Lage und Entwicklung
der Stiftungen. Drucksache. Berlin: Deutscher Bundestag.

61



Bjorn Pieper

DIEKMANN, A., 2020. Empirische Sozialforschung: Grundlagen, Methoden, Anwendungen. 14th ed. Reinbek bei
Hamburg: Rowohlt.

DILLMAN, D. A., SMYTH, J. D. and CHRISTIAN, L. M., 2014. Internet, Phone, Mail, and Mixed-Mode Surveys:
The Tailored Design Method. 4th ed. Hoboken, NJ: Wiley.

BUNDESMINISTERIUM DER JUSTIZ, 2023. Reform des Stiftungsrechts. Berlin: Bundesministerium der Justiz.
FLICK, U., 2022. Qualitative Sozialforschung: Eine Einfiihrung. 9th ed. Reinbek bei Hamburg: Rowohlt.
HECKATHORN, D. D., 1997. Respondent-Driven Sampling: A New Approach to the Study of Hidden Populations.
Social Problems, vol. 44, issue 2, pp. 174—199.

HUTTEMANN, R., 2022. Gemeinniitzigkeits- und Spendenrecht. 5th ed. Kéln: Otto Schmidt.

SCHNELL, R., HILL, P. B. and ESSER, E., 2018. Methoden der empirischen Sozialforschung. 11th ed. Miinchen:
Oldenbourg.

TOURANGEAU, R., EDWARDS, B., JOHNSON, T. P, WOLTER, K. M. and BATES, N., 2014. Hard-to-Survey
Populations. Cambridge: Cambridge University Press.

INPEAN3BUKATEJICTBA B KOMYHUKALUATA ITPU BASUPAHO HA TAHHHU
YCTOMYUBO YIPABJIEHUE HA AKTUBHU B CEKTOPA HA ®OHJALIMUTE B
I'EPMAHMUSA

Pestome: Ilopaou ghedeparnama cu cmpykmypa, IURCama Ha YeHmpaiHu pecucmpu 3a OGHHU U GUCOKama
OP2aHU3AYUOHHA XEMEPOSEHHOCT CeKMOopbm Ha ghondayuume 6 [ epmanus ce cuuma 3a ,, mpyoHoOOCHbH-
na* epyna. Hacmoswyama cmamust pasenescoa npeouszsukamencmeama u noOXo0suume KOMyHUKAYUOHHU
cmpamezuu 3a CbOUpane Ha OaHHU 8 KOHMeKCma Ha uneecmuyuume Ha gpondayuume, cvobpazenu ¢ ESG
kpumepuume. L{enma e 0a ce uoenmuguyupam eghexmusHu KOMYHUKAYUOHHU KAHATU U 0a ce U38e0am Me-
MOOONOCUYHU U3600U 30 NO-HAMAMbUWHU U3Cc1e08anus. Om MemodoiocuyHa 2neoHa Mo4Kka npoyYeaHeno
ce 0CHOBABA HA CMAHOAPMUSUPAHO OHIAUH NPOYyUEane cped onoayul, pasnpocmpanero 4pes3 pasnuyHu
KOMYHUKAYUOHHU KAHAIU (BKITIOUUMENTHO eLeKMPOHNA NOwd, Mpedicu U HanoMHuanusl). Paznuunu cmpame-
euu 3a docmueane 00 yeneeama epyna 0sxa mecmeanu eMnupudHo 1 OyeHeHu no OMHOUEHUe HA CEOSIMA
egpexmusrnocm. Pezynmamume noxazeam, ue docmuearnemo 00 masu yeneda epynd e C8bP3ano cbC CMpYK-
MYPHU NPEOU3BUKATNELCTNEA, VIMENCHAGAHIU OM HUCKUME NPOYEHMU HA OM2080PU U NPoYyecume Ha camo-
cenexyusi. Cmasa scHO Cbwjo, Ye KOMOUHUpanume u CneyupuyHy 3a yenesama cpyna KOMYHUKAYUOHHU
n00X00U Mo2am 0a NOGUUAM 20MosHOCmma 3a yuyacmue. Kamo ysno, masu cmamusi npedocmass npax-
MUYeCKU NONe3HU U3600U 30 eMNUPULHU UZCTE08AHUS 8 KOHMEKCINA HA MPYOHOOOCIbIHU OPeAHUSAYUU.
Knrouoeu oymu: xananu 3a Komynukayus, mpyoHOOOCMbIHU SPYNU O HACETEHUEMO, eMIUPUYHU U3CTLE0-
BaHUSL, 2EPMAHCKU CEKMOp HA honoayuume; yCmouyueo pasnpeoenenue na akmusume

bvopu IIunep, 1oxkTopanTt

YHUBepcUTET 10 OMOIMOTEKO3HAHUE U MH(POPMAITMOHHH TEXHOJIOTHH
Codous, brirapus

E-mail: pieper@nordmetall.de

62



Obpaszosanue, nayunu uszciedsanus u unosayuu ~ Vol. 1V, Issue IlI, 2026 ~ Education, Scientific Research and Innovations

OBILIIECTBEHH KOMYHUKAILIHU H HH®OPMAIITHOHHH HAYKH
PUBLIC COMMUNICATIONS AND INFORMATION SCIENCES

GENERATIVE ARTIFICIAL INTELLIGENCE IN ENTREPRENEURIAL
INFORMATION PROCESSES: MANAGING MARKETING INFORMATION AMONG
DIASPORA ENTREPRENEURS

Holger Walter Ehrsam
University of Library Studies and Information Technologies
https://doi.org/10.70300/BDHX7830

Abstract: The article asks and answers how entrepreneurs can use generative artificial intelli-
gence (GenAl) in their marketing information processes. The study is motivated by two factors.
Firstly, the success of ChatGPT, developed by OpenAl, has attracted considerable attention from
the media and various academic discourses. Secondly, the implications of this technology have
been a subject of much discussion. The present paper aims to provide a comprehensive overview of
the influence of GenAl on marketing processes in organisations undertaken by entrepreneurs. The
development of the study was informed by academic sources and extensive literature research, and
complemented by a survey conducted among Peruvian entrepreneurs residing in Germany. The ar-
ticle elucidates the rationales and utilisation of applications in marketing information processes,
alongside impediments and competencies involved. The results of the study indicate that Peruvian
entrepreneurs in Germany primarily utilise GenAl for efficiency purposes, exploration of new
business models, and identification of opportunities. It is predominantly focused on creative and
planning tasks, including the generation of ideas. Key constraints relate to quality and accuracy,
as well as capability gaps, while competencies are generally strong, confidence in data analysis is
a limiting factor in overall readiness.

Keywords: Information processes; entrepreneurship,; marketing information, generative artificial
intelligence (GenAl), diaspora Peru

INTRODUCTION

Since November 2022, the concept of generative Artificial Intelligence (GenAl) has dominated
discourse in the media, the economy, and politics (Bolz 2024). The release of ChatGPT by OpenAl
has had a considerable impact on the field of marketing (Chui et al., 2023). A survey conducted by
the trade association BITKOM revealed that 41% of companies in Germany are currently utilizing
artificial intelligence (AI), with a further 48% planning and discussing its use (BITKOM, 2026).
It is evident that the subject has a wide range of applications, which have been shown to increase
efficiency, quality, and support innovation (Dahm and Neuhaus 2025).

A study conducted by SAS in 2024 found that approximately 74% of marketers consider it to be
a pivotal factor in achieving success in marketing. Furthermore, the survey revealed that for 82% of
respondents, the primary benefit identified was the reduction in time spent on repetitive tasks. Fur-
thermore, GenAl has been demonstrated to facilitate the identification of business models, enable
data-driven decision-making, and identify market opportunities (Kusetogullari et al. 2025).

A significant challenge is the selection of an appropriate tool, given the wide range of op-
tions available, with around 50,000 GenAl tools currently in operation (There’s an Al for That,
2026). Furthermore, 61% of marketers report data protection as a problem, followed by 44% who
mention GenAl-related competencies (SAS 2024). The integration of human competencies with
the technical capabilities of GenAl has been demonstrated to enhance efficiency and innovation
processes (Wecke 2024). In order to achieve the optimal utilization of GenAl, it is essential to
cultivate the relevant competencies (Scarpa et al. 2024).

GenAl has the potential to support diaspora entrepreneurs in their marketing activities, al-
though it is important to acknowledge the challenges that must be overcome to achieve this. This
will be the focal point of the following analyses.
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It should be noted that some of the findings presented in this article were first developed in
the author’s Master’s thesis. Instead of reproducing the original work, the article employs a more
focused and independently developed academic analysis to offer insights that build upon these
foundations.

RESEARCH METHODOLOGY

The methodological approach of this publication is a comprehensive literature review and
survey. The focus of this study will be on Peruvian diaspora entrepreneurs in Germany. The em-
phasis of this study is on the understanding of the function of GenAl in marketing activities and
information processes. The analysis draws on academic books and peer-reviewed journal articles.
A selection of practitioner-oriented reports and online publications were also included. In addition
to the literature review, a survey was conducted with eleven Peruvian entrepreneurs residing in
Germany. The collection of data was facilitated by the distribution of a questionnaire, which was
executed using survey software. This approach was found to be beneficial for subsequent data
analysis, thereby facilitating the organization and evaluation of the study. The resulting dataset
was analyzed using descriptive statistics once the respondents had completed the questionnaire.
Firstly, the analysis investigates the role and areas of application of GenAl in marketing-related
information processes. This was followed by an examination of the barriers to usage and the key
competencies required for GenAl in these processes. DeepL. Write was used for language correc-
tion and stylistic improvement; the intellectual content remains the author’s own.

The present study combines evidence from scientific literature, target-group publications and
the entrepreneur survey, thereby providing a comprehensive understanding of the contemporary
challenges facing diaspora entrepreneurs. This synthesis places particular emphasis on the Peruvi-
an diaspora in Germany.

This paper builds on the methodological basis established in the author’s master’s thesis,
which involved devising and implementing an exploratory research design. This paper revisits,
condenses and further develops selected parts of that work.

RESULTS

Peruvian diaspora entrepreneurship in Germany

The concept of entrepreneurship is characterized by the utilization of available resources, the
identification of business opportunities, and the role of the entrepreneur (Fust et al. 2019). The task
of entrepreneurs is to transform ideas into products and to discover new markets (Kriedel 2017).
In order to achieve success, it is essential that they possess competencies in the areas of ideas and
opportunities, have access to resources, and are active (European Union 2018).

Research indicates that people from a diaspora are highly motivated to engage in entrepre-
neurial activities (Rana and Nipa 2019). The members of these communities are a minority in the
host country and frequently report feelings of rejection and marginalization. They express a strong
sense of obligation to support their home country and indicate a desire to return in the future (Co-
hen 2008).

Diaspora entrepreneurs have been shown to possess a high level of proficiency in the identi-
fication of commercial opportunities, coupled with the advantage of a robust network of connec-
tions with individuals within their respective diaspora communities. Furthermore, they have been
found to possess a high level of cultural competence (Freiling 2019). In addition, they possess a
strong desire to establish their own entrepreneurial activities (Rana and Nipa 2019) and are ca-
pable of identifying and filling market gaps through the implementation of innovative business
models (Vanore 2018).

In the absence of statistical data, it is only possible to estimate the number of Peruvian diaspo-
ra entrepreneurs in Germany. In Germany, the entrepreneurial population constitutes approximate-
ly 3% of the total population (Statistisches Bundesamt 2026). Applying this rate to the estimated
30,000-strong Peruvian diaspora in Germany (Statistisches Bundesamt 2023), it is estimated that
there are 900 Peruvian diaspora entrepreneurs in Germany.
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Areas of application of GenAl in marketing-related information processes

Digitalization has a profound impact on organizational processes, necessitating the presence
of both prepared managers and well-structured organizations. A combination of human and tech-
nological capabilities is required. As Krcmar (2015) argues, the management of information pro-
cesses 1s dependent on both skill and cultural factors.

Marketing can be defined as the process of meeting customer expectations when an enterprise
creates value for a product that is offered (Kotler et al. 2007). It is widely regarded as the predom-
inant concept in this field (Bruhn 2019). Consequently, enterprises are obliged to carry out six
specific tasks. Firstly, the analysis of the current situation is undertaken, followed by the definition
of long-term company objectives. Thirdly, a strategy must be deduced, followed by operational
planning of product, price, place and promotion. In the fifth instance, the planned content must be
executed and finally controlled (Meffert et al. 2024).

GenAl, a part of AL, has developed into a tool capable of processing a variety of data simulta-
neously and generating new content (Wecke 2024a). GenAl is set to transform marketing-related
information systems, with the potential to significantly enhance operational efficiency and perfor-
mance (Rubera et al. 2025). As illustrated in Figure 1, GenAl has the potential to be employed
across a variety of tasks. The utilization is recommended for research and strategy tasks, including
market research and the development of buyer personas. It is followed by products, the utilisation
of which as a tool for the generation of ideas and the facilitation of the creation of visual media,
including but not limited to photography, text, and video. In the context of facilitating the infor-
mation process with clients, GenAl has the capacity to personalize email campaigns and provide
recommendations. Moreover, it facilitates the measurement of the performance of information
processes for marketing campaigns. Finally, it enables marketing operations, such as the prepara-
tion of content for social media (Wecke 2024a).

Marketing tasks

Performance

Client management management

Research and strategy Proanet Marketing operations

Fig. 1. Use of GenAl for marketing tasks (Ehrsam, 2025)

As demonstrated in Figure 2, the vast majority of Peruvian entrepreneurs residing in Germany
adopt GenAl primarily to achieve efficiency gains, such as optimizing workflows and reducing the
time spent on manual tasks. Further factors include the exploration of novel business models and
the identification of market opportunities. Conversely, the broader potential of GenAl in terms of
its ability to enhance data-driven decision-making is considered to be of lesser significance. It is
interesting to note that no mention is made of innovation, quality assurance, or any other factors
that might be considered relevant (Ehrsam 2025).
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Reasons for using GenAl
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Fig. 2. Reasons for GenAI adoption among Peruvian entrepreneurs in Germany (Ehrsam, 2025)

The findings suggest that Peruvian diaspora entrepreneurs in Germany acknowledge the po-
tential of GenAl in a range of marketing domains. As shown in Figure 3, idea generation represents
the primary use case, whereas pattern identification is perceived as less relevant (Ehrsam 2025).

Areas of application for marketing tasks
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Fig. 3. Areas of GenAl use in marketing tasks among Peruvian entrepreneurs
in Germany (Ehrsam, 2025)

As illustrated in Figure 4, the study also examined the key barriers to the utilization of GenAl.
The most significant challenges experienced by participants are those related to quality concerns
and limited access to suitable tools. This is in contrast to the few diaspora entrepreneurs who con-

sider low personal and cultural resistance to be a significant challenge (Ehrsam 2025).
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Barriers to GenAl
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Fig. 4. Barriers to GenAl adoption among Peruvian entrepreneurs in Germany (Ehrsam, 2025)

Concerning the key competencies of diaspora entrepreneurs, Figure 5 demonstrates that 91%
of respondents expressed a favorable opinion of their fundamental understanding of GenAl. Fur-
thermore, an equal proportion of respondents stated that they utilize GenAl in a responsible man-
ner, thereby signifying a commendable level of awareness concerning ethical and accountable
practices. The level is almost equivalent, with 90% of the thinking being of a strategic nature.

In the domain of creative endeavors, a significant proportion of the participants have ex-
pressed high levels of satisfaction with their capabilities in the production of visual, textual, and
video content, with 82% rating their proficiency in these domains as either good or very good.
Furthermore, a substantial percentage of the participants, amounting to 82%, have also articulated
a positive stance on continuous development and adaptability in the face of technological change.
Furthermore, 81% of diaspora entrepreneurs evaluate their communication competence as strong,
and 81% demonstrate a high level of confidence in understanding target groups.

With regard to the utilization of digital tools, 73% of participants expressed a high degree of
confidence in their ability to competently operate them. Conversely, opinions regarding analytical
abilities are more varied. A mere 54% of entrepreneurs rate their competence in analyzing data as
good or very good (Ehrsam 2025).
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Key competencies for GenAl
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Fig. 5. Key competencies for GenAl among Peruvian entrepreneurs in Germany (Ehrsam, 2025).

DISCUSSION

With respect to the underlying motivations for adopting GenAl, 64% of Peruvian diaspora
entrepreneurs identify efficiency gains as the dominant factor, thereby corroborating the findings
of Dahm and Neuhaus (2025). The study’s findings underscore the efficacy of GenAl in enhanc-
ing both routine process execution and the handling of complex tasks. However, a discrepancy
becomes apparent in the domain of innovation. While Dahm and Neuhaus (2025) emphasize the
role of Al in enabling innovation, particularly in the development of new products and business
models, Peruvian diaspora entrepreneurs in Germany do not primarily perceive GenAl as an in-
novation driver. While its relevance for business model development and market identification is
acknowledged, this perception remains comparatively weaker.

Conversely, diaspora entrepreneurs evidently recognize the value of GenAl in the generation
of ideas. This observation is consistent with the findings of BVDW (2025), which indicate that
88% of marketing agencies employ GenAl in ideation processes.

Concurrently, salient barriers persist, notably concerns regarding output quality and restricted
access to appropriate tools. These results align with the findings of Hiirtgen et al. (2024), who have
identified significant concerns regarding the reliability and accuracy of Al-generated content.

From a capability perspective, the effective management of marketing-related information
processes requires a combination of competencies, including technological literacy, strategic
thinking, creative capabilities, data analytical skills, and a continuous learning orientation (Wecke
2024b). While Peruvian diaspora entrepreneurs demonstrate notable competencies in most of these
domains, deficiencies persist in data analytical capabilities.

CONCLUSIONS

Individuals belonging to diaspora communities frequently exhibit a strong propensity to en-
gage in entrepreneurial endeavors and demonstrate an aptitude for identifying business opportu-
nities. Within the domain of marketing-related information systems, the integration of GenAl is
anticipated to effect a transformation in processes, thereby engendering substantial performance
enhancements. The potential applications of GenAl are extensive, encompassing domains such as
research and strategy, product management, customer management, performance management,
and marketing operations.
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The Peruvian diaspora entrepreneurs in Germany is estimated to comprise approximately
30,000 individuals, of whom it is estimated that 900 are entrepreneurs. Their marketing activities
are increasingly influenced by technological change and innovation, particularly driven by GenAl.
The analysis yielded four key findings:

1. The primary motivation for Peruvian diaspora in Germany to adopt GenAl is efficiency
gains.

2. The predominant application of GenAl is in the domain of idea generation.

3. The primary obstacles pertain to concerns regarding output quality and constrained access
to appropriate tools.

4. With regard to competencies, Peruvian diaspora in Germany demonstrate a solid founda-
tional understanding, use GenAl responsibly, and apply it for strategic purposes.
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Abstract: This paper examines whether government spending on research and development (R&D)
crowds out or stimulates private investment in Germany. While traditional economic perspectives
emphasize displacement effects arising from funding competition, alternative theoretical frame-
works suggest that public R&D can complement private investment by reducing uncertainty, im-
proving efficiency, and expanding technological opportunities. In particular, state-funded basic
research appears to support corporate innovation by providing foundational knowledge on which
private investment can build. The analysis combines a conceptual discussion of crowding-out and
crowding-in mechanisms with a descriptive examination of long-term trends in public and private
R&D expenditures from 2000 to 2023. Beyond its macroeconomic perspective, the study contrib-
utes to the broader academic discourse on knowledge creation, dissemination, and utilization. By
examining the role of public research funding as a catalyst for knowledge generation and inno-
vation, the paper highlights the importance of institutional frameworks that transform scientific
knowledge into economic and societal value. The findings indicate that public research investment
functions as growth-enhancing capital formation rather than a substitute for private activity.
Keywords: Public R&D Spending, Private Investment; Crowding-In Effect; Innovation Policy;
Endogenous Growth

INTRODUCTION

A fundamental controversy in classical macroeconomic theory concerns the examination of
the effect of government spending on private investment behavior. In neoclassical models, gov-
ernment spending acts as a primary disruptive factor for private investment, while Keynesian
theory and endogenous growth theory postulate a stabilizing and stimulating effect in this context
(Keynes 1936; Romer 1990). The form of government spending remains of crucial importance in
this analysis, with investment in research and development (R&D) in particular having a comple-
mentary effect on private investment rather than crowding it out. This article analyzes the crowd-
ing-in effect in the context of government spending on R&D in relation to the funding structure
of the Federal Republic of Germany (FRG). The central thesis of this article is that government
funding in the field of basic research performs an incubation function that positively stimulates
private investment. Due to the high level of uncertainty and (financial) risk, this private investment
may not materialize without government start-up funding.

This topic examines the role of information, knowledge, innovation, and institutional struc-
tures in modern society. Public investment in research not only generates scientific knowledge but
also facilitates its dissemination and transformation into technological and economic progress.
Consequently, the interaction between public and private R&D investments can be understood as
an important mechanism within knowledge-based economies.

In the classic crowding-out theory, government spending leads to rising interest rates, which
in turn suppresses private investment. The assumption here is that public spending cannot gener-
ate independent productivity effects and is substitutable for private investment (Modigliani 1961;
Barro 1974). In the context of the possible long-term impact of government spending on R&D, this
analysis is theoretically limited.

The objective of this article is to systematically present the theoretical mechanisms of govern-
ment R&D spending and to link them to empirical evidence from Germany. On a methodological
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level, the article combines an analysis of the underlying theoretical framework with a descriptive
evaluation of time series data on public and private R&D investment in Germany for the period
from 2000 to 2023. The economic added value of the article lies in its integrated consideration of
crowding-out and crowding-in effects in the area of government research funding and the deriva-
tion of policy implications for productivity-oriented fiscal measures.

RESEARCH METHODOLOGY

The research adopts a mixed conceptual—descriptive methodology, integrating a theoretical re-
view of macroeconomic models with a descriptive analysis of official longitudinal secondary data
on German public and private R&D expenditures. In order to achieve the objective of this article, it
1s necessary to examine the theoretical foundations of the mechanisms of government spending and
private investment as a starting point for investigating crowding-out and crowding-in effects. The
theoretical assessment depends to a large extent on macroeconomic model assumptions. In classical
crowding-out theory, government spending leads to rising interest rates, which suppresses private
investment. The assumption here is that public spending cannot generate independent productivity
effects and is substitutable for private investment (Modigliani 1961; Barro 1974). This condition is
met when the state invests in infrastructure that has a complementary effect on productivity, such
as transport infrastructure, energy supply, research and development (R&D), and education. This is
complemented by investment in innovative areas that promote technological development. Accord-
ingly, public spending must generate non-rivalrous knowledge (basic research), as this knowledge
can be used by multiple actors and is not subject to consumption, thereby increasing productivity
(Barro 1990; Romer 1990). Against this backdrop, government investment in R&D plays a promi-
nent role, as it is a key driver of innovation. The differences between these theoretical foundations
are essential when analyzing crowding-out and crowding-in effects in the context of government
R&D investment, as the factors of knowledge, innovation, and technical development cannot be
integrated into the classical assumptions of a perfect market. In the context of the possible long-term
impact of government spending on R&D, this assumption is theoretically limited.

RESULTS

At the heart of neoclassical theory is the assumption of limited capital supply. In this view,
government investment increases the demand for savings, resulting in rising interest rates, which
crowd out private investment. This assumption presupposes the logic of efficient financial mar-
kets in which capital can be transferred with complete mobility (without regulations, information
asymmetries, and transaction costs) and the factors of production (labor, capital, land) are utilized
optimally (Barro 1989; Mankiw 2019). In this view, the state and the private sector compete for
the same limited resources, with an asymmetric distribution of these resources leading to a decline
in investment by the other side. Taking modern economic relationships into account, this theoret-
ical construct is only of limited significance. Demand-centered Keynesian theory also addresses
market imperfections caused by uncertainties and the expectations of market participants (Keynes
1936). This view assumes that government spending (in productive areas) stabilizes demand in
times of crisis and, at the same time, can stimulate private investment behavior by expanding pro-
duction capacities through technological development (e.g., through R&D investments) and capi-
tal utilization. In addition, rising demand cultivates expectations in the private sector regarding the
profitability of investment projects, which can lead to a crowding-in effect (DeLong & Summers
2012). Furthermore, this assumption is extended in the models of endogenous growth theory in
the form of a long-term supply mechanism. Furthermore, technological development is not exog-
enous, but rather the result of targeted promotion through investment in knowledge, research, and
human capital. In this context, government spending has an incubating effect on private investment
by reducing uncertainty and shortening learning processes (e.g., in resource-intensive basic re-
search) (Romer 1990; Bloom et al. 2019). It can therefore be concluded that government spending
in productive areas such as R&D goes beyond short-term demand impulses and can generate long-
term productivity gains.
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Figure 1 illustrates the relationship between government spending (G1 and G2) and private
investment (P1 and P2) in the context of the crowding-out and crowding-in effects.

Government Spending

r' N

G2
Gl

Private Investment

Fig. 1. Crowding-out versus crowding-in effects of government spending.
Source: Own illustration according to Keynes (1936) and Blanchard (2019).

Point C in the figure represents underutilization of production capacity, with government
spending activating unused resources and thus not causing any crowding out. This situation corre-
sponds to the description in Keynesian theory. The falling curve in the figure represents the analyt-
ical framework assuming a competitive relationship between government and private investment
(crowding out). Point A describes the situation of targeted government investment that comple-
ments the private sector. This investment, particularly in infrastructure, knowledge, and human
capital, generates an expansion of production capacity to the outer curve (crowding-in). Based on
the summary representation of the relationship between government and private investment, it can
be concluded that budgetary discipline in modern economies should not be set statically by regu-
latory authorities but should be dynamically geared towards long-term productivity gains.

Reducing uncertainty is a key feature of crowding-in effects. Uncertainty and information
asymmetry are particularly pronounced in basic research, as this area involves significantly high
costs. Furthermore, this is accompanied by constant uncertainty about the commercial use of the
corresponding research results, as the focus of this orientation is not primarily application oriented.
In this context, there is a significant risk for private investment in financing basic research (Dixit
& Pindyck 1994). Government spending on R&D and infrastructure projects can be interpreted as
providing impetus through political support in these areas. This impetus can reduce uncertainty for
the private sector and create planning security with regard to investment strategies. (Rodrik 2008;
Bloom et al. 2019). At the same time, government activity expands the technological possibilities
within which private actors can identify profitable projects.

The prominent role of public R&D funding in this article stems from the economic charac-
teristics of knowledge and expertise as factors of production. The knowledge generated does not
compete with other knowledge and expands through dissemination. However, the social benefits
cannot be fully internalized by private actors (Arrow 1962; Nelson 1959). For this reason, with-
out government involvement, market failure would result from underinvestment in cost-intensive
basic research and the resulting follow-up funding for application-oriented research projects. In
this context, government spending does not constitute direct market intervention, but rather a
correction of an imperfect market (Stiglitz 1989). This fact illustrates the complementary effect of
government investment in R&D and the possible existence of a presumed crowding-in effect in
this context.

In addition to promoting stability and reducing uncertainty, public R&D funding also generates
knowledge spillovers that extend beyond institutional and sectoral boundaries, leading — particu-
larly in private-sector firms — to new insights and processes, as well as a skilled workforce, without
these actors having to bear the costs of generating this knowledge (Griliches 1992; Jones & Wil-
liams 1998). Furthermore, government funding programs lower barriers to market entry through
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open infrastructures and accessible research results, making it easier for companies to engage in
innovative activities (Audretsch & Keilbach 2007). This is of central importance, particularly for
attracting investors and increasing a location’s attractiveness, and it fosters greater competition. In
summary, these mechanisms imply a strategic complementary relationship between government
and private R&D investments. By reducing uncertainties, information asymmetries, and risks,
government R&D investments lower barriers to entry and act as a catalyst for private investment
strategies, which result in technological development and productivity gains at the macroeconom-
ic level (Aghion et al. 2015; Mazzucato 2018). Therefore, under appropriate institutional condi-
tions, a complementary relationship can be assumed to give rise to a stable crowding-in effect that
supports long-term growth and technological dynamism.

In order to place these theoretical principles in an empirical context, the analysis in this article
is based on the evaluation of time series from statistical surveys conducted by the German Federal
Statistical Office (Destatis). The underlying data sets contain government and private investment
in R&D for the period from 2000 to 2023. The two-time series are compared and contrasted to
illustrate the assumed dynamics and a possible complementary relationship. For visual orientation,
these compared time series are presented graphically. The aim of this analysis is to examine in a
descriptive manner whether volatile phases are reflected in both curves and to provide an indica-
tion of a connection in the context of the crowding-in effect. Nevertheless, it should be noted at
this point that the empirical evaluation in this article, based on the Destatis survey, cannot claim to
establish a causal relationship. This data basis is summarized and compared in Table 1.

Table 1. Comparison of Public vs. Private R&D-Investment.
Own representation according to Destatis (2024).

Year Public R&D-Investment (in € Private R&D-Investment
thousand) (in € thousand)
2000 50.825 34.333
2001 53.500 35.095
2002 55.300 35.904
2003 56.100 38.060
2004 57.100 38.394
2005 55.897 39.569
2006 61.000 42.281
2007 63.800 43.768
2008 67.600 46.890
2009 69.700 46.019
2010 70.014 47.409
2011 75.569 51.448
2012 79.110 54.109
2013 79.730 54.569
2014 84.246 58.115
2015 88.782 60.940
2016 92.174 61.673
2017 99.554 69.066
2018 104.669 72.662
2019 110.025 75.288
2020 106.583 70.627
2021 113.184 77.601
2022 121.421 83.422
2023 129.676 88.707
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A comparison of the time series for public and private R&D investment (see Table 1) already
provides compelling arguments that support the theoretical assumptions. Across the time series,
government spending had a stabilizing effect even during the crisis years 2007 to 2009 (global eco-
nomic crisis) and 2020 to 2022 (COVID-19 pandemic and energy crisis). This is evident from the
increase in spending on both sides, without any suggestion of crowding out. Based on the signifi-
cant increases in private investment, it can be inferred that public spending has a positive impact
on the return expectations of the other side. This fact confirms Romer’s theory (1990). In addition,
the graphical comparison of the time series examined illustrates the complementary relationship
(see Figure 2).

Comparison of Public and Private R&D-
Investment

140 000
120 000
100 000
80 000
60 000
40 000
20 000
0 l

1995 2000 2005 2010 2015 2020 2025

—8— Public R&D-Investment —e—Private R&D-Investment

Fig. 2. Comparison of Public vs. Private R&D-Investment.
Own illustration according to Destatis (2024).

The graphical representation of these time series shows an almost identical trend in these investment
volumes. Instead of displacement, this empirical analysis of investments between 2000 and 2023 shows
that the increase in private investment is complementary to public spending in the area of R&D. This fact
provides descriptive evidence to support the hypothesis of the existence of a crowding-in effect.

Based on the data, it can be assumed that the German funding structure for the research land-
scape fulfills the appropriate institutional conditions that provide a platform for further private capital
commitment. Government investment in R&D does not replace private research funding, but rather
expands it by providing or kick-starting research infrastructure and human capital. This empirical con-
textualization supports the theoretical considerations and provides a basis for assuming a crowding-in
effect of government research investment.

Due to the heterogeneous nature of the German research landscape, a differentiated analysis of
R&D investments is necessary for a comprehensive empirical classification of the underlying theoret-
ical assumptions about the crowding-in effect. The structure of German research funding is character-
ized by a division of labor between basic research, which is predominantly funded by the government,
and private investment in application-oriented research projects (BMBF 2022; OECD 2023). This
innovation system is designed to generate knowledge and support it in a targeted manner through dif-
fusion, so that government investment does not compete with private investment (Mazzucato 2013).

As the central channel for government R&D investment, knowledge transfer is the key mecha-
nism for commercially exploiting knowledge generated through research collaborations, joint pro-
jects, spin-offs, and licenses. This multiplies the positive effect of this government spending in the
overall economic context (Audretsch & Keilbach 2007). This transfer mechanism accelerates innova-
tion cycles and improves investment conditions and returns expectations for private actors.
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DISCUSSION

This article combines theoretical principles with empirical surveys on public and private re-
search funding. By comparing the time series, the theoretical aspects can be reinforced, thereby
consolidating the considerations on the connection between the crowding-in effect. However, the
study in this article reaches the limits of its significance because the data series are heavily ag-
gregated and individual funding structures remain unaffected by the heterogeneity of the German
research landscape. The main finding is that no decline in private investment can be observed on
the basis of rising government spending on R&D. Further studies comparing similar time series
from different countries and periods and combining more advanced analytical approaches may
demonstrate a causal relationship between the reciprocal effect of public R&D expenditure and
private capital formation.

Nevertheless, the empirical analysis in this article contradicts the assumption that government
investment in research systematically displaces private activity and supports the thesis of a com-
plementary relationship between these actors. The central argument is based on the imperfection
of financial markets, whereby further analysis of the structure of endogenous money creation by
financial institutions in the context of debt-financed government spending on R&D can generate
additional insights in this regard. Particularly exposed in this context is the government’s ability
to use public funding to achieve productivity gains in the context of technological development,
which can be driven by research.

By examining the total factor productivity indicator in the context of the work of Bloom et
al. (2019), it can be shown that the positive effects of government research funding on economic
growth occur with a time lag. In addition to the level of public funding, the aspect of planning
security is a decisive factor in the private sector’s assessment, enabling it to derive its own in-
vestment strategies. This correlation must be internalized by political decision-makers in order to
adopt funding strategies that not only generate short-term momentum but also pursue long-term
growth and enable anticipation by the private sector.

In the overall context, the findings compared in this discussion confirm that the theoretical
assumption of a complementary relationship between public and private investment in R&D cor-
responds to the crowding-in effect. Accordingly, a purely quantitative limitation of public deci-
sion-making in the context of R&D funding is an analytically simplified representation. In this
context, the quality of institutional support, planning security, and the stability of support pro-
grams are of essential importance. This connection represents a key argument for the design of a
productivity-oriented fiscal policy.

Based on the findings, far-reaching implications for the political design of fiscal decision-mak-
ing can be derived. In the basic understanding of endogenous growth theory, government invest-
ment in research is not classified as consumptive expenditure, but as a form of productive capital
commitment in the areas of knowledge, human capital, and (research) infrastructure. These gov-
ernment investments have long-term effects that have a positive impact on productivity (Romer
1990). Contrary to this logic, political decision-making on fiscal measures is restrictive. Further-
more, there is a debate within European countries about restricting productive investment through
strict deficit limits and spending restrictions (Truger 2015). In this context, the lack of innovation
and economic growth should also be quantified as opportunity costs in the context of political de-
cision-making. Furthermore, the narrative in political discourse needs to be rethought, as the basic
assumptions underlying fiscal strategy decision-making are often based on analytically simplistic
assumptions and consider spending to be negative based on its volume.

The planning security and assessment of the stability of the government support structure by
the private sector, as already described, goes hand in hand with return expectations and productiv-
ity gains. These premises are necessary for a crowding-in effect (Bloom et al. 2019). Governments
should therefore design sound spending policies that are not only based on avoiding debt and de-
clining expenditure but also convey certainty.

These implications are rounded off by the need for institutional quality on the part of the au-
thorities (bureaucracy reduction) and transparency of processes, for example in the allocation of
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funding programs. A credible innovation policy therefore requires stable funding commitments
that extend beyond political election cycles. Multi-year budget frameworks, institutionally se-
cured basic funding for public research institutions, and transparent funding mechanisms are key
instruments for this (Edler & Fagerberg 2017; Rodrik 2008). Simply increasing spending without
targeted use of funding through efficient institutional structures can distort the crowding-in effect.
A reduction in public R&D funding can significantly impair long-term growth opportunities and
weaken international competitiveness (Mazzucato 2013).

Finally, when considering the political implications of the findings in this article, it should
be noted that government R&D investments should play a prominent role in fiscal policy. They
should not be interpreted as expenditures that reduce success, but rather as strategic investments
in technological development and productivity gains, which are the determinants of economic
growth. The complementary relationship surrounding the existence of crowding-in effects should
be internalized in the political debate in this context.

CONCLUSION

The aim of this article was to present the theoretical foundations of the mechanisms of action
of government spending on R&D in relation to private investment and to analyze them empirical-
ly. The focus of this study is the question of whether government spending on R&D crowds out
or stimulates private investment in this sector. The starting point for this discussion is the crowd-
ing-out or crowding-in effect. To answer this question, this article combines a presentation of the
theoretical foundations with an analysis of empirical surveys conducted by the Federal Statistical
Office. Based on neoclassical theory, rising government spending leads to a crowding out of pri-
vate investment, while Keynesian models and endogenous growth theory open up an analytical
framework in which public investment in productivity-enhancing areas can stimulate private en-
gagement.

Analysis of the theoretical principles has shown that government spending on R&D plays a
prominent role in the assessment of the crowding-out and crowding-in theorems, since the gener-
ation of knowledge as a factor of production is not rivalrous and cannot be fully internalized by
private actors. Thus, under certain conditions, government spending does not constitute a substi-
tute intervention in the market. Under certain circumstances, it merely serves to compensate for al-
location problems that may result from market failure. In this context, the reduction of uncertainty
and the provision of research infrastructure are of essential importance, creating a complementary
relationship with private investment. They thus form a central channel for long-term productivity
gains and technological progress.

The theoretical assumptions are confirmed by the analysis of data series on public and private
R&D investment in Germany for the period from 2000 to 2023. The development trends of these
two variables show a significant increase overall, and the almost parallel curves in the graphical
representation (Figure 2) suggest a crowding-in relationship. Analysis of this empirical data points
to a complementary relationship between public and private R&D investment, which rules out the
crowding-out hypothesis in this area. Nevertheless, it should be noted that the underlying data does
not describe a causal relationship, but it does contradict the assumption that rising public R&D
spending crowds out private investment. From a broader perspective, the article makes it clear that
restrictive spending should not be understood primarily as a quantitative limitation on government
spending, but rather as a qualitative focus on productive and growth-promoting investments. Qual-
itative conditions such as institutional efficiency, planning security for the private sector, and the
reduction of uncertainties are crucial for this complementary relationship.

In conclusion, it can be said that in the area of R&D investment, there is a complementary
relationship between the state and private investors, which supports the crowding-in theory. This
finding can serve to adjust fiscal policy strategy by being internalized in the decision-making pro-
cess of political actors. Further investigation of data series and econometric analyses that can build
on this point to provide evidence-based proof of a causal relationship would generate added value
for the economic sciences.
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YHPABJIEHUE HA TH®OPMALIUATA U 3BHAHUSATA B OBJIACTTA
HA MIYBJIMYHUTE PA3XO/IU 3A HAYYHU U3CJIEABAHUSA
N PABBUTHUE 1 YACTHUTE HHBECTUIIUN

Pezome: B nacmoawama cmamus ce pasanedicoa 0anu ObpiucagHume pasxoou 3a HAy4HOU3CIe008amen-
cKa u passotina detinocm (R&D) usmecmeam, unu cmumynupam wacmuume uneecmuyuu 6 I epuanus. /{o-
Kamo mpaouyuoHHume UKOHOMUYECKU NooXoou Habisieam Ha eghekmume Ha UsMecmearne, NPOUsMuUauu
Om KOHKYypeHyuama 3a punancupane, aimepHamueiu meopemudny mooeiu covam, e nyonuunume R&D
Moeam 0a OONbI6AM YACMHUME UHEECMUYUL, KAMO HAMAA8AM HeCUypHoCmma, noooopsaeam egexmus-
HOCMMA U pasuupaeam mexHonocudHume ebamooichocmu. Ilo-konkpemno, ghunancupanume om ovpoica-
eama hynoamenmantu HAy4yHu uU3C1e08anus, U32nexcod, NoOKpensam KOpnopamusHume UHOBAYULU, Kamo
npecocmasam 0CHOBONONALAWU 3HAHUSL, 8LPXY KOUMO MO2am 0d ce Ha02paxicoam 4dacmuume uHEecmu-
yuu. Ananuzvm cvuemasa KOHYenmyaiHo 06CvbiCOane Ha MexanusMume Ha UsMecmeane U NPUeIUIaHe ¢
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ONUCAMENHO NPOYYBAHEe HA OBbA2OCPOYHUME MEHOCHYUU 68 NYOIUUHUMe U Yacmuume pasxoou 3a R&D om
2000 0o 2023 2. Omeb0 MAKpOUKOHOMUYECKAMA CU NePCNeKmMUBa, U3ci1e08aHemo OONPUHAcs 3a No-Uupo-
Kust akaoemuyen OUCKYpC OMHOCHO Cb30A8AHEMO, PA3NPOCIPAHEHUEno U U3NONI36aHemo Ha 3nanus. Upes
pasenexcoane Ha porsima Ha nyonuyHOmMo GUHAHCUPAHE HA HAYYHUME U3CLe08AHUS KAMO KAMAU3amop 3a
2eHepupane Ha 3HAHUL U UHOBAYUU CIMAMUAIA NOOYePMABA 3HAYEHUEMO HA UHCIMUMYYUOHATHUME PAM-
KU, KOUMO NPEeGpbUuiam HAyYHUme 3HAHUs 6 UKOHOMUYecKa u obwecmeena cmounocm. Pezynmamume no-
Kazeam, ue nyoruuHume uH8eCmuyuy @ HayyHu usc1e08anus GYHKYUOHUPAm Kamo Kanumaiooopasysaue,
CIMUMYIUPAWO pacmedica, a He Kamo 3amecmumer Ha YacmHama 0eunocn.

Knrouoeu dymu: ovpoicasnu paszxoou,; HaQyuHOU3CIe008amencKa 0eUHOCH, Pa36otuHa OetHOC, YACHHU UH-
secmuyu, eghexm Ha NPUGIUYAHE; UHOBAYUOHHA NOTUMUKA, eHOO2EHEH PACIENC
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Abstract: The ever-worsening shortage of nursing staff is presenting the German healthcare sys-
tem with far-reaching structural, organizational and staffing challenges. Against this backdrop,
the international recruitment of nursing staff is becoming increasingly important. The population
is ageing and there is a sustained increase in the demand for care. Consequently, the German
healthcare system must overcome further new challenges in order to integrate recruited nursing
staff into care facilities (Kathy Kriiger 2017). This paper examines effective communication strat-
egies for addressing the shortage of skilled nursing staff. As part of the study, interviews conduct-
ed by the author are analyzed and evaluated on a scientific basis with regard to the professional
integration of foreign nursing staff-

Keywords: communication, recruitment, integration, international nursing staff; intercultural
competence; multifocus; intercultural diversity

INTRODUCTION

The shortage of nursing staff is one of the key and, at the same time, most persistent challenges
facing modern healthcare systems, and has been the subject of intensive debate in the health and
nursing sciences literature for several years. Despite numerous political reform initiatives, struc-
tural adjustments and a wide range of programs aimed at recruiting and retaining staff, the staffing
situation in many care settings has not stabilized in the long term. On the contrary, numerous anal-
yses reveal a continuing — and in some cases worsening — discrepancy between the rising demand
for care and the number of qualified nursing staff available. (Hradecky, Sander 2024)

This is due to multifactorial developments encompassing demographic, labor market-related
and organizational structural dimensions.

Against this backdrop, people from overseas backgrounds are increasingly being integrated
into the care sector in Germany, and international recruitment measures are also being implement-
ed. Integrating foreign care professionals with a migrant background who are already living in
Germany is often easier than recruiting skilled workers from abroad. (Press Release 21 2025)

It is now recognized that a sustainable solution to the shortage of skilled workers goes far
beyond simply recruiting staff from abroad. In addition to recruitment, retaining staff within one’s
own organization or company in the long term plays a particularly crucial role.

The complex processes — ranging from international recruitment, through recognition proce-
dures and language training, to structural and cultural integration — require systematic and holistic
working processes. Only through a coordinated approach can successful integration, stable collab-
oration and the long-term retention of nursing staff be guaranteed.

Communication processes, intercultural diversity management and organizational support
structures play a central role in this regard. Intensive induction programs and transparent men-
toring structures can be established as accompanying measures. These measures certainly entail
additional staffing and financial resources.

However, one short-term benefit is the stabilization of staffing levels. In the long term, these
measures open up opportunities for innovation, diversity of perspectives and improved prob-
lem-solving capabilities within the organization.

Overall, it can be concluded that the professional integration of foreign nursing staff requires
a multidimensional and interdisciplinary strategy.
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Against this backdrop, the integration of international nursing staff into care settings should
not be viewed solely as a short-term solution to existing staft shortages, but rather as a long-term
development task. Integration forms a central building block for ensuring stable, high-quality and
resilient care provision in the context of demographic change and increasing systemic complexity.

This publication, or academic study, addresses this issue directly by systematically analyzing
the significance and role of effective communication strategies and structures in the context of the
recruitment, integration and retention of international nursing staff. The focus of the study is on
the extent to which communicative processes, as a strategic management tool, can contribute to
successful integration.

Following a review of the current state of research, the paper concludes by analyzing the asso-
ciated structural and organizational challenges within the healthcare sector. The aim is to provide a
scholarly context for the topic, to identify existing challenges and to highlight the relevance of the
study against the backdrop of current developments.

RESEARCH METHODOLOGY

This academic publication is based on a systematic analysis of the literature and relevant doc-
uments, in which existing academic findings and relevant information were evaluated.

In addition, legal and institutional frameworks are taken into account, particularly with regard
to the recognition of foreign professional qualifications, provisions under migration law, and labor
law requirements in the healthcare sector.

The analysis is supplemented by expert interviews to gain a deeper understanding of the find-
ings from practical experience. The qualitative data collected is analyzed on the basis of four key
aspects. The following categories have been identified:

1. Communication processes in the context of international recruitment,

2. Linguistic and intercultural barriers to integration,

3. Organizational support and information structures, and

4. Factors contributing to the long-term retention of international nursing staff.

The chosen methodology thus enables a plausible and comprehensible holistic examination of
the research subject.

RESULTS

The international recruitment process for nursing staff requires, in particular, clearly struc-
tured, transparent, target-group-specific and legally binding information. The quality of this infor-
mation is a key prerequisite for managing complex decision-making processes in the context of
cross-border recruitment. In particular, the reliability and traceability of the information communi-
cated — for example, regarding recognition procedures, the framework of employment law, remu-
neration structures, career development opportunities and integration support — have a significant
influence on the decision-making of all stakeholders involved.

For healthcare institutions and their management, communication serves as a strategic man-
agement tool in human resources management. In this context, managers make far-reaching deci-
sions regarding whether, and to what extent, potential international professionals can be recruited
to work within the respective healthcare system. These decisions are closely linked to the quality
of the available information and the clarity of the legal and organizational framework.

Without a clear, consistent and legally sound basis for communication — both in dealings with
state institutions and regulatory decision-makers, and with external recruitment agencies — it is
only possible to a limited extent to make well-founded, responsible and sustainable staffing deci-
sions.

At the same time, this reliance on transparent and reliable communication also applies from the
perspective of international nursing staff themselves. They, too, face far-reaching, often life-chang-
ing decisions as part of their professional migration, which have a lasting impact on their career,
social integration and personal circumstances. In the absence of clear, comprehensible and legally
sound information on working conditions, recognition processes, language requirements and in-
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tegration structures, uncertainty increases significantly, which can impair decision-making ability
and reduce the willingness to migrate.

Against this backdrop, it becomes clear that successful international recruitment processes
depend to a large extent on a communication structure that is consistent, transparent and legally
sound for both parties. Communication thus functions not merely as an accompanying channel of
information, but as a central, constitutive element in the decision-making and integration process
of international healthcare professionals.

Following the arrival of internationally recruited nursing staff, various challenges continue
to arise, presenting an adjustment period for both the staff themselves and the host organizations.
Measures such as language support, intercultural orientation and structured induction programs
play a key role in reducing uncertainty and promoting sustainable professional integration.

Furthermore, the long-term retention of international nursing staff is closely linked to the
quality of organizational communication. A supportive working environment, a culture of open
communication and continuous feedback promote job satisfaction and reduce staff turnover.

DISCUSSION

Based on ten guided interviews with managers and experts, it becomes clear that the success-
ful recruitment and integration of international skilled workers cannot be viewed as an isolated
process, but is always linked to organizational, cultural, linguistic and legal frameworks. The anal-
ysis thus highlights that integration and retention must be viewed as multidimensional, long-term
processes that need to take into account both structural and individual factors.

In the area of recruitment, the findings show that the respondents perceive the recruitment
processes for international professionals as complex and multi-stage. Administrative and regula-
tory hurdles are mentioned particularly frequently, including recognition procedures, residence
permit requirements and time-consuming bureaucratic processes. These factors not only prolong
the recruitment process but also create uncertainty on the part of both the organizations and the
applicants. Added to this are language requirements, which play a central role in the healthcare
sector as they are directly linked to patient safety, inter-professional collaboration and documen-
tation obligations.

At the same time, it is clear that language deficits should not be viewed solely as an individual
problem for healthcare professionals; rather, institutions also bear a responsibility with regard to
language support, induction and accompanying support measures. In this context, the high level of
motivation among many international nursing professionals and the increasing professionalization
of international recruitment structures — for example, through specialized recruitment agencies or
state-funded programs — are highlighted as positive factors. According to the respondents, suc-
cessful recruitment processes also depend to a large extent on good organizational preparation, in
particular on clearly structured onboarding programs, designated points of contact and teams with
an awareness of intercultural issues.

Analysis of the barriers to integration shows that language and communication difficulties are
among the greatest challenges. In particular, communication using specialist terminology in every-
day clinical practice is described as demanding, as it affects not only direct contact with patients
but also teamwork and documentation processes. Inadequate language skills can lead to misunder-
standings and thus impair both the organization of work and patient safety.

At the same time, linguistic integration is understood as an ongoing developmental process
that can be accelerated through targeted training and support programs. In addition to linguistic as-
pects, organizational shortcomings are identified as a further key barrier. The lack of standardized
induction and integration programs, unclear lines of responsibility and a shortage of time available
for mentoring colleagues significantly hinder the integration of new staff. As a result, integration
processes often depend on the resilience of individual teams or managers, rather than being sys-
tematically underpinned at an institutional level. Furthermore, social integration within the team is
described as a key factor. Cultural differences in communication styles, attitudes to work or under-
standings of hierarchy can lead to friction and require a high level of intercultural competence on
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the part of managers and teams. Furthermore, administrative and legal frameworks — in particular
procedures for the recognition of foreign qualifications — are regarded as time-consuming and, in
some cases, opaque and complicated, which further complicates the integration process.

Particular mention should be made of the mentoring programs in place at some institutions,
which help staff navigate this phase by providing clear responsibilities, ongoing professional sup-
port and language guidance. This initial phase is regarded as crucial to the decision to remain with
the organization in the long term. Furthermore, working conditions and the overall organizational
framework play a central role. In particular, adequate staffing levels, reliable rota planning, fami-
ly-friendly working time arrangements and fair remuneration structures are cited. These conditions
have a direct impact on staff job satisfaction and their willingness to remain with the organization.
Equally important is an appreciative organizational and leadership culture. Recognition, respectful
communication and supportive leadership behavior are described as essential prerequisites for a
stable employment relationship. A lack of appreciation or emotional support, by contrast, is re-
garded as a factor contributing to staff turnover.

In addition, the respondents did not regard the importance of further training and profession-
al development opportunities as a priority. It was striking that several interviewees reported that
foreign nursing staff initially show little interest in additional professional development measures.

According to the experts, this is linked, amongst other things, to the stressful experiences dur-
ing the recruitment and recognition process.

Many nursing staff wish to focus initially on language acquisition upon their arrival and prefer
to avoid the additional time commitment involved in further training.

An open, appreciative and diversity-oriented organizational culture facilitates social and pro-
fessional integration, as diversity is perceived as a resource rather than a burden. By contrast, hi-
erarchical or closed organizational structures in healthcare settings can reinforce existing barriers
to integration. Managers play a key role here, as their behavior significantly influences the cultural
character of an organization. They act as multipliers who shape the culture of integration through
communication, attitude and by setting an example.

Furthermore, it is emphasized that not only formal structures but also informal social interac-
tions in day-to-day working life are crucial for an inclusive atmosphere. A positive team atmos-
phere and actively encouraged social contacts foster a sense of belonging and help to break down
reservations.

With regard to the political and legal framework, the picture is mixed. There have recently
been several reforms designed to facilitate labor migration. Nevertheless, their practical imple-
mentation is often regarded as inadequate. Complex recognition and visa procedures are the sub-
ject of particular criticism.

All interviewees complained of a discrepancy between political objectives and administrative
reality. The respondents therefore see a clear need to simplify, standardize and digitize procedures
in order to make the recruitment of international skilled workers more effective.

The interviewees cited retention rates, staff turnover and length of employment as key indi-
cators for measuring success. In addition, subjective factors such as job satisfaction, a sense of
belonging, and social and cultural integration were cited as crucial indicators.

CONCLUSION

It can be inferred from the findings of this study that sustainable relief cannot be achieved
through isolated recruitment measures. It requires a multifaceted, integrated interplay of several
components and effective retention strategies.

In particular, the interviews highlight that communication acts as a key strategic factor at all
levels and in all phases for all those involved in the recruitment and integration of skilled workers.
Transparent information sharing, language support and interculturally sensitive communication
structures are essential prerequisites for ensuring that international nursing staff are not only re-
cruited but also successfully integrated into existing work contexts. Appreciative communication
processes fulfil a multidimensional function at all levels and stages, and for all those involved: they
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reduce uncertainties whilst simultaneously promoting growth, identification and the capacity for
development among the people and systems involved.

Furthermore, the study makes it clear that the shortage of nursing staff in the German health-
care system can only be addressed sustainably if the recruitment, integration and retention of in-
ternational nursing staft are understood as a multidimensional process.

It is particularly worth emphasizing that successful international recruitment relies on trans-
parent, reliable and target-group-specific information structures. At the same time, it is clear that
language support, intercultural awareness and clear organizational processes are crucial prereq-
uisites for successful integration. Without these elements, uncertainties persist which can hinder
both professional integration and long-term retention.

The analysis also highlights that organizational conditions have a significant influence on the
success of integration. An appreciative leadership culture, structured induction processes, ongo-
ing professional development opportunities and an open corporate culture not only promote job
satisfaction but also foster a sense of belonging among international professionals. This makes it
clear that staff retention is determined not solely by individual motivation, but to a large extent by
institutional and cultural conditions.

From a scientific perspective, this study helps to define communication within the internation-
al nursing context as a strategic factor for success. It demonstrates that communicative processes
are closely linked to organizational development, intercultural competence and the quality of care.
The study thus broadens the perspective on the shortage of nursing staff to include a communica-
tive and organizational dimension, which should be given greater consideration in future strategies.

In conclusion, it can be stated that international nursing staff should be viewed not as a short-
term stopgap solution, but as a permanent component of a sustainable healthcare system. Their
successful integration requires a holistic action plan that systematically links recruitment, lan-
guage training, cultural integration and long-term retention. Further research should therefore fo-
cus in particular on the effectiveness of specific communication and integration strategies, as well
as taking greater account of the perspectives of the nursing professionals themselves.
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MNPUJIATAHE HA EOEKTUBHU KOMYHUKALIMOHHU CTPATEI'NMU
3A CIIPABSAHE C HEJOCTUT'A HA MEJUIIUHCKU CECTPU

Pe3ztome: Bce no-3a0vn60uasawusam ce HeooCmue Ha MeOUYUHCKU NePCOHAT NOCMABS 2ePMAHCKAMa 30pas-
Ha cucmema npeo CMpyKmypHu, OpeaHusayuoHHu U Kaoposu npeoussukamencmea. Ha mosu gon medrc-
OVHAPOOHOMO HAbUpaHe HA MEOUYUHCKU NePCOHANl Npudodbusa éce no-2onamo sHavenue. Hacenenuemo
3acmapssa u ce Hab0asa MpaeHn pbcm Ha MbpCceHemo Ha pudicu. Becneocmeue na mosa cepmanckama
30pasHa cucmema mpsaoea oa npeodoiee owje HO8U NPeOU3BUKAMENCMEa, 3d 0a UHmMezpupa Haemus me-
OUYUHCKU nepconan 6 3asedenuama 3a epudcu (Kathy Kriiger 2017). Hacmoswama cmamus pazeneicod
eghexmueHU KOMYHUKAYUOHHU CIMpame2ull 3a Cnpassame ¢ Hedocmuea Ha Keaiupuyupan MeOuyuHcKu nep-
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conan. Kamo uacm om uzciedsanemo uHmMepsomama, nposedeHi Om agmopd, ce aHATU3Upam i oyeHa8am
Ha HAYYHA OCHOBA NO OMHOUIEHUE HA NPOYECUOHATHAMA UHMESPAYUSL HA YYHCOCCMPAHHUS MEOUYUHCKU
nepcoHa.
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Abstract: It is important for organizations to maintain and support the learning ability and will-
ingness of their members. Leaders play a catalytic role in such organizational communication and
knowledge processes. This article is based on a literature review of books, online articles and jour-
nals. It first examines the concept of learning in its general meaning and then goes on to discuss
the relationship between individual and organizational learning. The interdependent knowledge
processes underlying these forms of learning are highlighted and the findings of the three-level
learning model according to Argyris/Schon are drawn upon. In this context, the focus is placed on
the role of leadership, examining the changing image and understanding of leadership in terms of
how it relates to organizational learning processes. Two diametrically opposed concepts of lead-
ership are examined in detail. The question of how leadership can be shaped in times of change in
such a way that organizational learning can be promoted and optimized is explored. It should be
noted that a modern leadership approach can be considered particularly conducive to elaborate
learning and knowledge processes.

Keywords: organizations, learning; communication, knowledge processes; leadership

INTRODUCTION

Learning is a process that accompanies people from their school and training days and does
not end when they complete their academic career. It is not without reason that there is frequent
talk of ‘lifelong learning’ (Erpenbeck/Sauter/Sauter 2016, p. 1). Individual learning is also an es-
sential prerequisite for organizations to be able to learn and thus realize collective information and
knowledge processes (Behrmann 2010, p. 96). The dimensions in which learning can take place in
organizations can be described using the popular three-level learning model according to Argyris/
Schon (Moning/Petersen 2010, pp. 172—174). Since leaders have a special social relationship with
the employees they lead (Wunderer 2007, p. 4), it is important to examine their significance for
individual and organizational learning and knowledge processes. This requires contrasting the
traditional understanding of leadership with a modern leadership approach and analyzing the in-
terdependence of the respective leadership approach and organizational learning.

RESEARCH METHODOLOGY

This publication is based on a literature review that first examines the concept of learning in
its general understanding and the relationship between individual and organizational learning. It
then describes an existing model for learning in organizations. This is followed by an examination
of the relationship between leadership, knowledge transfer, and learning processes, as well as an
analysis of the characteristics of traditional and modern leadership. Based on this in-depth analy-
sis, the three-level learning model described by Argyris/Schon is placed in the context of leader-
ship. This literature review includes books, online sources and journals.

RESULTS

Learning — what does this mean?

To emphasise the importance and dynamics of the concept of learning in general, it is worth
mentioning the following statement by the English composer Benjamin Britten (1913-1976):
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‘Learning is like rowing against the current. As soon as you stop, you drift backwards’ (Woxikon
2026).

Even though most people are probably familiar with the concept of learning from their school
and training days, it is nevertheless important to examine it from a scientific perspective:

‘LEARNING is a permanent change in behavior based on experience — that is the most gen-
eral definition. A more recent definition understands LEARNING as the expansion of knowledge,
abilities and skills for coping with life situations’ (Siebert 2010, p. 190).

The importance of this learning process, which can be observed in behavior, is made clear
in the following: ‘LEARNING is considered a prerequisite for survival, because humans, due to
their deficient instincts, are forced to constantly adapt to changes in their environment, but are also
capable of shaping their environment’ (Siebert 2010, p. 190).

This means that learning is inextricably linked to (environmental) changes, to which humans
respond by changing or adapting their behavior. As vividly described in the above quote, learning
1s not something static; rather, humans are constantly in motion, i.e. involved in learning processes
that are of existential importance to them, as Siebert has already stated.

But what does this mean in the context of an organization, i.e. how is learning connected to
this in such a way that we can speak of organizational learning?

At this point, we should first mention the organization that every person is confronted with
sooner or later in the course of their life: the workplace.

‘LEARNING AT WORK is the oldest and most widespread form of professional qualification.
It is a form of learning that relates to the specific subject of the work and takes place at work and
through work’ (Dehnbostel 2010, p. 192).

According to Severing, ‘learning outside educational institutions is referred to as INFORMAL
LEARNING’ (Severing 2010, p. 148). However, compared to formal education, this informal
learning is not considered an inferior or secondary form of learning, but is regarded as equally
important and indispensable (Severing 2010, p. 148).

The concept of learning is now applied not only to humans or ‘living beings’, ‘but also to other
“systems”, ‘e.g. “learning organizations”*. A distinction must be made here ‘between personal
LEARNING and organizational LEARNING’ (Siebert 2010, p. 192).

In this respect, it should be noted that the above statements can be applied analogously to or-
ganizations. Here, too, it is said that ‘organizational learning ability is a decisive factor for survival
[...]’ (Behrmann 1998, p. 143).

The relationship between individual and organizational learning based on a diagram
with explanation

296

Fig. 1. Own diagram based on Behrmann 2010, 93—96
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The diagram shows the two levels of individual and organizational learning as a metaphor.

The organization, symbolically represented as a house, is firmly anchored on solid ground,
the foundation. Inside this house are the members of the organization, i.e. the individuals who
symbolically hold a book in their hands to represent learning or the acquisition of education and
knowledge. However, these individuals do not stand alone and independently in this space, but in-
teract with each other and among themselves, as represented by the double-sided arrows. The roof
and thus the top of the house consists of people wearing doctoral hats, symbolizing educational
growth and learning progress. Around the house, the various weather conditions are depicted in the
form of rain, sun, etc., i.e. this represents the environment of the organization, which, in addition
to favorable times — proverbially sunny times — also has less favorable times in the form of rain or
thunderstorms.

This makes it clear ‘that organizational learning, on the one hand, concerns changes in the
thinking, actions and knowledge of individuals (organization members) and, on the other hand,
describes changes in the framework of meaning and order within an organization, which provides
knowledge about the organization and about how to manage actions and solve problems [...]’
(Behrmann 2010, p. 94).

It goes on to say that organizational learning initially relates to interaction processes between
individuals. They perceive contradictions when there are deviations or disruptions in their usual
processes. This irritation in turn results in revisions of interaction patterns, which are transferred to
the organization and change its generative basis in the long term, thus highlighting the importance
of communication. In other words, an organization changes or learns only indirectly, because it is
always people who perceive the discrepancies in the organizational environment they experience
and interpret these contradictions in relation to their role there and the interests associated with it.
Essentially, this means that organizational learning is inextricably linked to the changes described
above, whether these are made by individuals or groups, such as departments or teams within ex-
isting organizations (Faulstich 1998, p. 169).

Organizational adaptability to environmental changes, which are represented in the diagram as
various weather conditions, is the fundamental prerequisite for the successful development of the
key competence of learning ability (Reinhardt 1998, p. 253). As with the environmental influences
depicted in the diagram, the organization has no influence on the external changes it faces, whether
favorable or less favorable, so that — depending on the respective external circumstances — it is
forced to reposition itself and thus initiate the learning processes mentioned above. However, this
also means that this involves necessary structural adjustments that must be made by the organiza-
tion itself, because the subjective will and learning of the people within the organization does not
in itself create a changed or new organization (Zech/Ehses 1999, p. 7).

This increase in knowledge, which begins with individuals and must ultimately be transferred
to the organization as a whole, leads to a transformation in the level of education of both individ-
uals and the organization itself when the learning process is successful. As shown in the diagram,
these development and learning processes enable the organization to adapt to changing environ-
mental conditions, ensuring that the house or organization remains viable and maintains its bal-
ance in the future.

The three-level learning model according to Argyris/Schon

According to this model, there are three levels of learning in organizations:

¢ Single-loop learning

¢ Double-loop learning

¢ Deutero learning

Single-loop learning refers to a type of organizational learning that describes efficient error
correction in purely rational and cognitive terms as a leadership strategy. The values and norms
of the organization are not questioned, which means that only operational actions are taken. The
individual responds to a specific situation with an action that they consider appropriate and likely
to quickly achieve the desired goal.
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In double-loop learning, on the other hand, norms and values are addressed and questioned in
the context of the organization. Individual engagement also triggers collective learning processes
which, unlike single-loop learning, enable fundamental behavioral change. At this level, therefore,
the process goes beyond purely expedient and situational change, so that individuals and the col-
lective are already at a higher level of reflection.

The learning stage of Deutero learning (also known as loop-reflecting learning) is a type of
learning in which the learning processes themselves become the subject of learning. The focus
here is on learning about learning, and at this level, the extent to which the learning processes from
single-loop and double-loop learning were fruitful in terms of their usefulness and efficiency is
examined (Moning/Petersen 2010, pp. 172—-174).

Leadership and learning processes

In addition to the purely functional significance of leaders as individuals who interact with
their employees and ensure that they perform their assigned tasks properly (Naumann 2010, p.
189), leaders also have an educational role to play. This is because the organization in which they
are employed as leaders does not determine the tasks of leadership and thus the way in which
leaders act, but merely specifies the external framework conditions for this. The leader therefore
continues to play a key role in the specific design of leadership. In this context, leaders are the
linchpin for learning in organizations, as they can initiate learning processes by providing impetus
and thus make a decisive contribution to organizational learning.

It is therefore up to the leader to critically examine the structures and circumstances of the
organization and communicate these in an open dialogue. They should not shy away from present-
ing controversial views. Only when leaders have the courage to resist entrenched structures and
act as guides for what they consider to be a more suitable path can change be made possible. As
discussed at the outset, such learning processes always begin with individuals, so that leaders can
be seen as facilitators in this regard (Naumann 2010, p. 187).

Kiihl aptly sums up the importance of change for organizations with his statement: ‘By mak-
ing change a corporate goal, open internal conflict on the issue is prevented. The postulate of the
learning, adaptable organization robs employees of the opportunity to justify being against change
per se [...]" (Kiihl 2010, p. 62).

The motto ‘We’ve always done it this way!” — often used by long-standing members of an
organization to justify familiar behavior and antiquated structures — is likely to have become obso-
lete in modern organizational structures and management teams.

Even if leaders operate as fine-tuners of the system, adapting flexibly to unpredictable sit-
uational circumstances, this does not mean that ‘the organizational knowledge base has to be
changed every time’. In this respect, they are also assigned a ‘coordination and stabilization func-
tion’ (Naumann 2010, p. 187).

Emotions play a major role in all these change processes initiated by leaders. Not only do they
serve to strengthen and stabilize social relationships within the organization, they are also a pre-
requisite for employees to embrace change in the first place (Naumann 2010, p. 187).

In this respect, the overall communicative and psychological dimension of leaders’ actions is
of great importance. It is therefore not enough for leaders to be highly capable on a rational level
if they are unable to connect with the people they lead on an emotional level. Learning processes
can only be successfully implemented if the changes introduced are emotionally anchored.

The personality structure of the respective leader is therefore a decisive factor. In particular,
the willingness and ‘ability to engage in critical self-reflection’ are of crucial importance (Nau-
mann 2010, p. 191).

Traditional leadership vs. modern leadership

Work 4.0, virtual and digital leadership, New Work — these are just a few of the terms associ-
ated with modern leadership. But what lies behind these modern leadership approaches with their
sometimes glamorous-sounding names and, above all, what influence do they have on organisa-
tional learning and, consequently, on the way communication and knowledge transfer take place?
Before this question can be explored, we must first take a brief detour to the early 20" century.
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Max Weber, the founder of the bureaucracy model, had a very clear idea of what constituted
good leadership. In his view, this was characterized by clear powers of instruction and control,
a top-down hierarchy, fixed tasks and decision-making powers, and the application of objective,
impersonal procedures (Althoft/Thielepape 1995, p. 159; Nerdinger 2019, pp. 53-55). It is clear
from the characteristics mentioned that their rigidity cannot be reconciled with the modern under-
standing of leadership.

In the current century, globalization and technological progress are cited as ‘the key challeng-
es for companies’ (Naumann 2010, p. 188). Other examples of the challenges facing companies
and public authorities today include demographic change and the knowledge culture (Zukunftsin-
stitut GmbH 2025a).

In addition, a different self-image with regard to their role as employees and a general change
in values can be observed, particularly among today’s younger generation. Individuality, the need
for autonomy in performing work tasks, the opportunity to participate in organisational design and
a generally flat hierarchy are becoming increasingly important for employees (Naumann 2010, p.
188).

For the design of communication and information processes, the shift towards leadership be-
havior based on equality means that both the people being led and the leaders make this mutual
understanding a mandatory requirement in the context of the respective organization. As a result,
leaders are increasingly compelled to ‘fall back on other resources of power and tend to establish
a collegial and cooperative relationship with their employees’ (Naumann 2010, p. 191).

Another reason why the understanding of leadership from the age of the bureaucratic model is
no longer considered promising is digital progress and the resulting development towards a new
future of work, which is also fundamentally changing the nature of leadership: “This means that
traditional leadership approaches are being replaced by models based on trust, results and self-or-
ganization. Leaders must be able to inspire teams while effectively using technological tools to
promote collaboration and communication” (Zukunftsinstitut GmbH 2025b).

In connection with the increased use of digital and hybrid leadership, the former head of de-
partment at the Federal Ministry of Labor and Social Affairs, among others, considers the corona-
virus pandemic that emerged in 2020 to be a catalyst: ‘The involuntary and unpredictable state of
emergency is creating momentum for virtual collaboration, mobile working, home offices, agile
forms of organization and new work’ (Borggrife/Rump 2020, p. 40).

However, the increased use of new media by leaders, i.e. the shift from what was previously
exclusively analogue leadership to digital leadership, also requires the creation of the necessary
framework conditions ‘to resolve areas of tension between the demands placed on leaders and the
reality of the company [...]. Only in this way can leaders seize the potential of the modern working
world with the necessary energy and leadership motivation and strengthen their teams in self-or-
ganization’ (Bruch/Berenbold/Block 2019, p. 166).

In this respect, it can be said that organizational learning processes are absolutely essential at
this point in order to meet the requirements of the digital working world and the challenges asso-
ciated with it.

A healthy degree of tolerance for mistakes on the part of leaders is also conducive to a posi-
tive organizational learning environment: [...] to create a “failure-friendly” learning environment
where “failure” itself becomes a source of constructive feedback for the organization [...]" (Lehn-
hoft/Kendall 2010, p. 165).

Furthermore, today’s understanding of leadership no longer requires leaders to perform all
important tasks themselves. In this respect, experts also confirm that the digital working world 4.0
gives ‘individual employees more freedom, more creative opportunities and more responsibility’
(Gutmann 2021, p. 138).

However, giving employees more freedom, relinquishing control and assigning them high-qual-
ity tasks does not mean that leaders can completely dispense with instructions and controls (Dietz/
Kracht 2016, p. 73), i.e. this must not lead to a state of anarchy or a lack of leadership.

After all, leaders also serve as role models for the employees they lead. This means that they
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should also have the appropriate leadership skills, such as vision and persuasiveness, charisma
and, last but not least, a sense of responsibility (Naumann 2010, p. 191).

This makes it clear that not all features of the traditional leadership approach can be discarded,
because the basic principles for the role of a leader cited above are essential for stable and successful
leadership.

In this respect, it can be said that the positive elements and values of traditional leadership
can certainly also be applied in modern leadership approaches. Such successfully implemented
leadership strengthens communication and knowledge processes and thus promotes organizational
learning: both the people being led and the leader develop a higher level of reflective awareness
and are thus prepared to actively participate in organizational thinking and learning processes,
each in their own role.

The three-level learning model in the context of leadership

After comparing and examining the two characteristics of leadership approaches, i.e. traditional
and modern leadership, these will be linked to the three-level learning model already described below.
The aim is to show how these three loops promote organizational learning.

Single-loop learning

As already described, learning processes at the single-loop learning level take place in the sense of
reactive adaptation to the respective situation. This means that there is a rapid response to changes in
the environment (Seufert 2010, p. 107). As also already discussed, the values and norms of the organ-
ization are not questioned here, which is why this level of learning is suitable for operational actions,
1.e. rather short-term problem solving (Moning/Petersen 2010, pp. 172—173).

Based on the bureaucratic model already described, such a symptom-oriented correction of errors
and adjustments to the respective situation would correspond to the traditional leadership approach.
This is because it is essential at the single-loop learning level that the framework conditions are ac-
cepted as such and that the associated norms are not questioned (Seufert 2010, p. 107). In this respect,
this level corresponds to a strongly authoritarian attitude and the behavior is justified by its traditional
nature.

Furthermore, the bureaucratic model and its application are characterized both by the standardiza-
tion of processes and by clear chains of command (Nerdinger 2019, pp. 53-55). With such authoritari-
an leadership, it is therefore impossible from the outset to question the resulting framework conditions
and thus the organizational structure when a problem or a changed situation suddenly confronts the
members of the organization. In other words, at this level of learning, only ‘cosmetic symptoms’ are
addressed, because the actual causes, which result, for example, from questionable normative condi-
tions, are not taken into account. This level therefore does not appear to be suitable for problems that
need to be solved in the long term or at their root cause, which is why it should be viewed critically
if used too frequently and would be a sign that the organization is shying away from addressing and
dealing with the actual causes.

Double-loop learning

In contrast to the level described above, the double-loop learning level is one in which norms and
values are addressed (Moning/Petersen 2010, p. 173). It is therefore legitimate for individuals at this
level to critically examine the circumstances of the organization and to reflect these back to their lead-
ers. It can therefore be said that individuals and their leaders are already at a higher level of reflection.
In this respect, this level could be classified as a modern leadership approach. As already explained,
leaders and employees are regarded as equal sources of opinion (Moning/Petersen 2010, p. 176).
Nevertheless, it should be noted at this point that, despite all the controversial discussions that take
place between individuals and also between groups (Seufert 2010, p. 107), the leader is still present
and intervenes when the principle of subsidiarity no longer allows these learning processes to be left
to run their course (Naumann 2010, pp. 190-191), thus confirming the importance of communication
as already described.

Another characteristic of this level of learning is that, unlike single-loop learning, it does not only
take place at the individual level, but also incorporates the different abilities and skills of the members
of the organisation. This is why it is also referred to as ‘joint learning’ (Moning/Petersen 2010, p. 173).
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Deutero learning

This level of learning is the one with the highest level of reflection, as learning itself be-
comes the subject of learning (Seufert 2010, p. 107).

As with the level of double-loop learning, learning at this level can be attributed to a mod-
ern leadership approach. However, the opinion is held here that ‘only the ability of leaders to
engage in dialogue can lead to learning processes of this quality’ (Moning/Petersen 2010, p.
175). It can therefore be assumed that this level of learning requires leaders who think holisti-
cally and analytically from the outset and that they must also be very sophisticated. This means
that leaders analyze and reflect with the people they lead on the extent to which the learning
processes from the two previous levels were successful. This also includes an assessment of
effectiveness and efficiency. This involves examining what facilitated or inhibited learning (Ar-
gyris/Schon 1978; Moning/Petersen 2010, p. 174). At this point, at the latest, it becomes clear
that leaders must be honest with themselves and their employees and that weaknesses must
be openly addressed, as otherwise no lessons can be learned for future action. In this respect,
actions that may have proved unwise or ineffective in retrospect should not be devalued, but
rather seen as fruitful insights for the future. Only in this way is it possible ‘[...] for organiza-
tions to remain continuously open to learning [...]" and thus ‘[...] to increase the organization’s
ability to learn [...]" (Seufert 2010, p. 107).

CONCLUSION

In summary, organizational learning is a complex process that manifests itself on three dif-
ferent levels according to the Argyris/Schon model. It should also be noted that the willingness
and ability of individuals to learn has a decisive influence on the extent to which such com-
munication and knowledge processes are driven forward. The role and understanding of the
leaders are also linked to this, as they can act as a catalyst for organizational learning processes
through their leadership style and the corresponding interaction and communication with their
employees. The transformation of leadership role does not mean that all characteristics of a
traditional understanding of leadership have to be thrown overboard. Rather, it is crucial that
modern leadership retains the positive aspects that have always been associated with leader-
ship, such as persuasiveness, charisma and role modelling, and combines them successfully
with a progressive leadership role. In this case, the conditions are created for learning process-
es to be initiated at a high level of reflection among employees and for learning to take place
at the second and third levels according to the Argyris/Schén model. Finally, it can be said
that successful leadership is measured by the extent to which the leaders succeed in advancing
individual and organizational learning with the help of their personality and existing key com-
petencies.
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OPTAHU3BAIIMOHHOTO YUYEHE KATO INPOOEC HA KOMYHUKALMA U
HNPUJOBUBAHE HA 3BHAHUSA: TPAHC®OPMAILIUA HA POJISAATA HA JIMAEPCTBOTO

Pestome: 3a opeanuzayuume e 8axnCHO 0a ROOOPICAM U HACLPUABAN CROCOOHOCMMA U 20MOBHOCMIMA
3a yuene Ha ceoume uieHose. 3a MaAKuea OpeaHu3AyUOHHU KOMYHUKAYUOHHU U NOZHABAMENHU NPOYecU
Ha pvKogooumenume ce ompedxncoa poasima Ha kamaiuzamopu. Hacmoswama cmamust ce ocnosasa Ha
JUMeEPaAmypHo npoyu8ane Ha U3moYHUYu om KHu2u, onaaun cmamuu u cnucanus. ITvpeo ce pasenedcoa
noHamuemo ,,yyere “ ¢ cosi 00w CMUCHI, A C1e0 MOBA Ce PA32NeNHCOd BPBIKAMA MeAHCOY UHOUBUOYAT-
HOMO U opeanuzayuonHomo yuene. [lpu moea ce nokazeam 3aumo3asucumume npoyecu Ha 3HAHuUemo,
KOUMOo cmosim 6 0CHO8Ama Ha me3u GopMu Ha yueHe, U ce U3NOA36aNm NO3HAHUAMA OM MPUCMENeHHUS
Mmooen Ha yueHe cnoped Argyris/Schén. Bve epwv3ka ¢ mosa akyenmuvm ce nocmaegs 6bpxy poisma Ha
JUOEPCMBOMO U C€ PA32AEAHCOAM NPOMEHAUAMA Ce NPeOCMAsa U pasdupane 3a iudepCcmseomo 668 8Pb3-
Ka ¢ opeanusayuoHnume npoyecu Ha yuene. Ilpu mosa ce pasenexcoam noopo6Ho 08e Ouamempaino
NPOMUBONONONCHU KOHYenyuu 3a 1uoepcmeomo. Paszenescoa ce sonpocvm kak mpancgopmayusma na
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PONAMA HA TUOEPCMBOMO MOJICE 00 HACLPUABA U ONMUMUZUPA Op2aHU3AYUOHHOMO YyeHe. [Ipu mosa ce
YCManoes6a, ue Cb8peMeHHama OpueHmayus Ha 1udepcmeomo Modxce 0a ce pazanexcod Kamo 0cobeHo
Ona2onpusmHa 3a CLOHCHU NPoYecy Ha yueHe U npudobusane Ha 3HaHue.
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Abstract: Respectful, clear, and understandable internal communication is considered a key fac-
tor for the psychological well-being of employees in psychological research and communication
science. Furthermore, high-quality communication is associated with fewer burnout symptoms
and greater life satisfaction among employees. This article, based on a systematic literature re-
view, aims to provide a theoretical overview of key aspects of stress perception and communica-
tion in the professional context, analyzing the essential factors of positively perceived internal
communication. It also examines the impact of communication quality on stress perception and
psychological resilience, addressing potential challenges such as information overload and com-
munication deficits. The article highlights the high relevance of effective internal communication
for employee mental health, employee satisfaction, and company success. Moreover, good internal
communication is a crucial component of a health-promoting organizational structure. In addition
to theoretical foundations, practical approaches to improving communication within companies
are discussed.

Keywords: internal communication, stress experience, psyhological resilience; employees, men-

tal health

INTRODUCTION

In light of rising job demands, increasing digitalization, and changing work patterns, the
mental health of employees is gaining ever greater economic, social, and scientific importance.
Work-related stress is among the most significant psychosocial burdens in the workplace. Nu-
merous studies have shown that work-related stress can have long-term negative effects on the
well-being, performance, and health of employees. Internal communication plays a crucial role in
this context, influencing the perception of stress and the management of professional challenges.
Nevertheless, research on communication has thus far primarily focused on business adminis-
tration or management perspectives. The significance of internal communication for employees’
stress experiences and resilience from a communication science perspective has received compar-
atively little systematic attention.

While the literature points to connections between communication quality and psychological
well-being as well as business success, it lacks an integrative analysis of how different forms of inter-
nal communication affect employees’ stress levels and resilience. This results in a research gap at the
intersection of communication science, organizational communication, and health communication.

For this reason, this article focuses on internal communication within companies. The various
forms and processes of communication, as well as the quality of communication within organiza-
tions, are the central focus. The subjects of this study are employees, whose experience of stress
and their psychological resilience in the professional context are examined.

The aim of this article is to present, based on a systematic literature review, the current state of
research on the effects of internal communication on employees’ stress levels and resilience, and to
contextualize this research within the field of communication science. The analysis will examine
which communicative factors can promote or reduce stress, the role of communication processes
in developing resilience, and the characteristics of health-promoting internal communication. This
article thus contributes to the understanding of the interactions between internal communication,
mental health, and workplace well-being from a communication science perspective.
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RESEARCH METHODOLOGY

This article is based on a systematic literature review with the aim of summarizing the current
state of research on the effects of internal communication on employees’ stress levels and resil-
ience, and classifying it from a communication science perspective.

The literature review was conducted between May and June 2026. Scientific publications from
2015 to 2026 were included to encompass both fundamental theoretical works and current research
findings. Scientific databases and search platforms such as Google Scholar, PubMed, and Web of
Science, as well as available library catalogues, were used for the search.

The search was conducted using various German and English search terms. Key search terms
included, among others, “internal communication,” “internal company communication,” “organ-
izational communication,” “employee communication,” “workplace communication,” “stress,”
“occupational stress,” “psychological well-being,” “resilience,” “employee resilience,” and com-
binations of these terms using the Boolean operators AND and OR.

The analysis included only scientific articles, monographs, edited volume contributions, and
reports from recognized scientific institutions that addressed internal communication, work-relat-
ed stress, mental health, or resilience. German- and English-language publications were consid-
ered. Non-scientific sources, press reports, blog posts, and publications without a clear connection
to the research question were excluded.

After identifying relevant literature, a content review of the titles, abstracts, and full texts was
conducted. The sources were then analyzed and thematically categorized with regard to their the-
oretical approaches, key findings, and relevance to the research question. The evaluation took the
form of a qualitative content analysis with the aim of identifying recurring correlations between
communication quality, perceived stress, and employee resilience.

The analysis focused on communication science findings regarding internal corporate commus-
nication, as well as interdisciplinary research from the fields of work psychology, organizational
research, and health communication. Based on this foundation, the key factors influencing internal
communication on the psychological well-being of employees were systematically presented and
discussed.

29 <6 99 ¢

RESULTS

Why is it important to look at the stress levels of employees?

Mental health is an essential aspect of overall health and is far more complex than simply the
absence of mental illness. Good mental health can be understood as a state of emotional equilibri-
um that enables people to cope with stress and challenges, maintain stable and fulfilling relation-
ships, pursue their work, and reach their full potential (World Health Organization). Therefore,
mental health can be seen as a cornerstone of a self-determined and happy life. Furthermore, it is
an essential component of individual and collective well-being.

Surveys show that the burden of mental health problems is very high in the population and has
even increased in recent years (World Health Organization 2022). Depression and anxiety disor-
ders are the most common mental illnesses. In 2025, approximately 332 million people worldwide
were affected by depressive disorders alone, representing about four percent of the total glob-
al population (World Health Organization 2025). Besides the suffering of those affected, mental
illnesses also cause significant economic damage through sick leave or inability to work (OECD/
European Union 2018). Persistent stress caused by unclear information, lack of transparency, miss-
ing feedback, or misunderstandings in internal communication can contribute to the development
of mental health problems in employees (Ferreira et al. 2023; Kersten and Junghanns 2022). Inad-
equate communication is associated with increased stress, conflict, or insecurity in the workplace
(Backhaus et al. 2024; Pavlista et al. 2024). Furthermore, poor communication structures can lead
to a decrease in employee trust and motivation. This can negatively impact the mental health and
resilience of employees and weaken job satisfaction and performance within companies.

Various findings highlight the importance of positive, appreciative and clear internal commu-
nication for the mental health of employees (EU-OSHA 2022; Qin and Men 2023). When inter-
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nal communication is perceived positively by employees, it correlates with fewer burnout symp-
toms and higher life satisfaction (Gallup, 2026; Qin and Men 2023). Companies also benefit from
high-quality communication. Various studies have shown that internal communication perceived
as positive increases a company’s likelihood of success (George and Jones 2006). Furthermore,
employees who are satisfied with the communication within the company are less likely to want to
end their employment (Duarte and Silva 2023).

What is internal communication

The literature uses a variety of terms for internal communication, i.e., communication with in-
ternal target groups, such as employee communication, corporate communication, internal PR, or
internal public relations. These terms are sometimes used synonymously and originate from var-
ious communication and business administration disciplines (Buchholz 2015). Regardless of the
term used, it essentially refers to how information is exchanged or passed on within organizations
or companies, or how communication generally takes place within the organization or company
(Mast 2019; Schmid and Lyczek 2006).

Forms of internal communication

Internal communication processes can take place top-down, bottom-up, or in-between (Mast,
2014; Szyszka and Malczok 2016). Top-down communication involves the transfer of information
from higher to lower hierarchical levels. For example, managers communicate decisions, instruc-
tions, or strategic goals to employees (Urbancova et al. 2023). Conversely, bottom-up communi-
cation describes the flow of information from employees to management. This direction of com-
munication is primarily used for sharing experiences or providing feedback (Miller et al. 2025).
In-between communication refers to communication between individuals or departments at the
same hierarchical level. It primarily serves the purpose of coordination, cooperation, or the ex-
change of information (Robbins and Judge 2024).

Furthermore, internal communication processes can be formal, informal, or instrumental in
nature (Mast 2014; Szyszka and Malczok 2016). Formal internal communication takes place via
defined channels, adheres to hierarchies and institutional rules, and encompasses all official and
organizationally defined communication processes within an organization or company. Typical
examples of this form of communication include official emails, employee information, circulars,
and annual reports (Cornelissen 2023). Informal communication, on the other hand, usually de-
velops spontaneously in the daily work routine and arises outside of official communication struc-
tures. It often serves as a means of personal exchange between employees or the rapid dissemina-
tion of information. Conversations during breaks are a common form of informal communication
(Cornelissen 2023; Miller et al. 2025). Instrumental internal communication refers to the targeted
use of communication measures for the efficient dissemination of information or corporate goals.
Its purpose is to support organizational objectives. Newsletters, intranets, feedback systems, or
employee apps are typically used for this purpose (Cornelissen 2023; Men and Bowen 2016).

The different forms of communication influence both the way information is shared and the
experience of organizational support and security. Therefore, the various forms of internal commu-
nication have a key impact on employees’ stress levels and psychological well-being.

Advantages and disadvantages of different forms of communication

Clear and transparent formal communication can create role clarity, orientation, and security,
thereby minimizing employee stress levels. Karasek (1979), in his Job Demand-Control model,
points out that stress for employees arises primarily when high demands are placed on them, cou-
pled with uncertainty and low control. According to this model, structured communication can
alleviate stress and reduce strain.

However, in addition to the positive effects of structured, formal communication, this one-sid-
ed and hierarchical communication can also generate psychological pressure. The lack of oppor-
tunities for participation or information overload can lead to a feeling of insufficient autonomy
among employees, which in turn promotes stress (Maslach and Leiter 2016).

Informal communication is based on social interactions and usually takes place outside of
formal communication structures. These mostly casual and informal conversations can promote
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knowledge sharing and strengthen the working atmosphere. This type of communication fosters a
sense of belonging and contributes to a stronger company culture. Since social support is an im-
portant protective factor for mental health, informal communication can reduce perceived stress.
Studies have shown that emotional support and positively perceived collegial relationships con-
tribute to coping with work-related stress. Furthermore, they reduce the perception of job de-
mands, act as a resource for dealing with stress, and promote emotional recovery (Gerhardt et al.,
2021; Pauli and Lang 2021).

However, informal communication, often referred to as “the grapevine,” can also give rise to
rumors, spread misunderstandings, or simply lead to miscommunication. Especially during times
of change, restructuring, or downsizing, uncontrolled informal communication can cause stress
and anxiety (Backhaus et al. 2024; Miller et al. 2025).

Instrumental communication can facilitate work processes and reduce stress for employees
through quick and easy access to information. However, there is evidence that digital communi-
cation, with its high communication density, constant availability, and information overload, can
promote persistent stress, mental exhaustion, or an information overload eftfect (Ferreira et al.
2023; Kersten and Junghanns 2022).

When considering the advantages and disadvantages of different communication methods, it
becomes clear that they offer both opportunities and risks for employees. While well-structured,
clear, and respectful communication facilitates work processes and can provide orientation and
security for people within the company, inadequate or poor-quality communication structures can
lead to stress, uncertainty, a lack of autonomy, and psychological strain. Since the way people
communicate within a company has a significant impact on the development of stress and the level
of psychological resilience among employees, the following chapters will define the terms stress
and resilience more precisely and examine their significance in the work context in greater detail.

Stress — a definition

The term “stress” originally referred to the testing of materials for their physical resilience. Bi-
ochemist Hans Selye transferred the term to medicine and psychology. In his research, he discov-
ered that the human organism reacts to strong environmental stressors, such as cold or heat, with
a non-specific alarm response. Accordingly, Selye defined stress as an activation of the body in
response to a stimulus. This stimulus can be perceived as either positive or negative (Selye 1974).

In scientific literature, the term eustress is used for positively perceived stress. This occurs
when activation is triggered by a pleasurable event, such as the anticipation of a trip or solving
a tricky but exciting problem. In contrast, negative stress, termed distress, is perceived as over-
whelming, threatening, or burdensome. Distress arises, for example, from time pressure, constant
digital availability, or conflicts. If sufficient recovery periods are lacking, this type of stress can
lead to mental and physical illnesses (Kaluza 2023; Selye 1974).

Stress management through internal communication

Lazarus and Folkman (1984) define stress management as “a constantly changing cognitive
and behavioral effort to cope with external or intrapsychic challenges which are assessed by the
individual as challenging or exceeding their own resources” (Lazarus and Folkman 1984, p. 141).

In addition to individual stress management skills and the ability to cope with challenging
situations, the way communication takes place within a company can significantly influence em-
ployees’ stress management. Social support from colleagues and managers, in particular, is an
important protective factor against work-related stress. Several research studies have shown that
good social relationships and emotional support in the workplace have a beneficial effect on reduc-
ing work-related stress. These factors have both a direct stress-reducing effect and an indirect one,
as they serve as a resource for coping with stress. Furthermore, they reduce emotional exhaustion
(Garmendia et al. 2023; Gerhardt et al. 2021).

Besides coping with stress, internal communication can also contribute to strengthening the
psychological resilience of employees.

Resilience and internal communication

The term resilience is used in the literature to describe pronounced psychological resilience. It
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refers to the ability to successfully cope with stressful situations, burdens, and crises, and to remain
psychologically healthy despite adverse circumstances or difficult events (Bonanno 2021; Kalu-
za 2023). In the workplace, resilience is considered an important factor for the performance and
long-term mental health of employees. Transparent, reliable, and open communication can foster
the development of both individual and collective resilience. Qin and Men (2023) concluded that
supportive communication among colleagues was associated with greater psychological well-be-
ing among employees. Furthermore, the authors found that employees who feel informed, valued,
and involved in organizational processes exhibited greater resilience to stress.

The preceding discussion highlights the influence of internal communication on stress man-
agement, resilience, and the mental health of employees. The following paragraph addresses the
question of which aspects constitute successful internal communication and which measures are
suitable for improving communication within companies.

Aspects of successful internal communication and practical input for improving commu-
nication in companies

In light of the economic, political, and social developments of recent years, such as increasing
digitalization, rising job demands, and the rise of hybrid work arrangements, the demands placed
on employees have increased significantly. In this context, appreciation has proven to be a key
socio-emotional resource. Those who feel valued at work experience more positive emotions and
perceive themselves as part of the company. Furthermore, employees who frequently experience
appreciation are more engaged at work. Stranzl and Ruppel (2025) demonstrated in their study that
employees place particular value on forms of appreciation. Above all, employees want to be seen
and taken seriously by managers and company leadership. Experiencing appreciation is fostered
when employees perceive that their manager or the company is genuinely striving to recognize
and treat them as indispensable and valuable employees. Crucially, employee performance must
be acknowledged. Furthermore, when employees feel valued, this strengthens their self-efficacy
and self-esteem in performing their professional roles.

Besides appreciation, transparency and clarity of information are essential aspects of success-
ful internal communication. Consistent information, clear responsibilities, and comprehensible
decisions can prevent stress and uncertainty among employees. Particularly in crisis situations, it
has been shown that transparent communication can reduce the emotional burden on employees
and thereby strengthen trust in the company. The quality and credibility of the communication are
more important than the quantity (Hamid et al. 2024; Liu-Lastres et al. 2024).

Another key aspect of internal communication is social support. Both within teams and through
management, social support contributes to well-being and reduces stress. Studies have shown that,
especially in digital and hybrid work environments, regular communication and emotional support
are important for reducing workloads and technology-related stress (Krift et al. 2024; Marsh et al.
2024; Wahl et al. 2024).

When employees are more involved in communication and decision-making processes, they
feel heard and valued, which has a positive effect on their resilience. This also increases their iden-
tification with the company. Furthermore, respectful communication and opportunities for partic-
ipation foster a positive work environment (Roeder and Bisel 2024; Stranzl and Ruppel 2025).

Another noteworthy aspect of successful internal communication is the targeted optimization
of digital communication structures within companies. On the one hand, the increasing use of
digital information and communication technologies can facilitate collaboration, but on the other
hand, it can also lead to constant availability and information overload. This so-called technostress
can be minimized through clear communication guidelines and transparent digital processes (Kraft
et al. 2024; Marsh et al., 2024; Rigotti et al. 2024).

CONCLUSIONS/DISCUSSION

Mental health is increasingly becoming the focus of social and economic discussions, as the
number of people with mental illnesses has risen steadily in recent years. This leads not only to the
personal suffering of those affected but also to economic problems. Internal communication plays
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a significant role in maintaining the mental health of employees, as opaque or inadequate commu-
nication can contribute to stress, conflict, or uncertainty in the workplace. Conversely, studies have
shown that clear, respectful, and supportive communication promotes job satisfaction, motivation,
and psychological stability. Furthermore, internal communication perceived as positive fosters
both employee retention and company success.

The stress levels of employees are influenced in different ways by the various forms of com-
munication. Formal communication, with its clear structure, can provide orientation; however, the
lack of opportunities for participation can also lead to a feeling of insufficient autonomy. A clear
advantage of informal communication is social exchange. This increases the sense of belonging
and can help cope with stress. However, uncontrolled exchange also promotes the emergence of
misunderstandings and rumors. Instrumental communication can help make processes more effi-
cient, but at the same time, it also carries the risk of digital overload.

Considering the advantages and disadvantages of different communication methods, it is ben-
eficial for companies to ensure a balanced communication system. For the sake of employees’
mental health, transparency, participation, and social support should be given equal consideration,
because a lack of these can promote the development of negative stress.

In short, the term stress describes the physical and psychological reaction to a stimulus. Stress
can be perceived as either positive or negative. Negative stress arises primarily when demands are
perceived as too high and one’s own resources are considered insufficient to meet these demands.
In everyday work life, unclear information, a lack of support, and an overall negative perception
of internal communication can be stressors that negatively impact employees. Transparent, open,
and appreciative communication, on the other hand, can help employees cope with work-related
stress and strengthen their resilience.

Open, transparent, and supportive internal communication proves crucial for reducing em-
ployee stress and increasing resilience and job satisfaction. Companies that strategically develop
their communication structures and promote social support and participatory processes create a
healthy work environment in the long term, which sustainably supports performance. For this rea-
son, companies should prioritize high-quality internal communication, both for their own benefit
and for the mental health of their employees.

REFERENCES

BACKHAUS, 1., LOHMANN-HAISLAH, A., BURR, H., NIELSEN, K., DI TECCO, C. and DRAGANO, N., 2024,
Organizational change: Challenges for workplace psychosocial risks and employee mental health. BMC Public Health,
vol. 24, issue 1, Article 2477.

BONANNO, G. A., 2021. The resilience paradox. European Journal of Psychotraumatology, vol. 12, issue 1, Article
1942642.

BUCHHOLZ, U., 2015. Interne Unternchmenskommunikation. In: FROHLICH, R., SZYSZKA, P. and BENTELE,
G. (eds.). Handbuch der Public Relations: Wissenschaftliche Grundlagen und berufliches Handeln: Mit Lexikon. 3rd
ed., p. 832. Wiesbaden: Springer Fachmedien.

CORNELISSEN, J., 2023. Corporate Communication.: A Guide to Theory & Practice. London; Thousand Oaks, CA;
New Delhi; Singapore: SAGE.

DUARTE, A. P. and SILVA, V. H., 2023. Satisfaction with Internal Communication and Hospitality Employees’ Turn-
over Intention: Exploring the Mediating Role of Organizational Support and Job Satisfaction. Administrative Scienc-
es, vol. 13, issue 10, Article 216.

EU-OSHA - EUROPEAN AGENCY FOR SAFETY AND HEALTH AT WORK, 2022. Psychosocial Risks and Stress
at Work. [viewed 27 May 2026]. Available from: https://osha.europa.eu/en/themes/psychosocial-risks-and-men-
tal-health

FERREIRA, Y., AYGUN, M., VOGT, J. and ZWECK, B. M., 2023. Informationsmenge als Indikator psychischer
Belastung. Zeitschrift fiir Arbeitswissenschaft, vol. 77, issue 2, pp. 170-187.

GALLUP, 2026. State of the Global Workplace 2024 Report. [viewed 26 May 2026]. Available from: https://www.
gallup.com/workplace/349484/state-of-the-global-workplace.aspx

GARMENDIA, P., FERNANDEZ-SALINERO, S., HOLGUERAS GONZALEZ, A. 1. and TOPA, G., 2023. Social

100



Impact of Internal Communication on Employees’ Stress Experience and Resilience

Support and Its Impact on Job Satisfaction and Emotional Exhaustion. European Journal of Investigation in Health,
Psychology and Education, vol. 13, issue 12, pp. 2827-2840.

GEORGE, J. M. and JONES, G. R., 2006. Contemporary Management: Creating Value in Organizations. [viewed 20
May 2026]. Available from: https://www.semanticscholar.org/paper/Contemporary-management-%3A-creating-val-
ue-in-George-Jones/ecbOeabe01e7260d90cdale693342d82c¢985a02¢

GERHARDT, C., SEMMER, N. K., SAUTER, S., WALKER, A., WIJN, N, KALIN, W., KOTTWITZ, M. U., KER-
STEN, B., ULRICH, B. and ELFERING, A., 2021. How are social stressors at work related to well-being and health?
A systematic review and meta-analysis. BMC Public Health, vol. 21, issue 1, Article 890.

HAMID, A. S., MOHAMAD, B. and ISMAIL, A., 2024. Internal crisis communication: Exploring antecedents and
consequences from a managerial viewpoint. Frontiers in Communication, vol. 9.

KALUZA, G., 2023. Stressbewiiltigung. Berlin, Heidelberg: Springer Berlin Heidelberg.

KARASEK, R. A., 1979. Job Demands, Job Decision Latitude, and Mental Strain: Implications for Job Redesign.
Administrative Science Quarterly, vol. 24, issue 2, p. 285.

KERSTEN, N. and JUNGHANNS, G., 2022. Informationsiiberflutung am Arbeitsplatz. Zentralblatt fiir Arbeitsmediz-
in, Arbeitsschutz und Ergonomie, vol. 72, issue 5, pp. 206-218.

KRAFT, J., WIRTH, T., HARTH, V. and MACHE, S., 2024. Digital stress perception among German hospital nurses
and associations with health-oriented leadership, emotional exhaustion and work-privacy conflict: A cross-sectional
study. BMC Nursing, vol. 23, issue 1, Article 213.

LAZARUS, R. and FOLKMAN, S., 1984. Stress, Appraisal, and Coping. New York: Springer.

LIU-LASTRES, B., WEN, H. and OKUMUS, F., 2024. Exploring the impacts of internal crisis communication on
tourism employees: Insights from a mixed-methods study. Tourism Management, vol. 100, Article 104796.

MARSH, E., PEREZ VALLEJOS, E. and SPENCE, A., 2024. Mindfully and confidently digital: A mixed methods
study on personal resources to mitigate the dark side of digital working. PLOS ONE, vol. 19, issue 2, €0295631.
MASLACH, C. and LEITER, M. P, 2016. Understanding the burnout experience: Recent research and its implica-
tions for psychiatry. World Psychiatry, vol. 15, issue 2, pp. 103—111.

MAST, C., 2014. Interne Unternechmenskommunikation. In: ZERFAB, A. and PIWINGER, M. (eds.). Handbuch Un-
ternehmenskommunikation: Strategie. Management. Wertschopfung. 2nd ed., p. 1127. Wiesbaden: Springer Gabler.
MAST, C., 2019. Unternehmenskommunikation. 7th ed. Miinchen: UVK Verlag.

MEN, L. R. and BOWEN, S. A., 2016. Excellence in Internal Communication Management. New York: Business
Expert Press.

MILLER, K., BARBOUR, J. and WOO, D., 2025. Organizational Communication: Approaches and Processes. Cen-
gage Learning. Available from: https://permalink.obvsg.at/

OECD/EUROPEAN UNION, 2018. Health at a Glance: Europe 2018 — State of Health in the EU Cycle. Available
from: https://www.oecd.org/en/publications/health-at-a-glance-europe-2018 health glance eur-2018-en.html
PAULIL R. and LANG, J., 2021. Collective resources for individual recovery: The moderating role of social climate
on the relationship between job stressors and work-related rumination — A multilevel approach. German Journal of
Human Resource Management: Zeitschrift fiir Personalforschung, vol. 35, issue 2, pp. 152—175.

PAVLISTA, V., ANGERER, P. and DIEBIG, M., 2024. Challenges of modern work environments and means of
overcoming them in the context of psychosocial risk assessments. BMC Public Health, vol. 24, issue 1, Article 3394.
QIN, Y. S. and MEN, L. R., 2023. Exploring the Impact of Internal Communication on Employee Psychological
Well-Being During the COVID-19 Pandemic: The Mediating Role of Employee Organizational Trust. International
Journal of Business Communication, vol. 60, issue 4, pp. 1197-1219.

RIGOTTI, T., SCHILBACH, M. and KERN, M., 2024. Sometimes here, sometimes there—Differential effects of so-
cial challenge and hindrance stressors depending on the work location. Frontiers in Organizational Psychology, vol. 2.
ROBBINS, S. P. and JUDGE, T. A., 2024. Organizational Behavior. 19th ed. Harlow: Pearson.

ROEDER, A. C. and BISEL, R. S., 2024. Managing disruption(s) at work: A longitudinal study of communicative
resilience and high-reliability organizing. Communication Monographs, vol. 91, issue 1, pp. 56-78.

SCHMID, B. F. and LYCZEK, B., 2006. Unternehmenskommunikation. Wiesbaden: Gabler.

SELYE, H., 1974. Stress without Distress. Philadelphia: J. B. Lippincott Company.

STRANZL, J. and RUPPEL, C., 2025. Co-creating an appreciative working climate: Discussing reasons for appreci-
ation, forms and roles from a communication perspective. Journal of Communication Management, vol. 29, issue 2,
pp. 274-296.

101



Katharina Kastner

SZYSZKA, P. and MALCZOK, M., 2016. Interne Kommunikation: Ein Begriff revisited. In: HUCK-SANDHU, S.
(ed.). Interne Kommunikation im Wandel, p. 34. Wiesbaden: Springer Fachmedien.

URBANCOVA, H., VRABCOVA, P., PACAKOVA, Z. and JANKU, S., 2023. Top-down internal communication
and its importance for the sustainability of agricultural organizations from the perspective of Tomas Bata’s manage-
ment philosophy. PLOS ONE, vol. 18, issue 9, ¢0291087.

WAHL, 1., WOLFGRUBER, D. and EINWILLER, S., 2024. Mitigating teleworkers’ perceived technological com-
plexity and work strains through supportive team communication. Corporate Communications: An International
Journal, vol. 29, issue 3, pp. 329-345.

WORLD HEALTH ORGANIZATION. Mental Health. [viewed 23 May 2026]. Available from: https://www.who.int/
en/health-topics/mental-health#tab=tab 1

WORLD HEALTH ORGANIZATION, 2022. World Mental Health Report: Transforming Mental Health for All.
Geneva: World Health Organization. Available from: https://ebookcentral.proquest.com/lib/kxp/detail.action?do-
cID=30480025

WORLD HEALTH ORGANIZATION, 2025. Depressive Disorder (Depression). [viewed 20 May 2026]. Available
from: https://www.who.int/news-room/fact-sheets/detail/depression

BJINSIHUE HA BBbTPEIHHO®UPMEHATA KOMYHUKALIUA
BBPXY MPEKUBSABAHETO HA CTPEC Y IICUXOJIOTHYECKATA YCTOHMYHUBOCT
HA CIIYKUTEJIUTE

Pe3ztome: B ncuxonocuueckume uzcieo08aHust u HAYKAma 3a KOMYHUKAYUSIMA Y8aAdNCUmMenHama, sCHa u pazou-
paema bmpeuHopUPMERa KOMyHUKAYUsL Ce CUUMA 34 KIIOY08 PaKmop 3a NCUxoio2uieckomo biazonomy-
yue na cayscumenume. Oceen Moea 6UCOKOKALECMEEHAMA KOMYHUKAYUSL Ce C8bP36a C NO-MALKO CUMRINOMU
Ha npezapsine U no-201AMa YOO08LemEOPEHOCH 0N Jcusoma cped cayxcumenume. Hacmoswama cmamusi,
OCHOBAHA HA CUCMEMAMUYEH TUMEPaAmypen npe2ieo, uma 3a yei 0a npedocmasu meopemuyen npeaieo
HA KIOY08UME ACNEKMU HA 8b3NPUCMAHENO HA CMPeca U KOMYHUKAUUAINA 6 NPOMECUOHATHUS KOHMEKCM,
KAmMo ananusupa OCHOSHUME (aKmopu 3a NOLONCUMETHO 8b3NPUEMANA 8bmpeuna KoMyHukayus. Ta pas-
2nexncoa Colo MaKa GIUAHUEINO HA KAYeCMBEOMO HA KOMYHUKAYUAMA 8bPXY 8b3NPUEMAHEmMO HA cmpecd U
NCUXONO2UHECKAMA YCMOUYUBOCH, KAMO 00PbUA BHUMAHUE HA NOMEHYUAIHU NPEeOU3SUKAMEICMEd, KAMO
UHPOPMAYUOHHO NPemOosapeane u KOMyHUKAyuoHnu dedpuyumu. Cmamusma noouepmaea 201mama 3Ha-
YUMOCI HA epeKmusHama 6bmpeuHoOpUPMeHa KOMYHUKAYUsL 34 NCUXUYHOMO 30PA6e HA CAYHCUmMenume,
VOOBIEMBOPEHOCIIMA HA CYHCUMenume u ycnexa nHa kKomnanusama. Jlobpama ebmpeunogpupmena Komy-
HUKAYUsl e KI0Y08 KOMROHEHN HA OPeAHU3AYUOHHA CMPYKMYypa, Hackpyasawa 30pasemo. B oonvinenue,
ce 00CcvICoam u nPakmuyecku no0xXo0u 3a N0O0OPsI8aHe HA KOMYHUKAYUSMA 68 PAMKUMe HA KOMIAaHuume.
Knrouoeu oymu: eompewnoupmena KOMyHUKAYUsl, NPexcussiéane na cmpecd, NCUXoL02u4ecka yCmoudu-
80CM, CIydHCUMENU, NCUXUUHO 30Pa6e
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Abstract: Global energy supply is at the heart of current geopolitical, economic, and social trans-
formation processes. Historically, energy has been a crucial foundation for industrial expansion
and the development of state power; today, it is also a central prerequisite for economic develop-
ment, social stability, and environmental sustainability. The publication assumes that, in the con-
text of global interconnectedness, state action in the energy sector no longer functions primarily
through traditional interventions. Instead, the focus is shifting to the collection, processing, and
strategic use of information, making political control appear increasingly as a knowledge- and da-
ta-driven process. Based on a systematic literature analysis, the article examines the interactions
between geopolitical power relations, global energy inequalities, and information processes. In
addition to historical developments and established concepts of energy security, analytical tools
for global energy flows are used. The focus is on the importance of exchange, information, and
communication mechanisms for cooperation between countries in the energy sector — especially
with regard to the emerging hydrogen market. The study concludes that shared knowledge, trans-
parent decision-making processes, and firmly established communication channels are not mere
side effects. Rather, they form the fundamental basis for international reliability, stable orders, and
a balanced, fair transformation of energy systems.

Keywords: global energy governance; globalization and energy systems, hydrogen economy,
power asymmetry in global energy policy,; socio-technical energy systems

INTRODUCTION

Energy is a fundamental prerequisite for modern societies and, at the same time, one of the
key political resources for conflicts in the 21 century. It forms the material basis for economic
production, military capabilities, and social development. However, with advancing globalization,
its political significance has shifted: national energy systems are increasingly integrated into trans-
national supply and information networks, creating new dependencies, power asymmetries, and
political risks.

Against this backdrop, this article examines the role of energy in the complex interplay of
globalization, geopolitical power, and information processes. The central question is how global
energy flows and information-based control mechanisms structure geopolitical power relations
while simultaneously influencing the possibilities and limitations of international cooperation in
the context of current energy crises.

This article takes a qualitative-theoretical approach and combines perspectives from energy
policy, geopolitics, and information science. The aim is to analyze global energy systems as com-
plex socio-technical orders that are shaped by both material infrastructures and knowledge, data,
and communication processes. Methodologically, the dissertation is based on a theory-driven, an-
alytically condensed synthesis of political science, interdisciplinary, and policy-related literature.
The aim is not merely to compile existing research findings, but to systematically reconstruct and
theoretically reconnect them. Different strands of debate are brought together in an integrative
manner in order to reveal structural gaps at the interface of energy policy, global interdependence,
and information governance.

The interdisciplinary bundling of fragmented research approaches creates a coherent analyt-
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ical framework that reveals conceptual breaks and highlights previously under-theorized interac-
tions between material energy infrastructure, geopolitical order formation, and information-related
power structures.

This article explicitly does not aim to provide an empirical mapping of global energy systems,
but rather a theoretical reconceptualization of the role of information processes within energy pol-
icy power and governance structures.

THEORETICAL FOUNDATIONS AND STATE OF RESEARCH

The increasing interconnectedness of the global economy and rising global energy demand
mark a fundamental shift in the relationship between energy, the economy, and political power.
With industrialization, energy evolved from a primarily locally used technical resource to a stra-
tegic prerequisite for state action. Today, the availability and control of energy decisively deter-
mine a state’s ability to generate economic growth, develop industrial capacities, and ensure social
stability (Smil 2004; Weissenbacher 2009) Energy has thus become a strategic resource whose
significance extends far beyond economic aspects.

Researchers largely agree that energy has played a key role in global power structures since
the 19th century. Access to energy resources influences not only industrial development but also
foreign policy options and military capabilities (Yergin 2006). Energy is therefore closely linked
to issues of state sovereignty, geopolitical stability, and international dependencies.

This article expands this perspective by adding a globalization-theoretical and information-sci-
ence dimension. Energy is no longer understood merely as a physical resource used to exert po-
litical influence. Instead, it appears as deeply embedded in global value chains, trade networks,
and digital information systems. The focus is on the movement of energy across borders, unequal
structural starting conditions, and knowledge advantages and deficits that emerge as global inter-
connections intensify.

Unlike many theoretical approaches that consider either past energy regimes or specific raw
materials in isolation, this study examines the current development phase of highly networked en-
ergy systems. In particular, it analyzes how these systems are shaped and controlled today by data,
communication processes, and knowledge-based coordination mechanisms. Hydrogen serves not
as an isolated object of study, but as an analytical example within a broader consideration of global
energy governance.

In summary, while energy has been extensively studied as a geopolitical power factor, the
systematic link between energy, globalization, and information governance has so far only been
addressed sporadically. This article focuses on this analytical intersection.

Energy as a geopolitical power factor

Numerous studies demonstrate that energy has been a key geopolitical resource since industri-
alization. Access to coal, oil, and industrial raw materials enabled states to build economic strength
and project military power (Weissenbacher 2009, p. 19; Hobsbawm 1989, pp. 56-57). Energy
functioned not only as a factor of production but also as a strategic instrument that structured im-
perialist expansion, industrial dominance, and political influence.

This dynamic became particularly evident in the 20th century. In both World Wars, industrial
production capacity and a secure energy supply proved to be decisive factors (Hayward 1995, pp.
94-135; Scott 2019, pp. 136—-161). Decisions regarding energy sources, transportation routes, and
industrial infrastructure influenced both military strategies and political alliances. Energy thus
became an integral component of national security concepts.

Even after 1945, energy remained a geopolitical focal point. The emergence of global oil mar-
kets, the development of transnational energy infrastructures, and the institutionalization of energy
policy interests, for example through OPEC, led to lasting shifts in the international balance of
power (Yergin, 2011, pp. 1-820, Yergin, 2009, pp. 1-982). Energy dependencies became political
levers, while price fluctuations and supply shortages repeatedly triggered global economic and
political instabilities.
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Globalization, energy inequality and energy security

Globalization describes the intensification of cross-border economic, political, and social rela-
tions, which has led to a widespread international division of labor (Dreher, Gaston, Martens 2008,
p. 1). In the energy sector, this process manifests itself in highly interconnected systems where
energy production, transport, and consumption are spatially decoupled. Energy is often produced
where resources are available, while the majority of consumption takes place in other regions of
the world.

This structure is accompanied by significant inequalities in global energy consumption.
Wealthy, highly industrialized states claim a disproportionately large share of the globally avail-
able energy and drive consumption to particularly high levels. At the same time, many regions of
the Global South continue to lack reliable and sufficient access to energy, leaving millions of peo-
ple there facing basic energy scarcity (Smil 2004, p. 557; Chen 2011). Energy-intensive produc-
tion processes and environmental impacts are often outsourced to the Global South, exacerbating
existing socioeconomic inequalities.

Against this backdrop, the understanding of energy security has also broadened. While earlier
concepts focused primarily on the physical availability of energy, energy security today also en-
compasses aspects such as affordability, environmental sustainability, political stability, and social
acceptance (Ang, Choong, Ng 2015, pp. 1081-1082; Sovacool, Brown 2010). Energy poverty
remains a central global problem, closely linked to development issues and global justice. These
inequalities are not solely attributable to market dynamics but are also shaped by the political and
institutional frameworks of global energy policy. In this context, transparency, regulation, and data
availability are of particular importance.

Information processes and global energy governance

Recent research increasingly underscores the importance of information processes for the func-
tioning of global energy systems. Energy infrastructures are not merely physical networks, but
complex socio-technical systems whose stability depends on data, knowledge, communication, and
institutional coordination (Crossland 2017, p. 460). The planning, control, and monitoring of mod-
ern energy systems require the continuous processing and exchange of energy-related information.

Against this backdrop, a conceptual distinction between data, information, and knowledge is
analytically useful. Data initially refers to raw, unordered measurements, for example, regarding
energy production, transmission capacities, or consumption patterns. Information only emerges
through the contextualization and interpretation of this data, while knowledge additionally encom-
passes the ability to use information politically, institutionally, or strategically. This distinction is
of central importance for global energy systems, as political governance depends less on the mere
availability of data than on its institutional processing and accessibility.

In the context of energy policy, therefore, it is not only the collection of data on production
volumes or emissions that is crucial, but rather who controls this information, how it is interpret-
ed, and in which decision-making processes it has an impact. Information processes are therefore
not neutral, but always embedded in existing power and governance structures. This perspective
allows us to understand energy policy not only as a matter of material control, but also as a knowl-
edge-based negotiation of political agency.

Cross-border cooperation in the energy sector, especially in the development and networking
of hydrogen infrastructures, can only function if reliable data are openly shared, technical and reg-
ulatory standards are aligned, and political and economic actors continuously and in a coordinated
manner align their strategies (Chen et al. 2024, pp. 436—458; European Hydrogen Backbone 2025).
Information processes build trust, increase investment security, and enable political coordination.

Conversely, a lack of transparency and insufficient knowledge sharing can delay or undermine
cooperation projects. Information asymmetries represent a key challenge in this context. Differ-
ences in access to data, technological knowledge, and institutional capacities, particularly between
the Global North and South, exacerbate existing power imbalances and hinder a just energy transi-
tion. Energy crises can therefore increasingly be understood as information and governance crises
in which the organization, availability, and political use of knowledge play a crucial role.
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Information-based power, governance and resilience of global energy systems

Global energy systems are not defined solely by physical infrastructure, but increasingly by
institutional frameworks that structure access to information, its interpretation, and its political use
(Roehrkasten 2015; Crossland 2017).

In the context of globalized energy flows, information-based control mechanisms are therefore
gaining increasing strategic importance. Actors who possess comprehensive and reliable data on
energy production, transmission, and consumption, or who define technical standards, reporting
systems, and classifications, can exert political influence and actively shape the framework for
cooperation (Yergin 2011; Heffron, Sokotowski 2024). In this context, information functions not
only as a reflection of existing power relations, but also as a resource with which these relations
can be stabilized or altered.

In contrast, some energy policy and geopolitical publications argue that information-based
control mechanisms are subordinate to physical factors such as physical infrastructure, territorial
control, or the military security of supply routes. They maintain that energy supply remains based
on physical foundations and cannot be guaranteed without functioning infrastructure.

However, reducing information-related aspects to mere technical support functions falls short.
Particularly in globalized energy systems, where production, transport, and consumption struc-
tures are spatially decoupled, information processes acquire independent political significance.
The ability to visualize energy flows, communicate risks early, and define standards significantly
influences which actors are capable of action and which forms of cooperation are considered le-
gitimate. Information-based governance thus does not replace material energy resources but rather
complements and structures their political effectiveness.

At the same time, the literature on global energy policy makes it clear that the resilience of
energy systems depends significantly on the quality of information-related governance. In crisis
situations such as supply shortages, price shocks, or geopolitical conflicts, transparent information
flows, robust early warning systems, and coordinated communication structures are crucial for
maintaining collective capacity to act (International Energy Agency 2023; Sovacool, Martiska-
inen, Hook, Baker 2019). Conversely, missing, fragmented, or politically distorted information
structures can increase uncertainty and promote escalation dynamics.

Furthermore, information-based governance is closely linked to issues of global justice. Un-
equal access to data, technical knowledge, and institutional resources contributes to the repro-
duction of existing power asymmetries between the Global North and South (Sadik-Zada 2021).
Against this backdrop, it can be argued that a sustainable and equitable energy transition depends
not only on technological innovations but also on the conscious design of inclusive, transparent,
and accessible knowledge and information structures.

Overall, it becomes clear that information processes do not merely fulfill supporting functions
but constitute an independent political dimension of global energy systems. They influence power
relations, the capacity for cooperation, and crisis resilience and are thus an integral component of
modern energy policy.

METHODOLOGY

This publication is based on a qualitative literature review. The analysis encompassed schol-
arly articles, monographs, reports from international organizations, and policy-oriented studies in
the fields of energy policy, geopolitics, and information science. The evaluation was conducted
using a theme-centered content analysis that systematically linked key concepts such as energy
security, global energy flows, information asymmetries, and international cooperation. The aim
was to identify recurring patterns of argumentation and to situate them theoretically.

RESULTS

The analysis shows that energy functions as a structural power factor that not only reflects
historical and current geopolitical patterns but also actively shapes them. Access to, control over,
and regulation of energy flows influence the political agency of states and international power
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relations. Energy thus proves to be not merely an economic resource but a central element of geo-
political stability as well as potential conflict dynamics.

Globally organized energy flows reproduce and, in some cases, exacerbate existing inequali-
ties. The energy-intensive consumption of industrialized regions is often based on production and
environmental costs that are geographically displaced. This asymmetric distribution of benefits
and burdens creates structural dependencies and reinforces global disparities between energy-pro-
ducing and energy-consuming societies.

Affordability, sustainability, social acceptance, and institutional control are integral compo-
nents of modern energy security concepts and require analytical approaches that go beyond purely
technical or market-oriented perspectives. The independent influence of information-based gov-
ernance mechanisms on the stability and resilience of global energy systems is particularly note-
worthy. Not only material energy flows, but also control over energy-related data, knowledge, and
technical standards shape geopolitical power relations. Fragmented or opaque information struc-
tures act as systemic risk factors, while transparent and coordinated governance structures foster
trust and facilitate international cooperation.

DISCUSSION

The results show that energy policy in the context of globalized energy systems cannot be
understood as a purely technical or economic sphere of control. Rather, it is a complex governance
process in which material resources, political power, and information-based control mechanisms
are inextricably linked. This article expands existing energy policy approaches by analyzing infor-
mation not only as a supporting factor but also as an independent dimension of geopolitical power.

From this perspective, further implications arise for the analysis of global energy govern-
ance. If information processes are understood as an independent power resource, questions of
data accessibility, standard-setting, and institutional transparency move more sharply into focus
for energy policy research. Governance structures can then no longer be grasped solely through
formal institutions or material resources but must be analyzed as knowledge-based orders in which
political authority and legitimacy are increasingly mediated through information control.

For international cooperation, this means that successful energy cooperation depends less on
technical compatibility alone than on the ability to establish shared information and communi-
cation structures. Particularly in conflict-ridden or asymmetric contexts, access to reliable infor-
mation determines whether trust can develop or whether existing power imbalances are further
entrenched.

The perspective developed here also differs from approaches that primarily view energy policy
as a problem of technical efficiency or economic optimization. While such approaches make an
important contribution to the analysis of cost structures, innovation pathways, and infrastructure
issues, they often neglect the power- and knowledge-related prerequisites for political governance.
In contrast, an information-centered perspective shows that political action does not result solely
from technological performance or market design, but depends significantly on the organization,
accessibility, and political use of knowledge. This contribution thus opens up an analytical per-
spective that does not replace technological and economic approaches, but rather complements
them with a power- and governance-oriented dimension.

Actors with privileged access to data, knowledge, and institutional decision-making processes
have greater opportunities to determine the energy policy agenda and shape the framework for
cooperation. Without transparent and inclusive information structures, there is therefore a risk that
future energy systems will reproduce existing power structures.

CONCLUSION

This article demonstrates that the global energy crisis cannot be understood solely as a techno-
logical or economic challenge, but rather has profound political, social, and informational dimen-
sions. Energy simultaneously functions as a material resource, a geopolitical power factor, and a
subject of communicative negotiations. A successful energy transition therefore requires not only
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technological innovations, but also robust information processes, institutional transparency, and
resilient forms of international cooperation.

Information-based governance mechanisms play a central, yet hitherto underestimated, role
in global energy systems. Issues of data access, the definition of standards, and knowledge organ-
ization significantly influence power relations, the capacity for cooperation, and crisis resilience.
Without the conscious design of inclusive information and governance structures, there is a risk
that future energy systems will reproduce existing global inequalities.

In light of increasing geopolitical fragmentation, the question of how information-based en-
ergy policy can be sustainably implemented even under conflict-ridden conditions is gaining par-
ticular importance.

Since this article is based exclusively on an evaluation of existing literature and does not con-
duct any original data collection, it also serves as a starting point for further research. In particular,
empirically based case studies, for example on cross-border hydrogen projects or on unequally
distributed knowledge in regional energy markets, could help to further develop, refine and sub-
stantiate the theses formulated here with concrete examples.
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INTOBAJIM3BALIUSA, EHEPTETUKA 1 UTHOOPMAIIMOHHU ITPOLECH:
IF'EONNOJIMTUYECKA BJIACT, HEPABEHCTBO U CbTPYJHUYECTBO B ITIOBAJIHATA
EHEPTUMAHA CUCTEMA

Peztome: Inobarnomo enepeocnadosnsamne e 6 yenmvpa HA HACMOSIUWUNE 2eONOTUMUYECKUY, UKOHOMUYECKU
u coyuannu mpancgopmayuonnu npoyecu. Memopuuecku, enepeusima e duna peuiasauia 0CHo8a 3a UHOYC-
MPUATHAMA eKCNAH3Us U PA3GUTNUETNO HA ObPICAGHAMA 61acm, OHeC M5 e U YEeHMPAIHA NPeonocmasKka
30 UKOHOMUYECKOMO pazeumue, COYUAIHama cmabuinocm u exoiocuynama ycmouuueocm. Ilyonuxayu-
AMA U3X0cOa Om NPeonoCmasKkama, 4e 6 KOHmekcma Ha 2100aIHAma 63auMoC8bP3aHOCH ObPICAGHUME
Oelicmeus 8 eHepeUliHUsL CeKMop @eue He QYHKYUOHUPAm NpeoumMHo ype3 mpaouyuoHHU UHMEPEEeHYUU.
Buecmo mosa oxycvm ce uzmecmea Kvm cvouparemo, oopadbomxama u cmpame2uieckomo usnoni3ed-
He Ha uHgopmayus, Koemo npasu NOTUMUYECKUS KOHMPOL 6Ce NOBeUe NPOYEC, PbKOBOOEH O 3HAHUS U
O0aHHu. Bv3 ocnosa na cucmemamuuen ananus Ha aumepamypama cCmamusima paszenexicoa 63aumooeticm-
BUAMA MeANCOY 2eONOTUMUYECKUTNE 6LACMOBU OMHOULEHUS], 2100ANHUMEe eHePeUNU HEePABEHCMEA U UH-
Gopmayuonnume npoyecu. B donvinenue KvM UCMOPUYECKOMO pa3eumue U YmebpOeHUume KOHYenyuu
34 eHepeuliHa CUSYPHOC ce U3NON36ATN AHATUMUYHU UHCMPYMEHMU 30 2100aTHUmMe eHepeUtiHiL ROMOYU.
Axyenmvm e 6bpxy 3HAUEHUEMO HA MeXanuzmMume 3a 00OMeH, UH@GOpMayus 1 KOMYHUKAYUsL 3a CobMpPYOHU-
YeCmeomo Mexucoy Obpiicagume 8 eHepeUliHUsL CeKMop — 0COOEHO NO OMHOUIeHUE HA Gb3HUKBAUsL NA3AD
Ha 8000poo. Ilpoyusanemo 3axniouasa, we cnooeieHomo 3HaHue, npo3pavHume npoyecu Ha 63emMane Ha
pewienust U meppoo YCMAaHoGeHUme KaHAIU 3a KOMYHUKAYUsL He ca npocmo cmpanudnu egpexmu. Ilo-cxopo
me gpopmupam yHOAMEHMATHAMA OCHOBA 34 MENCOYHAPOOHA HAODEHCOHOCH, CIMAOUIHU NOPAOKU U Oa-
JAHCUPANA, CNPABEOIUBA MPAHCHOPMAYUS HA eHEPIUTIHUTE CUCTIEMU.

Knrouosu oymu: cnobanno enepeutino ynpasienue, 2100am3ayus u eHepeutiny cucmemit, 6000poOHA UKO-
HOMUKA, ACUMempusi Ha Cuiume 6 2100aIHAma enepeuting nOIUmuKa, COYUAIHO-MEXHULEeCKU eHEePeULIHU
cucmemu

JIuza Ilaynune Kpom, 1oxkTopanTt

YHUBepcUTET 10 OMOIMOTEKO3HAHNE U MH(POPMAITMOHHHN TEXHOJIOTHH
Codous, brarapus
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PHASE-RELATED LEADERSHIP IN PROJECTS: A LITERATURE-BASED
PERSPECTIVE ON LEADERSHIP IN THE COURSE OF A PROJECT
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Abstract: This study examines whether the project manager s leadership style differs across the in-
dividual project phases. The focus is on the balanced leadership approach and a split in leadership
responsibility between the project manager (vertical leadership) and the project team (horizontal
leadership). A theoretical analysis and combination of project phases and leadership approaches
was carried out using a literature review. The results of the analysis and combination show that
leadership is not a static style, but a dynamic process of influence. At the beginning of the project
life cycle, leadership responsibility lies primarily with the project manager. In the planning and
definition phase of the project, the degree of responsibility assumed by the project team increases,
while in the execution phase, situational change is most effective. In the final phase, it also makes
sense to shift leadership responsibility between the project manager and the project team. In con-
clusion, it is clear that balanced leadership is a useful leadership approach in project phases.
Keywords: Balanced Leadership; Projekt phases; Project management, Situational leadership,
Phase-related Leadership

INTRODUCTION

The effectiveness of leadership in project management depends on the project manager’s
ability to adapt their leadership style to the specific situation and requirements of each project
phase (Pretorius/Steyn/Bond-Barnard 2017). This is proven by Cwiakata et al. (2025): their study
shows that leadership styles have a significant impact on project efficiency. 92% of respondents
are convinced that leadership directly influences efficiency (Cwiakata et al. 2025). Ghafory and
Sahnosh (2024) emphasize the importance of the project manager’s leadership style and conclude
that the project manager’s leadership style determines the success or failure of the project. Howev-
er, as projects are becoming increasingly complex, partly due to digitalization (Hafseld/Hussein/
Rauzy 2021), the project manager alone can no longer cover all areas completely and act as the
sole responsible point of contact for all issues. In addition, due to the varying content in the differ-
ent phases, projects are characterized by frequent personnel changes in the project team (Drouin
et al. 2018). By choosing a suitable leadership approach, this complexity can be effectively man-
aged, teamwork improved, and thus a successful project ensured. Choosing the right leadership
style is crucial for achieving project goals and maximizing teamwork (Ghafory/Sahnosh 2024).
However, the question arises as to how project teams can be managed efficiently in dynamic pro-
ject structures. Miiller and Turner (2007), as well as Joslin and Miiller (2015), say that no single
leadership style is suitable for all conditions and situations in a project. Rather, according to Miiller
and Turner (2007) and Miiller and Jugdev (2012), the project manager must choose the leadership
style depending on the type of project and other project characteristics and adapt it to the situation.
According to Azman, Mohamed, and Odzaly (2020), current research emphasizes the need for
project managers to switch flexibly between leadership styles in order to respond appropriately
to the situation. This statement is supported by Pretorius et al. (2017), who say that a flexible
approach that integrates different leadership styles depending on the project phase is essential for
project success. This contrasts with traditional approaches, which focus on a single leadership
style throughout the entire project life cycle and ignore the specific characteristics of the individ-
ual phases (Hasenzagl/Jung/Jung 2021). As Rifky (2025) as well as Ghafory and Sahnosh (2024)
have pointed out, the key is to choose the right leadership style for the right situation, as this has a
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significant impact on team performance and project success.

This paper examines the extent to which the adaptation of leadership style depends on the
individual phases of a project. The following research question will be answered: Does employee
leadership differ in the different phases of a project?

RESEARCH METHODOLOGY

This study is based on a literature review that examines the project phases and analyzes lead-
ership in these project phases. This literature review primarily includes current scientific journals
and scientific books to establish a solid theoretical basis. First, the issue is presented in the in-
troduction. Then, the individual project phases and leadership models are presented. Finally, the
project phases are described separately and linked to the leadership approaches recommended in
the literature.

RESULTS

The project phases are first presented and explained below, followed by a discussion of lead-
ership in project management.

Project phases

The definition of project phases refers to the activities related to the value creation process
within the project, i.e., the project content. Project management phases, on the other hand, refer
to project management and form the logical sequence of project management processes over the
project life cycle (GPM 2017). This clarification is important because this study examines the rela-
tionship between leadership and project management phases, but the literature often only uses the
synonym “project phases.” For the purposes of simplicity, this study uses the synonym “project
phases,” but this refers to the project management phases.

A well-known classification of the phases in the project life cycle in Germany is that of DIN
69901:2009 (DIN 2009). Here, the project management phases are divided into initiating, defini-
tion, planning, control, and closing (DIN 2009), as can be seen in Figure 1 below.

Initiating Definition Planning Control Closing

/' N
\ 4

Project life cycle

Fig. 1. Overview of project management phases according to DIN 2009

The German Project Management Association (GPM) has used the phases defined in DIN
2009 to outline a project process, which is described in the following: The project idea is defined
in the initiation phase. This idea is analyzed and used to define a mission that sets out how the
project is to be planned in order to meet the requirements. The mission is developed into a rough
preliminary project plan, which must be approved by the client. In the definition phase, this project
plan is further detailed and the project team is formed. The focus of this phase is on precisely for-
mulating the objectives and coordinating them with the client. Furthermore, milestones are set and
the costs are roughly estimated in this phase. Once the client has given their approval, the planning
phase begins, during which it is determined in detail who will perform which tasks and by when.
In the planning phase, the project structure plan is created in a high degree of detail. Based on this
plan, deadlines, resources, and costs are scheduled. Since this phase is of great importance for the
course of the project, it is characterized by frequent feedback. For this reason, the planning phase
is often iterative. Once this plan has been approved by the client, the project moves into the con-
trol phase. Here, the planned tasks are implemented and continuously monitored. This phase often
begins with a kick-off event to clarify the content, objectives, and tasks of the project to all project
participants. Once the project objective has been achieved, the result is handed over to the client
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for acceptance. This is followed by the transition to the closing phase. The closing phase serves as
a process for the formally ending and final preparation of the project. In addition to securing the
project documentation, this also includes events that serve to promote continuous development.
The insights gained from lessons learned events are intended to improve future projects by avoid-
ing mistakes. Finally, the project team is dismissed and the project manager is formally relieved of
responsibility for the project. This marks the end of the project (GPM 2017; DIN 2009).

Other institutions also follow this structure of project management phases. The Project Man-
agement Institute also describes a five-phase plan. The phases described in the PMBoK are: Initiat-
ing, Planning, Executing, Monitoring & Controlling, and Closing (PMI 2021). At first glance, it is
clear that these phases are identical to those of the GPM. Other institutions also specify five phases
as the project life cycle. The Government Functional Standard for Project Delivery describes the
five phases of Feasibility, Appraisal, Definition, Delivery, and Operation (Gov. UK 2025). Even
though the phases differ slightly in some cases, they all follow the same structure: First, the project
impulse is triggered, the project is planned and defined, then executed, and finally closed. The
following table (Table 1) serves to illustrate and compare the phases according to the respective
institution.

Table 1. Comparison of project management phases

Contents of the project | Phases according to DIN | Phases according to PMI Phases according to Gov. UK
phase (DIN 2009) (PMI 2021) (Gov. UK 2025)
Project impulse Initiating Initiating Feasibility, Appraisal
Project planning Definition Planning Definition
Project definition Planning Planning Definition
Project execution Control Executm(gj, Monitoring & Delivery
ontrol
Project closing Closing Closing Operation

Dividing a project into different phases raises the question of how project teams can be effec-
tively led in each phase.

Leadership in project management

According to Miiller, Drouin, and Sankaran (2021b), there are few concepts “that have as
many different definitions and are as widespread as leadership. Therefore, the use of the term
should always refer to a specific context.” In this study, leadership refers to the context of projects,
the project manager, the project team, and the leadership of this project team. To illustrate the in-
fluencing factors of leadership, it was transferred to theoretical models from which the well-known
leadership theories emerged (Zaccaro et al. 2018; Weitlaner/Ellmann 2019). A division was made
between classic and newer approaches (Jung 2017; Lippold 2019). Rieder (2014) and Weitlaner
and Ellmann (2019) describe a further subdivision of classical leadership approaches into per-
son-centered, behavior-oriented, and situation-dependent leadership theories, and a further subdi-
vision of newer leadership approaches into relationship-oriented and system-oriented leadership
theories. Person-centered leadership approaches focus on situation-independent personality traits
of the leader and mostly ignore other factors (Mahlmann 2011; Rieder 2014; Blessin/Wick 2017).
Behavior-oriented leadership theories consider the relationship between the leader and the led.
Well-known leadership styles here are the authoritarian, democratic, and laissez-faire leadership
styles, which describe the relationship to varying degrees (Stippler et al. 2011; Hungenberg/Wulf
2011). In their work, Blessin and Wick (2017) describe that situational theories were developed
because neither the characteristics nor the behavior of the leader alone are crucial for leadership
success. Situation theories include contingency theory, which links a task- or relationship-orient-
ed leadership style with individual situational characteristics (Jung 2017; Lippold 2019; Staehle
2014).

Relationship-oriented leadership styles, which are among the newer approaches, focus on the
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relationships between the leader and the led (Weitlaner/Ellmann 2019). Well-known leadership
styles here include the Full Range of Leadership Model, which divides leadership into transforma-
tional or transactional leadership (Bass/Riggio 2006). System-oriented leadership theories focus
on viewing the organization as a system that can regulate itself and does not require external con-
trol (Weitlaner/Ellmann 2019; Stippler et al. 2011). This preliminary development of leadership
theories shows that the relationship between the led and the leader is the focus of attention due to
the development of work structures towards a digital environment (Antoni/Syrek 2017).

Mango (2018) and Schulze and Pinkow (2020) describe that, to date, there is no leadership
theory that can fully capture the diverse content of leadership. Rieder (2014) expands on this
statement, describing that there is no universally valid leadership style and that leaders should be
familiar with different approaches in order to be able to respond in the best possible way in any
given situation. Miiller, Drouin, and Sankaran (2022) add that the leadership approaches described
must complement each other. They add that situational use and timely switching between leader-
ship approaches in dynamic structures is crucial and that this combination is collectively referred
to as balanced leadership. Project management temporarily adapts its leadership style so that either
the project manager or suitable team members take on the leadership role as needed. According to
Drouin et al. (2021), the temporary change in leadership style in projects is considered the basis
for success. The use of balanced leadership as a leadership practice allows for the flexibility to
temporarily define the best leader for a given situation (Miiller/Drouin/Sankaran 2021a). Balanced
leadership is not a newly developed leadership theory. This leadership practice originated from
a further development of contingency theory, which, as already mentioned, is one of the situa-
tion-dependent leadership theories and focuses on adapting the leadership approach to the respec-
tive conditions of the situation (Drouin et al. 2021). Balanced leadership describes the process
when leadership responsibility shifts between the project manager and the project team (Miiller/
Drouin/Sankaran 2021a). According to Miiller et al. (2021b), balanced leadership includes vertical
leadership, horizontal leadership, and team-based leadership, the last of which refers to leadership
from within the team. Miiller, Packendorff, and Sankaran (2017) define horizontal leadership as a
social process in which one or more members of the project team influence the other members of
the project team, as well as the project manager, to perform certain tasks in accordance with the
project plan. Vertical leadership is defined by the authors as the social influence process in which
the project manager influences the project team or individual members of that team. According to
Miiller et al. (2021a), balanced leadership is an important leadership style for dynamic projects
due to its potential flexibility. This view is also supported by Miiller et al. (2022) and Rifky (2025).
Ritky (2025) conducted a comprehensive literature analysis and concluded that success in projects
depends largely on choosing the right leadership style. The author states that a situational lead-
ership style is appropriate in order to obtain the necessary scope for action to be able to respond
adequately to the dynamics during a project. Rifky (2025) does not refer directly to balanced lead-
ership in his literature analysis. However, it becomes clear in his paper that his remarks are aimed
at the content of balanced leadership. Drouin et al. (2018) support these statements with empirical
research. In summary, their findings can be described as a situational interaction between the pro-
ject manager and project team members: while vertical leadership sets the strategic framework and
business guidelines, the team takes the lead in technical and operational situations, provided there
is a basis of trust and proven competence.

DISCUSSION

The following section examines how balanced leadership is applied in the five project man-
agement phases: project initiation, project planning, project definition, project execution, and pro-
ject closure. According to Pretorius et al. (2017), a flexible approach depending on the situation
and project phase is crucial for project success.

In the project initiation phase, i.e., the start of the project, the project idea is adopted and
work begins on specifying the project idea and planning the next steps. The focus in this phase is
on setting up the project. In this phase, the project manager usually plays a more prominent role
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in transforming the project idea into a project, convincing stakeholders, and ultimately obtaining
approval for the project (GPM 2017; DIN 2009). Pretorius et al. (2017) recommend that, despite
the strong focus on the project manager in this phase, leadership should not be exercised exclu-
sively top-down, but should specifically involve the team and stakeholders. Miiller et al. (2021b)
support this and also state that leadership in this phase should remain within the team. In addition
to the positive aspects of involving technical experts in the project initiation process, this early
involvement increases the trust and commitment of the team. Team members thus showed greater
commitment to the project, which is supported by empirical studies (Korsgaard/Schweiger/Sapi-
enza 1995). Pretorius et al. (2019) also highlight the importance of early involvement of both the
project team and key stakeholders. The rationale behind this recommendation is that, especially in
this planning-intensive phase, collective intelligence and cooperative decision-making should be
at the top of the agenda (Pretorius et al. 2019). At the same time, however, the visionary leadership
role of the project manager remains highly important in the project initiation phase. Especially in
this uncertain phase, when the project is still only a plan and the final details are still open, strong
leadership by the project manager is crucial (Miiller/Drouin/Sankaran 2018; Guan et al. 2023).

The project is worked out in detail during the project planning phase. The first step is to define a
project team and finalize the project goal. These project goals are then specified in greater detail, for-
mulated in measurable terms, and transferred to project documentation. In addition, the tasks and time
required are roughly estimated and milestones are defined during this phase (GPM 2017; DIN 2009).
Building on this, the tasks, schedules, and resources are defined in the project definition phase and
mapped in a project structure plan. Dates, resources, and costs are then planned on this basis. Since
there is always a need for coordination in practical implementation, this is an iterative process. Final-
ly, the project plan is created, which combines the individual plans (e.g., project structure, resources,
schedule, etc.) and must be approved by the stakeholders before the next phase can begin (GPM 2017;
DIN 2009). Balanced leadership can contribute to project success in both project planning and project
definition, as planning and detailing tasks can be specifically divided between project management
and the team in both phases. According to Drouin et al. (2018) and Miiller et al. (2021b), the project
manager sets the framework and actively involves the project team members in the decision-making
process based on their expertise. This is supported by Turner (1999), who said that in a phase where
project planning is the main focus, space must be created for creative approaches and responsibility
must be shared within the team. This division of responsibility early on in project planning and project
definition supports the success of the project by promoting project planning, knowledge exchange,
and team cohesion from the very beginning of the project (Ahmed/Khan/Philbin 2025).

During the project execution phase, the activities defined in advance are carried out according
to the plan (GPM 2017; DIN 2009). Here, too, several authors recommend the use of balanced
leadership. Miiller et al. (2018; 2021b) recommend balanced leadership in this phase because pro-
ject execution requires frequent and dynamic changes in leadership responsibility. Other studies
describe that the focus in project execution is on task-oriented leadership. Specifically, this means
that the project manager maintains an overview and intervenes when it comes to critical decisions
or conflict resolution. The technical tasks are led by temporary managers from the project team
(Miiller et al. 2018). According to Miiller et al. (2017), the use of balanced leadership in the execu-
tion phase of the project enables an efficient way of working, as the technical expertise of the pro-
ject team members is used optimally and leadership lies where the greatest technical competence
lies. In terms of content, project execution also includes monitoring and control functions (PMI
2021). The monitoring and control functions focus on measuring project progress, identifying
deviations from the project plan, and intervening if necessary (Vucini¢/Luburi¢ 2023). According
to Pretorius et al. (2017), at first glance this appears to be a leaders task for which a vertical lead-
ership style is more appropriate. However, it should not be underestimated that dividing control
tasks between the project manager and team members can be successful and efficient. This could,
for example, take the form of self-monitoring by team members as they work on their tasks, with
the project manager merely exercising overall control (Miiller et al. 2018). According to Vucini¢
and Luburi¢ (2023), however, it is crucial that the project manager’s leading role in monitoring
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and control remains essential. Turner (1999) agrees: in his view, leadership in this phase should lie
with the project manager, who monitors the schedule, goals, and costs and must intervene appro-
priately. These statements are supported by Pretorius et al. (2017), who also recommend a vertical
leadership style in this phase. According to them, balanced leadership in this phase means finding
the right balance between areas where it makes sense to delegate leadership responsibility and
those where it does not (Vucini¢/Luburi¢ 2023). According to Drouin et al. (2018) and Zwikael
and Smyrk (2015), it makes sense to delegate technical decisions, detailed monitoring of work
packages, and problem-solving decisions to the team members who have the highest technical
expertise in these areas. The project manager should remain responsible for overall responsibility
for achieving objectives, prioritizing changes, and reporting to stakeholders.

Finally, the project is formally closed during the project closure phase. This involves handing
over the project results, reflecting on the project, and preparing the findings. At the end of this
phase, the project team is dismissed and the project manager is released from their responsibilities
(GPM 2017; DIN 2009). In this phase, too, the focus should be on a switched leadership between
the project manager as the executive and the project team. This phase often involves reflection, the
exchange of lessons learned, and the evaluation of project results, which can be better achieved
through a cooperative leadership approach than through top-down leadership (Pretorius et al.
2019). Miiller et al. (2021b) see this differently. They recommend vertical leadership for the final
phase of the project and, accordingly, responsibility for the project manager.

CONCLUSION

This study addresses the research question of whether employee leadership needs to be adapt-
ed throughout the project phases. The literature review has shown that leadership does not remain
static throughout all project phases. Rather, leadership is a dynamic process of influence and must
be adapted to the respective situation. The assumption, repeatedly mentioned in the literature,
that no single leadership style is suitable for all conditions and situations (Turner/Miiller, 2005;
Turner 1999; Adetola/Adetola 2023; Pretorius et al. 2019) is also supported by the consideration
of different leadership styles in the project phases. In the course of this study, it was shown that
project phases generally have an identical structure. A project starts with a project impulse, is then
planned, defined, implemented/executed, and completed. On this basis, a recommendation was
made for the leadership style of each phase, taking balanced leadership into account.

The literature review has shown that during the project initiation phase, the focus is on the
project manager. However, it is important to involve the team at an early stage in order to in-
crease trust and quality in the decision-making process. In the planning and definition phase of
the project, leadership aims to set the framework for the project. The project manager’s leadership
responsibility lies in the areas of goal orientation and logical organization of the project, while
the team’s leadership responsibility lies in the quality of planning and knowledge exchange. For
the project execution phase, the literature review shows that leadership responsibility often has to
shift between the project manager and the project team. The project manager is responsible for the
overall overview, makes and moderates decisions, while the project team assumes technical and
primarily operational responsibility. A vertical leadership style is recommended for monitoring
and controlling, but a useful division of tasks between the project manager and the project team
can be efficient. Leadership in the final phase of the project should also be based on a divided but
cooperative approach between the project manager and the project team. The project manager
is responsible for formal tasks, such as completing the project or presenting the project results,
while the team takes on leadership responsibility for tasks related to securing experience, such
as lessons learned events. Studies have shown that a targeted change in leadership responsibility
makes sense and is efficient for the content of this phase. Based on this analysis, the answer to the
research question is: Yes, leadership differs within the various project phases. Balanced leadership
can serve as a structural framework here because it does not prescribe a fixed leadership style, but
rather enables the situational shift of leadership responsibility between the project manager and
the project team.
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It can therefore be concluded that a phase-based and flexible application of balanced leader-
ship is beneficial. It enables the project manager to assume leadership responsibility for topics that
require focused attention and to delegate responsibility for other topics to team members when
appropriate. According to Miiller (2024), this is precisely the goal of balanced leadership: to find
the most suitable leadership style. When using balanced leadership, it is crucial that the project
manager retains overall responsibility and that team members only take on individual leadership
tasks from the overall structure.
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Pesziome: ITvanomawabnama eoenna uneasus, npeonpuema om Pyckama gpedepayus cpewyy V-
pauina na 24 gpespyapu 2022 2., npedcmasnisisa Hali-cepuo3HOMO NPeou38UKAmMeLCmeo npeo eepo-
netickama apxumexnypa 3a cuzyprocm cied kpasa na Cmyoenama eotina. To3u kongauxm ne camo
npomenu bananca na curume 6 Eepona, o u nocmasu noo coemuenue peouya oCHOB0NoOnALAUU
npeonocmasKu, 6bpxy Koumo ce ocHogasam noiumuxkume Ha Eeponetickus cvio3 6 oonacmma Ha
CUCypHOCMmMa u OomoOpanama, u3epaxcoanu npe3 nocieoHume mpu oecemuiemus. B kauecmeomo
CU HA Kamanu3amop 60UHAMA YCKOpU UHCIMUMYYUOHATHUME, NOTUMUYECKUme, 60eHHUme U UH-
dycmpuanHume mparchopmayuu, kKamo nocmenenro npeoepurupa msacmomo Ha EC 6 enobannus
peo.

Hacmoswomo uzcnedsane ananuzupa eotinama 6 Yxpatina kamo cmpamecudecku uox, npeous-
BUKAJL KayecmeeHa mpancopmayus Ha esponetickama cpeda 3a cueypHocm. Ocnoenama mesa e,
ye Maxap KOH@auKmvm oa yckopu eononumuyeckama opuenmayus na EC u 0a 3acunu Hecogume
cnocobonocmu kamo ¢hakmop 8 chepama nHa cucyprocmma, mou He 0ogede 00 popmupanemo Ha
HanwviHo asémonomeH Esponeticku ombpanumenen cvio3. Buecmo mosa ce ouepmasa mooen Ha
cmpamezuyecka ezaumosagucumocm, npu xoumo EC ykpensa ceoume cnocobnocmu upe3 msacHo
cvmpyonuvecmeo ¢ HATO u mpancamnanmuyeckume CoblO3HUYU.

Kntouosu oymu: xongnuxkmom 6 Yxpatina, eeponeiicka CueypHocm, cmpamecuiecku uok,; cmpa-
meauyecka agmoHOMUs, XUOPUOHU 3aNAAXU

BbBEJIEHUE

[TspBuTE Hecermnerus cuen Kpas Ha CryneHaTta BoiiHa (GopMHupaxa mpeodiaaaBaiioTo cxBa-
1IaHe, Y€ eBPONECHCKUAT KOHTUHEHT MOCTENEHHO HAaBIM3a B IEPHUO/I, B KOMTO MIMPOKOMAaILIaOHUTE
MEXIyIbpKaBHUA BOWHU I1Ie OCTaHAT B MUHANIOTO. PasmupsBanero Ha EBponetickus cpio3 (EC) u
HATO, 3apbp1604aBaneTo Ha MKOHOMHYECKATa B3aUMO3aBHUCUMOCT M YTBBPKAaBaHETO HA MEXK/TY-
HapOAHOIPABHU MEXAHU3MHU 32 ypexKaaHe Ha KOH(DIUKTH ChbBMECTHO JAOIIPUHECOXA 32 Bh3IIpUeMa-
HETO Ha OTHOCHUTEIIHO CTa0MIIHA apXUTEKTypa Ha curypHoctTa. B To3u koHnTeket EC chepenoroun
YCWINATA CU BbPXY YKPEMBAHETO HA CBOETO HOPMATUBHO BIMSHHUE, HACKPYABAHETO HA NKOHOMMU-
yeckaTa MHTErpalus U YIIPaBICHUETO Ha KPU3U U3BbH HEIOCPEICTBEHOTO CH ChCE/ICTRO.

Boennara arpecus, npeanpuera ot Pyckara denepanus cpemnty Yipaitna npes 2022 1., obaue
MOCTaBU MO (yHIaMEHTATHO CbMHEHHE TE3H NPEANOCTaBKU. 3a MbPBH IbT ciel Bropara cBe-
TOBHa BoiiHa EBporia ce usnpasu npeja npoabIKUTEIeH KOHBEHIIMOHAJIEH BOGHEH KOH(IMKT C BU-
COKa MHTEH3UBHOCT, XapaKTepu3Hpalll ce ¢ IUPOKoManiabHO U3MOI3BaHE HAa apTUJIEpUs, PAKETHU
cucTteMu, 0e3nuiIoTHU miaardopmu, kubeponepanuu 1 uHGopMaoHHa BolHa. ToBa pas3BuTHe
HaJIO0XHU LSUTOCTHO MPEOCMHUCIISTHE Ha €BPONEHCKUTE MOIUTUKH B 00JIaCTTa HA CUTYPHOCTTA U OT-
Opanara u moctaBu BbIlpoca nanu EC pa3nonara ¢ HeoOXoauMUTE CIOCOOHOCTH, 32 1a (DYHKITHO-
HUpa KaTo aBTOHOMEH CTPaTeruuecku aKTbop.

B T031 KOHTEKCT KOH(MIUKTHT B YKpaiiHa HaIXBbpJid pAMKUTE Ha PErMOHAJIEH CIIOp, KaTro ce
YTBbPKJIaBa KaTo CTPATErMYECKU MIOK ¢ MHOTOIUIACTOBH MOCJIEAUIHN 32 MHCTUTYLIUUTE, TOTUTH-
KHUTE U cTparernyeckara Kynrypa Ha EC.
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Bwnpeku ue e Hanuile 3HaYUTEICH 00eM Hay4YHa JIMTepaTypa, OCBeTeHa Ha BOHaTa B YKpaii-
Ha, IOBEYETO M3CJIE/IBAHUS CE ChCPEIOTOUABAT BbPXY OT/AEIHH aClleKTH Ha €BPOINEHUCKHSI OTTOBOD,
KaTO CAaHKLIMOHHUTE PEKUMH, BOCHHATa ITOMOILl, pa3BUTHETO Ha OTOpaHUTEIHATA UHIYCTPUS WIN
orHomenusaTa Mexxay EC u HATO. Henoctarpuno pa3zpaboTeHa ocTaBa LSJIOCTHA aHAJIUTUYHA
pamKka, KosiTo Jia U3ciieBa TpaHc(hopMalusaTa Ha eBporeiickara MoJuTHKA 32 CUTYPHOCT KaTo MH-
TerpupaH Mmporec, 00XBallall THCTUTYLIUOHAIHUTE, BOGHHUTE, MHy CTPUAIHUTE, TEXHOJIOT HUHH-
T€ U KOTHUTUBHUTE U3MEPEHUS HA CUTYPHOCTTA.

H3caenoBarescka Teza

Hacrosmoro u3cnenBane u3xoxaa OT Te3ara, Y€ BOMHATa B YKpaiiHa IpeCcTaBiIsABa CTpare-
TMYECKU LIOK, KOWTO yckopH reononutuzanusita Ha EC u katanusupa 3Ha4MMHU TpaHcHOpMaIiu
B HEroBara IOJINTUKA 3a CUTYPHOCT U 0TOpaHa. AHaJIM3bT 00aye MoKa3Ba, 4e Ta3u TpaHcpopma-
Ml He JI0BEZIE€ JI0 M3rPa)kaHETO Ha HAIbJIHO aBTOHOMHA €Bpolleiicka OTOpaHUTeNIHA cUCTEMA.
Bwmecro ToBa T4 opMupa MOzEN Ha cTpaTernyecka B3auMo3aBUCUMOCT, pu koiTo EC ykpemnBa
coOcTBEHUTE cu cr1ocoOHOCTH, 6€3 1a u3mectna possita Ha HATO kato 0oCHOBEH rapaHT Ha KOJIEK-
THUBHaTa OTOpaHa.

O0exT M MpeAMeT Ha U3CJIeIBAHETO

OOeKT Ha HACTOSIIOTO U3CJIE/IBaHE € eBpOIeicKaTa CUCTEMa 32 CUTYPHOCT CJIE]] Ha4aJloTO Ha
bIIHOMAIaOHaTa BOWHA B YKpaiiHa.

[Tpenmer Ha u3cnenBaHeTo € TpaHcopmarusaTa Ha noiautukara Ha EC B obnmactra Ha curyp-
HOCTTa W OTOpaHaTa U HEMHOTO OTPaKEHHE BbPXY Pa3BUTHETO HA €BpOIEIiCKaTa cTparernyecka
ABTOHOMMSI.

Iex u 3agaun HA U3CJIEABAHETO

OcHoBHara 11eJ1 Ha U3CJIe/IBAHETO € J1a aHAJIM3KUpa Bb3IeHCTBUETO Ha BOilHAaTa B YKpaiiHa Bbp-
Xy pas3Butuero Ha EC karo cTpaTerudyecku akTbop B 001acTTa Ha CUTYpHOCTTa M OTOpaHara. 3a
MOCTUTAHETO Ha Ta3H Iiell ca (GopMyIHpaHU CICAHUTE U3CIEI0BATEIICKU 3a]auH:

® Jla ce aHAJIM3UPAT IPOMEHUTE B €BpOIIEliCKaTa Cpeia 3a CUTYpPHOCT;

® j1a ce u3cie/1Ba MHCTUTYIMOHAIHATa TpaHchopManus B pamkute Ha EC;

® J1a ce OLICHM Pa3BUTHETO Ha eBpoIeiickaTta OTOpaHUTEIHO-UHAYCTpUaHa 6a3a;

® Jla ce aHaIM3Mpa MpoMeHsIaTa ce JMHaMuka B oTHomeHusaTa mexxy EC u HATO;

® 11a ce pa3pabotu Matpwiia 3a orieHKa Ha eBporeiickara cTparerndecka atTonomusi (ESAAM)
KaTo aHAJIMTUYEH UHCTPYMEHT;

® J1a cE OLICHAT OrpPAaHUYCHUATA U IIPEIU3BUKATEICTBATA MIPEJ] eBpOIeiicKaTa CTpaTernyecka
ABTOHOMMSI.

TEOPETUYHA PAMKA

1. KoHuenuusita 3a cTpaTeri4ecKu MoK

Hacrosioro u3cnenBane Bb3IpueMa ciaegHara ornepanuoHanta AeuHuus: cmpamezuuec-
KUAMm WoK npeocmaegnaea 6He3anHo 6bHUIHO CbOUmue ¢ 6UCOKA CMeNneH Ha 6b30elicmeue, Koe-
Mo eOH06PEMENHO NPOMEHS 6b3NPUAMUAMA 34 3AN1AXUme, UHCIMUMYYUOHATHUME RPUOPU-
memu u pasnpedeneHuemo Ha pecypcume  CUCIeMama 3a CUZYPHOCH, KAMo no mMo3u HAYuH
YCKopsaea npouecume Ha cmpamezudecka adanmayus. Ta3u KOHLIENTYaJIM3alUs CIIY)KA Karo
aHaJMTUYHA OCHOBA 3a M3ciienBaHe Ha peakuusara Ha EC crnpsmo xoH(nukra B YipaiitHa cien
2022 r.

2. Heopeanu3zbm

Heopeann3mbT 00sicHsBa peauna MOCISIUNIN OT BOMHATA, CPeA KOMTO 3HAYUTEITHO YBEIIH-
YyaBaHE Ha pa3xoJuTe 3a 0TOpaHa, YCKOPEHa MOJAEPHU3ALINS Ha BOPHKEHUTE CUIIH, Bb30OHOBEH
aKLIEHT BbpPXYy CTpaTErMUTE 3a Bb3IHMpaHe, yKpenBaHe Ha cTpareruueckara poist Ha HATO (Waltz
1979).

Bwnpeku ToBa Ta3u TeopeTUYHA MEPCIEKTHUBA HE MpejyIara J0CTaThbYHO 00sICHEHUE 3a1110 3Ha-
YUTETHA YaCT OT TE3H MPOIECH CE PeaTU3UpaT UMEHHO Ype3 MHCTUTYIIMOHAITHATE MEXaHU3MH Ha

EC.
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3. Heopynkumonaanzsm

HeodynkunonanusmbT npeaocTaps Nojie3Ha aHaJIUTHYHA IEPCIEKTHBA 3a pa30upaHe Ha BOM-
HaTa KaTo KaTaJn3aTop Ha MHTErpallMOHHM MPOIECH B HOBA MOJMUTHYECKA 00JIacT — oTOpaHaTa.
Cnen 2022 r. EC 3HauUTETHO pa3lIMpy CBOUTE MEXaHU3MH 32 CbBMECTHO (PMHAHCUPAHE, ChTPY/-
HUYECTBO B 00JaCTTa Ha OTOpAHUTEIHATA UHAYCTPHSI, BOGHHATa MOOUIIHOCT, IPOU3BOJCTBOTO Ha
Ooenpuriacu, nHOBanuuTe B otopanara (Fiott 2023).

ToBa paszButue uiaroctpupa edexra Ha npenusane (spillover effect), mpu koliTo nHTErpaon-
HUTE MPOLECH C€ pas3lliupsiBaT KbM HOBH CEKTOPHHM HOJUTHKHU IMOJ Bb3IAEHCTBHETO HA BBHHILHU
KpH3H.

4. Teopusi Ha cTpaTermyecKara KyJaTypa

KoH@nukThT yckopu cONMMKaBaHETO HA CTPATETMYECKUTE BBb3MPUATUS MEXKAY AbP)KaBUTE —
yieHky Ha EC. Berpeku ue HallMoHaJIHUTE pa3Iuyus MPOABIKABAT J1a ChILECTBYBAT, IOCTENIEHHO
ce (popMupa MoO-MUPOK KOHCEHCYC OTHOCHO HEOOXOJMMOCTTa OT yBEJIHMYaBaHE HA Pa3XOIUTE 32
oTOpaHa, yKpenBaHe Ha eBporielickaTa OTOpaHUTEIHAa TEXHOJIOTMYHA U UHyCTpUaaHa 0asa, mpo-
TUBOZCHCTBUE HA XUOPHIHUTE 3aIljIaxy, [IOBUIIaBaHE HA oOlecTBeHaTa yctonunBocT (Blockmans
et al. 2022; Wendt 1999).

5. Konnenuusita 3a crparernyecka aBTOHOMUS

B pamkuTe Ha HACTOSIIOTO M3CIIE/IBAaHE CTpAaTerMuyecKara aBTOHOMMs HE Ce pa3liex/ia Karo
HezaBucumoct oT HATO. Ta ce xoHuenTyanusupa kato cnocobnocrra Ha EC na ¢opmynupa ca-
MOCTOSITEJTHU CTPaTerHueCcKy peleHus, 1a MoIbpkKa HaJeKIHU BOEHHH CIIOCOOHOCTH, /1a pa3BU-
Ba yCTOWYMBA OTOpaHUTENIHA MHAYCTpHAiIHa 6a3a, 1a pa3padoTBa KPUTUYHM M HOBOBB3HUKBAIIN
TEXHOJIOTUH U J1a TApaHTUPaA yCTOWYUBOCT CPEIy CIOKHHU U MHOToIutacToBy 3ariaxu (Grevi 2020).

CrnenoBarenHo cTpareryuyeckara aBTOHOMHS CE€ pa3liexk/J1a Karo MHOIOMEpHA aHAJIUTUYHA
KOHIIETIIUS, @ HE MPOCTO KAaTO MOJIUTUYECKH JIO3YHT.

KOH®JIUKTHT B YKPAWMHA KATO CTPATETMUYECKH IIOK

3A EBPOITEMCKATA APXUTEKTYPA 3A CUTYPHOCT

1. KpaxbT Ha Mozesia Ha curypHoct ciaen CryaeHara BoiiHa

B npoabimkeHue Ha moBeye OT TPU JIECETUIIETHS €BpoIleiickara apXUTEKTypa 3a CUTyp-
HOCT (DyHKIIMOHMpAIIe Bb3 OCHOBA Ha MPEANOCTAaBKaTa, Y€ BEPOATHOCTTA OT IIMPOKOMaIadeH
MEXIyAbpxKaBeH BoeHeH KOH(GnuKT B EBpoma e munumanuna. Cnen pasmnaganero Ha CbBeT-
CKHS CHIO3 IMOJUTUYECKATA JIOTHKA HA eBpolelicKkaTa MHTErpalus MoCTeNeHHO U3MECTH Tpa-
JUIMOHHOTO pa30upaHe 3a CUTYPHOCTTa KaTo cepa, OCHOBaHA MPEAMMHO Ha BOGHHATa MOIII.
Bwmecto ToBa EC ce crpemenie na yTBbpIU MEXIyHAapOIHATA CU POJISA YPE3 MEXAHU3MH KaTo
MKOHOMUYECKa MHTErpalusi, HOPMAaTUBHO BJIUSHHE, JAUIUIOMATHUYECKAa aHTAKUPAHOCT U YII-
paBJIEHUE HA KPU3H.

To3u Mozen ce OCHOBaBallle Ha TPU B3aUMHOCBbP3aHU IIPEAIIOCTABKU:

® I'bPBO, Y€ NKOHOMHUYECKAaTa B3aMMO3aBUCUMOCT 1€ HAMaJId BEPOSTHOCTTA OT BOEHHU KOH-
(dbpoHTaIMH;

® BTOPO, Y€ PA3LIMPSBAHETO HA €BPOMNEHCKUTE WHCTUTYLUHU MOCTENEHHO IIe CTadmin3upa
ceceaaute Ha EC pernonu;

e tpeto, ye HATO e npoabiku 1a Ob7ie OCHOBHUAT I'apaHT 3a BOCHHATA CUTYPHOCT, J10KaTo
EC wme cbhepenoroyaBa ycunausaTa CUM OPEJUMHO BbPXY MOJIUTUYECKUTE U MKOHOMHUYECKUTE MH-
CTPYMEHTH.

[TbnHOMaIabHaTa nHBa3us Ha Pycust B YkpaiiHa noctaBu 1moJ GyHAaMEHTaJIHO CbMHEHHE U
TPUTE NPEANOCTABKU. 3a IbPBU IbT ciie Kpast Ha CTyaeHara BoliHa €BPONEHCKUTE AbpXKaBU ce
U3MpaBUXxa Mpes NPOAbHKUTENCH KOHBEHIIMOHAIEH BOCHEH KOH(IMKT C BUCOKA UHTEH3UBHOCT,
XapakTepu3upalll ce ¢ IMHUPOKOMAIaOHO U3M0I3BaHEe HA KOHBEHLIMOHAIHHU BbOPHKEHH CHJIU, BU-
COKOTOYHHM Ooenpunacu, 6e3MuIoTHH CUCTeMH, Krubeponepanuy 1 UHHOpMaIlMOHHA BOMHA.

B pesynrar Ha TOBa CUTYpHOCTTa OTHOBO 3all0YHA Ja C€ OIPEeIIst IPEeI BCUYKO OT BOGHHUTE
CIOCOOHOCTH, KaraluTeTa Ha OTOpaHuTeNIHaTa MHIyCTPHsI U 00IecTBEHaTa yCTOMYUBOCT.

Ta3u nmpoMsiHa HE CBUIETENICTBA 3a IIPOBAJI HA €BpoNelcKkara nurerpauys. Hanporus, T pas-
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KpU OTpaHUYEHUSATAa HAa MOJIEN, OCHOBAH Ha IPEIOI0KEHUETO, Ue NKOHOMUYECKaTa NUHTErpalus
cama 1o ce0e cH € 10CcTaTbyHa, 3a JJa KOMIIEHCHPa HEJJOCTAThYHUTE OTOPAHUTEIIHN CIIOCOOHOCTH.
CrnenoBarenHo BoifHaTa He OTCIa0H €BPOIEUCKHSI TPOEKT, a IOBEIE 10 IBIOOKO MPEOPUEHTUPAHE
Ha HETOBUTE CTPATErMu€CKH PUOPUTETH.

2. BoiinaTa KaTo cTpaTernyecKy MOK: KOHUENTYAJU3alHusA ¥ MocaeIHIH

B nayunara nuteparypa HOHATHETO ,,CTPATETUYECKH IIOK* 0OOMKHOBEHO 0003Ha4YaBa ChbOUTHS,
KOMTO ITPEIN3BUKBAT BHE3AIHA IIPOMsIHA BbB BB3NPUATHUATA 3a 3aIIJIaXUTE U YCKOPSIBAT IIPOLIECUTE
Ha MHCTUTYLMOHANIHA ajganTanus. Hacrosioro nscnenBane npeajgara no-mupoka KOHIENTya -
3arus Ha ToBa nousATue (Freedman 2013).

Boiinara B Ykpaiina npecTaBisiBa CTPATeTHYECKH 10K, Thil KATO JHOBPEMEHHO TpaHCchop-
MHUpa NOJUTHYECKUTE IPUOPUTETH, BOCHHUTE CIIOCOOHOCTH, MOJUTUKUTE B 00JIacTTa HAa OTOpaHU-
TEeJIHATa UHIyCTPUs, HAPABJICHUATA HA TEXHOJIOTHYHOTO Pa3BUTHE U OOIIECTBEHUTE Bb3MPHUATHUS
3a curypHocrra (Fiott 2023).

Cnen 2022 r. EC npeanpue B U3KIIOUUTETHO KPAaThK NEPUOJ Peaulia MEPKH, KOUTO JI0TOraBa
ce pa3miexk/1axa KaTo MOJIUTHYECKU TPYIHO OCBILECTBUMU, CPEJl KOUTO:

® [Ipel0CTaBIHE Ha BOCHHA IOMOIL 4pe3 EBponeiickus MeXaHW3bM 3a MOJAKpEeNa Ha MUpa
(EPF);

® yCKOpsiBaHE Ha MHUIIMATUBUTE 32 CbBMECTHO pU100MBaHe HAa OTOPAHUTETHH CIIOCOOHOCTH;

® [peI0CTaBsHE Ha (PMHAHCOBA TMOJIKPETIa 32 yBeJIMUaBaHe Ha POU3BOICTBOTO Ha OOETIpHIIacH;

® Ch3/laBaHE HAa HOBM MEXaHU3MU 3a (PMHAHCHpaHE Ha OTOpaHara;

® yHTerpHpaHe Ha OTOpaHUTENHATa UHIyCTPHUs B MO-UIMpPOKaTa paMKa Ha MHJyCTpUajHaTa
nonutuka Ha EC (Fiott 2023).

Ta3u cTparerndecka Tpancopmaliys HaMupa sICHO OTpakeHue B bstara kHura 3a eBponei-
ckata orOpana — ['oroBHocT 2030, KOSATO ompesens KaTo HeMOCPEICTBEHU MPUOPUTETH Ha €BPO-
neiickara oTOpaHMUTENHA TOJIUTUKA MPOABbIDKABAIIaTa MOAKpena 3a YKpaiHa U MPeoI0IsIBAHETO
Ha KPUTHUYHUTE 1e(PUIUTH B OTOPAHUTEITHUTE CIOCOOHOCTH.

3. EBosionusi Ha BL3NPHUATHATA 32 3aIVIaXUTe

IIpenu 2022 r. crparernueckute qokyMeHTH Ha EC mocraBsixa akIEHT BbPXY 3aIUIaxy Karo
TepopHU3Ma, HE3aKOHHATAa MUTPALIMs, U3MEHEHUETO Ha KJIMMaTa, EHepruiiHaTa CUTypHOCT U KuOep-
CUTYPHOCTTA.

Cnen HayanoTo Ha BoWHara obaue iepapxuara Ha 3allaXUTe MPEeThPIs ChIIECTBEHA TPaH-
chopmanusi. KoHBeHIIMOHAIHATAa BOEHHA arpecusi, MHTErpupaHaTa poTUBOBbB3yILIHA U IPOTUBO-
pakeTHa oTOpaHa, MPOM3BOJICTBOTO Ha OOoempuIiacu, BOGHHaTa MOOMITHOCT, 3allluTaTa Ha KpUTHY-
HaTa UH(PACTPYKTYpa, YKPEIBaHETO Ha EBpOIeiickaTa OTOpaHUTEIHA TEXHOJIOTHYHA U UHTyCTPH-
anHa 0a3a U cTparermueckara yCToOMUMBOCT ce MpeBbpHaxa BbB Bojelu npuoputet (Blockmans
et al. 2022).

Ta3u npoMsHa He 03HauaBa, 4e MPEAUIIHUTE PUCKOBE ca 3TYOHIN CBOETO 3HaueHue. [1o-cko-
po Ts oTpassiBa (hyHIaMEHTAIHA IPOMsHA B TSIXHATa OTHOCUTEIIHA TEKECT B PAMKUTE Ha €BpONEii-
CKHU JTHEBEH pesl B 00JacTTa Ha CUTYPHOCTTA.

TPAHC®OPMALMUSA HA TIOJIMTUKATA HA EC B OBJIACTTA

HA CUT'YPHOCTTA U OTBPAHATA

1. OT HOpMaTHBHA KbM reonoJUTHYECKA CHJIA

Crnen 2022 1. ce HabmromaBa ChIIECTBEHA €BOMIONUA B poisita Ha EC, KOWTO MOCTEEHHO
IpEeMHUHaBa OT MPEIUMHO HOPMATUBEH aKThOpP KbM CYOEKT, BCe MO-aKTUBHO U3IOJI3BAIll HHCTPY-
MEHTHTE Ha MOJIMTHKATa 332 CUTYpHOCT U oTOpaHa. Konnenmusara 3a ,,Hopmarusna cuna Espona“
(Normative Power Europe), pa3zsura B Haganoto Ha XXI Bek, pazmiexaa Biausauero Ha EC kato
MPOU3THUYAIII0 OCHOBHO OT CIOCOOHOCTTA MY Ja (hopMuUpa MEXKIAyHAPOIHU HOPMH U CTaHJAPTH.
KonpmukrsT B YkpaitHa He 00e3cuiy Ta3u KOHIENIHUs, a pa3iuipu Heiinus ooxsar. [lnec EC cb-
yeTaBa MKOHOMMYECKAa MOLI, HOPMATUBHO BJIMSHHE, MHJyCTpUATIHA MOJIUTHKA, OTOPAaHUTEIIHU
CIIOCOOHOCTH U CTpaTernyecka KOMyHHKaIus. ToBa chueTaHUe CBHJIETEICTBA 3a MPOIIeC Ha Te-
OTIONTUTH3AIIMSA, a HE IPOCTO Ha MunuTapu3amus Ha EC.
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2. UHCTUTYUMOHAIHA aIaNITAIUs

B nocnennure Hakonko roquau EC 3HaYUTENHO YCKOpU pa3BUTUETO HA CBOMTE MHULIMATUBU
B o0JlacTTa Ha CUTypHOCTTa U orOpaHarta. Cpesn Hal-BakHUTE OT TAX ca CTpaTernuyecKusT KOM-
nac (Strategic Compass), EBponeiickust mexanu3bsM 3a nogkpena Ha mupa (EPF), IToctosanoTto
crpykrypupano cbrpyaaudectso (PESCO), Esponeiickusar dhonp 3a oropana (EDF), Pernamen-
THT 3a MOJAKpeNa Ha Mpou3BoACTBOTO Ha Ooenpunacu (ASAP), PermameHTHT 3a ykpernBaHe Ha
eBporeiickaTa OTOpaHUTETHA HHIyCTPHUS Ype3 ChBMECTHO BB3JIaraHEe HA OOIIECTBEHU MOPHUYKU
(EDIRPA), [leiictBuero 3a curypHoct 3a EBpona (SAFE) u bsinata kaura 3a eBponeiickara ot-
opana — ['otoBHOCT 2030 (White Paper for European Defence — Readiness 2030) (Blockmans et
al. 2022; Fiott 2023).

Te3u MHMLIMATHBYU CE€ OCHOBABaT Ha IOCJe0BaTeIHa CTpaTeruuecka Joruka, npu kosrto Es-
porieiickata KOMUCHS TOCTETIEHHO M3Tpa)/1a MEXaHW3MHU, HHTETPUPALY OTOpaHUTEIHATA HH]TyC-
Tpusi, GUHAHCHPAHETO, MHOBAIIMUTE, OOIIECTBEHUTE TIOPHUKH M PA3BUTHETO HA OTOPAHUTEITHUTE
CIIOCOOHOCTH B €IMHHA MOJIUTHYECKa paMKa. ToBa pa3BuTue obaue He 03HauaBa ¢eepanusupane
Ha eBporieiickarta oTOpaHa, Thil KaTo MPOIIEChT Ha B3€MaHEe Ha PelIeHHs MPOABbbKaBa /1a 3aBUCH
OT MOJUTHYECKATa BOJIA HA IbpKaBUTE WieHKU. Cle10BaTeTHO MUHCTUTYIMOHAIHATA UHTETpalus
OCTaBa OrpaHMYeHa OT HEOOXOIMMOCTTA 33 IOCTUTaHE Ha MOJUTHYECKH KOHCEHCYC MEX/ly HaI[HO-
HAJIHUTE TIPABUTEJICTBA.

3. EBponeiickara oTOpaHUTEeTHA TEXHOJOTHYHA M HHAYCTPHAJIHA 0a3a

EnuH oT Hal-ChIIECTBEHUTE W3BOAM, IMPOU3THYAILIM OT BOMHATA, € BH3CTAHOBSIBAHETO Ha
pa3zbupaHeTo 3a OTOPAHUTENHUS WHAYCTPHAJIEH CEKTOp KaTo cTparernyecku pecypce. [IbpBona-
YaJIHUTE 3aTPYJAHCHUS TPU JTOCTAaBKHUTE Ha Ooempumnacu 3a YKpaifHa moka3axa, uye eBporeickara
0oTOpaHUTENHA UHIyCcTpUaiHa 0a3a He € IOATrOTBEHA 3a MPOIbIKUTENEH KOHQIIUKT ¢ BUCOKA UH-
TEH3UBHOCT.

B otrosop EC npenmnpue Mepku 3a yBeaM4aBaHe Ha MPOU3BOJCTBEHUSI KAMAIUTET, HAChpya-
BaHE Ha CHBMECTHHUTE OOINECTBEHU MOPBHYKU U MOAKPENa HA MHBECTUIIUUTE B KPUTUYHO BAKHU
OTOpaHUTETHH CITIOCOOHOCTH.

4. EC n HATO: koHKypeHIHsI HJIM B3aMMHO 10NbJIBaHe?

Enun ot ocHOBHHUTE /1ebaTy B HayyHaTa JUTEpaTypa € Jajdu YKPENBaHETO Ha eBPONEHCKUTE
OTOpaHUTETHHU CIIOCOOHOCTH HEM30eKHO Mmopakaa koukypermus ¢ HATO.

HacrosmusaT ananus 3ammurasa pazinudna te3a. Cien 2022 r. cpTpynHuuectBoto Mexay EC u
HATO ce 3anbpn6oun 3nauntento. JJokaro HATO mpoabipkaBa 1a HOCHM OCHOBHAaTa OTTOBOPHOCT
3a KoJieKTuBHaTa oTOpana, EC pa3BuBa MOIUTHYECKH MHCTPYMEHTH, KOUTO JOMBJIBAT, a HE AyO-
mupat pynkuuute Ha Anmanca. Cpen TSIX ca MHIyCTpUATHATA TIOJUTHKA, PETYIAaTOPHUTE MeXa-
HU3MH, ((UHAHCOBUTE WHCTPYMEHTHU, KOOPJMHAIIMATA HA BETPEIIHUS T1a3ap, KaKTO U MOAKpernara
3a MHOBAIIMHUTE B OTOpaHaTa U pa3BUTHETO HAa OTOpaHUTETHOTO Mpou3BoACcTBO (Grevi 2020).

CrnenoBarenHO OTHOILLIEHUATA MEXKIY JIBETE OPraHU3allliy BCE MO-SICHO C€ XapaKTepu3upar ¢
(yHKIIMOHAIHA B3aUMHA JIOI'BJIHAEMOCT, @ HE C MHCTUTYLIMOHAJIHO ChIIEPHUYECTBO.

MATPHIIA 3A OIIEHKA HA EBPOITEMCKATA CTPATETMTYECKA

ABTOHOMMUSA (ESAAM)

1. O6ocHOBKAa HA HEOOXOUMOCTTA OT HOBA AHAJIMTUYHA paMKa

CbBpeMEHHHUTE Hay4YHH M3CJIEABaHUS, TOCBETEHU HA €BpOIeiicKara CTpaTeruyecka aBTOHO-
Musl, ce (PoKycHupaT mpeuMHO BbPXY OTJEITHN HEHHU aCleKTH, KaTO BOGHHUTE CIIOCOOHOCTH, MH-
CTUTYIIMOHAITHOTO Pa3BUTHE WM OTOpaHUTENHATa MHAyCcTpuanHa 0aza. [loqoOHu enHonsmMepHu
MTOJIXO/T! HE TIO3BOJISIBAT LISJIOCTHA OIIEHKA Ha TpaHchopMmarusaTa Ha EC B pe3ynTar Ha KOHPIUKTA
B YKpaiiHa.

Hacrosmoro u3cnenBane u3xoxaa OT pa3dUpaHETo, ye cTpareruueckara aBTOHOMHUS CJIEBa
Jla ce pa3riex/ia KaTo MHOTOMEPHA XapaKTepUCTHUKA Ha eBpOIIeiicKaTa apXUTEKTypa 3a CUTYPHOCT,
(dhopmupana OT TMHAMUYHOTO B3aUMOJCHCTBHE MEKTy MHOKECTBO B3aMMHOCBBP3aHH MMOICHCTE-
MU. 32 J1a Ipeoiosiee OrpaHUYeHHSITa Ha ChILECTBYBAIIMTE aHATUTUYHH TOAXOH, HACTOSIIIIOTO U3-
cienBaHe npejuiara Marpuiia 3a olleHKa Ha eBporieiickara crparernuecka aBronomus (ESAAM).
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ESAAM He e anTepHaTUBHA TEOPHUs HA MEXAYHAPOJAHUTE OTHOLIEHU. Ts IpecTaBIsiBa aHa-
JUTUYEH WHCTPYMEHT, IPEJHA3HAUEH 3a CUCTEMATUYHA OLIEHKA Ha Pa3BUTHETO Ha eBpoIeiickara
TOJINTHKA B 001aCTTa HA CUTYPHOCTTA B oTOpanara cien 2022 1.

2. KonuenryaaHa CTPyKTypa Ha MojieJia

Pamkara ESAAM e opranusupana B TpH OCJIEI0BAaTEIHN AHATIMTUYHN PaBHUILA!

® [TbPBOTO PABHUIIIE OINIPE/IEIIsi OCHOBHUTE U3MEPEHUs Ha CTpAaTernueckaTa aBTOHOMUS;

® BTOpPOTO PAaBHHUIIE YCTAHOBSIBA KPUTEPUUTE 3a OLIEHKA, IPUIOKUMH KbM BCSKO OT TE€3U U3-
MEpEHHS;

® TPETOTO PAaBHHUILIE [103BOJISIBA CUHTE3UPAHETO HA MHTEIPUPaHa OLIEHKA Ha CTENEeHTa Ha CTpa-
Ternyecka Tpanchopmanms Ha EBpora.

Ta3u TpucTeneHHa CTPyKTypa MpeooisiBa OrpaHUYEHUsATa Ha MpeodiiajaBalliuTe aHaIuTHY-
HU MOJIEJIN, KOUTO Pa3MIeX/JIaT CTpaTeruueckaTa aBTOHOMUS IPEJUMHO KaTo MOJIMTHYECKa JIeKIIa-
panus WK s CBEXJIAT 10 KOJWYECTBEHM I10KA3aTENN, KaTO HalpUMEpP pa3Mepa Ha pa3sXxoJuTe 3a
otrOpaHa.

Tabnuya 1. Oyenxa Ha esponelickama cmpame2uiecka asmoHOMUs Ype3
Mampuyama 3a oyenxa nHa eeponelickama cmpame2uiecka asmoHoMuUsl
(European Strategic Autonomy Assessment Matrix — ESAAM)

H3mepenue Kananurer KoxepenTHocT YeroitunBoct O0ma oneHka
Boenno Bucok Cpenna Bucoka CpenHa KbM BHCOKA
WHCcTHTYyNIMOHATHO Bucok Cpenna Bucoxka CpenHa KbM BHCOKa
Wnnycrpuanno Cpenen Cpenna Cpenna Cpenna
TeXHOIOTUYHO Cpenen Cpenna Bucoxka CpenHa KbM BHCOKa
KorautusHo Bucox Bucoxa Bucoka Bucoxa
Anaju3 Ha pamkata ESAAM

ITpunaranero Ha ESAAM pa3kpuBa sICHO u3pa3eHa HEpaBHOMEPHOCT B Pa3BUTHETO HA pas-
JUYHUTE U3MEPEHHUsS Ha €BpOIIeiicKaTa CTpaTernyecka aBTOHOMHUSI.

Boennoto n3mepenue otoens3Ba Hall-ChIIECTBEH HANIPEIbK, O0YCIOBEH OT YBEIMUEHUTE pas-
X0 3a 0TOpaHa, YCKOpEeHaTa MOJIEPHU3ALMS HA BHOPBKEHUTE CUIM M CTAPTUPAHETO HAa HOBH
€BpOIENCKU OTOPAaHUTETHH NIPOTPAMH.

CrpIiecTBeHO pa3BUTHE ce HaOMOAaBa M B MHCTUTYLMOHAIHOTO U3MEpPEHHE, KOETO HaMupa
u3pas B mpuemaneto Ha Ctparernueckus kommac (Strategic Compass), cb3naBaneto Ha EBpomneii-
CKus MexaHu3bM 3a nojkpena Ha mupa (EPF), EBponeiickus ¢ponn 3a orOpana (EDF) u penuna
JpyTU UHUIIMATUBH B 00JIaCTTa Ha €BpoOIelicKaTa MOJUTHKA 3a CUTYpHOCT U oTOpaHa (Blockmans
et al. 2022; Fiott 2023).

3a pa3nMka OT TSIX MHAYCTPUAJIHOTO M3MEpPEHHe OocTaBa Hali-ciiabopasBuro. HezaBucumo ot
yBenu4ueHUTe (PUHAHCOBU MHBeCTULIMU EBponeiickata oTOpaHUTeTHA TEXHOIOTMYHA U UHAYCTPH-
anna 6aza (EDTIB) npoxbiikasa fia ce XapakTepu3npa chC 3HAYUTEIHA (ParMEHTUPAHOCT, KOETO
orpannvaBa cnocoonoctra Ha EC na momabpika mmpokomaniabHo oTOpaHUTETHO TPOU3BOJICTBO.

CrpI11eBpeMeHHO TEXHOJIOTHYHOTO U3MEPEHNE IEMOHCTPUpa YCTOWYMBO Pa3BUTHUE, MOJIKpeTie-
HO OT Obp3HUs HAPEABK B 007acTTa HAa OE3MUIOTHUTE CUCTEMH, U3KYCTBEHHUSI MHTEJIEKT, KOCMHUYE-
CKHTE CIIOCOOHOCTH M KHOepoTOpaHara.

OpuruHaj Ha KOHUENTYaJHA PpaAMKA: CTPaTern4ecka B3auM03aBHCUMOCT

[TpoBeneHUAT B HACTOSIIOTO M3CIIEABAHE aHAIM3 BOJM 0 Pa3padOTBAHETO HA HOBA KOHILIEI-
TyanHa pamka. EBporielickata crpareruuecka aBTOHOMHMSI HE CJI€/IBa Jla C€ ThJIKYBa KaTo MpoLec
Ha nuctanuupane or HATO. Hanpotus, T nmpeacTaBiisiBa MOCTENEHHO YKpENBaHE Ha €BPOMEH-
CKUTE CIIOCOOHOCTH B PAMKUTE Ha MO-IIMPOKATa TPAHCATIAHTUYECKA aPXUTEKTypa 32 CUTYPHOCT
(Anghel and Damen 2025; Grevi 2020).

EmnupuynuTe pe3ynraTé moka3BaT, 4Ye BMECTO Jia C€ pa3BHMBa KbM MOJEN Ha IMbJIHA CTpa-
TErn4yecka aBTOHOMHUS, EBPONEHCKHAT pell B 00IacTTa Ha CUTYPHOCTTA MOCTEIIEHHO Ce HAacO4Ba
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KBbM Mapajurma Ha cTparernyecka BzaumMo3aBucuMocT. B pamkute Ha To3u Monen EC moeranHo
yKpemnBa coocTBeHuTe cu crnocodHoctH, fokato HATO 3ana3Ba possita CM HA OCHOBEH rapaHT Ha
KOJIEKTHBHATa OTOpaHa.

3AKVIFOYEHUE

[IbnHOMamaOHUAT BOCHEH KOH(IMKT, 3amo4yHaT oT Pyckara denepauus cpenry YkpaiiHa,
MpeACTaBIsIBAa HAll-CEPHUO3HOTO MPEIU3BUKATEIICTBO MPE €BpOIelicKaTa CUTYPHOCT CJIe/1 Kpasi Ha
Crynenara BoitHa. HacrosiusT aHanu3 mokas3Ba, 4e BOWHATa HE caMO NMPOMEHU BB3NPUSATHUATA
3a 3aIUIaxuTe MpeJl CUTYPHOCTTAa, HO U TpaHchopMUpa OCHOBOIMOJAralara JIOruka, ornpeesisiia
pa3zButueto Ha EC karo cTpareru4ecku akTbop.

Pesynrarure oT n3cieaBaHETO NOTBBPKaBaT OCHOBHATA U3CIIEI0BaTENICKa Te3a, Y€ KOH (K-
THT JIEHCTBA KaTO CTPATeTHUECKH 10K, YCKOpHUII Mpolieca Ha reononutu3anus Ha EC u katanusu-
paJ ChIleCTBEHU TpaHC(HOpMAIIMU B HETOBATa MOJIUTHUKA B 00JIACTTa HA CUTYPHOCTTA M OTOpaHaTa.
AHanu3bT o0ade He MOTBBpPIKIaBa Te3ara, ue EC ce pa3BuBa KbM HAIThJIHO aBTOHOMEH OTOpaHHTE-
JeH cbio3. HanmpoTus, eMnupuvHUTE JaHHU CBUAETEICTBAT 32 (POPMHUPAHETO HA HOBA Mapagurma
Ha CUTYPHOCTTa, OCHOBaHa Ha cTparernyecka B3aumosasucumoct mexay EC u HATO.

[IpenyiokeHara B HaCTOAIIOTO M3cieABaHEe Marpuiia 3a OLeHKa Ha €BpONeCcKaTa CTpaTeru-
yecka aBroHoMusi (ESAAM) nokasBa, ye pazsutueto Ha EC ce xapakTepusnupa cbC 3HAYUTEITHA
HEPABHOMEPHOCT MEXAY OTACIHUTE U3MEPEHUs Ha CTpaTernyeckara aBTonomusi. Haii-cpiiectsen
HanpeabK ce HaOMoaaBa B MHCTUTYIIMOHATIHOTO, BOGHHOTO U KOTHUTHBHOTO U3MEpPEHUE, JOKATO
UHTETpalusITa B UHIyCcTpuaiHara cepa 0cTaBa CpaBHUTEITHO OTpaHHYEHA.

CrnenoBarenHo OLIEHKaTa Ha eBpoIlielicKara cTpaTeruuecka aBTOHOMHUS HE CJIEBa Ja C€ OCHO-
BaBa Ha €MH-CIMHCTBEH I0Ka3ares, a TpsiOBa J1a OTYNTA JUHAMHUYHOTO B3aUMOJAECHCTBUE MEKIY
MHCTUTYIIMOHAJTHOTO, BOGHHOTO, MH/IyCTPUATHOTO, TEXHOJIOTMYHOTO ¥ KOTHUTUBHOTO H3MEPEHUE.

B 0600mienue, pe3yaTatute OT U3CIeIBAaHETO IMOKA3BaT, ye ObJICIIOTO pa3BUTHE HA €BPOIICH-
CKaTa apXMTEKTypa 3a CUTYPHOCT Hali-BEpOSTHO HsAMA Aa ObJie OeNsi3aH0 OT €IHOCTPAHHO MOCTHU-
raHe Ha cTpaTernyecka He3aBHUCHMOCT, a OT M3rPa)/JIaHeTO Ha MO-33bJI00YEHA U MO-CTPYKTYPH-
paHa ctparernuecka BzanmosaBucumoct Mmexay EC u HATO.
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THE CONFLICT IN UKRAINE AS A STRATEGIC DISRUPTION
TO THE EUROPEAN UNION: EVOLUTION OF SECURITY AND DEFENCE POLICY AND
THE CONSTRAINTS ON EUROPEAN STRATEGIC AUTONOMY
European Strategic Autonomy Assessment Matrix (ESAAM)

Abstract: The large-scale military invasion initiated by the Russian Federation against Ukraine on 24 Feb-
ruary 2022 constitutes the most profound challenge to the European security framework since the conclu-
sion of the Cold War. This conflict has not only shifted the power dynamics within Europe but has also un-
dermined several foundational premises underpinning the European Union's security and defence policies
developed over the last thirty years. Serving as a catalyst, the war has accelerated institutional, political,
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military, and industrial transformations, progressively redefining the EU'S position within the global order.
This paper analyzes the war in Ukraine as a strategic shock that has precipitated a qualitative change in
the European security landscape. The principal thesis posits that while the conflict has expedited the EU s
geopolitical orientation and enhanced its capabilities as a security actor, it has not culminated in the estab-
lishment of a fully autonomous European defence union. Rather, a paradigm of strategic interdependence
is emerging, wherein the EU augments its capacities through close collaboration with NATO and transat-
lantic allies.

Keywords: Ukraine conflict; European security; strategic shock; strategic autonomy,; hybrid threats
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Abstract: The United States National Security Strategy (NSS), published in November 2025, out-
lines the US assessment of the international security environment and its strategic priorities. This
article analyzes how realist and liberal theories are reflected in the document. Using qualita-
tive document analysis, the NSS is viewed as a political text carrying assumptions about power,
sovereignty, cooperation and norms. Realism and liberalism are applied across four analytical
categories: (1) threat perception, (2) the role of the state and sovereignty, (3) cooperation and
institutions and (4) norms and values. The findings indicate that these theoretical logics are used
hierarchically rather than symmetrically. Realist assumptions about power, strategic competition
and national interest are the foundation of the NSS, while liberal elements such as cooperation,
institutions and norms are employed instrumentally. Overall, the strategy reflects a realist orien-
tation with selectively applied liberal elements.

Keywords: US National Security Strategy, Strategic Competition; Realism and Liberalism; Alli-
ances and Institutions, Security Policy Analysis

INTRODUCTION

Published in November 2025, the United States National Security Strategy (NSS) provides
an authoritative assessment of the international security environment from the US perspective.
It determines the strategic priorities and directs the US security policy as its core doctrinal doc-
ument. The NSS has two functions: on the one hand, it performs an internal coordinating role as
a guideline and on the other hand, it has an external signaling function. It communicates threat
perceptions and strategic intentions, makes normative claims to domestic institutions and shapes
expectations about US behavior in the international system, which is especially interesting for
allies and potential adversaries (NSS 2025, pp. 3-4).

The 2025 NSS is developed in the context of intensified geopolitical rivalries, expanding eco-
nomic and technological competition and increased levels of skepticism towards international
institutions and arrangements. Responding to these developments, the strategy places strong em-
phasis on national resilience, state power and strategic autonomy. Nonetheless, it simultaneously
reaffirms US commitments to alliances, partnerships and international norms (NSS 2025, p. 5 and
17). This dual approach shows the field of tension in the current US security discourse between the
poles of competition and cooperation, as well as between sovereignty and interdependence.

National security strategies in general can be understood as states’ condensed responses to
perceived systemic pressures and tensions. These responses form their strategic principles. Instead
of being neutral descriptions of reality, national security strategies construct narratives and often
implicitly showcase underlying theoretical and practical assumptions about international politics.
Therefore, the NSS provides an insightful empirical basis to examine how different theoretical
logics in the field of International Relations are used and combined in an official strategy paper.

Hence, this article examines how realist and liberal theories are used in the November 2025 NSS
and which of these ultimately represents its strategic core. This paper does not treat realism and liberal-
ism as incompatible theoretical frameworks, but utilizes them as heuristic lenses to identify dominant
patterns in threat perception, sovereignty, normative framing and cooperation. The focus on a single
strategy document ensures a concentrated and policy-relevant assessment of the theoretical orientation
of the 2025 NSS, without engaging in lengthy theoretical discussions or extended comparisons.
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RESEARCH METHODOLOGY

This article makes use of a qualitative document analysis to examine the 2025 NSS. This is
an appropriate method for the study of strategic policy texts, as these documents are intentionally
used by states to communicate priorities, legitimize policy choices and influence interpretations
and perceptions of the international security environment.

Accordingly, this analysis approaches the NSS as a purposeful political document that con-
tains underlying assumptions about international order, power relations, threat perception and
cooperation. Hence, it uses an interpretive approach which focuses on reoccurring themes, argu-
mentative structures, patterns of justification and implicit hierarchies of ideas and not quantitative
coding techniques. This approach makes it possible to identify dominant theoretical logics within
the NSS, while deliberately avoiding strong empirical claims.

The analytical framework consists of the two main traditions of International Relations the-
ory: realism and liberalism (Gold and McGlinchey 2017, pp. 46—49). Realism emphasizes that
states’ priorities are power, survival and security in an anarchic system (Savu 2021, pp. 22-24).
International politics is viewed as a competition between self-interested states (Donelly 2005, pp.
30-32). Therefore, the more relative power a state has, the higher its hierarchy in the international
order: enforcing demands or ensuring national security becomes easier (Jensen 2023, pp. 18-19).
By contrast, liberalism’s core assumption is that state behavior is shaped and controlled through
interdependence (Saaida 2024, pp. 4-5). It is seen as a result of shared norms and values, economic
ties and international cooperation via supranational institutions (Burchill 2005, pp. 57-61 and 64).
This interdependence increases the cost of aggression and therefore stabilizes state relations: the
higher the level of integration and cooperation, the higher the security in the international order
(Navari 2023, pp. 37, 42 and 48).

On this basis, four analytical categories are developed and used to structure the analysis of
the NSS: (1) threat perception and strategic competition, (2) the role of the state, sovereignty and
national interest, (3) cooperation and international institutions and (4) norms and values. These
categories aim to summarize realist and liberal theories. The NSS and its relevant passages were
analyzed considering how these categories are framed, discussed and prioritized within the overall
strategic narrative. The analysis primarily relies on close reading and interpretation of the context.
It does not test hypotheses or assess policy outcomes.

RESULTS

The qualitative analysis of the 2025 NSS reveals a clear and consistent pattern in how ele-
ments of realism and liberalism are combined. They are integrated in a clearly prioritized way
and do not compete with each other on the same level. This hierarchy is not presented explicitly
in the NSS, yet it becomes apparent when the document’s language, priorities, and justifications
are read in relation to one another rather than in isolation. Across all four defined analytical cate-
gories, realist assumptions are the foundation and give strategic direction in the document. This is
most notable in assumptions related to power, competition, sovereignty and national interest (NSS
2025, p. 3—4, 23-24). Liberal concepts like cooperation, institutions and norms are present and
often emphasized, but used in a way to support the competitive logic of the strategy: liberal ideas
are incorporated, yet they do not shape the realist argument (NSS 2025, p. 5). Overall, the NSS
appears to integrate theoretical approaches in a structured and deliberate way, instead of reflecting
a contradictory mix of ideas. The following paragraphs dig deeper into the four defined analytical
categories.

(1) Threat perception and strategic competition

The NSS describes the international security environment primarily as one that is defined by
intensified strategic competition. Rival states are viewed as the main sources of insecurity. The
strategy emphasizes the competition in the fields of military, technology and economy (NSS 2025,
pp- 20, 23, 26). Global politics is presented as being shaped by fights over influence and relative
advantage, not by cooperative problem-solving (NSS 2025, pp. 24, 27). Trans-national challenges,
like cyber threats, emerging technologies, and supply chain vulnerabilities, are interpreted through
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a state-centered perspective and are linked to larger patterns of geopolitical rivalries (NSS 2025,
pp. 13—14). This framing reflects a realist view of international politics as a competitive arena,
which is driven by power relations, deterrence, and strategic positioning.

(2) The role of the state, sovereignty and national interest

A second central finding is the strong emphasis on the state and national sovereignty in the
NSS. It identifies the United States as the primary and ultimate guarantor of its national security
(NSS 2025, pp. 3, 6-7). Protecting the US population, territory, and national interests is presented
as the core responsibility of the government (NSS 2025, pp. 8—11). Therefore, national interest is
the foundation and guideline of the US strategic decision-making. Although cooperation with part-
ners is encouraged, international commitments are viewed as conditional and instrumental. They
are not viewed as binding constraints (NSS 2025, pp. 10, 17). As a consequence, unilateral action
from the US is justified when their national interests are at stake.

(3) Cooperation and international institutions

Alliances, partnerships and international institutions play a prominent role in the NSS. Long-
standing alliances like NATO are reaffirmed as key elements of US security policy, but often with
demand for adjustments (NSS 2025, pp. 6, 10, 12). Cooperation with allies needs to benefit the US,
for example through military deterrence, balanced trade and increased collective resilience (NSS
2025, pp. 17-19). Therefore, cooperation is mostly interpreted as instrumental instead of having
inherent value. Institutions are viewed as vehicles for states to increase their political influence: the
focus is deterrence, burden-sharing and an increased US influence. Institutions are not regarded as
independent authorities that are able to restrict state behavior (NSS 2025, pp. 12, 22). Cooperation
appears as a tool for ensuring national power within a competitive international environment, rath-
er than alternative to competition itself.

(4) Norms and values

Norms and values like democracy, human or civil rights, and a rules-based international order
are mentioned and indeed emphasized throughout the NSS. These values are presented as central
to US identity and foreign policy. Nonetheless, the US is not interested in “exporting” democratic
values to states with different viewpoints. In this way, norms and values are mainly a strategic
asset to attract foreign investments or to further the US interests. They are not constraints that can
override considerations of power and national interest (NSS 2025, pp. 9, 12, 16, 26-27, 29).

Summary of findings

Across all analytical categories there is a pattern in the NSS: a consistent emphasis on au-
tonomy, strength, relative power and security. Liberal elements are not treated as independent
sources of authority: they appear selectively, primarily when they reinforce deterrence, credibility,
or influence. This indicates that the core of the 2025 NSS is realist, liberal concepts are used to
strengthen the realist approach. As a result, there is no competition between theoretical approach-
es, but a clear hierarchy: realism first, liberalism second. Table 1 summarizes the core findings of
the analysis and illustrates the hierarchical integration of realist and liberal logics across the four
analytical categories.
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Table 1. Realist and Liberal Logics in the 2025 NSS

Analytical category Dominant logic Empirical findings

(1) Threat perception and strategic Realism Security environment framed as state-based
competition strategic rivalry
(2) The role of the state, sovereignty Realism National interest prioritized, fundamental po-
and national interest litical unit defined as the nation-state
.(3) Coqp eration and intemnational 1nstrumental liberal- Alliances as force multipliers, not constraints
mstitutions 1sm

Muted liberal rheto- Values framed as strategic assets in competi-
(4) Norms and values . . . .

ric, realist function tion

DISCUSSION

The analysis of the 2025 NSS indicates that realist and liberal logics are not treated equal-
ly. Instead, the document shows a clear hierarchy in which liberal concepts are integrated into
a predominantly realist framework. Although concepts like cooperation, institutions and norms
are discussed and featured in the strategy, they are embedded in realist assumptions about power,
competition, and national interest. This shows an understanding of realism and liberalism not as
competing theories, but as complementary heuristic perspectives.

From a realist point of view, the NSS is closely aligned with main assumptions about the
anarchic international system and the important role of the state as the main security actor. Real-
ism views international politics as an area in which states try to ensure their survival and relative
advantage under uncertain or insecure conditions. The NSS emphasizes this logic highlighting
great-power competition, deterrence and autonomy. Even when addressing non-traditional chal-
lenges like migration, the concept of power and security are predominant. This reinforces the
realist orientation of the strategy.

At the same time, the NSS uses elements commonly in liberal theory. Liberalism highlights the
potential of cooperation, views institutions as system stabilizers and treats norms and interdepend-
ence as deterrents to conflict. In the NSS, alliances, partnerships and supranational institutions are
presented as important to the US security. However, their function is instrumental: institutions are
valued for their capability to enhance deterrence, share burdens and multiply influence of the US.
This reflects the realist standpoint that institutions are a tool for advancing national interests and
do not possess the ability to constrain state behavior or have autonomous authority.

The treatment of norms and values shows the hierarchical relationship: democracy, human or
civil rights and a rules-based international order are mentioned, yet they are framed as potential
strategic advantages and a source of legitimacy. Norms are not meant to be binding constraints, but
tools to increase influence. Therefore, norms are not viewed as superior values that can transform
state behavior: they are instruments to legitimize strategic priorities.

Overall, the NSS shows that liberal language can be integrated into a fundamentally realist
strategy without changing the realist framework. This could be interpreted as strategic pragma-
tism, as this strategy is not a scientific paper on distinguishing theories in International Relations.
The observable hierarchy in the NSS emphasizes the continued relevance of realism for explaining
state behavior, but also the importance of liberal elements. This holds even from a mainly realist
point of view.

CONCLUSION

This article examines the 2025 NSS through the analytical frameworks of realism and lib-
eralism. Using a qualitative document analysis, it shows that the strategic core of the NSS is
predominantly influenced by realist assumptions: power, geopolitical rivalry, sovereignty and the
importance of national interest and security are main considerations. Although liberal elements
like cooperation, international institutions and norms are articulated, they are primarily used as
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tools to support the realist orientation of the strategy.

The findings show that the NSS employs a hierarchical integration of these two theoretical
logics rather than a balanced synthesis. Realism is the framework within which strategic priorities
are formulated, while liberal concepts are incorporated when it suits the realist logic: Alliances and
institutions are viewed as power multipliers and norms and values are stated as sources of influ-
ence within an explicitly competitive international environment. International commitments of the
US are reaffirmed, but only if they are practical for the US interests.

The article contributes to policy-oriented security studies in two ways. First, it offers an early,
theory-driven assessment of the 2025 NSS without relying on lengthy theoretical comparisons or
extensive empirical evidence. Second, it shows how classical International Relations theories can
be employed for the analysis of current security strategies within a limited scope. Further research
could explore how these strategic logics are translated into policy practice or how the 2025 NSS
compares with earlier strategies to showcase changes or continuations.
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PEAJIM3MBT HA ITbPBO MSCTO? PEAJIMCTUYHA U JIMBEPAJIHA JIOI'HKA
B CTPATETUATA 3A HAIIMOHAJIHA CUT'YPHOCT HA CAI 3A 2025 T.

Peztome: Cmpameeusama 3a nayuonanna cueyprocm (CHC) na Cvedunenume wamu, nyonukysama npes
Hoemspu 2025 2., ouepmasa oyenxkama Ha CAILL] 3a mesxcoynapoonama cpeoa 3a cU2ypHOCm U HelHume
cmpamezuyecky npuopumemu. Tasu cmamusi auaiu3upa Kaxk pearucmuyHume u aubepaiHume meopuu
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ca ompaszenu 8 0okymenma. Msnonszeaiiku xawecmeen anaiuz Ha ooxkymenma, CHC ce pazenexcoa xamo
NOMUMUYECKU MEKC, CbObPICALY NPEONONONCEHUs. 3A GIACMMA, CY8epPeHumemd, CbmpyoOHULecmeomo u
Hopmume. Peanuzmvm u aubeparuzmvm ce npunaeam 6 uemupu aHarumuynu kameopuu: (1) evanpuemane
Ha 3annaxume, (2) porama Ha Ovporcasama u cyseperumema, (3) compyoHuyecmeo u uncmumyyuu u (4)
Hopmu u yennocmu. Pesyimamume noxkazeam, we me3zu meopemuuny 102Uk ce U3noI36am NoO-CKopo le-
PAapXuyHO, OMKOIKOMO CuMempuyto. Peanucmuunume npeononodicenus 3a gnacmma, cmpame2uieckama
KOHKYpeHyus u Hayuonannuus unmepec ca 8 ocnosama na CHC, doxamo aubeparnume enemenmu, Kamo
CLMPYOHUYECBO, UHCIUMYYUU U HOPMU, ce U3NOA36am uHcmpymenmanuo. Kamo ysno cmpamezusma
OmMpasaea peanucmuyHa OPUeHmMayusl ¢ U3OUPAMeITHo NPUIAeanu TUOepaIHy eneMeHmu.

Kniouoeu oymu: Cmpameeus 3a nayuonanna cucypuocm na CAILL]; cmpameeuuecka KOHKypeHyus,; peaiu-
3oM U AUOEPATUZLM, ATUAHCU U UHCIMUMYYUU, AHATU3 HA NOTUMUKAMA 30 CUSYPHOCTH

JManunesa Pyrkoscku, I'pad ¢pon LBaiinnn yun Kpaiin ®@paiixep ¢pon Kaynep, noxkropanr
YHuBepcureT 1o OubIMoTeK03HaAHUE U MH(GOPMAIMOHHU TEXHOJIOTUU
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Abstract: The evolution of healthcare delivery models is accompanied by a profound shift in soci-
etal awareness, increasingly framing healthcare as a pivotal element of both social stability and
national security. This article examines two contrasting approaches to healthcare: patient-cen-
tered care at the individual level and the strategically and economically oriented perspective of
the European Commission. The aim is to delineate the differences and commonalities between
these models, to discuss a theoretical framework for their integration, and to deliberately create
space for future developments and discourse. The article first analyzes existing care models and
discusses the strategy of the EU Commission in this context, which remains primarily at the sys-
temic macro level despite patient-oriented objectives. Strengthening national security is achieved
through these objectives. This article should be viewed as a catalyst and impetus for the further
development of a shared, sustainable, and comprehensive approach.

Keywords: National Security;, Healthcare, Delivery-Models, Contradictions,; Patient centricity

INTRODUCTION

The developments to improve healthcare have led to significant changes in people’s awareness.
Societies shaped by original public health structures have increasingly recognized the relevance
of care models at the individual and local level and are beginning to integrate this importance into
individual health thinking. However, this development is not only relevant for health and social
policy, but also has an increasing impact on national security. Efficient health care strengthens the
resilience of societies to crises, pandemics and demographic challenges and thus represents a key
factor for the stability and functioning of modern states. Against this background, this essay exam-
ines the impact of improving health care as a factor in strengthening national security.

The health care system is not only a socio-political care sector, but an active part of the na-
tional security architecture. As part of the critical infrastructure, it ensures the maintenance of
essential medical services and makes a significant contribution to the functioning of state and
social structures. Health care is now seen as part of national security because modern societies
are highly dependent on the health of their populations and the functioning of their care systems.
Global health threats, the lessons learned from pandemics, and new demographic, technological,
and climate-related risks have shown that health crises can have significant impacts on the econo-
my, public order, and political stability. The importance of a resilient health care system in terms
of security policy is particularly evident in crisis situations. The ability to identify health risks at
an early stage, provide care capacities and effectively protect the population is increasingly being
discussed under the concept of “health security”. At the same time, efficient health care strength-
ens the social resilience and crisis resilience of modern countries.

The object of this study is the health care system as a security-relevant social infrastructure.
The subject of the analysis are different care and control models of the health care system as well
as their significance for security policy. The aim of the essay is to assess their contribution to
societal resilience, security of supply, and strengthening national security. From this perspective,
health care and health policy are not understood exclusively as social or economic fields of action,
but as central elements of comprehensive security provision.

Based on the idea of an individual level of care with a low threshold, several models interweave
in their functional scope and show partly identical care profiles. However, with many overlaps,
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these results have not yet been fully researched and are constantly confronted with new findings.

The paper examines two different approaches to health care. The focus is on the model of
patient-centred care as well as the strategic and economically oriented management approaches
of the European Commission. By analysing their similarities, differences and potential linkages,
it examines the contribution that the respective models can make to the resilience of the health
system and thus to national security.

Other points of discussion for the future should not go unmentioned here. This can be done
by introducing further structural possibilities, such as the dissemination of the care base through
the introduction of the principles of public health in conjunction with municipal care models, the
strengthening of health literacy, the use of innovative research (predictive risk identification) and
technological possibilities (e.g. digitalisation). The illustrated developments of care models with
systemically relevant strategic control intentions are therefore of considerable importance for na-
tional security.

RESEARCH METHODOLOGY

The present work is based on a theoretical-conceptual methodology: The focus is on qualita-
tive analyses and comparative considerations. The aim is to systematically analyze central models
of health care, patient-centered care and value-based health care. Overlaps and differences must be
worked out and possible approaches to integration discussed.

The methodology is based on a literature and document analysis. To this end, primary
sources, publications of the European Commission, documents of the World Health Organization
and secondary literature from scientific journals and relevant theoretical work on care models
were evaluated. The aim was to identify the conceptual basis of patient-centered care as well as
value-based health care, to extract central principles, norms and evaluation metrics and to discuss
their applicability to practice.

The thesis uses comparative analysis methods: Central dimensions such as goal orienta-
tion, normative basis, evaluation methodology, inclusion of subjective patient experiences as well
as systemic versus individual levels of observation were defined and compared. Models such as
“person-centred care®, “holistic care®, “interprofessional care* and “community-based care* were
evaluated with regard to their overlap with patient-centred basic principles. In addition, concepts
from research were considered in order to increase the operationalization of subjective patient
experiences and. measurable standards. The aim is to identify approaches to converge the micro
level of patient care with the macro level of EU value-oriented governance. The methodology is
exploratory and conceptual and not an empirical study. Rather, the focus is on the synthesis of
theoretical approaches, the analysis of norms and control logics, and the discussion of possible
integration approaches. This approach lays the basis for future empirical studies, pilot projects and
policy recommendations.

RESULTS

Part I: Models of Health Care in Relation to Patient-Centered Care

The “person-centred care model*“ expands patient centricity with the involvement of the
person with the involvement of the environment. This includes socio-cultural facts as well as the
daily living environment. From the perspective of the World Health Organization, the inclusion of
individuality with the living environment and participation in environmental processes is essential.
The approaches (with patient-centeredness) are almost identical. Only the totality of the inclusion
of the individual results in possible ambiguities in differentiation, which at this point results purely
in a discussion of conceptual representation. (WHO 2015). From a national security perspective,
the impact of patient care is rather indirect.

The model of “shared responsibility” focuses on the implementation of patient-centered
care in daily operations. The partnership-based decision-making processes between the patient
and healthcare professionals is also a central part of patient centricity. Shared responsibility sup-
ports national security through higher adherence to therapy. Compared to system-related models,
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there is less direct significance. The overlap with patient centricity is almost complete. The model
strengthens autonomy and adherence in a therapeutic sense. Limitation results from the time ex-
penditure, which has a restrictive effect due to the communication needs (Elwyn et al. 2012). The
literature describes the central model of shared responsibility as an extension of patient-cen-
tered care to the level of mutual exchange. From this point of view, this seems important as
an empirically sound and practice-oriented patient-centered component.

The “holistic care model” includes not only physical but also mental, social and other perspec-
tives of health. There is a lot of overlap with patient-centered care, as both emphasize individuality.
Discussions on the holistic care model result from the comprehensive, broad definition of the holistic
approach with different interpretive spaces in practical application (Gordon 1982, pp. 546-551). The
recording in the literature shows one of the original definitions of the holistic care approach, more
up-to-date sources from the NCI (National Cancer Institute) are currently not available. This model
indirectly contributes to national security through a focus on strengthening the resilience of society.

The “Model of Interprofessional Care” aims to improve communication and coordination
between professional groups. This approach supports patient-centricity at the structural level. The
overlap is high, as a wide range of knowledge with deep professionalism ideally completes the
patient-centricity and also supports implementation in detail. (2025 Regents of the University of
Minnesota 2017). The controlled and secure cooperation of the various health-related professions
supports rapid, often adaptive reactions in critical situations. National security is significantly
strengthened by this model. There is a need for discussion both in the organizational process and
the communication between the participants. Interprofessional care is considered a structural sup-
port for patient centricity. Roles, dialogue and joint design of work processes appear to be essential.

The model of the “continuity of supply” has a confidence-building effect and provides both
security and quality in the result. All of these elements are also included in the nucleus of pa-
tient-centered care (Haggerty et al. 2003). The approach is highly complementary and even
more firmly rooted in the structures. From the point of view of national security, a secure
supply process is extremely important. As one of the central issues, the continuous maintenance
of medical care in crisis and conflict phases is extremely important. The model ensures stability
and trust in the state infrastructure in relevance to national security.

The “Model of chronic care” aims at the care of chronically ill people. In the approach, some
parts of patient-centeredness are included, such as support for self-management and joint coping
in the form of team building. However, the restriction to chronic diseases is a major limitation to
the patient-centered model (AHRO Agency for Healthcare Research and Quality 2009, pp. 2-3).
This model is highly relevant for national security. Secure care of chronically diseased parts of a
population ensures stability and productivity.

Within the framework of the National Cancer Institute (NCI), the care model has gained
importance. Within the framework of this institution, the reference to chronic diseases and pa-
tient-centered self-management promotion is essential.

Other models with little to partial theoretical overlap with the patient-centered care
model are:

The “Model approach of integrated care” aims to optimize systems and processes across
departments. Although “patient centricity* as well as “integrated care* strive for a holistic view,
the elementary difference between relationship and individual orientation versus system orien-
tation is a significant difference. For international comparisons and perspectives, the universally
recognized framework of integrated care is essential. It offers room for the expansion from pa-
tient-centered to person-centered and subsequently to integrated care. The literature source cited
is a basic document on integrated care and differentiates between system and patient orientation.
(WHO Secretariat 2016, pp. 1-4). The conception of this supply process is highly relevant for na-
tional security. The coordinated and interlinked cooperation of all health-relevant areas reinforces
the limits of health care.

Community-Based Care Models (CBC) focuses on regional resources, community work
and socio-spatial approaches. The model expands the patient-centered care approach to include
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social determinants. The overlap is only partial, but the importance for vulnerable groups should
be emphasized (WHO 2018). The background to the municipal supply model and the social deter-
minants also appears to be significant. These are therefore indirectly relevant for patient centricity
at the defined municipal level. A pending topic in this context would be the joint consideration
of patient-centricity and community interdependence in a defined environment according to the
principles of Population Health. However, this is not the content of the article in question. Com-
munity-Based Care Models Municipal care models strengthen national security by supporting
vulnerable groups. This will strengthen social cohesion. National security aspects are supported by
improving local resilience in crisis situations.

The Value-Based Healthcare Model is oriented towards patient-related results. The eco-
nomic perspective is in the foreground. The model is relevant for this article, as the European
Commission has been emphasizing the importance of this model since 2021. The design shows
conceptual similarities with the outcome orientation; However, differentiation is given by eco-
nomic preference (European commission Expert Panel 2021, pp. 1-2). This model contributes to
national security through measures for the stability of health care. This is achieved through a focus
on resource management and financing.

An overview of the approaches and models shows clear overlaps in the objectives. The rele-
vant modern health care concepts. Identified overlaps make it clear that patient-centered care can
serve as a central frame of reference for modern care. The efficiency can be particularly evident in
a partial interlocking of different models. For further in-depth study of the topic, patient centricity
and value-based health care will thus be subject to a joint consideration. The care models pre-
sented in Part I are relevant for national security as a whole, as they show different approaches to
stabilization, resilience and sustainable performance of health systems. Overall, all models show
different contributions to the stability, resilience and performance of health systems. However,
those models that directly strengthen the functionality of critical health infrastructures and the
crisis resilience of care are particularly relevant to safety.

Part II: The Macro Level of the European Commission

The EU shows economic and results-oriented perspectives of modern care. Thus, the criti-
cal demarcation between patient-centered and value-based health care reaches the center of
consideration. Macro-level: resource-coordination and crisis-management can strengthen national
security. Health-institutions may use regulated performance measurement to identify deficits in
care. In event of crises this becomes relevant. On micro-level despite crises and bottlenecks the
continuous supply is important to maintain the trust and confidence of the population.

Although the European Commission’s perspective intends to further develop the value-based
care concept in a patient-oriented way, it ultimately remains at the systemic macro level. This
creates a conceptual gap between individual patient orientation and overall population-related out-
come orientation as a value basis. The EU’s strategy shows economic and result-oriented perspec-
tives of modern care, thus creating a discussion with a critical distinction between patient-cen-
tered care and value-based health care.

The demarcation between patient-centred care and value-based healthcare as a future govern-
ance model of the European Commission Patient-centered care and value-based health care are
among the influential guiding concepts of modern health care. While patient-centricity emphasizes
the individual perspective of the patient, value-based healthcare focuses on the best possible de-
sign of health-related outcomes in relation to the costs incurred at the system level. Both models
are at the centre of international reform discussions, but are subject to different standards and
methodologies in their respective conceptions. This article analyses the main demarcations be-
tween the two approaches and evaluates the European Commission’s perspective. With the model
of economically oriented result optimization, this is positioned as a strategic framework for fu-
ture health reforms in Europe. The political-social dividing line between patient-centered and val-
ue-based healthcare is relevant for national security. It requires different governance approaches to
pursue goals such as societal stability, economic efficiency and robust resilience.
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A central distinguishing feature is the respective goal orientation. Patient-centeredness focuses
on the preferences, values, and subjective health goals of the individual. The Institute of Medi-
cine defines this as care that aligns decision-making together with the patient and is also oriented
towards his or her individual life circumstances. Thus, a cross-reference to all other models and
approaches with the inclusion of social determinants of health would be appropriate for further in-
depth (Institute of Medicine 2001). The European Commission’s health care strategy, on the other
hand, pursues a population-based, whole-of-society goal: maximizing the “value® of treatment.
According to the definition of the method used, the European Commission believes that this value
arises when clinical and patient-relevant outcomes are improved in relation to costs (European
commission Expert Panel 2021, pp. 1-2). The European Commission’s healthcare focus is relevant
to national security. This comprehensively addresses the resilience of European health systems at
the population level. This focuses on positioning for the objective quality of results. The inclusion
of the subjective patient experience is thus indirectly reduced.

This results in a clear distinction: patient-centeredness evaluates the success of treatment at
the micro level and individually; The strategy at the level of the European Commission looks at
health care from a macro perspective and evaluates success on the basis of standardised outcome
metrics.

Standardization: Human Medicine vs. Economic Model Applications

Patient-centeredness is based on a humanistic and ethically sound understanding of the patient
as an autonomous and self-determined person. The relationship between patient and specialist is
understood as a central component of care. This field of relationships is stronger as a framework
(albeit subjective) in qualitative depth. The underlying pillars are respect for the individual, appre-
ciation and patient empowerment in the sense of self-determination.Standardization discussions
are relevant to national security. Evaluation mechanisms based on this have an impact on com-
parability, crisis management and resource optimisation in health care. In contrast, the European
Commission steers goals such as efficiency control, rational consideration of the use of value and
benefits gained on the basis of basic health economic principles. Based on the experience gained
from the pandemic, all questions of resource management, especially personnel capacities, have
received special attention. The European Commission stresses that the value is justified if the re-
sults are improved in relation to the costs (European commission Expert Panel 2021, pp. 1-2). This
approach is therefore much less focused on interaction with the patient. As a model, it is a strategic
control concept for health systems. To differentiate: The systems act on opposing levels — on the
relationship micro level and on the system-related macro level.

Patients, bearers of subjective experiences versus EU Commission with measurable
standards

The real value of involving patients in the process is gaining experience. The model evaluates
the quality of care based on the subjective perception of the patient. These include aspects such
as satisfaction, perceived involvement in decisions, relationship of trust with the other person in
the context of care or individual quality of life. A comparison of subjective patient experiences
and measurable standards are relevant for national security due to the analytical findings. Con-
flicts between the two care polarities become transparent. Nevertheless one implication of pa-
tient-centered care reinforces national security: trust in care institutions. Help on individual level
strengthens social cohesion. In crisis situuations in turn this results, that citizens increasingly fol-
low health-related orders. Result: patient centeredness leads to increased resilience on a societal
level. Also value orientation has an positive effect on resilience on the systemic health-care level.
The value-based care model operates predominantly with standardized metrics. These can refer
to mortality rates or disease frequencies related to certain diseases. Multimorbidity has gained
significant importance due to the shift from death-related diseases to chronic conditions. The Eu-
ropean Commission’s intentions to take into account indicators on qualitative values such as life in
general, processes and the efficiency of cost use in the model are increasingly and positively. Only
these key figures can be used to compare healthcare facilities. The reason behind these efforts is to
be found in the fact that only with such “evaluations” are comparisons of sub-populations, occu-
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pational groups, regional differences or treatment routines possible. Even if this indicates a macro
shift towards patient centricity, this can currently only be seen as a tool for improving results-based
reimbursement systems.

To differentiate: Patient-centeredness is based on subjective, individual criteria, while the
value-oriented model is based on objective, quantifiable criteria. The differentiation between the
micro and macro levels is highly relevant for national security. It is evident that individual health
care and state health control pursue different security policy objectives. These differences illustrate
that while the European Commission’s approach takes into account patient-relevant outcomes,
it inevitably reduces or excludes aspects of subjective patient experiences if they are difficult to
measure or not standardise.

The European Commission’s directive is “Affordability of health care for a defined pop-
ulation”

Other not insignificant differences lie in the respective social perspective. Patient centricity is
relationship-dependent, situational-dynamic and is primarily oriented towards the care mandate
for individual patients. In contrast, the EU Commission considers the comprehensive benefits for
entire populations and health care systems. The European Commission explicitly sees its strategy
with the value-based model as an approach to reforming and increasing the efficiency of European
care systems. Thus, it also uses this model as a control tool with the aim of using it across systems
(European commission Expert Panel 2021, pp. 1-2).

Convergence of models: initiatives and changes in society

The distance between the models is considerable due to the viewing planes (micro versus mac-
ro). Within this context another argument emerges: neither of these 2 models is capable to satisfy
national interests on ist own. Only an integrated approach will have a chance to contribute to na-
tional security. This will be a socially oriented adaptility on the one hand through patient centric-
ity an defficiency on the ooperational level on the other. However, there are some considerations
as to how this gap could at least be reduced: The following starting points are suitable for bridging
the gap between patient-centered and value-based models: The convergence of patient-centered
and system-oriented models strengthens national security. Adaptive healthcare systems are better
able to respond to crises, societal changes and demographic developments.

PROMS (Patient-Reported Outcome Measures): By surveying patients about the treatment
results (in the form of questionnaires), patients themselves indicate how they perceive their condi-
tion according to their subjective perception (pain perception, functional self-assessment, quality
of life). In this way, therapy results are recorded from the perspective of the patients. PROMS
make the quality and effectiveness of medical care measurable. Better system control and resource
planning in general support national security.

PREMS (Patient-Reported Experience Measures)Is the method by which patients record their
experiences and experiences in the therapeutic process (also in the form of questionnaires). This
can include discussions with the actors in the therapy, the content of information, waiting for the
next treatments and involving the patient in essential stages and decisions. It captures the per-
ceived form of treatment and appreciation of the individual. PREMS are indirectly relevant to
national security through patients’ experiences. Indirectly through the overall stabilizing effect.

By incorporating the functions of the joint decision-making model, it can also be ensured
that the individuality of the patient and his needs are not lost in the standardized treatment paths.
With a classification of results at the level of individual results, both qualitative and quantitative
criteria can be taken into account more strongly. This brings the value-based strategy a step closer
to patient orientation. The increasing penetration of society with digital tools and platforms will
also enable a continuous convergence of the two levels of care. Part II clarifies central aspects of
strategic management. Orientations such as efficiency and increased resilience of modern health
systems show the relevance for national security. Adressing individuals and a macro-level system
are two complementary security dimensions. Micro takes care of individuals, their trust and thus
also the resilience of communities. The performance of healthcare-infrastructure and structural
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weakness-detection is the macro dimension. A combination of these two might significantly im-
prove national security.

CONCLUSIONS

The comparison of patient-centered care and value-based health care makes it clear that these
are not competing concepts in the narrower sense, but models that start at different levels of the
health care system and pursue different control logics. The analysis shows that the delimitation
runs mainly along three dimensions: goal orientation, normative basis and methodology of evalu-
ation. The national security analysis-perspective also demostrates, that both approaches address
different but equally important dimensions of resilience. Both dimensions are indispensable to
maintain stable and resilient societies.

Patient-centeredness is normatively anchored in the humanistic and ethical understanding of
the autonomous individual. It measures quality primarily by subjective criteria such as perceived
involvement, trust, satisfaction and individual quality of life. This means that it remains highly
contextual, situational and difficult to standardize, but it unfolds its particular strength where care
is understood as a partnership-based, relational process.

In contrast, the European Commission pursues an explicitly health economic perspective with
the model of value-based health care. The value of care is defined here as the ratio of measurable
results to resources used. This logic is highly relevant for the governance of complex health care
systems, especially under conditions of limited resources, demographic change and growing multi-
morbidity. The standardization of indicators enables comparability, transparency and system-wide
learning processes, but inevitably reduces the consideration of individual, subjective patient expe-
riences.The conclusion of this paper is therefore that the European Commission’s strategy, despite
its increasing openness to patient-relevant outcomes, remains structurally distant from patient-cen-
tered care. Healthcare has found a strategically important place. It involves the resilience of the
population and the maintenance ot the most important supply necessities. It strengthens the ability
of state institutions to act in crises. A comparison of the two orientations must therefore not end
in a profane debate on health care reform. It is necessary to bring together the two opposing ap-
proaches into a complementary approach to achieve social stability and national resilience.

For the extended discussion, the question arises as to how patient-centered principles can be
operationalized in such a way that they can be integrated into value-based control models with-
out losing their qualitative and ethical depth. Future research efforts and health policy should
therefore increasingly investigate hybrid model approaches. Subjective patient experiences, social
determinants, and efficiency can serve as guidelines and frameworks in context. Modern health
care is therefore a central component of national security. The effects on the stability of society
as well as on the functional performance of state systems are given. Patient-centeredness brings
about trust, individual resilience and social stability. The European Commission’s results-oriented
considerations for resource optimisation are aimed at crisis management, ageing societies and
multimorbidity. The analysis clearly shows a need for improvement between subjective patient
expectations and system-optimizing control requirements at the macro-economic level. National
security considerations will require the development of hybrid models in the future. It is important
to integrate human-ethical dimensions and systemic feasibility into a care system. Finally, from
the perspective of national security: sustainable health systems are an essential prerequisite for
societal resilience, political stability and long-term security.
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Abstract: Human factors contribute a critical part to personnel security and information security,
as security effectiveness relies not only on technical and organizational measures but fundamental-
ly on human behavior, decision-making, and organizational culture. This article discusses humans
as both risk and protective factors, putting emphasis on the impact of psychological influences,
insider threats, leadership, and security culture. It investigates the relationship of personnel and
information security and concludes that sustainable security can be only achieved by considering
human competencies, ethical values, training and technical safeguards within a holistic security
framework.

Keywords: Human Factors, Personnel Security; Information Security; Security Culture

INTRODUCTION

Current corporations base their security no longer on technology, procedures or legal compli-
ance alone. To an increasing extend, research implies the critical role of people in both personnel
security and information security. Individuals can be seen as an interface between organization-
al goals, technical systems and regulatory frameworks, by forming outcomes through behavior,
decision-making and the obedience to protocols (Reason 2024, pp. 23-26; Coleman 2023, pp.
14-16). Understanding people as a factor is therefore highly important for creating stable security
architectures that prevent, detect and respond to threats. This article evaluates how psychological
organizational and ethical aspects have an influence on security performance and examines the
relationship of personnel security, information security and corporate culture.

RESEARCH METHODOLOGY

This study uses a qualitative literature-based approach to investigate the share of human fac-
tors in personnel and information security. The empirical research, industry papers and standards
(e.g., ISO/IEC 27001, European Union Aviation Safety Agency Human Factors Report) were re-
viewed systematically to find key topics, trends and academic results related to human behavior,
inner threats, leadership, and security culture (Singhal 2024, pp. 35-37; Drescher & Moll 2024,
pp. 69-71). The investigation combines insights from psychology organizational studies, and cy-
bersecurity to give a detailed overview of the influence of human factors on security outcomes. It
pays special attention on synthesizing evidence to inform holistic security strategies that combine
technical organizational and human-centric measures.

In addition to that, the study conducts an analysis to categorize and evaluate repeating patterns
in the literature while focusing on cognitive biases, decision-making processes, communication
dynamics and stress-related factors which could disturb security-relevant behavior. By evaluating
both preventive and corrective means — such as security awareness training, leadership practices,
and incident response guidelines — the research indicates the important role of corporate context in
shaping individual behavior. The results underline that a sustainable security framework cannot be
achieved solely through technical controls but also through a resistant security culture based on an
ongoing learning process, accountability and adaptive governance structures.

RESULTS
The human factor plays a critical role in personnel security and information security, as secu-
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rity cannot be granted exclusively by technical systems, organizational structures or formalized
regulatory frameworks. It is rather shaped significantly by human behavior, individual attitudes,
perceptions and cognitive as well as social decision-making processes. Security can thus not be
understood as a condition which is either objective or technical, but as a socially constructed
phenomenon that emerges from the interplay of individual, organizational and societal contexts
(Schein 2017, pp. 18-20). Within security-relevant companies, people simultaneously work as car-
riers of security-enhancing capabilities and as potential risk factors. This results in an inherently
ambivalent security framework that requires preventive, detective and reactive measures (Reason
2024, pp. 23-26).

From the stance of personnel security, this instance shows especially in insider threats, rule-de-
viating behavior and susceptibility to attacks of social engineering. These risks are often not caused
by a dedicated bad intent but rather come from cognitive limitations, habitualized behavioral pat-
terns, work-related stress or a lack in security awareness (Greitzer et al. 2019, pp. 3—7; Nurse et
al. 2018, pp. 11-14). When it comes to information security, human error is still seen as the main
cause of security incidents, mainly due to insufficient password management, false data classifi-
cation and incomplete or inconsistent policy implementation (Verizon 2024, pp. 27-31; ENISA
2023, pp. 42-45). These individual issues are further increased by organizational factors such as
insufficient structures of leadership, roles and responsibilities and inadequate mechanisms of in-
centives and supervision (ISO/IEC 27001:2022; Sasse, Brostoft & Weirich 2001, pp. 122—-125).

At the same time, human actors constitute a critical resource for ensuring organizational se-
curity, as their situational awareness, experience-based knowledge, and capacity for context-sen-
sitive judgment contribute substantially to the early identification of deviations and the effective
management of novel threat scenarios (Hollnagel 2014, pp. 67-71; Dekker 2017, pp. 98—102).
Concepts such as Just Culture and High Reliability Organizations illustrate that a high level of
security is strongly dependent on organizational learning capability, transparent communication,
and an institutionalized culture of trust (Reason 2016, pp. 149-153; Weick & Sutcliffe 2015, pp.
9-14). Effective security management therefore requires an integrated, human-centered approach
that systematically accounts for both the limitations and the potentials of human actors. This in-
cludes, in particular, the development and institutionalization of a robust security culture, active
and visible leadership commitment, and the implementation of continuous training and aware-
ness programs that align individual behavior with the organization’s strategic security objectives
(EASA 2016, pp. 21-25; BS1 2023, pp. 56-60). By integrating human factors consistently into the
architecture of security and the structure of governance, corporate resilience can be raised sustain-
ably and both the likelihood as well as the possible impact of security incidents can be significantly
lowered (Hollnagel, Woods & Leveson 2006, pp. 4-8).

The Role of the Human Factor in Personnel Security

The main target of personnel security to protect organizations from security-relevant risks that
emerge from the behavior of employees, managers, contractors and other external actors who have
legitimate access to corporate assets, information or key processes. These risks comprise a broad
field of threat vectors, including insider threats, negligence, policy violations, misconduct, corrup-
tion, sabotage and targeted influence operations conducted by third parties in order to make use of
trusted access (Greitzer & Frincke 2019, pp. 61-62). In contrast to solely external risk scenarios,
personnel-related risks often arise within established organizational structures and are therefore
harder to detect, prevent, and resolve.

A remarkable share of security incidents do stem not from external cyberattacks or physical
intrusions but from internal instances embedded in corporate routines and human behavior. Re-
current drivers of such incidents include a lack of security awareness, a limited organizational
commitment, role ambiguity, conflicting incentives and structural deficiencies in governance and
oversight mechanisms (Pfleeger et al. 2015, pp. 42—45). In many cases, unfavorable results come
less from malicious intent but rather from cognitive overload, time pressure, normalization of de-
viance or a missing synchronization of formal security policies and everyday operational practices.

Taking this into account, the human factor can be identified as a dominant risk driver within

142



Human Factors in Personnel Security and Information Security

personnel security structures. However, reviewing personnel security mainly in terms of monitor-
ing, surveillance and disciplinary control oversimplifies the multifaceted social, psychological and
organizational dynamics that define security-relevant behavior. Relying too much on control-based
approaches may even result in counterproductive outcomes by reducing trust, discouraging report-
ing behavior and lowering intrinsic motivation to act securely. The current empirical findings in
organizational behavior and security therefore highlight the requirement of integrating behavioral
science, leadership practices and cultural interventions into personnel security frameworks.

However, human actors should not only be seen as possible sources of risk but also as crucial
carriers of security competence and resilience. An individual focus on security, ethical responsibil-
ity and consistent adherence to established rules and procedures results in a substantial preventive
effect on the emergence of threats and a significant reduction of both the probability and impact of
security incidents. Empirical findings show that firms characterized by a strong and internalized
security culture face substantially less harmful events than organizations that are based mainly on
compliance controls and reactive enforcement mechanisms (Coleman 2023, pp. 14-16).

According to this, efficient personnel security requires the implementation of a shared organ-
izational security identity that embeds accountability, trust and proactive risk management across
all hierarchical layers. Rather than focusing on sanctions, surveillance and deterrence alone, sus-
tainable personnel security strategies should highlight leadership engagement, transparent com-
munication, continuous education and participatory governance structures that include security
as a common organizational value. This transition from a control-based paradigm towards a hu-
man-centric approach built on cultural values represents a crucial prerequisite for improving long-
term organizational resilience.

Human Factors as a Foundation of Information Security

Within the area of information security, the human factor plays a critical role, as the effective-
ness of technical and organizational safeguards is highly dependent on human behavior. Informa-
tion security is based on the core principles of confidentiality, integrity and availability (CIA triad),
while each of them is based on the decisions, awareness and compliance of individuals inside the
company (ISO/IEC 27001 2022, pp. 7-9). Violations of these principles are rarely happening only
due to technical issues; empirical evidence consistently shows that human error, negligence or
insufficient training are the main reasons to information security incidents (Singhal 2024, pp. 35—
37). This often leads to an inappropriate handling of access credentials, weak or reused passwords,
unencrypted data transfers, proneness to phishing and social engineering attacks and accidental or
intentional revelation of sensitive information.

While technological safety measures such as firewalls, encryption mechanisms, multi-fac-
tor authentication and intrusion detection systems build the structural foundation for information
protection, their effectiveness strongly relies on compliant, informed and contextually aware user
behavior (Pfleeger et al. 2015, pp. 46—48). Without appropriate human commitment — through
adherence to policies, correct usage of security protocols and participation in awareness programs
— technical controls remain insufficient, leaving critical vulnerabilities open. In this regard, the
human factor acts as a critical interface between technological security measures and organization-
al processes, supporting the translation of formalized security policies into operationally secure
practice.

Furthermore, current research highlights the complex interplay between cognitive, social and
organizational factors of information security behavior. Cognitive biases, workload pressures, in-
sufficient feedback mechanisms and conflicting incentives can all weaken secure behavior even
among a well-intentioned workforce (Greitzer & Frincke 2019, pp. 61-62; Nurse et al. 2018,
pp. 1-11). As a result, effective information security management needs a holistic approach that
integrates technical, organizational and human-centric measures, including ongoing trainings,
role-specific awareness programs, incident reporting mechanisms and the cultivation of a omni-
present security culture. By taking care of human factors in advance, organizations can signifi-
cantly lower the probability and impact of security violations, thereby reinforcing resilience across
both technological infrastructures and operational workflows.
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Psychological Determinants of Security Behavior

Psychological factors have a high influence on security-related behavior. Cognitive biases,
habituation effects, risk perception distortions and cognitive overload define how individuals con-
sider and respond to security requirements (Gigerenzer 2023, pp. 59-61). Under conditions of high
workload or time pressure, employees usually perceive security regulations as barriers to efficiency
and are therefore more likely to search for informal workarounds to meet their productive targets.

This behavioral pattern indicates that there is a fundamental tension between employee per-
formance goals and the requirements of security. Individuals often work within competing ra-
tionalities, balancing efficiency against compliance. The human factor thus serves as a mediating
instance between organizational objectives and security demands, translating abstract policies into
tangible actions (Reason 2024, pp. 24-25).

Insider Threats and Psychosocial Dynamics

Insider threats are an especially crucial and increasing challenge in both personnel security
and information security. These threats do not only emerge from malicious intention; rather, they
frequently evolve through gradual processes of alienation, declining corporate commitment, per-
ceived unfairness or psychosocial pressure (Greitzer & Frincke 2019, pp. 62—-64).

Factors like financial stress, workplace conflicts, lack of appreciation and leadership deficien-
cies can raise vulnerability to coercion, manipulation or intentional misconduct. Effective person-
nel security therefore needs a holistic approach that extends beyond formal background checks and
access controls. Social integration, job satisfaction, leadership quality and organizational support
mechanisms are critical when it comes to mitigating insider risks (Coleman 2023, p. 15).

Interdependence of Personnel Security and Information Security

Personnel security and information security are inherently inseparable, forming a tightly cou-
pled system in which human actors mediate, interpret and control access to information systems,
data processing infrastructures and communication channels. Failures, errors or intentional vio-
lations within personnel security — such as negligence, insider threats or misconduct — have an
immediate and measurable influence on information security, often evading technical controls and
rendering organizational safeguards ineffective. Empirical studies show that over 70 percent of
severe information security incidents happened due to human error, either directly or indirectly,
including misjudgment, divergence from protocols or insufficient situational awareness (Singhal
2024, p. 36; Nurse et al. 2018, pp. 3-6).

This interdependence highlights the critical necessity of integrated security strategies that
explicitly focus human behavior across corporate domains. Approaches that consider personnel
security and information security as distinct or isolated disciplines risk overlooking their mutual
reinforcement, shared vulnerabilities and the socio-technical dynamics that underpin risk emer-
gence (ISO/IEC 27001 2022, pp. 10—12; Greitzer & Frincke 2019, pp. 4-7). For instance, gaps in
personnel security, such as an insufficient definition of roles, ambiguous responsibilities or insuf-
ficient awareness education, can replicate down to information systems, amplifying exposure to
data breaches, unauthorized access or operational disruption. Vice versa, robust personnel security
measures, including continuous supervision, context-sensitive exercises and the implementation
of a strong corporate security culture, raise the effectiveness of technical controls by aligning hu-
man behavior with policy objectives.

In addition, the interaction between personnel and information security is formed by organi-
zational factors such as leadership engagement, communication practices and incentive structures.
Research in behavioral and organizational security science highlights that interventions focused
only on technical or procedural compliance are not sufficient; they must be supported by meas-
ures that foster intrinsic motivation, ethical responsibility and situational alertness (Pfleeger et al.
2015, pp. 46—48; Coleman 2023, pp. 14—17). Integrated security frameworks that take both the
human and technical dimensions into account enable organizations to anticipate, detect and miti-
gate threats better, transforming personnel from a potential vulnerability into an additional line of
defense.

In conclusion, the bidirectional dependency between personnel security and information se-
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curity underlines the need for holistic, human-centered risk management. Effective security gov-
ernance requires the alignment of policies, technical controls and cultural interventions to create
resilient socio-technical systems in which human actors function as informed and accountable
participants rather than isolated sources of risk.

Organizational Culture and Security Culture

The corporate culture plays an important role in security performance. Security culture in-
cludes the shared values, norms, beliefs and behavioral patterns related to security within an firm
(Schein 2017, pp. 21-25). Organizations defined by a clear value orientation, transparent commu-
nication and trust-based leadership are significantly better at responding to security threats (Weick
& Sutcliffe 2015, pp. 9-12).

Security culture are informal guidelines and mechanisms that support formal regulations and
technical controls. It fosters proactive incident reporting, lowers blame-oriented responses and
raises the collective responsibility for security outcomes (Coleman 2023, pp. 15-16).

Leadership and the Human Factor

Security perceptions and security-related behaviors inside a company are mainly defined by the
leadership. Leaders act as role models of organizational priorities, and their actions, communication
styles and decision-making processes work as strong social signals that educate about the relative
importance of security to employees (Drescher & Moll 2024, pp. 69—71). Research in corporate
behavior and security studies proves that inconsistent, ambiguous or conflicting leadership signals
significantly disturb the effectiveness of technical controls, compliance mechanisms and cultural
interventions, often leading to non-compliance, rule circumvention or normalized risky behavior.

When leaders focus on short-term operational outcomes or cost reduction over security com-
pliance, employees are likely to do the same by adopting shortcuts, workarounds or risk-tolerant
behaviors that compromise organizational security. On the other hand, the adoption of security val-
ues across the whole organization can be raised by leaders who consistently show security-com-
pliant behavior, implement security considerations into their way of strategic decision-making and
recognize or reward compliance (Weick & Sutcliffe 2015, pp. 13—15). Such a leadership builds an
environment of trust, accountability and alertness, reinforcing the alignment between individual
behavior, technical controls and organizational goals.

Beyond this, leadership effectiveness in security is implemented by both formal authority and
informal influence. Leaders who engage in participatory decision-making, transparent communi-
cation and ethical role modeling can strengthen intrinsic motivation for security-compliant behav-
ior, enhance situational awareness and encourage proactive reporting of incidents or near-misses
(Coleman 2023, pp. 14—17; Schein 2017, pp. 23-25). Integrating leadership development into
holistic security strategies ensures that security is seen not as a loose obligation but as a core or-
ganizational value, thereby fostering resilience, adaptive capacity and the overall effectiveness of
socio-technical security systems.

Digitalization and Emerging Security Challenges

The ongoing process of digitalization makes the human component even more relevant. Digital
workflows, mobile devices, cloud infrastructures and information access independent of locations
increase the flexibility of organizations but at the same time broaden attack surfaces (Singhal 2024,
pp. 38—40). Hybrid and remote work models are also challenges for personnel security and infor-
mation security, as traditional mechanisms of monitoring, access control and awareness-building
become harder to implement.

In this regard, the human factor evolves to a central point within modern security infrastruc-
tures, needing higher levels of individual expertise, ethical judgment and self-regulation. Security
awareness does not emerge automatically; it must be systematically created and continuously fos-
tered. Research shows that regular training programs, exercises based on simulation and aware-
ness campaigns lower the frequency and impact of security incidents to a significant extent (EASA
2024, pp. 33-35). Measures of effective education tackle not only technical knowledge but also
cognitive and behavioral aspects of security. Scenario-based learning and realistic simulations in-
crease risk awareness and adaptive security behavior (Reason 2024, pp. 25-26).
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Ethical Dimensions of the Human Factor

The ethical facet of the human factor receives growing recognition as a critical component of both
personnel and information security. Security behavior is not just a function of formal rules, policies
or compliance mechanisms; it is also strongly impacted by individual values, moral principles and
organizational norms. Loyalty, integrity, accountability and moral commitment are factors of intrinsic
motivation that steer security-compliant conduct even through situations of ambiguity or high cognitive
stress (Schein 2017, pp. 23—-24). Ethical orientations have an influence on decision-making, risk per-
ception and the propensity to report anomalies or potential threats, thereby forming the overall security
composure of the firm.

As suggested by empirical and theoretical evidence, a high ethical coherence and a strong align-
ment between propagated values and operations practices among companies result in lower levels of
corruption, misconduct, negligence and insider risk (Coleman 2023, p. 16; Greitzer & Frincke 2019,
pp. 4-7). Security practices built on ethics focus on trust-building, fairness in the enforcement of poli-
cies and a transparent corporate decision-making as the basis of a sustainable security governance. By
implementing ethical principles into leadership practices, security training, incentive structures and in-
cident response protocols, companies are able to build an environment in which employees internalize
security responsibilities and work as proactive participants in risk reduction.

Furthermore, including ethical considerations into security structures reinforces the relationship
between human, technical and organizational aspects. For instance, employees who perceive policies
as fair, coherent, and morally valid are more likely to follow security protocols, make proper use of
technical controls and contribute to collective alertness (Nurse et al. 2018, pp. 3—6). In this way, ethics
functions not only as a normative guide but also as a strategic resource that raises corporate resilience,
lowers the probability of disadvantageous events and strengthens the sustainability of security archi-
tectures.

CONCLUSION

Taking all into account, a structurally formative and mediating role is played by the human factor
in both personnel security and information security, serving as the critical interface between technical
systems, organizational processes and legal or regulatory frameworks. Seeing humans only as potential
sources of risk, control- and compliance-oriented security architectures often do, is fundamentally inap-
propriate. It fails to identify their capacity to work as proactive agents of security, capable of detecting
anomalies, adhering to protocols and reinforcing resilient practices across all layers of a company (Rea-
son 2024, pp. 23-26; Coleman 2023, pp. 14-17).

Thus, sustainable security cannot be achieved through the implementation of technical safeguards
or formalized rules alone. Rather, it emerges from the consistent integration of human capabilities, or-
ganizational culture, ethical and participatory leadership and adaptive technical measures into a cohesive
and context-sensitive security framework. This integration only works if there is a proper understanding
of human cognitive and social dynamics, including situational awareness, decision-making under un-
certainty, intrinsic motivation and social influence, as well as their interplay with organizational norms,
incentives and governance structures (Greitzer & Frincke 2019, pp. 4-7; Nurse et al. 2018, pp. 1-11).

Within security-relevant firms, the human factor is the central component of stability for a resilient
and adaptive security order. Employees, managers and other actors serve both as sources of potential
vulnerability and as carriers of protective capabilities at the same time. By implementing human factors
into security architectures, exercise programs, leadership practices and cultural reinforcement mech-
anisms, companies are able to transform personnel from a perceived liability into a critical asset for
risk mitigation, incident prevention and adaptive learning. Finally, a human-focused security paradigm
synchronizes technical controls, corporate processes and ethical responsibilities while ensuring that
security is not just reactive but anticipatory, contextually responsive and institutionally sustainable.
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Abstract: The growing use of large language models (LLMs) in risk management is often justified
by improved efficiency and better handling of unstructured data. However, the epistemic quality
of the resulting risk statements remains poorly explored. This article investigates epistemic uncer-
tainty in LLM-based risk management from a conceptual perspective, drawing on risk theory and
epistemological concepts. LLM-generated risk statements are analyzed as knowledge statements
and assessed in terms of their epistemic viability and knowledge strength through a theory-driven
literature review.

The analysis shows that LLMs do not reduce epistemic uncertainty; instead, they alter its visibil-
ity and assessability. Fluent risk statements may hide implicit assumptions and context-specific
knowledge gaps, leading to an overestimation of their usefulness for decision-making. This is
especially concerning in safety-critical areas, like critical infrastructure, where risk management
decisions are closely tied to national security. Without an explicit epistemic context, risk state-
ments produced by LLMs do not provide enough foundation for risk-based decisions.

Keywords: Epistemic Uncertainty; Knowledge Strength, LLM-Supported Risk Management; Risk
Theory, Decision Support

INTRODUCTION

The use of large language models (LLMs) in risk management is growing in security-related
organizations. LLMs are increasingly promoted in risk management as tools to improve efficiency
and consistency, particularly for handling large volumes of unstructured data. Consequently, LLMs
are increasingly integrated into existing risk management processes as supportive tools. Previous
studies have mainly concentrated on procedural, organizational, and governance issues, such as
human oversight, compliance with standards, and responsibility allocation. The performance of
LLMs has been well documented through empirical analysis of clearly defined text-based tasks.
Nonetheless, it remains unclear how defensible LLM risk statements are in terms of knowledge,
especially under high uncertainty and normative context dependence. The main issue is not wheth-
er these statements sound plausible, but whether their underlying knowledge, assumptions, and
contextual factors are clear enough for critical evaluation. This question serves as the starting
point of this study. While there are established concepts for analyzing epistemic uncertainty and
the strength of knowledge in risk research (Sahlin et al. 2021; Yl6nen and Aven 2023). These have
so far rarely been systematically applied to Al-based risk statements and their implicit knowledge
assumptions. In the context of critical infrastructure, decisions on risk management are closely
linked to national security, public safety, and the continuity of essential services. In such settings,
epistemic uncertainty not only impacts analytical quality but also directly influences the legitima-
cy and accountability of risk-based decisions. The growing use of LLM-supported risk analyses in
critical infrastructure, therefore, raises specific epistemic concerns, as linguistically coherent risk
statements might conceal unresolved uncertainties with potentially systemic effects.

Risk management is inherently linked to uncertainty. Risk theory distinguishes between two
types of uncertainty: aleatory and epistemic. The latter arises from incomplete knowledge, limited
data, model assumptions, and contextual dependencies (Sahlin et al. 2021). Although Sahlin et al.
(2021) develops this distinction in the context of Bayesian networks for environmental and risk
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analysis, the underlying epistemic logic is generally transferable to model-based risk statements,
including those generated by large language models. Classical, expert-based risk management
approaches make these uncertainties explicitly visible, for example, through documented assump-
tions, qualitative assessments, or the deliberate labeling of knowledge gaps (Flage and Askeland
2020; Hardaway and Flage 2025). However, the use of LLMs is fundamentally transforming this
practice. Model-generated results are often described as linguistically plausible, consistent, and
complete, while the underlying knowledge boundaries, assumptions, or uncertainties remain hid-
den. Against this backdrop, LLM-supported risk analyses may produce well-formed and seem-
ingly complete knowledge claims, while the conditions for assessing their epistemic viability,
explicit assumptions, knowledge limits, and context dependence remain unclear. In safety-critical
contexts, this lack of clarity is problematic because risk-based decisions require not just consistent
statements but also contextualized knowledge whose boundaries can be identified and examined
(Aven and Zio 2018).

This article explores epistemic uncertainty in LLM-based risk management. It aims to ana-
lyze the risk statements produced by LLMs not just as technical outputs, but as knowledge claims
whose epistemic quality and knowledge strength need careful evaluation. Using risk-theoretical
and epistemological concepts, we discuss how LLMs may reduce, transform, or potentially ob-
scure existing uncertainties and the impact this has on the quality of risk-based decisions.

RESEARCH METHODOLOGY

This study follows a qualitative-conceptual research design, based on a multi-stage, theo-
ry-driven literature analysis. The goal of the methodology is to systematically identify and ex-
amine epistemically central contributions to uncertainty and the robustness of knowledge within
risk-based decision-making processes. The analysis begins with the risk-theoretical distinction
between aleatory and epistemic uncertainty. The latter is defined as uncertainty regarding the qual-
ity, completeness, and reliability of the underlying knowledge base. The focus is on works that
explicitly address epistemic uncertainty, knowledge assumptions, or the strength of knowledge.
Contributions that solely deal with governance, ethics, regulation, explainable Al, or purely tech-
nical performance indicators are intentionally excluded.

The primary identification was conducted using freely accessible scientific databases to en-
sure transparency and reproducibility. The Directory of Open Access Journals (DOAJ) served as
the main source, as it includes quality-assured, peer-reviewed journals. Additionally, an Al-based
academic discovery tool (Perplexity) was employed to identify potentially relevant publications
that are not systematically captured by traditional keyword searches. This tool was used solely
for bibliographic research and did not influence the content analysis, interpretation, or evaluation
of the sources. To prevent potential misclassifications or hallucinations, all sources identified by
the Al-supported discovery tool were manually reviewed and included in the analysis only if they
were clearly peer-reviewed and content-valid. As part of the process, the collected sources under-
went a three-stage filtering method. First, a strict exclusion check was performed on all identified
sources, using predefined criteria based on the sources themselves. These criteria included the
absence of explicit epistemic terms, a purely probabilistic approach to uncertainty, an exclusively
technical focus, or a lack of references to risk analysis or decision support. The exclusion check
was conducted using a standardized scheme to ensure consistent decisions across all sources.

The classification of remaining sources in stage 2 was based on their epistemic contribution.
The goal was to distinguish between epistemically central works and those that are merely sup-
porting. During the analysis, each source was placed into one of three categories, with sources in
category C being excluded from the analysis:

a) Central epistemic contributions

b) Supporting epistemic contributions, or

c) Peripheral mentions without much conceptual depth.

In the third stage of analysis, only sources classified as central were subjected to a differentia-
tion test. As part of this process, we assessed whether a source presented an independent epistemic
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idea or simply repeated existing arguments. Sources whose contribution was deemed conceptually
redundant were excluded. The remaining publications were then categorized based on their prima-
ry argumentative role. Each source was assigned a specific function, such as defining fundamen-
tals, highlighting conceptual differences, engaging in epistemic critique, examining Al-specific
epistemic implications, or analyzing the decision-related aspects of consequences. This functional
classification was not used for further filtering but rather for organizing the literature within the
paper’s argumentative structure.

The methodology of this work is intentionally designed to emphasize theoretical depth and
conceptual clarity. The literature is selected in a targeted, theory-driven manner, focusing on epis-
temic lines of reasoning. Accordingly, the selection emphasizes contributions with an explicit epis-
temic basis. This focus is essential to adequately analyze epistemic uncertainty in LLM-based
risk assessments. Although the analysis is conceptual and does not focus on a specific sector, it is
developed with an emphasis on safety-critical environments, such as critical infrastructure. These
settings serve as an analytical reference due to their low tolerance for epistemic opacity and their
importance for decision-making related to national security.

RESULTS

The results of the conceptual-epistemic analysis show that using large language models in
risk management does not primarily reduce uncertainty, but rather changes the form, location, and
visibility of epistemic uncertainty. The identified findings can be grouped into the following result
areas.

Analysis of the specialist literature indicates that epistemic uncertainty in LLM-based risk
analyses manifests in several, sometimes overlapping, forms. Besides uncertainties stemming
from incomplete or limited data, there are specific uncertainties related to the robustness of the
underlying knowledge base, the implicit model assumptions, and the context dependence of gen-
erated risk statements (Sahlin et al. 2021; Y1onen and Aven 2023). These dimensions do not relate
to individual parameters but rather to the epistemic status of the entire risk statement. Traditional,
expert-based risk analyses often explicitly identify epistemic uncertainty or describe it qualitative-
ly. In contrast, risk statements generated by LLMs usually appear as complete and coherent knowl-
edge assertions. Epistemic uncertainty, therefore, manifests less as a clearly identifiable knowl-
edge gap and more as uncertainty about how much a statement is based on reliable, contextualized
knowledge (Sahlin et al. 2021).

Another result of the analysis is the discovery that LLMs systematically alter how knowledge
is represented in risk management. Classical risk analyses highlight uncertainty through explicit
assumptions, qualitative assessments, or sensitivity considerations. LLMs produce linguistically
consistent and plausible texts in which such epistemic markers are mostly absent (Flage and Askel-
and 2020). The reviewed literature indicates that this type of representation conceals implicit as-
sumptions and knowledge boundaries, making it difficult to examine epistemic assumptions. This
can lead to the misconception that a complete knowledge base exists, even though it is actually
limited, contingent, or context-dependent (Milkau 2017). Epistemic uncertainty does not vanish
during the process. It simply shifts its form and is no longer openly recognized, but stays as an
implicit aspect of the generated knowledge representation.

The analysis highlights several systematic epistemic limitations of LLM-generated risk state-
ments. These include, in particular, hallucinations, where linguistically plausible but epistemically
unfounded statements are produced (Li et al. 2025), as well as a strong dependence of the re-
sults on prompt structure, context selection, and training data (Kirchhof et al. 2025; Yadkori et al.
2024). Furthermore, several studies indicate that LLMs fail to reliably distinguish between verified
knowledge, plausible deductions, and speculative additions (Nguyen-Hien et al. 2025; Zeng et al.
2017). Zeng et al. (2017) developed this perspective in the context of the reliability engineering
of physical systems. The epistemic heterogeneity discussed in other technical fields can be con-
ceptually applied to LLM-generated knowledge claims. Risk statements can thus be epistemically
diverse even if this diversity is not visible in their presentation. Epistemic uncertainty, therefore,
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relates not to individual parameters but to the overall epistemic status of the generated statement
(Iovane 2025). The uncertainty model developed by lovane (2025) was originally intended for
formal uncertainty analyses in other technical fields, especially in quantum and cyber systems. In
this context, it is intentionally used as an analytical analogy to describe the epistemic properties
of LLM-generated risk statements. Hardaway and Flage (2025) demonstrate that assumptions in
complex, interactive systems are temporarily unstable and continually shift in response to chang-
ing contextual conditions. This further complicates the assessment of the epistemic validity of
seemingly consistent model outputs.

The results of the previous analysis indicate that the strength of knowledge in risk statements
generated by LLMs cannot be determined solely by their linguistic elaboration, internal coherence,
or level of detail. In epistemic risk research, the strength of a risk statement is instead defined by
factors such as the explicitness of assumptions, the quality and scope of the knowledge base, and
the transparent consideration of epistemic uncertainty (Sahlin et al. 2021; Y16nen and Aven 2023).
In this context, LLLM-based risk analyses create a consistent gap between perceived and actual
knowledge. While traditional, expert-based analyses often make uncertainties clear and enable
critical assessment, LLMs present risk claims as logical knowledge statements without revealing
underlying assumptions, data gaps, or contextual factors (Flage and Askeland 2020; Milkau 2017).
This can lead to an overestimation of the epistemic validity of such statements. From an episte-
mological standpoint, this marks a shift in how epistemic uncertainty is assessed. It moves from
explicitly stated assumptions to implicit properties of the model-generated knowledge representa-
tion, making it more difficult to evaluate directly (Aven and Zio 2018). The knowledge strength of
LLM-generated risk statements is therefore limited and harder to recognize and verify. For eval-
uating and using these statements in risk management, it is essential to clearly separate linguistic
quality from epistemic robustness. The epistemic differences between traditional risk analyses and
LLM-generated risk statements identified in the analysis are summarized in Table 1.

Table 1. Epistemic characteristics of classical risk analyses and LLM-generated risk statements

Dimension Classical risk analysis LLM-supported risk statements
Type of statement Explicitly justified risk assessment 511;%13 istically coherent knowledge
Dealing with assumptions Documented, partially explicit Implicit, rarely stated
Presentz-ltlon of epistemic Visible (qualitative/narrative) Latent, not marked
uncertainty
Context dependency Partially reflected Strong, but hidden
Knowledge strength Can be assessed based on assumptions Difficult to assess

and data
Relevance to decision-making Transparently limited Risk of overestimation

DISCUSSION

The analysis shows that using large language models in risk management is not just a techno-
logical upgrade of existing methods. Instead, it causes an epistemic shift that changes basic ideas
about knowledge, uncertainty, and how risk statements are judged. The following discussion clas-
sifies this shift theoretically and explores its implications.

At the core of this epistemic shift is the altered role of epistemic uncertainty. The results indi-
cate that LLMs do not decrease uncertainty but instead change how it appears. While epistemic un-
certainty is often explicitly addressed in traditional risk management, such as through documented
assumptions or qualitative evaluations, it becomes less prominent in LLM-based analyses (Flage
and Askeland 2020; Y1onen and Aven 2023). This shift does not alter the level of epistemic un-
certainty but rather its visibility and assessability. Although the epistemic validity of LLM-based
risk statements cannot be determined solely from their linguistic coherence, such statements often
seem consistent and complete. Consequently, epistemic uncertainty becomes an implicit aspect of
the generated knowledge: it is no longer openly expressed through explicit assumptions or appar-
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ent knowledge gaps, but is subtly embedded in the output, making it difficult for decision-makers
to detect (Hardaway and Flage 2025). Kirchhof et al. (2025) argue that the classic distinction
between aleatory and epistemic uncertainty has limited explanatory value for interactive LLM
agents. This is because uncertainty here stems not only from randomness or incomplete knowledge
but also increasingly from the dynamic interaction among the model, the context of use, and user
behavior.

In this context, the importance of knowledge strength as an independent analytical dimension
becomes clear. The results support the hypothesis that linguistic quality, internal consistency, or
depth of detail of LLM-generated risk statements are not reliable indicators of the strength of the
underlying knowledge base (Sahlin et al. 2021). The term “knowledge strength” refers to the jus-
tificatory power of a risk statement, taking into account the clarity of its assumptions, the quality
and breadth of the underlying knowledge base, model limitations, and contextual factors. Impor-
tantly, LLM-based risk analyses usually do not make these preconditions clear; epistemic uncer-
tainty therefore remains relevant for decision-making but tends to be under-indicated systemically.
This observation complements existing risk theory work that highlights knowledge strength as a
key factor in evaluating risk statements (Aven and Zio 2018).

The identified epistemic shifts directly affect risk-based decision-making processes. Decisions
in risk management are not solely based on the availability of consistent information. Instead, the
key factor is the ability to recognize the limits of available knowledge and intentionally include un-
certainty in decision-making (Aven 2016). There is a risk that LLM-generated risk statements will
be seen as more epistemically solid than they actually are because of the epistemic shifts shown in
Table 1. In safety-critical situations, this can cause a consistent overestimation of their importance.
These results indicate that LLM-generated risk statements without additional epistemic context
do not provide a sufficient basis for risk-based decisions (Aven and Zio 2018). At the same time,
it should be noted that using large language models can help reduce certain types of uncertainty
under specific boundary conditions. In particular, when systematically aggregating large, diverse
text corpora and consistently applying predefined analysis and documentation methods, LLMs
can structure operational uncertainties and improve the traceability of risk analyses. Risk theory
literature indicates that enhanced information processing and more explicit documentation of as-
sumptions can influence how uncertainty is perceived and managed without necessarily altering
its epistemic foundations (Aven 2016; Flage and Askeland 2020). However, these effects mainly
concern the organizational and procedural aspects of risk analysis, not the epistemic validity of the
underlying knowledge base. The current analysis is therefore not aimed at the instrumental useful-
ness of LLMs, but rather at an epistemic overinterpretation of risk statements that are linguistically
plausible but context- and knowledge-limited. This epistemic change poses significant challenges,
especially in critical infrastructure settings. In situations characterized by systemic interdepend-
encies and limited reversibility of decisions, epistemic overconfidence in LLM risk assessments
could worsen the spread of negative outcomes.

The analysis clearly distinguishes this approach from existing governance, control, and ex-
plainability methods. While these methods aim to enhance transparency, traceability, and account-
ability in Al systems, they do not address the epistemic status of the knowledge claims produced
by these systems (Ylonen and Aven 2023). The results indicate that epistemic uncertainty arises
from an upstream problem dimension that cannot be resolved solely through explainability or con-
trol mechanisms. Questions of control and responsibility assume that the epistemic validity of risk
statements can be recognized and assessed in the first place. (Flage and Askeland 2020).

From a conceptual standpoint, this work advances understanding by explicitly treating
LLM-generated risk statements as epistemic knowledge claims and connecting their assessment
to criteria of knowledge strength. This introduces a theoretical perspective that extends beyond
purely technical performance assessments and highlights epistemic uncertainty as a key analytical
factor in LLM-supported risk management. At the same time, the work is intentionally structured
as a conceptual analysis and does not aim to empirically validate the identified effects. The focus
is on epistemic structures and evaluation processes, not on specific decision-making practices or
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organizational implementation issues. This limitation defines the scope of the findings and also
provides a systematic foundation for future empirical research (Aven 2016).

CONCLUSIONS

The study explored epistemic uncertainty in risk management through a conceptual lens using
large language models. It began with the observation that these models are increasingly used to
support risk management processes, but the epistemic quality of the risk statements they produce
has not been adequately examined.

This study shows that adopting LLMs in risk management requires an epistemic reevaluation
of established decision practices. The main challenge is not reducing uncertainty but changing
how it is understood: model-generated risk statements often seem clear, complete, and linguisti-
cally plausible, while assumptions, knowledge limits, and dependence on context remain implicit
(Flage and Askeland 2020; Sahlin et al. 2021). As a result, a systematic gap develops between the
perceived quality of LLM-generated risk statements and their actual epistemic viability. Linguistic
coherence and formal consistency are therefore not reliable indicators of the underlying knowledge
strength, which remains an independent and decision-relevant factor in risk assessment (Aven and
Z10 2018; Sahlin et al. 2021). Without explicit epistemic context, such statements do not provide
a sufficient basis for risk-based decisions, especially in safety-critical situations, where hidden
epistemic uncertainty can lead to a systematic overestimation of decision relevance (Aven 2016;
Aven and Zio 2018). This is especially important for risk management in critical infrastructures.
Decisions are made within national security contexts in these cases. They also involve high risks,
public accountability, and limited tolerance for epistemic ambiguity. In such environments, it is
crucial to make epistemic uncertainty and the strength of knowledge explicit to ensure responsible
Al-supported risk governance.

This work’s contribution lies in clearly classifying LLM-supported risk statements as knowl-
edge claims and connecting this view to the idea of knowledge strength. As a result, the focus
shifts from assessing technical performance or governance to examining the epistemic strength
of the risk statements themselves (Y1onen and Aven 2023). Regarding future research projects,
several starting points emerge, especially in operationalizing epistemic transparency and incorpo-
rating concepts of knowledge strength into LLM-supported risk management processes. Empirical
studies on how epistemically contextualized risk statements affect decision quality represent a
clear next step.
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OT OHEHKA HA PUCKA 10 TBbPAEHUSA 3A 3HAHUSA:
EINNMCTEMHA HECUT'YPHOCT B YIIPABJIEHUETO HA PUCKA
3A KPUTNYHU UHOPACTPYKTYPHU, BASUPAHO HA I'EM (LLM)

Pestome: Bce no-uecmomo usnonzeane na eonemu esuxosu mooenu I EM (LLM) 6 ynpasnenuemo na pucka
ce 0bocHoB8aBA ¢ NOSUULEHA ehEeKMUBHOCI U NO-000pa 0OPAOOMKA HA HECMPYKMYPUPAHU OAHHU, OOKA-
Mo enucmemMuyHoOmo Kawecmeo Ha NOIYyYeHUume PUCKOSU U3SGILEHUsL OCMABA HEOOCMAMbYHO U3CTE08AHO.
Hacmoswama cmamus anaruzupa enucmemudHama HecuzypHocm 8 Ypasienuemo na pucka, 6a3upano
na LLM, om xonyenmyanua nepcnekmuga, Oonupaiku ce Ha meopusima Ha pucka U enucmemonocusimd.
Pucrosume uzsenenus, eenepupanu om LLM, ce pazenescoam xamo mebpoeHus 3a 3HAHUsL U Ce OYeHsI8aAMm
10 OMHOWEHUEe HA CBOSIMA eNUCTEMUYHA HCUSHECNOCOOHOCT U CULA HA 3HAHUEMO.

Ananuzem noxasea, ye LLM ne namanagam enucmemuyHama HecucypHoCcm, a npoMeHsm HetiHama uou-
MOCH U 8b3MONCHOCH 3 OyenKa. [lnasHume u KOHCUCTIEHMHU POPMYTUPOSKU MO2aMm Od NPUKPUBAN Hes6-
HU NPEONONONCEHUS. U KOHMEKCYAIHU Oepuyumu 8 3HAHUEMO, KOeno 600U 00 HAOYEHABAHEe HA MAXHAMA
NPUTOACUMOCTL NPU 83eManemo Ha pewenus. Tosa e 0cobeHo KpumuyHo 8 001acmu ¢ GUCOKU UBUCKBAHUS
3a 6e30nacHocm, Kamo KpumuuHama ungpacmpykmypa. be3 uzpuuno enucmemuuHo KOHMEKCHYaiu3u-
pamne puckosume ussaenenus, eenepupanu om LLM, ne npedcmasnsasam 0ocmamvuua 0CHO8A 30 peulets,
basupanu Ha pucka.

Knrwuoeu dymu: enucmemuuna Hecueypnocm, Cuia Ha 3HAHUEMO, YNPAGIeHUe HA PUCKA, NOOKPEeNneHo om
LLM; meopus na pucka, nookpena npu 63emMaHemo Ha peulenus
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