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OBHIECTBEHHU KOMYHHUKALIUHU U HHOOPMALITUOHHU HAYKH
PUBLIC COMMUNICATIONS AND INFORMATION SCIENCES

RELEVANCE OF CAR FINANCING IN GERMANY FOR PRIVATE CUSTOMERS

Patrick Schiebel
University of Library Studies and Information Technologies

Abstract: Automotive car finance is an option in car sales, enabling automotive customers to
finance their purchase, giving them exclusive access to a vehicle until repayment of the credit or
when they return the car. Customers can either purchase a car via an (electronic) cash transfer or
via a means of car financing. Car financing products are classified into car loans, with different
loan variations, and leasing, where customers return the vehicle at the end of the lease. The
economics of the financing products are similar and based on the contract duration, interest rate,
and expected residual value, which is derived from the driven mileage and time. This paper
discusses the dynamics of car financing, which has been recently influenced with an increase of
refinancing costs of Euribor, the specific products offered in the German market, which are KM-
leasing and a multi-option credit and its relevance for the German private new car sales, as well
as related stakeholders like OEMs, car retailers and banks offering the products.

Keywords: Car Financing, Retail Car Sales, Germany, Credit, Leasing

INTRODUCTION

As one of Germany's most relevant industry sectors, the automotive industry is responsible for
4.7% of the national GDP in 2016 (DESTATIS 2019), with an ambition to become emission-free
in the long term with the introduction of BEVs. BEVs are considered more expensive than
traditional combustion engines, which require a higher purchasing power from consumers for the
outright purchase. However, there might be benefits of lower operating costs when customers
overcome the higher entry barrier of increased price (Moll and Link 2021).

Car sales in Germany have drastically reduced starting with the Covid-19 crisis in 2022, falling
from 3.6m in 2019 to 2.9m vehicles in 2020, with the lowest point in 2021 (2.62m), the vehicle
sales are now continuously recovering to 2.65m in 2022 and 2.84m in 2023, of which 32.8% are
registered on behalf of private consumers (~930Kk), the focus group of this paper. Important to note
is that in this context, the mix of vehicles has drastically changed; at the end of 2019, more than
85% of vehicles which have been sold were equipped with combustion engines, whereas in 2023,
the combustion engines reached a market share of around 50% (KBA 2023c, 2023b, 2023a, 2024).
This has implications for the transaction price of new cars, which has already increased around
5000€ in 2022 (Biittner 2023).

Banks and leasing companies (LeaseCos) offer different financing solutions to make vehicle
purchases affordable. OEM-owned banks, also known as Captives, have a long tradition in
Germany and reaches back to the 1930s, when Ford introduced the first Captive in 1926, followed
by Opel and Fiat in 1929 and further OEMs after World War 11 (Berger 2007, 182). Volkswagen



Relevance of car financing in germany for private customers

Leasing introduced leasing in 1966, a product initially targeted at corporate customers for
accounting and tax benefits, but now widely accepted by private customers (Stenner 2010, 2).
Dominant in Germany is currently leasing or financing to purchase new cars for private customers.
Statistics show that 62% of all privately purchased vehicles were financed, and 22% were leased in
Germany in 2020. This concludes a total market penetration of 84% for car financing in Germany
within the retail and private customers sector (DAT 2021, 4).

RESEARCH METHODOLOGY

The research of this publication is based on literature review, where a specific focus is set on
understanding the role of car financing within Germany, as well as existing studies on impact of
car financing on the retail car sales landscape in Germany. The research should allow to conclude
on to what extent car financing is required to sell new cars towards private customers in Germany
and how car financing can influence further goals of industry stakeholders, like OEMs, retailers.
The literature review includes published books, journals, research papers, and online articles, as
well as websites, which are used to consider more recent evolvements. In a first step the dynamics
of car financing is explored, to understand what drives the attractiveness of car financing offers for
private customers. Secondly the car financing products are explored to understand how car
financing is marketed to customers. In the final section, research results on car financing influencing
car sales are explored.

DRIVERS OF MONTHLY RATES FOR CAR FINANCING

Car financing products are provided by independent banks, Captives, or LeaseCos, which allow
the vehicle to be repaid via monthly rates instead of an outright electronic cash purchase. Financing
players calculate the monthly rates using the interest rate, the contract duration, and, depending on
the product, a residual value.

The interest rate the customer is required to pay is calculated based on the refinancing rate the
bank must pay to acquire the funds and the margin spread it adds on top. The margin spread needs
to cover the OPEX, probability of default, eventual commission to partners, and a profit margin. A
lower refinancing rate, which can be measured via the 3-month EURIBOR, has been beneficial for
car loans and cheap monthly rates. The figure below shows the evolution of the EURIBOR 3M
from 1999 to 2023, highlighting the current challenge in refinancing costs. (Figure 1; Deutsche
Bundesbank 2024)
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Fig. 1. Evolvement of EURIBOR 3M from 1999 to 2023



Patrick Schiebel

Whereas the car financing market has been benefiting from low refinancing costs and resulting
monthly rates, this has drastically changed in the past two years, when interest rates have increased.
This overall decreases the affordability of car financing products as the monthly installments
become higher.

If customers choose a product where it is not intended to repay the credit product within the
contract duration, financial services players need to set a residual value in the contract. This can be
the case in a balloon credit, where the customer is obliged to repay the last installment, or in a lease,
where the lessor takes the RV risk, and the customer hands back the vehicle at the end of the lease.
The RV is driven by the expected transaction price the vehicle is assumed to achieve at a given
point in the future when the vehicle is remarketed within the Used Car market. Attractiveness is
mostly driven by the brand and model, but detailed factors like color and vehicle configuration
might also increase or decrease valuation. Furthermore, most notably, the vehicle age and the
mileage driven decide on the used car's value. It is important to note that the yearly depreciation
decreases every year; hence, the vehicle loses a large share of its value within the first years. In
addition to that, business decisions and the risk appetite of players play a critical role in setting the
RV. In traditional loan products, where the customers take the RV risk, banks are more likely to set
a more conservative RV estimate to avoid the risk of a customer not being able to repay the loan,
as their used car can't be sold for the RV. Meanwhile, in leasing, the market competition might lead
players to set a more competitive RV to increase the volumes and balance sheet size, which is
critical for economies of scale in operational costs. Also, LeaseCos might integrate remarketing
within the value chain to be more successful and achieve higher prices in the used car market when
retailing the leasing returns. (Diekmann 2009, 8; Stefan Lessmann et al. 2010, 2-5)

PRODUCT OPTIONS OF CAR FINANCING

Car financing products have evolved over time, whereas the historical starting point was with
only credits, where customers had the option to make a down payment and monthly amortize the
loan with installments, which also included the interest rates (annuity loan). This product is still
offered today, where banks require a down payment if the borrower's financial situation doesn't
allow them to borrow the full amount. Given the nature of full repayment, these loans typically tend
to last longer to stretch the amortization over the monthly installments. With the introduction of
leasing in the market, banks have reacted and offered the balloon loan, which is characterized by a
last large installment (the balloon). Similar to a lease, the balloon is based on the residual value of
the vehicle and is set in a way to not financially stress the lender, hence typically below the actual
residual value the lender would achieve when selling the vehicle. Leasing, hence, has had a
competitive edge in the market, with a lower monthly rate, as LeaseCos can be more competitive
on the RV, hence need to amortize less within the contract period. Customers have not been keen
on taking the residual value risk in a balloon credit, and so VW invented the “Auto-Credit” in the
1990s, a product known across markets as a multi-option credit/loan and in Germany as three-way-
financing (“3-Wege-Finanzierung”). Customers here have the option to choose from three options
at the end of the credit: either return the car (same as in a lease), refinance the remaining amount,
or fully repay the credit. The residual value here is calculated based on the agreed maximum
mileage (with extra costs for extra mileage), no damages on the vehicle, and age-appropriate use.
(ADAC 2022; Wallner 2023).

Leasing can be viewed as a natural evolution of financing customers, as customers tend to seek
lower rates, where customers trade off the right to own the vehicle at the end of the contract and
still get exclusive access to the vehicle for the agreed time. This has been proven in data samples,
which show that customers choose leasing to upgrade their vehicle while paying the same monthly
rate, or to reduce the monthly financial burden (Mannering, Winston, and Starkey 2002, 155, 161).
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In Germany, two forms of leasing exist: residual value leasing (RV-Leasing), where customers can
participate in the up-and-downside of the RV at the end of the contract, and Kilometer leasing (KM-
Leasing), where customers agree on a set number of kilometers per year linked to the lease duration
and the Dealer or OEM takes the vehicle buy-back. This creates a suboptimal situation, which
incentivizes dealers to promote RV-Leasing with very low monthly rates, where customers could
face a substantial RV risk at the end of the contract, to achieve the sale of the vehicle. Various
consumer-oriented portals and organizations do not recommend this contract type, leading to a
situation where the KM-Leasing is the dominant lease product, and RV-Leasing is only considered
to be marginal (Joho 2017; VVerbraucherzentrale Bayern e.V. 2021; Bauer 2022; ADAC 2023b).

The following table summarizes the options a customer can choose from, indicating the
discussed parameters of down payment, contract duration, end of contract, and the residual value
risk. (Table 1; Stenner 2012, 72)

Table 1. Comparison of different car financing options

_ Residual Kilomet
Multi- Value
Car loan Balloon loan : er (KM)
Options loan (RV) Leasi
leasi easing
easing
Often required
Down- to lower the . . . Not
payment monthly Optional Optional Optional typical
installments
Contract
Duration 4-6 years 3-5 years 3-4 years 3-4 years 2-4 years
3 Options:
End of I__arge last return vehicle, Return Return
Contract i installment refinance of of
(balloon) ' vehicle vehicle
repay loan
Residual
Value - Customer OEM/ Customer OEM/
Risk Dealer Dealer

CAR FINANCING INFLUENCING CAR SALES

OEMs invented car financing for vehicles in the 1920s with the main intention of promoting
sales and making vehicles more affordable for their customers (Berger 2007, 182). With the high
financing shares of today, the car financing industry has become a significant portion of many
financial services companies' portfolios, next to other lending classes like houses or consumer
credits (Diekmann 2009, 1). In addition to that, also Captives have become a key income source for
OEM qgroups, where OEMs might be deficient in some years without their captives (Diekmann
2009, 3).

Industry experts assume that the impact of leasing and car loans/credit can be assumed as
substantial and that it is likely that around 20% of vehicles wouldn't be sold if there wasn't an offer
from Auto-Banks (Diez 2010, 20). This can also be explained by the structural benefit for auto
retailers, as they are already at the point in time when they sell the car when the customers are likely
to search for a new car (at the end of the contract) and have set up dedicated communication to
follow-up for a new car cycle. This allowed dealers to increase customer loyalty, where it has been
measured that customers who buy cars in cash tend to drive them longer, and the retention rate
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increases by 20 percentage points in financing contracts (Schiirmann 2010, 92-94). This becomes
even more critical in the context of the switch towards BEVs, where customers show low brand
loyalty by default, with only 18% (Kd&lIner 2023).

Past research has also argued that leasing does not necessarily create higher affordability, as the
leasing share is not the highest for the specific model with the highest price. Still, leasing higher-
priced vehicles could be even more attractive, as they hold their value particularly well (high RV),
which leads to comparably low monthly rates in relation to their vehicle price (Desai and Purohit
1999, 42). Empirical studies have also shown that customers tend to select more extra options (with
a paid premium) when they purchase vehicles in a lease contract, as well as accept lower rebates
(Lorenz 2001, 88).

CONCLUSION

Car financing is not only relevant for selling new cars by dealers and OEMs but also has grown
over the years towards a substantial industry, which saved OEM groups in some years when they
had challenges with their profit margins. With high shares of above 80% in the German retail
market, car financing is enabling private customers to purchase vehicles substantially and allowing
dealers to manage customer loyalty with pre-set interactions. The relevance is expected to increase
with the introduction of BEVs, where customers are generally more skeptical of the new technology
and linked improvements over the next years, hence less keen on taking the residual value risk. This
risk avoidance can already be measured in some customer surveys, which show a higher share of
leasing for EVs (ADAC 2023a).

Concluding on the financial product, it can be argued that credit/loan-based products are
expected to decrease to the benefit of leasing, or the multi-option loans, if it can be made
competitive enough in terms of the monthly rate. This is important to understand for financial
services players, as the products might require different licenses to offer a financial lease than an
operating lease (BaFin 2021).

Several studies have shown that customers think in monthly rates, which changes the general
perception of extras, as they become marginal (“a few Euros per month™). In addition to that,
customers start to optimize their monthly rates, which provides relevant insights for offer-makers
(Dealers, OEMs, Captives, Banks) to either provide attractive up-sell options or become cheaper
for the same vehicle, which could be done via a lower cost-to-income ratio (lower OPEX) and
maximally digital operations.
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Abstract: Within the Western European culture especially, emotions and emotional approaches
seem to be banned from business life. This results in an analytical and fact driven focus of decision
making and customer approaching processes. Increasing research on the human behavior and the
reasons why one offer is preferred over the other is highlighting the importance of emotions. For
the customer delight concept, in which the individual should be surprised, and a long-term, unique
relationship is targeted, the emotional aspect is a key factor. This influences the set-up of the direct
customer interaction, the leadership style and requires constant organizational learning.

Keywords: Customer delight, change management, emotions, leadership, organizational learning

INTRODUCTION

Before further exploring the role of emotions within the concept of customer delight, it is
important to briefly introduce the concept itself. Since the time that the supply became greater than
the demand the companies had to fight for every customer to ensure their long-term business
success. To support these activities, the marketing departments became more important and
constantly gained more influence on business decisions. In consumer goods markets, market
saturation, product interchangeability and consumers' information overload are constantly
increasing. Marketing strategies therefore strive to achieve psychological market differentiation,
e.g., by using experiential strategies. The customer approach becomes more personal and the
communication is influenced by emotions (Kroeber-Riel and Weinberg 1996, 358). Driven by the
ongoing digitalization and faster market and product developments the previous approach of
customer satisfaction is constantly evolving towards a concept of customer delight. Here there is
the need for more individual customer service and product features. Bosener describes customer
delight as an emotional mix of surprise, joy and excitement (Bosener 2015, 36). Stepping back
from an objective product performance focus there is now the need to ensure agility to fulfill
subjective, changing, and individual requirements that are emotionally driven. This is something
that must be learned before the companies can start implementing it within their organizations. To
achieve this change, so stated Arnold in 2005, there is the need for recognizing and questioning the
emotionality of our own worldviews because learning culture change requires a reflective approach
to oneself (Arnold 2005, 11). The goal of customer delight creates a need for change in dealing
with emotional demands and the professional learning within companies.

“The two primary emotions are love and hate” (Stanley-Jones 1970, 25). Emotions “play a
central role in the significant events in our lives” (Lazarus 1991, 3). For this they have three main
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functions: evaluation, behavioral preparation and communication (Sokolowski 2002, 376). As
emotions are everywhere there is the need to incorporate them into future oriented, customer centric
organizations, especially when those plan to achieve customer delight. That the rational perspective
regarding the behavior of humans has a disadvantage was already stated by Stanley-Jones in 1970:
“When the emotions and the intellect are in competition for control of the will, it is usually the
emotions that win” (Stanley-Jones 1970, 31). Despite this there is a significant cultural impact on
how emotions are treated and rated. Especially in Western culture emotions are considered as
something wrong (Oatley and Jenkins 1996, 38). Based on Ulich is emotionality in Western
industrial societies often viewed as a weakness, as immaturity or as a luxury that can only be
enjoyed in special designated private spaces (Ulich 1985, 12). At this point it is important to state
that similar situations may cause different emotions, based on the individual culture background of
the respective person (Merten 2003, 120). “From a humanistic perspective, service experiences are
socially constructed. The individual consumer’s unique values, actions, beliefs, motives, traditions,
possessions, and aspirations shape their response to the service experience. Hence, a small detail
that effectively creates a favorable experience for one consumer will not necessarily be effective
for another consumer” (Bolton et al. 2014, 260).

Within the context of this reflection, the Western European culture will be considered.
Regardless of this focus, there is always a link between the concept of customer delight and the
emotional influence on the people and organizations involved. Based on this perspective the role
of emotions, embedded in the customer delight approach, will be reviewed. The peculiarities of
dealing with emotions are worked out and new requirements based on this will be pointed out.
Beyond that potential needs for the future will be described.

RESEARCH METHODOLOGY

A comprehensive literature review forms the basis for this publication. This was carried out in
order to further understand the role of emotions within the concept of customer delight. Emotion
research can look back on a long tradition, while there is still relatively little knowledge on the
subject of customer delight compared with this. Regardless, connections between these two areas
of research are being sought. The literature examined goes beyond the economic perspective in
order to be able to work out the emotional characteristics in particular.

RESULTS

Before elaborating the role of emotions, it is necessary to understand the general specifics of
the customer delight concept. Once this is described the emotional impact and the resulting
consequences will be highlighted.

Customer delight is the next step in innovation that started with customer orientation and later
developed to customer satisfaction. “Customer delight is the reaction of customers when they
receive a service or product that not only satisfies, but provides unexpected value or unanticipated
satisfaction” (Chandler 1989, 30). Finn specified this in 2005 and conceptualized customer delight
“as an emotional response, which results from surprising and positive levels of performance” (Finn
2005, 104). Customer delight can be understood to be a positive emotional state that is perceived
far more intensely than pure satisfaction and leads to a strongly emotional attitude among
customers (Gouthier et al. 2012, 212). Or, as stated by Becker, customer delight is an intensely felt,
positive emotion of the customer, triggered by a particularly convincing service (Becker 2015, 28).
This goes beyond the actual product benefit or a simple execution of a service request. Therefore,
it is important to emphasize the demarcation between a satisfying or expected product or service
and a delighting experience. “Delight is a bonus that ‘buys’ greater depth in the relationship and
increased loyalty from customers” (Schneider and Bowen 1999, 42). In this context, it is important
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to understand, that many delight factors have their origin not only in what is done, but above all in
how something is done (Schuller 2006, 8). Reviewing the way how a service, which ideally ends
with a delighted customer, is executed forms the transition towards the consideration of emotions
in this context. Especially in this case, where a shift from objective evaluations to subjective
evaluation standards, that vary from customer to customer. Additionally, customers might react
differently in recurring situations based on their emotional state. This is the basis for the importance
of taking emotional influences into account in the customer decision-making process. “Among the
components of the consumption experience, emotional responses may occupy a unique position”
(Oliver and Westbrook 1993, 12). For many goods, the additional emotional stimuli provided even
become the primary reason for consumption or for choosing a particular brand (Kroeber-Riel and
Weinberg 1996, 115). Or, as stated by Popli, who also reviewed the connections between delight
and emotions: “High satisfaction or delight creates an emotional bond with the brand, not just a
rational preference” (Popli 2005, 19). Emotional approaches play an integral role in influencing
customer decisions (White and Yu 2005, 417). This is not only relevant for researchers and
marketing managers. It will be more and more incorporated within the daily work of frontline
employees, their managers, the executive leaders and within various professional learning program
that should support this change process. According to a survey of 197 customer managers,
emotional customer loyalty is the most important goal of customer delight management (buw
Unternehmensgruppe/Center of Service Excellence CSE 2013). The goal is to create an emotional
bond between the customer and the company (Gouthier 2013, 5). In summary it can be stated that
“emotions are regarded as a powerful driving force in consumer decision making. Customers derive
a great amount of pleasure when they are emotionally touched” (Bagdare 2015, 9). The concept of
customer delight is the tool that connects the business needs with the emotional responds.

EMOTIONS

How the emotional responds are influencing the human interaction, how they can be influenced
and why this is so important to ensure long-term business success will be described now. As
emotions are human feelings, we are surrounded by them constantly. Despite that, emotions are
difficult to define. “Everyone knows what an emotion is, until asked to give a definition. Then, it
seems, no one knows” (Fehr and Russell 1984, 464). From Arnold's perspective emotions arre
“affective states that can arouse an impulse to action together with physiological changes” (Arnold
1960, 228). This impulse to act needs to be triggered if, e. g. you intend to delight the customer
you are dealing with at this moment. Kleinginna and Kleinginna propose this working definition
which shows the various aspects that have to be considered: “Emotion is a complex set of
interactions among subjective and objective factors, mediated by neural/hormonal systems, which
can (a) give rise to affective experiences such as feelings of arousal, pleasure/displeasure; (b)
generate cognitive processes such as emotionally relevant perceptual effects, appraisals, labeling
processes; (c) activate widespread physiological adjustments to the arousing conditions; and (d)
lead to behavior that is often, but not always, expressive, goal directed, and adaptive” (Kleinginna
and Kleinginna 1981, 355). This working definition expresses the complexity of scientific subjects
which have a connection to emotional topics. Willingness to act is seen as the core of the emotion.
If an emotion is generated, the associated willingness to act is also given higher priority (Merten
2003, 15). “Emotions are strong feelings that demand attention and are likely to affect cognitive
processes and behavior. Some examples of emotions include anger, fear, sadness, happiness,
disgust, shame, surprise, and love” (Yukl 2006, 201). Confirmation or disconfirmation as a
customer response to a business exchange are highly emotionally influenced, even if the decision
or reaction is expected to be purely rationally driven. According to Appelmann, emotions touch a
person in a very deep, profound and not always comprehensible way (Appelmann 2011, 51).
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To understand the complex ways emotions are influencing human behavior is key to be
successful with the concept of customer delight. The focus of this concept is set on subjective
ratings and therefore highly dependent on emotionally driven impressions and decisions. Staying
with Arnold people learn and act in the context of their emotionality (Arnold 2005, 11). And by
doing so, “we may not even be aware that we are reacting emotionally because we have
misinterpreted our reaction or the conditions bringing it about” (Lazarus 1991, 18). This mostly
unconscious emotional processes should improve our adaptation to the requirements of our living
environment, they should inform us whether environmental events are important to us and enable
us to react quickly to them (Merten 2003, 137). Plutchik sees emotions as non-linear (Plutchik
2001, 347). While the review of Oatley and Jenkins leads to the conclusion to describe them as
initiated, processed and then expressed (Oatley and Jenkins 1996, 98). Simonov stated already in
1970 that “positive emotions also serve as a means of overcoming the deficiency of information
experienced by the individual. In a sense, emotions are opposed to rational experience because
logic alone is insufficient for the success of adaptive actions in a changing environment” (Simonov
1970, 149). By doing this, he highlighted the importance and influence of positive feelings in
connection with a decision to be taken. In this context it is further important to understand the
specifics of decision-making processes. “Decision processes are likely to be characterized more by
confusion, disorder, and emotionality than by rationality” (Yukl 2006, 26). Referring to the initially
mentioned Western European culture it shows the dilemma caused by this process which can be
designated as uncontrolled, disordered, individually, and potentially unpredictable. Regardless of
this it will become more and more important to understand the functionality of emotions and to
make use of them while creating individual and delightful customer experiences. This requires also
to accept that, compared to other psychological phenomena, the expression and understanding of
emotions takes place primarily via non-verbal communication channels (Ulich 1985, 36). While
understanding the need for mood-congruent processes in the sense that emotionally colored
information that matches one's own mood is processed preferentially, i.e. more attention tends to
be paid to such information (Steckelberg 2016, 164). This also underlines the need for a mental
shift towards a more individual and less hard fact-oriented business approach, especially within the
process design of direct customer interaction.

As emotion “is not produced by the brain” (Arnold 1970, 179) customer delight requires a
different approach to achieve the desired effect. This is a collective task within an organization and
requires a clear understanding of the requirements to achieve the desired future organizational state
where agility and flexibility will become more important. Of course and in addition to the
emotional aspect, the customer has to be inspired by the product or service itself (Pfaff 2006, 25).
“The emotion system is reactive to immediate events and the current physiological state of the
person. Thus a person's emotions fluctuate over time” (Diener and Lucas 2000, 333). As there is
always an emotional coloration, every decision is ultimately an emotional decision (Schiller 20086,
6). Transferring this insight into the business environment where international competition and the
overstimulation of the customer are increasing, the unpredictability of customer behavior will be
the consequence — emotional criteria are increasingly determining consumer behavior (Becker and
Schnee 2005, 29). The results of Schneider and Bowen “suggest that focusing on customer delight
and outrage — emotions more intense than satisfaction or dissatisfaction — may lead to a better
understanding of the dynamics of customer emotions and their effect on customer behavior and
loyalty” (Schneider and Bowen 1999, 36). The power of emotions has been discovered by
advertising and marketing specialists. Those are developing strategies to make use of the mentioned
emotional influence within in the decision-making process. At some stages they try to use those
findings to manipulate customers and their preferences (Merten 2003, 9). But this is not part of the
customer delight concept. Customer delight is targeting to create real delightful customer
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experiences, based on honest, individual, and flexible interactions that result in long-term, trustful
relationships. That this achieves positive results in practice is expected from Lee at al.: “It is
possible consumers would be much happier with choices based more on their emotional reaction.
[...] Indeed, our results suggest that the heart can very well serve as a more reliable compass to
greater long-term happiness than pure reason” (Lee et al. 2009, 185). In order to broaden the
perspective, it should also be noted that internal organizational set-up and mind-set have to evolve
in the same way. Customer delight requires a holistic organizational change approach, where also
a specific focus is set on the responsible managers and their leadership behavior. “Until the 1980s,
few conceptions of leadership recognized the importance of emotions as a basis for influence. In
contrast, many recent conceptions of leadership emphasize the emotional aspects of influence much
more than reason. According to this view, only the emotional, value-based aspects of leadership
influence can account for the exceptional achievements of groups and organizations” (Yukl 2006,
5). The emotional influence and the potential impact of embracing this might offer new and
unexpected opportunities.

CONCLUSION

The possibility to make delightful decisions within customer interactions need to be given to
the frontline employees. While managers need to adapt to the new challenges and leadership
requirements they need to become open-minded to change their leadership style. Related to those
two key determinants and supported by an organization-wide focus on emotional aspects the
concept of customer delight can be sufficiently supported in order to introduce it successfully.
Besides necessary changes within the processes and leadership approach, an understanding for the
importance of the emotional needs has to be developed.

The particularities of these challenges described in this publication must be analyzed
individually and adapted to the company's specific situation. In combination with a prior
assessment of the current situation, a plan, usually consisting of several stages, must be drawn up
for the introduction of customer delight. In addition, special training courses for employees with
customer contact and managers must be developed and implemented. In addition, intensive work
must be done on the necessary understanding of the customer delight concept and the special role
of emotions identified here. The diverse requirements associated with this multi-purpose approach
require an organizational-wide commitment and an ongoing organizational exchange and learning
at all hierarchical levels.
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Dirk Menzel

POJISITA HA EMOIIMUTE B KOHIEIIIUATA 3A YAOBJIETBOPEHOCT
HA KIIMEHTA

Pe3tome: Ocobeno 6 pamkume Ha 3anadHoes8ponelckama Kyaimypa eMmoyuume U eMoyuoHaIHume
n00X00U u32nexdcoa ca omxgvpienu 6 buznec cpeoume. Tosa 600u 00 anarumuier U OPUeHMuUpPaH
KbM akmume ¢oKyc Ha npoyeca HA 63eMaHe HA peuleHusi U NoOX00 KbM KIUeHmd.
Veenuuasawume ce uzcieosanus 6bpxy 408euKoOmMo noseoeHue U npuduHume, nopaou Koumo eoua
opepma e npeonouumana nped oOpyea, noovepmasam eadxcHocmma Ha emoyuume. Ilpu
KOHYenyusama 3a y0081emeopeHoCm Ha KIUeHMA, 8 KOAMO UHOUBUOM mpsaoea 0a Ovoe U3HeHA0aH
u ce yeau ObI2OCPOYHA, VHUKATIHA 8PB3KA, eMOYUOHATHUAM dcnekm e Kouoe gaxkmop. Tosa
0KA36a 6IUAHUE 8bPXY HACMPOUKAMA HA OUPEKMHOMO 83AUMOOeliCeue ¢ KIueHmume, Cmuia Ha
JUOEPCMB0 U UBUCKBA NOCMOSHHO OP2AHUZAYUOHHO 0OVYeHUe.

Knwuosu oymu: yooeremeopenocm Ha KiueHmMd, YHpAeieHUue HA NpOMeHume, emMoyuu,
JUOEPCMB0, OP2AHUZAYUOHHO 0OYYeHlUe
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HHO®OPMATHKA H KOMIIIOTbPHHU HAYKH
INFORMATICS AND COMPUTER SCIENCES

N3I1O0JI3BBAHE HA U3KYCTBEH UHTEJIEKT 3A AHAJIM3 U KATETOPU3ALIUA
HA KUBEPATAKUN YPE3 PA3IIO3HABAHE HA NIOBEAEHYECKU MOJIEJIN

Mmupocaas CredanoB
Yuusepcumem no dubauomexosnanue u UHGOPMaAYUOHHU MEXHOIO02UU

Peztome.  Jloxnaovm npeocmass OemailieH AHAIU3 HA — MEKYWOMO  CbCMosHue Ha
Kubepcucyprocmma 6 bBvieapus, kamo ce (poxycupa 6vbpxy oyenkama Ha pucka om Kubepamaxu,
KOUMo 3acseam uiu ce uzevpusam 6wvpxy owvreapcku IP adpecu. Hzcnedsanemo paszenexcoa
PA3IUYHU ROOX00U U UHCIPYMEHMU 3d CbOUpane U anaiu3 Ha OAHHU, 8KIIOUUMENTHO ONepPamuen
MOHUMOPUHE 8 PEeATHO 8peme, U3NoN38anemo Ha honeypot cucmemu, Kakmo u ananus upes Jupyter
Notebook u Python, koumo noonomazam u3uepnamenHus aHAIU3 HA UHGOpMaAYUAMA.
U3zcnedsanemo ce bazupa Ha nooxoo, KOUmo 8Ka48a 0600wasane Ha MemaoanHume, U3NOI36aHU
6 ananuza, u memooume 3a OMKpUsaHe HA Kubepamaxu, Kamo noo4epmasd SaAXCHOCMMA HA
2e02papcromo MecmononoNceHue, Memooume Ha HanadeHue 1 MIAxXHama nocied08amenrHoCH 6b6
epememo.  Ananuzem — noduepmasa  UHMEH3UBHOCMMA U PA3NPOCMPAHEHUEMO  Ha
KubepHanadenusima 8 CMmpanamd, KaKmo u 3HAYUMEIHOMO pAa3Ho0Opasue u NOMeHYUaIHama
Hecmaburnocm na me3u amaxu. Ochoénama wacm Om AHAIU3A NPeOCmass Kio4osu
cmamucmuyecku OaHHU OMHOCHO Kubepamaxume, KOUmo noka3eam akmueHOCmma u wupomama
Ha Kubepsaniaxume 8 CMPAHAmMd, 6KIIOUUMENHO 0eCKPUNMUBEH AHANU3 U KIbCMEPEH AHANU3 HA
Hanadenusima. Pazenedcoam ce KOpenayuoHHU aHAIU3U 30 U3YYABAHE HA C8BLP3BAHENO MENCOY
Kubepamaxkume u pasiudHy 2e0epaghcKu pecuoHu, KaKkmo u épemesusi anaiu3 3a OmKpueane Ha
0b120CPOUHU MeHOenyuu. M3non3satiku usyaiu3zayuonHu uncmpymenmu kamo 3D 6ap epaguxa
U JuUHelHa epaguxa, npedocmass nOOPoOOHO npeocmassine HA Kopeiayuume u npoMeHume no
speme, ookamo boxplot u KS mecm 3a npucodeno cpasmuaeame ce usnonzéam 3a OYeHKa Ha
pasnpeoenenuemo u HOpMarHocmma Ha oannume. Jloknadvm npedocmass obwy noaied 3a
Kubepcueyprocmma 6 bwaeapus, xamo uznonzeéa paznoobpazwu memoou u UHCMPYMEHMU 3d
cvOuparne U amanuz Ha OAHHU C yYel uoewmuuyupaHe Ha KuOHOSUmMe MEeHOeHYUU U
nOMeHYyuannume puckose om Kubepamaxume. H36o00ume noduepmasam adNCHOCMMA Ha
HeNnpeKv»CHAmomo MOHUMOPUPAKe U AHAIU3 Ha Kubepamaxume 3a OMKPUBAHENO Ha MEeHOEHYUU U
Owvp30 peacupane. Basicno e 0a ce paspabomsm yenu u cmpamecuu 3a Kubep3awuma, Kamo ce
83eMam npeosud pPeSUOHATHU, UKOHOMUYECKU U MEXHOLOSUYHU (AaKmopu, KOumo mozam 0a
nosaussam Ha xKubepcucyprocmma. okiadovm npeonaza npenopvku 3a 0voewju Uu3cieosanus,
BKIIIOYUMENHO YCIMAHOBABAHEMO HA OBbA2OCPOYHU MOOeIU U paspabomeanemo HA NPOSHO3HU
MoOenu, Koumo 0a npedsuosm uMeHeHUus 8 makmukume Ha Hanadamenume u 0a npeoyodcam
eexmueHU npesaHmMudHY CIMpame2uu.

Kniouosu oymu: xubepcucyprocm, xubepamaxu, meHOeHYuu, KOpelayuoHeH aHaiu3, 8pemesu
cepuu
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BBBEJEHUE

B nacrosimara emoxa Ha rio0ann3anus U TEXHOJOTUYHO PAa3BUTHE KHOEPCHUTYPHOCTTA € OT
CBILIECTBEHO 3HAYEHHWE 3a HAlMOHAJHATa M KoprHopaTuBHara curypHocT. Ilpomecure Ha
III/I(i)pOBI/I?;aHI/I?[ M YBCJIMYaBaHC HA 3aBUCUMOCTTA OT MHTCPHECT TCXHOJIOTMUTC MMPOMCHAT HAaUYMWHA,
10 KOWTO 00111eCTBOTO (DYHKIIMOHUPA, KaTO YBEJIMUaBaT PUCKOBETE OT Kubeparaku. Te3u araku He
camo Ipe/ACTaBisABaT 3aIulaxa 3a JIMYHUTE JaHHM Ha XOopaTa, HO MOrar Ja MMaT AbITOCPOYHU
HKOHOMHWYCCKH U COLIMAJIHU MOCJICACTBHA, KOCTO MOJUEpTaBa HCO6XOIII/IMOCTT3, oT HO-C(i)CKTI/IBHI/I
MCPKH 3a KI/I6CpCI/IprHOCT. B T031M KOHTEKCT ABPKABUTE, BKIIFOUUTCIIHO B’I)J'Il"apI/Iﬂ, CTOAT Ipea
MPEeIM3BUKATEIICTBOTO J1a M3TPAJAT U MPUIIOKAT CTPATETUHU 3a 3alllUTa CPEeIlly BCE MO-CIOKHUTE U
YeCcTO CpellaHu KubepaTaku.

bbarapuss e cTpaHa c akTUBHO pa3BHMBallla c€ HHPOPMAIMOHHA M KOMYHUKAllMOHHA
undpacrpykrypa (MKT) u ToBa s m3mpaBs mpea Hy)KJaTa Ja 3acujiBa CBOUTE CIIOCOOHOCTH B
obnacTtTa Ha KMOEPCUTYpHOCTTA, 3a KOETO € OT pelIaBallo 3HAYeHHE J1a Ce MPOyYH PUCKBT OT
kuOepaTaky, KOUTO 3acsrar WK ce U3BBPIIBAT BbpXy Obarapcku IP aapecu.

1. METOJOJIOI'sI HA U3CJIEABAHETO

METO/I1 3A ATPETNPAHE HA METAJIAHHUA

W3BBpIIBaHETO HA OMEPaTHBEH MOHUTOPHUHT B PEATTHO BPEME € OT CHIECTBEHO 3HAYCHHE 32
e(EeKTHBHOTO OTKPHUBaHE Ha KHOEpaTakH, 3aTOBA OTICPATHBHUAT MOHHTOPUHT UTPae KIFOUOBA POJIS.
WznomBanero Ha honeypot CHUCTEMH € OT CBHIIECTBCHO 3HAYCHHE 3a 3aCHYAHETO Ha BCEKU
HEOTOPU3UPAH OINUT 3a JOCTBI, KOETO TapaHTHUpa MOCTOSIHHO HAaOIIOJICHWE Ha MpeKoBaTa
akTuBHOCT. CliefiBamaTa CThIKa € €()EKTUBHOTO arperrupaHe W LEHTpPAIU3alus Ha ChOpaHUTE
JaHHU, KOUTO ca HEOOXOJMMH 3a aHAIUTHYCH Tperiiea W OleHKa. 3a ja ObJe OocCHrypeHa
HETMPUKOCHOBEHOCTTA U HAJIGKIHOCTTA HA JAHHUTE, BAXKHO € Jia Ob/IaT BBBEJICHH CTPOTH MEPKH 32
CUT'YPHOCT, KOUTO TapaHTUPAT 3alIHUTa U IOBEPUTEITHOCT HAa HH(POPMAITHOHHUTE IO TOITH.

METO/I1 3A AHAJIN3 U UHCTPYMEHTAPUYM

AHaTUTUYHUAT TPOLEC B H3CIEABAHETO € OPraHM3MpaH 4Ype3 H3IOJ3BAaHE Ha €3UIH U
wIaTGopMu, KOUTO ca MIMPOKO MPUIIOKUMHU B chepara Ha HAYYHHTE HU3CIEIBAaHUS, KaTo Jupyter
Notebook u Python. Jupyter Notebook ocurypsiBa MHTEPaKTHMBHOCT M JETailJieH aHalu3 Ha
naHHuTe. B mpoueca Ha aHanmza ce u3Noa3BaT pasnuyHu Python OumbGnumorexu: Pandas 3a
e(eKTUBHO MaHUITyJIMpaHe U aHalu3 Ha JaHHUTe, Matplotlib u Seaborn 3a unTynTnBHa rpaduuna
Busyanmuzanus (Hunter 2007), kakro u Scikit-learn 3a nmpuiarane Ha pa3lmIMPEHU CTATUCTUYECKH
MOJIENU M alTOPUTMU 3a MaHHO o0y4yenue (Pedregosa 2011).

OIIMCAHME, U3TOYHUIIA U ITPEACTABUTEJITHOCT HA METAJAHHUTE

B paMkuTe Ha HalIETO HAYYHO W3CJIEABAHE IIPOBEIOXME IPOLEAYPH 3a CTAaHAAPTU3UPAHE HA
METAJaHHUTE M IOCIEABalla BaJMAALMA, C KOWTO Ja OTKPUBAME BCAKAKBU aHOMaJIUU U
M3KIIIOYEHHUS, KOUTO OMXa MOTJIM J1a OKaXaT BIMSHHE BBPXY JOCTOBEPHOCTTAa HA aHAIMTUYHUS
nporec. Hamusar cTaTUCTUYECKU aHAIN3 BKIOYBA MHCTPYMEHTAPUYM OT pa3/IMYHU U3YUCIICHUS 3a
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HEHTpa/iHaTa TCHACHLMA W PpaspbCHATOCT — CPECAHU CTOﬁHOCTH, MCIuaHu, MOAH, CTaHAAPTHU
OTKJIOHCHUA U CKCTPCMATHU crouHoctu. Te3n MCTPUKH HU IOMAarat aa iMaMmce 1o-1I'bJiHa MMpeacTaBa
3a paspeeICHUEeTO Ha TAHHUTE.

e Mpeska ot honeypot cucremu

B xoHTeKcTa Ha HACTOSIIIOTO U3CJIeIBAHE U3BJICUeHAaTa HH(OPMAIIHSI IPOU3THYA OT pa3IIUpPEeHa
Mpexka OT honeypot CHCTeMH, CTPAaTEIMYeCKH pa3IlOJIOKEHH B MHOXECTBO YpOaHWU3HWpaHU
araoMepanuu. Te3u CUCTeMU ca CTPaTerHueCcKy Pa3oIoKEeH! B PA3INYHNA OOIIMHI U HHCTUTYLIUU
U HWMHUTHpPAT pa3MdHU YI3BHMOCTH B MpekoBata uHGppacTpykrypa. llenrta Ha TIXHOTO
IPUIIOKEHUE € J]a CIyXaT KaTo CPEJICTBO 3a NPHUBINYAHE U PETUCTPHpPAHE HA HEOTOPU3HPAH
AOCTBII W 3JIOHAMCPCHU I[GflCTBPISI, HpeI[OCTaBﬂﬁKH JaHHU 3a IIOBCACHUETO M METOOAUTEC Ha
HaraJaTeIuTe.

e Onucanue HA MeTOAMTE 32 PA3MI0O3HABAHE HA KMOepaTaku

['maBHUTE MapameTpu NpuU HACHTUPHUKAUATA HA KHOSPUHITUACHTH BKIIIOYBAT Teorpad)CKOTO
MECTOIOJIOKEHNEe Ha Hamaaarenute (ompeaeneHo upe3 [P aapecute), mocmemoBaremHOCTTa Ha
aTaKUTE BHB BPEMETO, U3IOJ3BAHUTE METOJM U BEKTOPH HA aTaka (BKIIOUUTEITHO CKaHWpaHE Ha
MOPTOBE, EKCIUTIOATAIlMsl HAa M3BECTHHU YSI3BHUMOCTH) U ChOpaHWTE METaJaHHH, OMUCBAIIN BCSKO
NEUCTBUE.

e [IpencraBuTeIHOCT HA TaHHUTE — NEPUOI, 00eM, JTOKAIIUN

[IpeacraBuTeIHOCTTA HA TAHHUTE C€ OCHOBaBa Ha MH(OpMaIKs 3a JHEBHUS Opol KubepaTaku
U CBbp3aHUTE C TAX yHuKaiaHu [P axpecu, mpousnuszamu oT ObArapcKyd MU3TOYHHUIM. AHATU3BT
BKJIIOUYBA JIaHHU 32 €THOTOIMIIEH IEPUO, KOUTO ca pa3/Ie]IeHd Ha MECEUHH MHTEePBajH, 3a 1a Objie
MO-JIECHO 00paboTBaHE M BU3YAIM3UpaHEe HA TEHICHITUUTE.

1. PE3VYJITATU U AHAJIN3 HA KAPTUHATA HA KUBEPCUT'YPHOCTTA
B BbJI'APCKHUSI HALIMOHAJIEH JOMENH
2.1. OCHOBHH CTATHCTHYECKH TAHHU

e /leckpunTUBEH aHAJIN3

AHaIM3bT Ha CTATUCTUYCCKUTE JAaHHU 32 KHOEpaTaKuTe, KOUTO Ca W3BBPIICHH OT WM Ha
obarapcku IP anpecu, mpemocrtaBs BakHa WHGOpMaIMs 3a Xapakrepa M oOemMa Ha TaKHBa
uHIuaeHTH (Bk. Tabmuna 1). M3cneaBanusara mokas3sar, ye 00eMbT Ha aTaKUTE CPEIHO HA JICH
noctura g0 okoJio 162 454 uzswpiienu ot 89 Ha Opoit yHukanuu obarapeku [P agpecu. Tesu nanau
MOKa3BaT aKTHUBHOCTTAa W Pa3lpOCTPAHEHOCTTa Ha KubOepaTakuTe B cTpaHata. CTaHAapTHOTO
otkinoHeHue oT 108 135 momuepraBa 3HauMTENHATa HECTAOMIIHOCT M BapHalMs Ha JHEBHATa
aKTUBHOCT. TOBa € CUTHAJI 3a HEMOCTOSHCTBO B aTaKWTE WJIM 3a MEPUOJM Ha MO-arpecuBHa
AKTUBHOCT, KOETO € CBHIIECTBEHO 3a pa30MpaHETO Ha JWHAMHUKaTa Ha KHUOEpNpecThIUICHUATa U
MouepTaBa CEPHO3HOCTTA U MaIiaba Ha Kubep3ariaxuTe, KOUTO 3acsIraT peruoHa.
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Tabnuya 1. Ananuz na cmamucmuuecku OaHHU Ha Kubepamaxu cvc cpeder opoii IP adpecu

Cpenen Opoii THEBHM aTaKu 162 454
Cpenen opoii ynukaauu IP 89
ajipec Ha JeH

OO0y Opoii aTaku Ha JeH 1620 178

Crpio Taka cpeiHUAT Opoii Ha yHUKanHuTe Obarapcku [P agpecu, kouTo ydacTBar B aTakuTe,
€ okoJio 89 Ha JieH, ChC CTAaHJAPTHO OTKJIOHEHHUE OT 32, KOETO Ipe/roara HAIMYueTo Ha U3BECTHO
pazHooOpa3ue B Opos Ha AaKTMBHUTE W3TOYHHWIM Ha artaku (Bx. Tabmuma 2). ToBa HU daBa
Mpe/icTaBa 3a roJeMHHATa U 3a pa3Mepa Ha Mpeara Ha aTaKyBallUTe B paMKHUTE Ha CTpaHaTa.

CrangapTHOTO OTKJIOHEHHE Ha AHEeBHUTE aTaku oT 108 135 u OposT Ha yHukanuure [P aapecu
Ha JIeH OT 32, KaKTO ¥ 3HAYUTEITHOTO CTaHaapTHO oTKIoOHeHUe oT 1 130 543 na oOutus Opoit aTaku
MOKa3BaT BUCOKATa BApMAaTUBHOCT U MOTEHIIMATIHATA HECTAOMIIHOCT Ha cTpaHaTa. Te3u koneGaHus
B JJAHHUTE 3a JICHS MOTaT J1a CUTHAJIM3UPAT 3a pa3Iu4yHd MOJETH Ha aTaku, KOUTO Morar Aa ObaaT
MpeIM3BUKAHU OT PA3IMYHU (PaKTOPH, BKIIOYUTEITHO BPEMEBU NEPUOAN, TEXHUUECKH YI3BUMOCTHU
Y YOBEIIKU (DaKTOPH.

Tabauya 2. Ananuz na cmamucmudecku OAHHU HA KUOEepamak cbC CMaHoapmHo

OMmKIOHeHUe
CTaHIapTHO OTKJIOHEHHE HA THEBHU 108 135
aTaKH

CTaHIapTHO OTKJIOHEHHE HA 32

yHukaanu IP aapecu Ha aen
CraHapTHO OTKJIOHEHHE Ha 001 Opoii 1 130 543
aTaKM Ha JIeH

B pamkuTe Ha MPOBEACHOTO U3CIIEeABAHE OPOSIT HA PETUCTPUPAHUTE KHOEpaTaky 3a ONpeIeeH
JIeH Bb31n3a npuonusurtento Ha 1 620 178, c orpomHo ctannapTHO oTkinoHeHue oT 1 130 543. To3u
BHUCOK HMHJIEKC MOJCKa3Ba, Y€ MMa roJsIMO KoJieDaHMEe M BB3MOXKHOCT 3a TOJeMH KHOepaTaku.
OTKpUTOTO CHOTHOILLIEHUE HA aTakuTe, KOUTO mpousxoxaar or IP agpecu B bearapus m xouto
npencrasisaBaT okoyio 10.03% ot o6mus Opoit ataku 3a JeHs, HoJuepTaBa 3HauuMara poJisi, KosTo
TE3U aJIpecu UrpasT B KHOEPCUTYPHOCTTA Ha JTbp)KaBaTa.

Ta3u craTucTHKa € U3KIIOYUTEIHO Ba)KHA 32 HAyYHUS aHAJIU3, KaTO IIPEJOCTaBsl ChIECTBEHU
JIAHHU OTHOCHO Opost U uecToTara Ha kubeparakure, cBbp3anu ¢ IP anpecute B brirapus, kakro u
TSXHATa Bpb3Ka ¢ 00U 00eM Ha MeKXIyHapoaHuTe kubeparaku (Bx. Tabmuma 3). ToBa Hu 1aBa
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BB3MOKHOCT Jia pa3zdepeM mo-no0pe JOKaTHUTE MOJENN Ha KHOepHanaJeHusl U TAXHATa PO B
LIMPOKHUS CIIEKTHP OT KuOep3ariaxu.

AHanM3bT HA JAHHUTE PAa3KpHUBa Ba)KHU XapaKTEPUCTUKH Ha KuOepaTakuTe, W3BHPIICHH OT
owpnrapcku [P agpecu. BHCOKOTO CHOTHOIIEHHE HA aTaKUTE CHPSMO aJpecHTe, KOETO TOCTUTa
cpenHo no 1822.71 artaku 3a Bceku aapec, moauepTraBa TEHACHIIMATA 32 KOHIIEHTPAIUS Ha aTaKUTe
B pblieTe Ha orpaHuyeH Opoill HamajgaTenu. ToBa JaBa OCHOBaHUE Jla CE€ IPEIIOJIONKHU, Y€ UMa
ChILECTBYBAILlM AKTUBHU KHOepaTaKyBally Ipynu, KOUTO ONEPUPAT B PAMKHUTE HA CTpaHaTa.

Tabauya 3. Yecmoma na kubepamaxu om ovreapcku IP adpecu

ChoTHOLIEHHE HA 1822.71 CpenHo 3a BcekH
ObJITapCKUTE aTAKH owvarapcku IP agpec ca
KbM Objarapckure IP W3BbpUIEHU OKOJIO 1822
ajapecu aTaku

CpenHo choTHOLIEHHE 10.03 CpenHo ObJTapCKUTE

HA ObJITAPCKUTE ATAKH aTaku NpeCTaBIIsABaT
KbM 0011Hs Opoi okojo 10.03% ot Bcuuku
aTaku aTaky Ha JIeH

CpenHoTo CHOTHOIIIEHHE HAa OBJTApPCKUTE aTaKd CHPSIMO OOImus Opoi Ha aTakuTe, KOETO €
okosio 10.03%, mpemocTaBss OCHOBA 3a M3CJIC/IBAHE HA BIMSIHUETO HAa MECTHUTE KuOepaTakud B
KOHTEKCTa Ha robamHuTe KuOep3amiaxu. To3u mMokazaren MOAKpEIs 3aKIYeHHETO, Ue
OBJArapcKUTE U3TOYHUIIM HA aTaKU Ca 3HAUMMa 4acT OT oOmiaTa KUOEpaKTUBHOCT U BB3/ICHCTBAT HE
caMmo Ha HAIlMOHAIHO, HO M Ha MEXIYHApOJIHO HUBO.

BbB BpB3Ka ChC crioMeHaTaTa KOHILEHTpAlus M 3HAYUTETHHS o0eM Ha OOIIMTE aTaku €
M3KJIIOUMTEIHO BaXKHO J1a ce Mpoydat KkubepaTakute ot Obarapcku I[P agpecu, 3a na ce pa3pabotsr
L[eJIeHaCO4YeHH cTpareruu 3a kubepsammura (Brown 2018). 3a na ce cnpaBuM epeKTUBHO C Te3H
BUJIOBE aTakd, TpsOBa MmoApoOHO 1a pa3depeM MOTHUBUTE, METOJIUTE U TEXHOJOTHUUTE, KOUTO
W3MO0J3BAT HaalaTeNINTe.

e Kubcrepen ananus Ha kudeparakure

W3BbpIIEHUAT aHAIN3 MPEIOCTaBs JeTailIHa CTATUCTUKA 32 TPU PA3IMUHHU KIIBCTEpa, KOUTO
IIPEJCTaBIABAT IPYIHU OT KMOepaTaku, COPTUPAHU Bb3 OCHOBA Ha PA3JIMYHU XapaKTePUCTHKH, KaToO
4yecToTaTa M M3TOYHMKA Ha aTakuTe. AHAJIM3BT HA T€3W JIAaHHM INPeloCTaBs LEHHAa MHpOpMaLus
OTHOCHO MOJIEJINTE, abJOHNUTE U 00XBaTa Ha KubeparakuTe, GOKyCHpailku ce BbpXy poJisiTa Ha
owvnrapckute [P agpecu B To3u mporec (Bx. Tabnuna 4).
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Tabnuya 4. Knvcmepen ananuz na kubepamaxu

IMoka3area Kabcrep Kabcrep Kabcrep

Cpenen Opoii 1087 073 6 140 481 2 075983
MunuMmaJjeH 0 4222 992 1 060 602
MaxkcuMmaJjieH 2310 624 7 559 298 5701 032

CranaaptHo 468 478 1281 068 781 073
OTKJIOHEHHUe
Ha aTaKu

Cpenen opoii 72.64 112.83 112.51
MuHuMAaJIeH 0 85 70
MaxkcumaJjieH 140 143 157

CranaaptHo 27.48 28.42 20.59

OTKJIOHCHHE
Ha bI' IP

Kancrep 1 ce xapaktepu3upa ¢ Hal-HHCKUsA cpefeH Opoi ataku — 1087 073, koero
MpeJroara, 4e To3M KI'bCTep BKJIIOYBA [MO-MAJIKO arpeCUBHH WM MO-PSAAKO cpelanu Gopmu Ha
kubeparaku (Smith & Jones 2017). Habmonenunero 3a MuHMMaseH Opoi aTaku, paBeH Ha HyIa,
IIpearnoyiara MEpUOJM Ha HaMalsBallla aKTUBHOCT WM IIbJHA JIMIICA Ha TaKWBa, JOKAaToO
MaKCUMAaJIHUAT peructpupan o6em ot 2 310 624 1 HUCKOTO CTaHAAPTHO OTKJIOHEHUE OT 468 478
noj4yepTaBaT CTaOMIIHOCTTA B Pa3MpeAeiCHUETO Ha aTakuTe B To3M Kibcrep. CpeaHusar Opoi
3aceuenn [P aapecu B bbarapus, ydacTBaau B aTakuTe, € OTHOCUTEIHO HUCBK — 72.64, ¢
MUHHUMAaJTHOTO CTaHJAAaPTHO OTKJIOHEHHE OT 27.48, KOeTo Imperosiara CTaOMIIHOCT U JIUIICAa Ha PE3KU
IIUKOBE B aKTHBHOCTTA.

Kabcerep 2 ce omMyaBa ¢hC 3HAUUTENIHO MO-BUCOK cpeieH Opoii ataku — 6 140 481, koero
MI0Ka3Ba, Y€ KII'bCTEPBT BKJIFOYBA MHOTO aKTUBHH aTaKy WM aTaku ¢ TosisiM Mamad. CTaHaqapTHOTO
oTKJIOHeHHE Ha arakute 1 281 068 € 3HauUMTENIHO, KOETO NOKa3Ba, Y€ BBIIPEKU BHCOKHS CPENEH
Opoii araku, MMa ChIllecTBEHHU KosieOanus B TsxHaTa yectoTa (Lee & Kim 2018). ToBa ce cBbp3Ba
C MEPUOJMYHM WM CE30HHU KammnaHuM. bearapckure IP anpecu cblllo nokasBaT BUCOKO CPEAHO
HuBo 112.83 u Haif-ronsm makcumanieH Opoi 143, koero momyepraBa 3HAYMMaTa poJis Ha
OBIrapCKUTE U3TOYHUIU B TO3U KITBCTEP.

Kabcrep 3 npeacrasnsBa cpeIHUAT JUana3oH MEX]y I'bPBUTE ABa KIbCTEpPA MO0 OTHOIIECHUE
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Ha cpexnus Opoit araku ot 2 075 983. Iloka3Ba Haif-roJIsIMO pa3HOOOpa3ue B oOeMa Ha aTaKuTe,
KOETO ce 0Tpa3siBa B MakcuManHus 06eM ot 5 701 032 u ctannapTHOTO OTKIOHEHUE oT 781 073. B
TO3M KIBCTEP C€ BKIIOYBAT PA3IMYHH BUAOBE aTaKM WM TaKUBA, KOUTO Ca TOBIHMSHU OT
cneun(uyHn BHHIIHU chouTus. Cpeqausar 6poii Ha IP aapecute B bbarapus e mogo0eH Ha TO3U B
Knserep 1 (112.51), HO HHUCKMTE CTOMHOCTHM Ha CTaHIApTHO OTKJIOHeHHE oT 20.59 mokaspar
MOCTOSIHHA aKTHBHOCT BHB BPEMETO Ha aTaKyBalUTe I'pynu B brirapus.

Wzcnensanero Ha rojemus Opoil kuOepaTtaku, W3BBpHICHH OT Obiarapcku [P ampecu B
OTIpENIeIeHN KaTeropuu, NoaUepraBa HEO0OXOAWMOCTTAa OT MO-/JCTAIHO TO3HAHHWE 3a
pernoHaTHUTE 0COOCHOCTH Ha TAaKMBA MHIMJICHTH. BaxkHOCTTa HA Ta3u nH(popManus e moagepTana
B paboTara Ha Thompson u Herosute kosneru (Thompson 2019), kouto npuszoBaBar 3a pa3mIUPEHO
HAy9YHO W3CIICJIBAHE Ha BIMSHHETO HA TE3W aTakW BBPXY riobamHaTa kubepcurypHoct. ToBa HU
moMara Ja WACHTUHUIMpaMe KIIOYOBUTE AHATUTHYHH €JIEMEHTH W MOJENH, HeoOXOoAWMHu 3a
HaOJro/IeHUe W TPENOTBpaTSIBaHE Ha IMOTEHIMAHHU 3alUlaxH, KakTo pasuckBaT Rodriguez u
Anderson (Rodriguez & Anderson 2020).

2.2. KopeslauuoHneHn aHaJin3 1Mo BpeMe U CLOMTHSA

Cnen u3cnenBaHe Ha BPB3KUTE MEXAYy KHOepaTakuTe M pazIU4YHUTE Teorpad)CKu pervoHwu,
3abemns3BaMe CUITHA CBbp3aHOCT B byprac ¢ kopenarus ot 0.632924, koeTo mojicka3Ba 3HAYUTEITHO
BIIMSIHUE Ha reorpadusita BbpXy Mojielia Ha aTaKUTe B TO3HM peruoH (Bxk. Tabmuma 5). Usrmexna,
4e reorpadckoTo MECTOIOJIOKEHNE UTpae BaxkHa poJis 3a kubep3aruiaxute Tam. Bapua u [1nosaus,
OT Jpyra CTpaHa, ToKa3BaT 1mo-ciabda cBbp3anocT ¢ kopenaruu ot 0.132300 u 0.082618 croTBETHO,
KOETO HM JaBa OCHOBaHHUE Ja NPEINOJIOKHUM, Y€ T€3M PETMOHHM HE ca TOJKOBA 3acerHaTH OT
kubep3aruiaxure, 00yciaoBeHH oT reorpacdusra. InTepecHo e 1a 0TOeNIeKUM U CHITHATa KOpearus
Haz 0.9 3a Xapmanmu, Codus u Benunrpaj, KoeTo mojicka3Ba KOHIEHTPUPAHOCT Ha aTaKUTE WIN
MPUCHCTBUE HA CIEU(PUYHH 3aIIaXH B TE3U PaHOHHU.

Tabauya 5. Koperayuonen ananus Ha cooumus

Byprac 0.632924 yYMEpEHa 10 CUJIHA
Bpb3Ka

Bapna 0.132300 ciaba Bpb3Ka

IlnoBauB 0.082618 MHOTO ciaba Bpb3Kka

Xapmanin Hax 0.9 CUJIHA BPB3Ka

Codusn Hazx 0.9 CUJIHA BPBb3Ka

Beaunrpan Hazn 0.9 CUJIHA Bpb3Ka

[Ipu KopenannoHeH aHaInu3 [0 BpEME CTaBa SICHO, Y€ UMa II0-CUIIHU BPB3KH IIPH U3II0JI3BAHETO
Ha CeJIMUYHM M MECEYHU BPEMEBHU MHTEPBAJIM B CpaBHEHUE ¢ JHeBHHUTE (Bxk. Tabmuma 6). Toa e
MH/IMKALKUSA 32 M0-SCHO Je(UHUPAHU MOJIENIM HA KHOepaTaku B MMO-ABJITOCpoUeH IuiaH. Hanpumep
JAEY noka3Ba BUCOKa CBBP3aHOCT B TPUTE BPEMEBH MHTEPBaJia, KOETO MOJICKAa3Ba CTAOMIHOCT U
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NpEeABUIUMOCT B aTakure. B cbmoTo Bpeme rpamosere Bpama um XackoBo MMar MO-HUCKU
CTOIHOCTH Ha CBBP3aHOCT, 0COOEHO Ipu AHEBHA 0a3a, KOETO 03Ha4YaBa 0 -CIIydallHU WU Pa3IuIHU
MOJIeH Ha KHOepaTaku.

Tabauya 6. Koperayuonen ananus no epeme

Bbancko 0.3511 0.7515 0.8701
Byprac 0.6329 0.9457 0.9337
Bapna 0.1323 0.5313 0.7232
Bpana 0.0403 0.2786 0.3921
JAEY 0.6295 0.9404 0.9483
Il1oBauB 0.0826 0.6133 0.7851
Pynozem 0.1432 0.4080 0.4215
Codusn 0.4051 0.7968 0.9272
Codusn — 0.4621 0.8138 0.8684
Muaagoct
XackoBo 0.07696 0.3192 0.4858
Total 0.2921 0.9073 0.8454
(061m10)

2.3. Tpuusmepna 6ap rpaguxa (3d bar chart)

To3u Tun rpaduka nmpeacTapisiBa aHAIMTHYCH UHCTPYMEHT, U3IIOJI3BAH 3a BU3yaIH3UpaHEe Ha
KOPEJAIMOHHATE KOC(PUIMEHTH MEXKIy KHOEepaTakuTe W pa3IMdHH TI'eorpad)CKU pPErHoHH B
paMKHTE Ha pa3jIMYHU BPEMEBH PaMKH — JHEBHA, CE/IMUYHA, MeceuHa (Bk. ¢ur. 1). Tazu rpaduka
OCHTYpsIBa JICTAIIIHO MPEICTaBsIHE HA BAPUATHBHOCTTA M CPABHEHHSTA HA KOPEJIAIIMUTE BHB BCSIKA
BpeMEBa TIEPCIICKTHBA M 3a BCEKH W3CIICABAH Tpajl, KOCTO JaBa BB3MOXKHOCT 3a IO-IBIOOKO
pa3dupaHe Ha TUHAMHKATa Ha KUOepaTAKUTE U TIXHOTO PA3MPE/ICICHUE B PA3IMYHUTE PETHOHH.
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== Daily
= Weekly
== Monthly

Kopenauus

HesHa

Roduzem
Sofia

Sofia - Mladost
Haskovo
Total

Que. 1. Tpuuzmepna epaghuxa na kopenayuume mexcoy BG Attack u BG IP

I'padukara mokasBa KOpeIalMOHHUTE KOSHUITUEHTH MEX Ty OpOsi Ha aTaKuTe, U3BBPIICHU OT
ovarapcku IP agpecu (BG Attack), u 6pos Ha ynukanuurte 0wsrapcku IP agpecu (BG IP) 3a Besika
BpeMeBa paMKa (IHEBHA, CEIMUYHA, MECEYHA) 110 OTHOIICHWE HA BCEKH rpaj. TpuH3MepHHTE
0apoBe IMO3BOJISIBAT BU3YalW3allMs Ha pPa3iiMuMsATa B KOpPEJIALMUTE TPe3 pa3IMdHUTE BPEMEBH
MIEPUO/IN U TPAJIOBE, KATO CE BIDK/A, Y€ B OOIIHS CITy4all KOpEIaluuTe ca MO-BUCOKH 32 MECEYHUTE
JaHHU B CpaBHEHHE C JHEBHUTE M CEJAMUYHHTE. TOBa OTpa3siBa MO-CTAOMIHH IIBJITOCPOYHHU
B3aMMOJICHCTBHSI MEXIYy AKTHBHOCTHUTE Ha AaTaKUTe M HAJMYUETO Ha JIOKAIHU aTaKyBalld

HU3TOYHHUIIH.

2.4. JInneiina rpaduxa (line chart)

[IpomeHnuTe B KOpENallMOHHUTE KOC(PHUIIMEHTH Mpe3 BPEMETO 3a BCEKH Ipaj MOTaT jaa ce
MPEJICTaBAT 4Ype3 BPEMEBH pEAOBE, KOWTO IOKa3BaT KaK Bpb3KaTa MeEXAy KuUOepaTakuTe H
reorpackute peruoHu ce mpomens (Bxk. ¢ur. 2). To3u aHanu3 e mMoje3eH 3a OTKpUBaHE Ha
IBITOCPOYHU TEHJCHIIMH M MOTEHIIMATHU MPUYMHM 32 BapHUallid B KHOEPCUTYpHOCTTa, KOUTO
Morar Jia ObJaT CBbP3aHU C U3MEHEHUS B COLMATHO-UKOHOMHUYECKUTE YCIOBUS, TEXHOJIOTUYHOTO
pa3BHUTHE WIH MOJUTUYECKUTE CTPATETUH 3a CUTYPHOCT.

I'padbmynOoTO TpencTaBsHE KaTO JTUHEHHHW TrpaduKu MO3BOJISABA J1a BUIUM KOpPETAIlMOHHUTE
Koe(UIIMEeHTH 3a BCEKHU Tpajl OTACTHO U Ja HalpaBUM CPAaBHEHUE MEX]y pa3IMyHU TpagoBe. ToBa
€ 0COOEHO TOJIE3HO MPHU OTKPUBAHETO HA HEOOWYAMHHN WIIN U3KITIOUYUTEITHU CHOUTHSL, KOUTO BIIHSISIT

Ha KI/I6epCI/IprHOCTTa B OIIpcAcCiICHA obunacr.
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—e— Daily Correlation
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Que. 2. [Ipomana na koperayuoHHu KoepuyueHmu npe3 pememo no epaoose

IIpomsina Ha KopejanuuTe BHB BpeMeTo: TpadukaTa Moka3Ba, ue 3a MOBEYETO rpaioBe uMa
MO-T0JIIMa CBBP3aHOCT B CEIMUYHU M MECEUHU MEPUOIU B CpaBHEHUE ¢ THEBHUTE. ToBa mocka3Ba
3a CTaOMJIHOCTTa Ha OTHOIICHUATA B MO-IBJTOCpoUeH IuiaH. Hampumep B rpagose kato byprac u
JAEY BucokuTe KOpeJaluu noayepTaBaT NocjieI0BaTETHOCTTa Ha aTaKUTE, CBbp3aHU C MECTHHU
M3TOYHHUIIH.

CpaBHeHMe MeXKIy IpajoBeTe: Pa3IMUUATa B KOpENIAlMUTEe MEXIy TpaJoBeTe MoraT Ja
OTpa3siBaT YHUKAJIHHU JIOKAJIHU YCIOBHUS, KOWTO OKa3BaT BIIMSHUE BBPXY KHOEPCUTYPHOCTTA.
Cromunata Codust m HEWHUTE palioHW KaTo ,,MiaaocT® MOKa3BaT 3HAYMUTEIHU KOPEIAIlMOHHH
CTOMHOCTH, KOETO MOJKPEIs UAesTa 38 UHTEH3MBHA KHOEPAaKTUBHOCT B T€3U paiOHM.

Tengennuun wu wmoaeam: OTKPUTHTE TEHIACHIMH MoraT JAa ObAAaT M3MOJI3BaHU 32
uaeHTUQUIMPAHE HA TOTEHIMATHU PUCKOBH (DaKTOPH WK 32 pa3paboTBaHE HA aJalTUBHU MOIETU
3a pearupaHe Ha kuOeparaku. AHOMAJIMUTE WIM HeoOWyailHHUTEe CchOUTHA Morar Aa Obaar
W3CIeIBaHM, KaToO Ce OTKJIOHSABAT OT OOIIUS MOJIEIL.
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° I[narpaMa Ha JMHAMHUKAaTa HA JTHCBHUTE aTaKHu
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Que. 3. Jlunamuxa na onesnume amaxu

Ha npencraBenara rpaduka e nzo0pa3zeHa TMHaMHKaTa Ha JHEBHUTE KUOEpaTaky 3a rmepruoja
ot HoemBpu 2021 r. mo ampun 2022 r. (Bx. ¢ur. 3). HaGmomaBa ce ronsiMa mpoMsHa B
KOJIMYECTBOTO Ha HAIAJCHUATA, KaTO ce OTOEeIs3BaT HSIKOJIKO BHUCOKH BbpPXa, KOUTO YKa3BaT
MIEPUO/IM Ha MHTCH3UBHOCT B KHOEpaTaKuTe.

B Havanoro Ha HaOIOaBaHUs MEPHUOJ OpOSIT HA aTAKUTE OCTaBa OTHOCHUTEITHO CTaOWIICH U
HUCBHK, KOETO COYH 3a IIePHO/ Ha HOPMaJHa KHOEPAKTUBHOCT WM €(DEKTUBHO MPEIOTBPATIBAHE HA
arakure. BriociencrtBue ce HaOlltoJaBa cepusi OT OCTPH BB3XOAM B OpOsi HA aTakuTe, KOHWTO
JOCTUTaT CBOUTE BPBXHU TOYKH TPE3 MECCIMTE JIEKEMBPH M (eBpyapH, MOCICIBAHU OT alpuL
Te3um mmkoBe Morar Ja ca pe3yaTar OT CrneuupUYHU KaMIaHWM Ha KuOepaTakw, MacUpaHO
pasnpocTpaHeHUE Ha BPEIOHOCEH cO(Tyep WK JPyryd KOOPAUHUPAHU 3JIOHAMEPECHU JCHCTBHSL.

3HAYUTEIHUTE TUKOBE B OpOs HA aTaKWUTE CHIO MOTaT J1a OTpa3siBaT CE30HHU TEHACHIIUU WJIH
ChbOUTHUSI C BUCOKA CTOMHOCT Ha IENHTE, KaTO MPa3HUYHHU TMEPHOTU WU TOJIEMH THPrOBCKU
ChOUTHS, IO BPpEeMe Ha KOUTO CE€ yBeJIndaBa OposIT Ha OHJANH TPaH3aKIUUTE U MOTEHI[UAIHO —
ySI3BUMOCTHUTE 32 KHOepaTaxH.

OOmuAT aHanu3 Ha rpadukaTa MmoJuepTraBa 3HAUCHHUETO HAa HEMPEKbCHATUS MOHHUTOPHUHT H
aHalM3 Ha KuOepaTakuTe 3a ACHTU(DUIIMPAHETO HA TOTEHIIMATHA MOJIENIA U pEarupaHeTo B peaTHo
Bpeme. ChIIo Taka OCUTYpsiBa IIEHHU JaHHU 3a U3CIeABaHMATa B 001acTTa HA KHOEPCUTYPHOCTTA,
KOHUTO MOTAaT Ja JOMpHUHEecaT 3a pa3pabOTBAaHETO HA MPEIBUIUMHU WM TMPEBAHTHBHU MEPKU 32
CIpaBsiHE ¢ OBJICIIH 3aIlJIaxHy.
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2.5. Boxplot nmarpama

[IpencraBenara rpaduka ¢ O6okcmior (boxplot) wim KyTuitHa auarpama, KOSITO WIIOCTpHUpa
pasmpenencHreTo Ha yHukaiauTe [P anpecu, ydacTBany B KuOepaTtakuTe Ha JHeBHA 0a3a (Bxk. dur.
4). I'padukara cama mo cebe cu MOKa3Ba MEXKIYKBAPTHIIHUS pazMax (MEXIy IBbPBUS U TPETHS
KBapTHII), KBJICTO CE ChABPIKA IICHTPATHATA ITOJIOBUHA OT JaHHUTE, a IMHUATA B cpellaTa Ha KyTHTa
OTpa3siBa MEIUAaHATa HA PA3MPEICICHUETO.

Ot rpadukara ce Bk aa, 4e MenuaHara € okoso 89 yaukanau [P agpeca Ha 1eH, HO IMa U THU
C MHOTO TT0-BHCOKa aKTUBHOCT, KOETO C€ TIOKa3Ba OT ayTJIalbpUTe B THarpaMaTa.

|
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04

Kopenauworen KoeduumedT
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_ L
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0.0

@ue. 4. Boxplot ouacpama na KopenrayuoHHu Koeghuyuenmu 3a paziudHume epemesy pamKu

BokcmnoThT Ha rpadukaTta WIIOCTpUpa paslpeeieHHEeTO Ha KOPEIallMOHHUTE Koe(pUIUeHTH
MexXay Opost Ha kubepatakute ot Obarapcku IP ampecu (BG Attack) m Opost Ha yHUKaTHUTE
obarapcku [P agpecu (BG IP) 3a nHeBHHM, ceIMMYHUM M MECEUYHU BPEMEBH paMKu. 103U BHI
BU3yalM3alisl € W3KIIOUUTETHO TMOJe3eH 3a OICHKa Ha BapuaOWIHOCTTa Ha JaHHUTE W
UICHTU(PUIIMPAHETO HA U3KITIOUEHUS (ayTaailbpn).

JneBnu nannu: HaGmronaBaMe Mo-IIMPOK CIEKTHP HA KOPENAMOHHU CTOWHOCTH C MEJHaHa,
KOSITO € TI0-HUCKA OT Ta3u Ha CEIMUYHUTE U MECEUHHTE JaHHU. ToBa 1oKa3Ba, 4ye JHEBHUTE BPB3KU
mexty BG Attack u BG IP morar 1a 6b1aT o-ITpOMEHIIUBY, KOETO OTpa3sBa JHEBHUTE (ITYKTYaI[UH
B KHOepaTakure.

Ceamuunu ganau: CeIMUYHUTE JaHHU MOKa3BaT [10-BUCOKA ME/IMaHa U NO-MaJika Bapuamus B
CpaBHEHHME C JHEBHUTE JIaHHM, KOETO Mpearosara, 4ye CeIMUYHUTE BPB3KHM Ca MO-CTaOWIHU U
MpEeABUINMU.

Meceunn naHHM: MeceyHHTE JaHHU Ce OTJIMYaBaT C Hal-BHCOKAaTa MeauaHa M Haii-cmabaTa
BapHalus, oAYepTaBaiiki 3HAYeHUETO Ha JIbJITOCpoYHaTa Bpb3ka Mexay BG Attack u BG IP.

2.6. KS Tect 3a npuroaHoct
Kolmogorov—Smirnov test (K-S test uiu KS test) 3a mpuroHocT € CTaTUCTUYECKH TECT, KOWTO
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Ce M3I10JI3Ba 3a CPAaBHSBAHE HA EMIIMPUYHO pa3lpeielieHHe Ha N3BajIKa C 0YaKBAHOTO (pedepeHTHO)
pasnpenenenue (Bx. ¢ur. 5). Cp3maneHUTe XUCTOTPAMH TPEAOCTABAT HHPOpManus 3a
pasnpeeIeHUeTO Ha aTakuTe 3a U30paHuTe KoloHu. B Tabnunara ca nokasanu KS cratucrukara u
P-cToitHOCTHTE 32 BCSIKa KOJIOHA, KOETO HH IIOMara Jja OLleHUM HOPMaJITHOCTTA Ha Pa3NpeielIeHUETO
Ha JJaHHWTE 32 aTaKu.

Pasnpeaenenwve Ha Bansko All Attack Paznpenenenue na Bansko BG Attack Pasnpenenenne Ha Burgas All Attack Pasnpeaenenne Ha Burgas BG Attack
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Que. 5. KS mecm 3a npucoonocm

Henopmasino pasnpenesaenue: 3a MHOTO oT kosionute (kato Bansko BG Attack, Varna BG
Attack, u Vraca BG Attack) cratucrukara va KS e Brucoka, a P-cToiiHOCTTa € MHOrO HHMCKa (I10-
Maznka ot 0.05), koeTo mokas3Ba, ye paslpeeleHHEeTO Ha aTaKUTe 3HAYUTEIHO C€ pa3indaBa OT
HOPMAJTHOTO paslpe/ieieHHe.

Bb3M0KHO HOPMAJIHO pa3mnpeneseHune: 3a Apyru koouu (karo Burgas BG Attack u DAEU
BG Attack) P-croiiHoctTa € mo-Bucoka (mo-rojsima ot 0.05), koero o3HauaBa, 4e JaHHUTE HE Ce
pa3nryaBaT 3HAYUTEIHO OT HOPMATHO pasnpeeTieHue.
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2.7. OnucaHue Ha KAPTHHATA HA KHOEPCUTYPHOCTTA

Ha HanmoHAaJHHUA JOMeENH

I'padukara mnpeacTaBisgBa KOpENAMOHHA MATpHUIA, KOATO MIIOCTpUpA CTENEHTa Ha
B3aMMOBPB3Ka MEX]y pa3iIMyHU BHJIOBE KHOEpaTaKd, PETUCTPUPAHU OT OTPEACICHN TeorpadCKu
ToukH (BX. ¢ur. 6). Kopenanuonnara MaTpuiia u3mois3Ba KOOPAWHATH Ha [BETOBE, 3a Ja MOKaKe
clilaTa U MOCOKaTa Ha Bpb3KaTa MEXAy JBE NMPOMEHIMBHU. Tyk € M3Mos3BaHa L[BETOBA CKajla OT
YepBEHO 10 0510, KBAETO:

e ToMHOYEPBEHO MPEACTABISABA CUIIHA TOJIOKUTEIHA Kopenaius (61u30 10 1).

o bsino npeacrasnsiBa HyneBa kopenaius (6130 110 0).

o THEMHOCHHBO MPEICTABIIABA CHJIHA OTPHIIATEIHA Kopenalus (61130 10 -1).

Ot KopenalnroHHaTa MaTpyIla MOKE J1a HAIPaBUM CIIEHUTE U3BOJIH:

CWIHH NOJIOKUTETHN KOpeJAUMU: BUCOKU IOJOKUTEIHH CTOMHOCTH (TBMHOYEPBEHO) IO
JMaroHana IoKa3BaT, Y€ BCsSKa NMPOMEHJMBA € Nep(EeKTHO KopenaupaHa chC ce0e CH, KOETO €
o4akBaHO. OCBEH TOBa BUCOKNUTE CTOWHOCTH MEXIY pa3auyHu ataku U [P anpecu B euH U ChIu
rpajJ Uiy 00J1acT MOKa3BaT, Y€ KOJKOTO MOBEUE aTaky C€ U3BBPILIBAT, TOJIKOBA [TOBe4e YHUKAIHU [P
aJipecH ce U3MOoJ3Bar.

YMepeHu 10 BHCOKH KopeJalluu Me:KAy IpajoBeTe: HIKOW BUIOBE aTakM MMaT BHCOKA
MOJIOKUTETTHA KOpealus MOMEX Ty CH, KOETO TIOKa3Ba, Y€ Te Ce CIy4YBaT €IHOBPEMEHHO WM Ye ca
pe3ynaTaT OT CXOJHHM YSA3BUMOCTM WM TaKTUKM Ha Hamajaarenutre. Hampumep BHcOKHTe
MOJIOKUTETTHU CTOMHOCTH B HKOU pEA0BE M KOJIOHM MOraT Jla UHIUKUPAT, Y€ ONpe/esieH TUIl aTaKka
ce MOosBSIBA €IHOBPEMEHHO B MHOXECTBO reorpad)cku peruoHu, KOeTo OM MOTrjo Ja TOKaxke
KOOpJAMHHUPAHA aTaKa WX TIo0aHa Kubep3araxa.

Pa3ziuuns B KOpeIalMOHHUTE CTOHHOCTH: Pa3IMYUATa B KOPEIAUOHHUTE CTOMHOCTH MEXKIY
pa3IMYHUTE TpajoBe M oOuus Opoil aTaku Morar Ja MpearnosiaraT, 4e HAKOU PETrHOHU HMaT
pa3IuyYHO MOBEJCHHE Npu aTakuTe. HanpuMep HAKOM Morar Aa uMmaT MOo-CHHXPOHU3UPAHU aTaKH,
JOKaTO APYTU — MO-HE3aBUCUMHU WJIU CIIy4YallHU MOJICNI Ha aTaKu.

HNHutepec mnpencraBisBaT W BiIOYeHUTe KommoHeHTH 3a riaBHu (PCl1 u PC2), xouto
MpernoaraT, 4¢ iMa OCHOBHU (PAKTOPHU UM OCH Ha BapHuallysi, KOUTO OOSCHSIBAT rojisiMa 4yacT OT
HaO0JaBaHUTE JaHHU. BKiIrOUBaHETO HAa METpPHUKA 3a aHOMAJIWHU B JI0JIHATA 4YacT Ha MaTpuliara
CBHILIO € KII0YOBO, ThI KAaTO MOKa3Ba MOTEHIMAHATa CIIOCOOHOCT Ha Mojeja Ja UIeHTUUIUpa
M3XOJAIIM JaHHU, KOUTO MOTaT J1a MPEACTaBIsABAT HECTAHIAPTHU UM HEOUAKBAHHU aTaKH.

Kopenanmonnara martpuiia € MOIIEH HMHCTPYMEHT 3a BHM3yalM3allus, KOWTO momara Ja ce
UICHTUPUIMPAT TOTEHIIMATHA BPB3KH MEXIY Pa3IHuHU MPOMEHJIMBH M MOXE Ja CIYXH KaTo
OCHOBa 3a MO-HATATBIIEH aHallM3, KaTo Kay3aJleH aHalu3 WIM pa3padoTBaHe Ha MOJETH 3a
MpeBIKIaHE Ha aTaKUTE.
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Que. 6. Kopenayuonna mampuya na Xxapaxmepucmuxume

AHanmu3bpT Ha JMHAMUKaTa Ha JIHEBHUTE aTakH, KaKTO € IOKa3aHO Ha rpadukara, npeaocTaBs
LIeHHa MH(opMaIus 3a yecToTara M WHTEH3MBHOCTTAa Ha KubepaTakute BbB BpeMeTo. Criopen
usciensaHe Ha Sharma u Panigrahi BapuanuunTe B Opost Ha aTakuTe Morar Jja 0b4aT 00OBBbpP3aHU ChC
CE30HHU TEHJCHLIUU WU TJI00aTHM CHOUTHS, KOUTO BIUSAAT HA MOBEACHUETO Ha HamajgaTeauTe
(Sharma & Panigrahi 2012). JlonbJIHUTEIHO 3HAaYUTEIIHUTE BHPXOBE, HAOMIOaBaHU B rpaduKaTta,
MoraT Jia oTpassBaT cHeuM(UYHM KaMIaHWM Ha KuOepaTaku WIM pa3lpOCTPaHEHHETO Ha HOBHU
BUJIOBE BpEIOHOCEH copTyep, KakTo e oTOerns3ano oT Alazab et al. (Alazab, Venkatraman & Watters
2013). BaxHo e aa ce oTOenexu, 4e TakiuBa aHaJIM3M MOTaT Ja MOMOTHAT Ha OpraHM3alluUTe Ja
1o1I00pAT CBOUTE OTOPAHUTENHU CTPATETUU U Ja pa3paboTAT MO-aJalTHBHU MEPKU 3a pearupaHe
Ha 3aIlIaXxd B peasHo BpeMe.
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n3BOIHN

HayunusaTt aHanu3 Ha XMCTOTPaMUTE U APYTU TpapuuHU METOIM MPEJICTABIABA (PyHIaMEHTAICH
MOAXOJ1 3@ M3CJIEABAaHE HA JUHAMHMKATa U MOJEIUTE Ha KUOepaTakuTe, MO3BOJIABAWKU JETalIHO
pa3bupane u ¢GopMHpaHe Ha XUIOTE3W OTHOCHO NMPUUYMHUTE 3a pasMpeelICHHETO Ha aTaKWTe.
TakuBa MeToan ca 0COOEHO TMOJIE3HU 3a MICHTU(UIIMPAHETO HA MOBHIIEHA KHOSPAKTUBHOCT IO
BpeME€ Ha 3HAYMMM HAIMOHAJHU Ipa3sHUIM, KaKTo € HaOiwojgaBaHO B bwarapus, kpiaero ce
perucTpupa BUCOKAa 4YECTOTa HA aTaKu B JECHS Ha HAIMOHAIHHA NpasHUK. ToBa momueprasa
BAYKHOCTTA HA CHEIMAIU3UPAHU CTPATErHM 3a MPEBEHIUs Ha KnubepaTakuTe 0cCOOEHO B MEPHOIH C
MPEeIBUIMMO YBEJIMUYEHNE Ha KUOEPaKTUBHOCTTA.

AHanu3bpT pa3KpuBa ChIIO TakKa, 4e ONPEIEICHU PErMoHM Kato BapHa u Pynosem ca ,,ropemu
TOYKH 3a KuOepaTaku, MOJUYEePTABAMKH HEOOXOIMMOCTTAa OT pa3paboTBaHE HAa PETHOHAITHO
aJlanTUpaHd CcTpareruu 3a kKubepcurypHoct. HabmionaBaHuTe BpeMeBHM BapHallud M CE30HHU
MOJIeNT U3UCKBAT JIOMbJIHUTENICH aHAJIN3 33 ONTUMHU3UPaHe Ha OTOPaHUTEITHUTE CTPATErH, KaTo ce
B3eMaT MpPEeBU] PETMOHAIHN U HUKOHOMUYECKH (PAKTOPH, KOUTO MOTaT Jia BIUSAT HA YecToTara U
VHTEH3UBHOCTTA Ha aTaKUTE.

[To-tecuute wunHTepkBapTWiHu uHTepBain (IQR) 3a cegmMuuHuTe W MeceyHUTE JAaHHU
MoJAYepTaBaT CTAOUIIHOCTTA HA KHOEpaTaKuTe BbB BPEMETO, M3UCKBAWKHN BHUMATEJIEH MOHUTOPUHT
Y aHaJIM3 33 UICHTU(UIMPaHE HAa TOTEHIIMATHN AaHOMAJIMM WM CHELU(PUUHHA CbOUTHS, KOUTO MOTaT
Jia IPEAU3BUKAT U3BBHPEIHH ATAKH.

Hay4yHoTo wm3cnenBaHe, BKJIIOYBAIIO JaHHM OT honeypot cucremute, mnoa4epraBa
MHOTOCTPAaHHUS XapakTep Ha KMOepaTakuTe U MOAKpens HeoOX0AUMOCTTa OT MPELU3EH aHAIU3 U
UHTepHIpeTanys Ha cbOpaHuTe JaHHU. ToBa BKIIIOYBA pa3pabOTBAaHETO HA JUHAMUYHU U alITUBHU
MOJXOAM, KOUTO HHTErpUpAT PEaJHO BPEMEBM JAaHHW W MAIIMHHO OOy4YeHME 3a CIIpaBsiHE C
IIOCTOSIHHO NPOMEHsIIaTa ce MpHpoJia Ha KuOep3amiaxuTe, KakTo U Ch34aBaHETO HAa PErHOHAIHO
aZlanTUpaHU CTPATEruu 3a CUI'YPHOCT, Oa3upaHy Ha KOpeJallMOHHH aHaJIU3H.

beaeummre u3cnenBanus TpsAOBa na ce (GOKycHUpaT BBPXY YCTAHOBSBAHETO HA JBJITOCPOYHU
MOJIeIH U pa3pabOTBAHETO HA MPOrHOCTMYHM MOJIENIN, KOMTO MOTaT J1a MpeIBUKIaT U3MEHEHHUS B
TaKTUKHUTE Ha aTaKyBallUTE U Ja MPEAJIOKAT IPEBAaHTUBHYU cTpaTeruu. BakHo € cpl1o Taka ja ce
BKJIFOYAT COLIMATHO-UKOHOMHUYECKM M ICHXOJOTHMYECKH (aKTOpH 3a MBIHOTO pa3OupaHe Ha
MOTHUBUTE 3aJ] KuOepaTakuTe, KOETO IIe€ CIOMOTHE 3a pa3paboTBAaHETO Ha KOMIUIEKCHH
o0Opa30oBaTeNIHU U MPaBHU CTPATETUM 3a crpaBsiHe ¢ kKubep3aruiaxure. TakbB XOIUCTUYEH MOIXO.
e JOoNpUHEece 3a 3aAbI004YeHO pa30upaHe Ha KHOEpIpOCTPaHCTBOTO M M€ CIIOMOTHE 3a
pa3paboTBaHETO HAa MHTEIPUPAHU PEIICHNUS 32 CUTYPHOCT, KaTo [0 TO3W HAUWH Ce MOBUIIIHN 3alliTaTa
cpely kuOepaTakuTe BbB BCUUKH aCMEKTH Ha 0OIECTBOTO.
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USING ARTIFICIAL INTELLIGENCE TO ANALYZE AND CATEGORIZE CYBER
ATTACKS THROUGH BEHAVIORAL PATTERN RECOGNITION

Abstract: The article presents a detailed analysis of the current state of cybersecurity in Bulgaria,
focusing on assessing the risk of cyberattacks that affect or are carried out on Bulgarian IP
addresses. Various approaches and tools are studied for data collection and analysis, including
real-time operational monitoring, the use of honeypot systems, and analysis through Jupyter
Notebook and Python, which support the comprehensive analysis of information. The research is
based on an approach that includes summarizing the metadata used in the analysis and the methods
for detecting cyberattacks, highlighting the importance of geographic location, methods of attack,
and their sequence over time. The analysis emphasizes the intensity and spread of cyberattacks in
the country, as well as significant diversity and potential instability of these attacks. The main part
of the analysis presents key statistical data regarding cyberattacks, showing the activity and breadth
of cyber threats in the country, including descriptive analysis and cluster analysis of the attacks.
Correlation analyses are examined to study the connection between cyberattacks and different
geographic regions, as well as time analysis for detecting long-term trends. Using visualization tools
such as 3D bar charts and line charts provides a detailed representation of the correlations and
changes over time, while boxplot and KS test for fitting comparison are used to assess the
distribution and normality of the data. The article provides an overall view of cybersecurity in
Bulgaria, using various methods and tools for data collection and analysis, with the aim of
identifying key trends and potential risks from cyberattacks. The conclusions underline the
importance of continuous monitoring and analysis of cyberattacks to detect trends and respond
quickly. It is important to develop goals and strategies for cyber defense, taking into account
regional, economic, and technological factors that can affect cybersecurity. The article offers
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recommendations for future research, including establishing long-term models and developing
forecasting models that can predict changes in attackers’ tactics and offer effective preventative
strategies.

Keywords: cybersecurity, cyber attacks, trends, correlational analysis, time series
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HHO®OPMATHKA H KOMIIIOTbPHHU HAYKH
INFORMATICS AND COMPUTER SCIENCES

TECHNOLOGICAL MODEL OF THE FIRST BULGARIAN NOTIFIED PRIVATE
SCHEME FOR ELECTRONIC IDENTIFICATION THROUGH A MOBILE DEVICE

Konstantin Bezuhanov
University for Library Studies and Information Technologies

Abstract: This paper presents a comprehensive examination of the first Bulgarian notified private
scheme for electronic identification (elD) via mobile devices. It delves into the technological
framework and operational mechanisms that align with the European Union's elDAS regulation.
The focus is on the innovative approach adopted by Bulgaria in establishing a private elD scheme,
highlighting its compatibility with EU standards for cross-border electronic transactions. By
analyzing the legal framework, technological infrastructure, and the notification process under
elDAS, this study showcases the scheme’s significance in enhancing digital security and facilitating
seamless digital services across the EU. The Evrotrust elD scheme, as a pioneering model,
illustrates the practical application of advanced technologies in user registration and real-time
electronic identification, ensuring high levels of security and user convenience. The findings
contribute to understanding the dynamics of deploying private elD schemes within the EU's digital
single market, emphasizing the role of national regulatory bodies and independent conformity
assessment. This study underscores the potential of private elD schemes in driving digital
transformation and fostering a secure digital environment.

Keywords: Electronic Identification, eIDAS Regulation, Mobile Devices, Digital Security, private
scheme

ELECTRONIC IDENTIFICATION AND NOTIFICATION OF EID MEANS

The identification of subjects is utmost important element for the functioning of society. It is
necessary both for the provision of commercial services — banking, telecommunications, leasing,
insurance, etc., and for the provision of administrative services by the state. It is also the basis for
the functioning of the entire judicial system.

One of the key principles of the cornerstone regulatory act in the European Union and directly
applicable to Bulgaria is Regulation (EU) No. 910/2014 of the European Parliament and of the
Council of July 23, 2014 on electronic identification and trust services in electronic transactions on
the Internal Market and on repealing Directive 1999/93/EC (elDAS). This regulation establishes
the principle of mutual recognition in Art. 7. This comes to say that if means for electronic
identification are recognized as compatible with eIDAS standards in one EU Member State, they
must be recognized as valid in all other Member States. eIDAS is interested in and regulates the
use of electronic identification only for online access to public services. It does not regulate
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electronic identification in the private sector. There, each private entity is free to choose any method
it wishes for the electronic identification of its customers and counterparties. Also, eIDAS does not
establish a single means of electronic identification of European citizens and organizations. Each
Member State has the freedom to choose which technology and which model of electronic
identification it will prefer (Sharif et al. 2022).

The process of officially “recognizing” a national scheme at EU level to be usable cross-border
is called “notification”. Each country decides for itself which schemes to notify. eIDAS allows the
notification of public and private electronic identification schemes (eIDAS Regulation, Preamble
(13). Bulgaria, as a member state of the EU, has allowed pluralism in the choice of national schemes
for electronic identification.

Pursuant to Decision 634/27.08.2021 of the Council of Ministers of the Republic of Bulgaria,
providers of qualified authentication services who have entered an electronic identification service
in the National trust list of authentication services as services at the national level may request from
the Minister of e-Government to be notified the electronic identification schemes built by them, if
they meet the requirements of Art. 7-9 of eIDAS.

The supervisor of the private elD scheme providers is the Communications Regulation
Commission. It oversees providers of electronic identification services, as a type of trust service, in
accordance with elDAS and the Electronic Document and Electronic Trust Services Act. The CRC
grants or revokes qualified status to the trust service providers and to the trust services they provide,
in accordance with Art. 20 and 21 eIDAS. CRC is also responsible for establishing, maintaining
and publishing the National List of Trust Services, pursuant to Art. 22, paragraph 3 of eIDAS
(eIDAS, Art. 32, para. 4).

The assessment of whether the electronic identification scheme and means of electronic
identification meet the requirements of eIDAS and whether the scheme is suitable for notification
is based on the verification and certification by an independent conformity assessment body.
Regarding the notification obligation, the Minister of e-Government is subordinate and reports to
the Council of Ministers.

The Minister of e-Government has published a special Methodology for the verification of
electronic identification schemes. Based on this Methodology, any elD scheme provider willing to
have its scheme notified as national, must submit an application which is assessed by an interagency
committee.

Providers of private electronic identification schemes in Bulgaria must meet a number of
technical and organizational requirements, as well as comply with certain procedures. The same are
described in the internal rules of the electronic identification service providers.

Among the requirements that must be met, those for the security of the systems, for the
protection of personal data (Dimitrov & Zahariev 2022, 239-256) and for risk management should
be noted. Providers of private electronic identification schemes must also ensure that their systems
are compatible with the technological requirements of public bodies that provide electronic services
(Alonso et al. 2020, 770).

After successfully passing through the internal national evaluation procedure, the state, through
the Minister of e-Government, notifies the European Commission according to the procedure
provided for in eIDAS.

Currently, only one Bulgarian provider of an electronic identification scheme has successfully
passed an inspection by the European Commission for compliance of the scheme with the
requirements of eIDAS and has successfully completed the notification procedure — “Eurotrust
Technologies” AD. It is listed in the EU Trust List of the Pre-notified and Notified National elD
schemes (European Commission, n.d.).
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MECHANISM OF OPERATION OF THEBULGARIAN NOTIFIED PRIVATE

SCHEME FOR ELECTRONIC IDENTIFICATION EVROTRUST EID

The electronic identification scheme Evrotrust elD is a complex system for electronic
identification of individuals and legal entities, which includes users, relying parties, infrastructure,
hardware and software components, connectivity to registries and other components, providing
secure electronic data verification in real time for the needs of providing electronic services. It is
based on the requirements of eIDAS.

The scheme consists of two main processes:
» remote user registration;

» issuing a means of electronic identification in real time to a user (electronic identification
service) and providing the means of electronic identification to a relying party.

Remote user registration

For the remote registration of a user, an identification method is used, which is certified by an
accredited conformity assessment body for compliance with the requirements of Art. 24, para. 1,
“d” of eIDAS, as a method giving a degree of assurance at to a physical presence. The method is
nationally recognized by the national regulatory body at the place of establishment of “Eurotrust
Technologies” AD — the CRC, and it was given a qualified status by the Decision of CRC with Ex.
No. 12-01-1758 of 29.12.2020 (European Commission, n.d.).

In order to initiate the remote registration process, the user needs to install the Evrotrust
application on their mobile phone as a stand-alone application or integrated via an SDK module
into a mobile application of a relying party. For the purposes of registration, it is necessary for the
person to capture a photo of his identity document with the camera of his mobile phone. The data
obtained from the machine-readable area of the identity document and the image of the document
are processed automatically, including being checked for security elements by specialized software.
The scheme is developed using technology that automatically recognizes the data from the identity
document and checks it against a trusted source (for example: population register, identity
document register, etc.) through an encrypted real-time connection. When the person is a legal
entity, the attributes of the legal entity and its status, together with the representative power, are
verified by the relevant national register of legal entities (in Bulgaria — Commercial Register and
the Register of Non-Profit Legal Entities maintained by the Registration Agency). When no direct
connectivity is established and the ID document is digital and has an embedded RFID ICAO chip
and the mobile device supports NFC technology, the data is extracted from the ID document by
bringing it closer to the mobile device.

After the data is retrieved and verified, an electronic identification process begins to verify that
the person providing the ID document is identical to the person identified by the validated ID
document. The process is automated and includes automatic video identification, which prompts
the person to video-capture their face with the front-facing camera of the mobile device, while
performing an automated analysis of the facial image with the acquired and verified biometric data
from the face photo from the ID document. The result is generated by high-tech software that
performs biometric analysis of the shape and unique features of the face with a high degree of
matching, and the process also includes a 3D verification of the presence of a live person in front
of the camera through a specially integrated technology (Lee et al. 2008). This allows to avoid using
someone else's photo, video or computer generated avatar of another person.

To establish the identity of a natural person who is a representative of a legal entity (managers,
board members, procurators, etc.), when the representative power derives from law, an automated
check is made against the relevant registers in the presence of such integration (for example:
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Commercial register, Register of non-profit legal entities, etc.).

In case of unsuccessful automatic video identification (for example, due to possible changes to
the face or the photo was not received from a reliable source), the process switches to video
identification by an operator of “Eurotrust Technologies” JSC through an established video
connection between the user's mobile device and the operator. The real-time video session operator
visually identifies the person based on the copy of the ID document and the extracted photo, asking
the person control questions to establish permanent knowledge of certain personal data, as well as
prompting the person to turn the camera to capture the document for identity verification of security
and other elements (Dimitrov, 2023).

Any identification, whether automated or done by an operator, is subject to an immediate
follow-up second check by a supervisor.

After successful identification of the person, a profile is created and he can be issued a means
of electronic identification and provided with qualified trust services (Evrotrust, 2023).

Electronic identification service
The electronic identification service is a complex service for attesting the electronic identity of
a user registered under item 1, which is provided in real time. It consists of the following steps:

Request for identification

The user accesses a system of a trusted party (e.g. a public service) for which there is a need for
electronic identification. After submitting an identifier (e.g. national identity number, registered
mobile number or registered e-mail), the system of the relying party submits a request for user
identification to the backend system of “Eurotrust Technologies” JSC. The request states the
amount of personal data required from the user for identification purposes for the specific public
service. The request is automated, in machine-readable form, and can be submitted via an API for
automated connectivity or through a purpose-built portal from which a relying party representative
can initiate the request via a web interface. A national uniform identification code is also provided
for the identification of a legal entity.

User verification and authentication

The request for electronic identification is received by “Eurotrust Technologies” JSC, and after
verifying the fact that there is a registered user with a corresponding 1D of the person, an immediate
(“instant”) message is sent in the mobile application. The user opens the request and is informed
that identification is requested, while is also advised on who has requested the identification, as
well as the purposes of the identification (which service it is meant for), including the volume of
personal data that is required for the identification. If identification of a legal entity is requested,
information on the required data of the legal entity is also provided. If the user agrees to enable the
electronic identification service, he confirms the identification by authenticating with knowledge
(PIN code) or biometrics (face, thumbprint, etc.) (Zahariev, 2018) accessible through the smart
device.

Issuing a means of electronic identification

Upon informed confirmation of the desire for identification and activation of the electronic
identification service, a means of electronic identification is issued subject to compliance with the
following rules:

A. In the presence of established connectivity with primary registers (national registers for
identity documents, population databases, commercial registers, etc.) a check is carried out for the
actuality and validity of the data at the time of identification;
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B. Based on the validated data, an electronic document is generated for the user — a statement
for the provision of personal data. This document is in both human-readable (PDF) and machine-
readable (XML) format, in which the user makes a statement that this is their personal data required
by the relying party and that it is up-to-date. For legal entities, a second document is generated in
the same formats, in which a statement is made about the data of the legal entity and the relationship
between the individual and the legal entity.

C. A key pair is generated at the request of the user remotely in a hardware cryptographic
module (HSM), for an advanced or for a qualified electronic signature;

D. An attribute qualified or advanced certificate is issued for the public key, which contains
those personal data that are required under the Implementing Regulation (EU) 2015/1501. Thus, it
is possible to verify the identity between data declared and authenticated in the attributive certificate
and confidence in the authenticity of the declared data. Upon identification of a legal entity, a
statement is generated in which data about it is entered, and an attributive qualified or advanced
certificate is issued,

E. The private key of the key pair is used to remotely sign the privacy statement in the relevant
standard in the hardware cryptographic module, with the attributive certificate accompanying the
signed document. For the legal entity, the document containing the data on the legal entity is also
signed remotely. “Eurotrust Technologies” JSC is certified by an independent conformity
assessment body under eIDAS for the service of remote signing with an advanced or qualified
electronic signature, according to the requirements of the European standards;

F. A qualified electronic time stamp will be then issued for the statement of disclosure of
personal data so signed, which shall also be attached to the statement. Such is generated and
attached to the statement of provision of data for the legal entity;

G. The electronic identification means is generated consisting of the personal data disclosure
statement in PDF/ XML format, signed with an advanced or qualified electronic signature,
accompanied by an attributive qualified or advanced certificate and a qualified electronic time
stamp. It this sent to the relying party through an automated interface (API) or through a portal
operated by a representative of the relying party. For the legal entity, the means of electronic
identification for the legal entity is also added in a package (Dimitrov, 2023).

The mechanism of action of the electronic identification scheme is depicted in the following
diagram:
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Fig. 1. Mechanism of the private notified electronic identification scheme Evrotrust elD

EVROTRUST EID ASSURANCE LEVELS

The electronic identification scheme of “Eurotrust Technologies” AD is built on a dynamic
model for authentication of data that can be provided depending on the volume requested by the
relying party.

The minimum set of data to be attested for a natural person are: surname (or names), first name
(or names), date of birth, national unique identifier, if any, in accordance with the technical
specifications for cross-border identification purposes, which will remain unchanged for as long as
possible (for example, for Bulgarian citizens and foreigners residing in Bulgaria, the EGN,
respectively LNC). The specified minimum data set is always verified with a significant or high
level of confidence. Additional specific data that may be submitted are, for example: first name (or
names) and surname (or names) at birth, place of birth, permanent address, gender, current address,
as well as any other data that may be supplemented indefinitely and dynamically and be
authenticated to the relying party (e.g. data related to owned identity document, professional
identity, health status, medical status, educational status, geolocation, etc.).

For a legal entity, the minimum set of data to be authenticated is a name and a unique national
identifier (in Bulgaria — EIC/BULSTAT). If necessary and upon request, additional and specific
data can be certified, such as: VAT registration number, tax number, identification code according
to Art. 3, par. 1 of Directive 2009/101/EC of the European Parliament and of the Council, the
identification code of the legal entity (UEI) referred to in Commission Implementing Regulation
(EU) No. 1247/2012; economic operator identification number (EORI number) specified in
Commission Implementing Regulation (EU) No. 1352/2013; excise number provided for in Article
2, paragraph 12 of Council Regulation No. 389/2012, registered office, address of management, as
well as any other data such as subject of activity, capital, representation, entry number in primary
register, date of entry, management, method of representation, status (active, in liquidation, in
bankruptcy), etc. (Dimitrov, 2023).
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The additional specific data for both individuals and legal entities can be of different levels of
assurance - high, substantial and low, depending on whether they have been checked by Eurotrust
Technologies JSC against an authoritative source, they have been checked to a limited extent or are
self-declared. The degree of security of any data can be entered into the means of electronic
identification.
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TEXHOJIO'MYEH MOJEJI HA ITbPBATA BBJI'APCKA YHACTHA CXEMA
3A EJIEKTPOHHA WAEHTUO®UKALIUA YPE3 MOBUJIHO YCTPOUCTBO

Pesrome: Hacmoawama cmamus npeocmass ysAioCmHo usciedgane Ha Nbpeama 4yacmua cxemd,
Homuguyupana 3a enexkmponna udenmugpuxayus (EID) upez modounnu ycmpovicmea. Cmamuama
3a0b1004a8a 8 MEXHON02UYHAMA PAMKA U ONEePaAmuUGHUMe MeXAHUIMU, KOUMO ce Npusedcoam 8
cvomeemcemesue ¢ pecyrayuama va EIDAS na Eeponeiickus cvto3. Poxycvm e bpxy uHO8amMueHUs
nooxoo, gv3npuem om bvreapus npu cvzoasanemo na yacmua cxema na EID, kamo noouepmasa
cvemecmumocmma my cve cmanoapmume na EC 3a mpancepanuunu enekmponHu mpanH3akyuu.
Ananusupaiiku npagHama pamxa, mexHoi02U4Hama UHGPaAcmpykmypa u npoyeca Ha y8e0oMAEaHe
no EIDAS, moea npoyusane nokazea sHauyeHuemo Ha cxemama 3a nosuuiasawe Ha yugposama
cuzypHocm u ynecusasame Ha besnpoodnremuume yugposu yeayeu 6 EC. Cxemama na Evrotrust EID,
Kamo HO8AMOPCKU MOOE, UNIOCMPUPA NPAKMUYECKOmMOo NPULOHCEHUE HA MOOEPHU MEXHONIO0SUU 8
peaucmpayusama Ha nompeoumenume u eleKMpPOHHAMA UOEHMUDUKAYUSL 8 PEATHO 8peme, KAmo
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2apanmupa UCOKU HUBA HA CcucypHocm u yoobcmeo Ha nompeoumensn. Koncmamayuume
O00OnpuHacam 3a pazoupaHemo Ha OUHAMUKAMA HA pasepbujanemo Ha yacmuu cxemu Ha EID 6
pamkume na oueumannus nazap na EC, noouepmasaiiku ponama na HayuoramiHume pecyiamopHu
Op2aHU U He3asUCUMama oyenka Ha cbomsemcmsuemo. Tosa npoyyeane noouepmasa NOMeHYuad
Ha wacmuume cxemu Ha EID npu cmumynupane na yugpposama mpauncgopmayus u Hacvpiasane
Ha cueypHa yugposa cpeoa.

Knrwouoeu oymu: enexmponna udenmugpuxayus, Peenamenm EIDAS, mobunnu ycmpoticmea,
yugposa cuzypnocm, vacmua cxema
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FDI AND GDP: COMPARATIVE ANALYSIS FOR CHINA, INDIA AND EUROPE

Jan Sichtig
University of Library Studies and Information Technologies

Abstract: This work aims to examine the connection between FDI (foreign direct investment) and
the Gross Domestic Product (GDP) of Europe, China, and India. A linear regression model was
chosen using China, India, and Europe as examples, using GDP as the dependent variable and FDI
as the independent variable. The best results with this model were achieved for China, where the
highest correlation of both factors was found at 0.9929813. For India, the correlation between FDI
and GDP was slightly lower (0.9548797), while for Europe, GDP and FDI appear to be relatively
uncorrelated (correlation of 0.2576872).

Keywords: FDI, GDP, CAl, Linear Regression

INTRODUCTION

With the background of the Comprehensive Agreement on Investment (CAl), established
between China and Europe at the end of 2020, the connection between FDI and GDP in comparison
to China, India and Europe will be investigated.

Foreign Direct Investment (FDI) is regarded as a crucial provider of technology and expertise
in developing nations. In contrast to portfolio investments and development aid, they are
characterised by the transfer of production know-how and management skills. While portfolio
investments are limited and do not provide the advanced technologies needed, FDI promotes growth
through job creation, meeting investment needs and knowledge sharing. The presence of foreign
companies forces local companies to invest in education, and competition motivates innovation.
FDI’s generate positive productivity effects for the host economy (Agrawal & Khan 2011, 72-73).

In this work, the connection between FDI and GDP of Europe, China and India will be
investigated. First, we must figure out if there are fundamental differences between these countries
regarding this. Later, some statistical investigations to find out if the influence of FDI on the GDP
is significant will be explored.

PREVIOUS RESEARCH

Foreign Direct Investment (FDI)

Normally, when one thinks of FDI, one thinks of setting up a production facility in another
country. However, FDI includes a significantly larger number of cross-border activities (Neuhaus
2006, 42). FDI is a cross-border investment made by the investor, who is resident in another country
or economy, with the aim of establishing a permanent and strategic, long-term stake in a company
in the other economy build relationship. This is the case if the direct investor receives at least 10%
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of the voting rights in the target company of the investment (the so-called 10%-rule). Direct
investments are contrasted with so-called portfolio investments, in which the goal is generally not
to have any influence on the part of the investor (OECD 2009, 17). If this definition is taken as a
basis, setting up a production facility in another economy is definitly a method of FDI, but so is
buying into an investment that already exists in another economy (Neuhaus 2006, 42). The above
mentioned 10% rule just mentioned can also be deviated from if it is possible to exert influence with
less than a 10% share in the company. This also applies in the other direction, for example, in the
United Kingdom prior to 1999, influence involvement was only equivalent to 20% (Jones & Wren,
2006, p. 8).

Gross Domestic Product (GDP)

The GDP is the standard measure for the value of all products and services that are produced in
a country or a region within a certain time period. The term “gross” implies that no deductions have
been made in the depreciation of machinery, buildings and other capital goods used in production.
“Domestic” refers to production coming from the institutional units located in the country. This
includes end products, services, fixed assets, and exports (less imports). The GDP can be measured
in three different ways (OECD 2010, 16):

e As value added: this includes production minus intermediate consumption, plus taxes on
products (such as value-added-tax, VAT), but minus subsidies on products.

e As income from production: this corresponds to the sum of compensation of employees, the
gross operating surplus of companies and the state, the gross self-employment income of
unincorporated companies and the net taxes on production and imports (such as VAT, payroll tax,
import duties, etc., less subsidies).

e As expenditure on final goods and services: this includes consumption expenditure, gross
capital formation and exports, less imports.

Although GDP is seen as the most important indicator of the economic strength or economic
activities of a country or region, it is not a measure of the well-being or standard of living of a society
(OECD 2010, 16). The GDP only reflects an overall value; it does not provide any information about
how wealth is distributed in current society.

Comprehensive Agreement on Investment (CAl)

On December 30, 2020, the European Union (EU) and China completed the fundamental
negotiations on the CAl. This agreement gives EU investors improved access to the Chinese market.
Under this agreement, China has committed to ensuring fairer treatment for EU companies so that
they can operate on a level playing field in China. These obligations extend to state-owned
companies, including transparency of subsidies and rules against forced technology transfer
(European Comission, n. d.).

Egger (2021) investigated the China-European union CAIl. Before the agreement, Chinese
investors in the EU had significantly more liberal market access compared to European investors in
China. This led to one-sided regulation of foreign investment to varying degrees between the EU
and China. Looking at the provisions of the agreement, it is clear that the new advantages granted to
EU investors in China are proportionally greater than vice versa. In addition, the agreement contains
a comprehensive list of sustainable development goals as well as non-investment goals (Egger 2021,
191-192). The main benefit of the agreement for China is to create a clearer legal framework for
growing Chinese investment in Europe. This is particularly significant in the context of trade
protectionism emanating from the United States (US). For example, a Chinese company under
scrutiny for national security reasons can appeal to the arbitral tribunal to examine whether the host
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govérnment‘s abtions and measures comply with the principle of good faith as set out in the CAI
(Wang & Li 2021, 5-6).

Literature Review

Until 1991, the Indian economy was highly regulated by numerous bureaucratic rules. Domestic
and foreign companies could develop their activities only after prior approval by the government.
High import duties and hesitant approval of foreign investments were intended to protect domestic
industry (Matter 2000).

Sengupta and Puri (2018) examined the relationship between FDI and GDP in India and its
neighboring countries Pakistan, Nepal, Bangladesh and Sri Lanka. It was discoveredthat a
relationship between FDI and GDP existed in all the cases. FDI is instrumental in improving the
economic situation as the countries under study grow. It was determined that the target country is
most likely to benefit from FDI if it has a high level of technological progress, a high savings rate
and an open trading system. India has had a steady GDP growth since 2000, with only a small dip
in the GDP growth curve bewteen 2008 and2009. In addition, the FDI growth in India has been
increasing since the liberalisation of the country (Sengupta & Puri 2018, 476-477). FDI acts as a
source of financing and increases the competitiveness of the domestic economy. However, their
importance varies from country to country. In India, the results of FDI are extremely positive as the
country has repeatedly been considered an attractive destination for foreign investors on a global
scale (Sengupta & Puri 2018, 484). In the research of Agrawal and Khan (2011), it was
discoveredthat a 1% increase in FDI in China leads to an increase in GDP by 0.07% in China and in
India by 0.02%. The impact of FDI on growth was stronger in China than in India, reflecting on the
preference of most foreign investors for China. This is due to China's larger market, easier access to
the export market, government incentives, developed infrastructure, cost efficiency and a positive
macroeconomic climate. In contrast, India scores with a talented management system, rule of law,
transparent labor system, cultural affinity and a favorable regulatory environment (Agrawal & Khan
2011, 76).

Regarding Europe, in 2021, the main players in EU foreign investment flows were the United
States, the United Kingdom and Singapore. FDI can be subject to significant fluctuations related to
global economic events, industry-specific developments or the individual situation of companies
considering investing abroad. These fluctuations can also be due to periods of uncertainty among
investors. Eurostat (2023) has examined fluctuations since 2013. There was a significant volatility
between 2013 and 2016. The situation changed in 2017, when the value of EU FDI fell for the second
year in a row, both in outflows and inflows. 2018 saw its third annual decline as flows turned
negative. In 2019, EU FDI flows returned to positive, albeit comparatively low levels. In 2020, the
direction of changes in flow values diverged for the first time in the period under consideration.
Inflows increased again, although less sharply than in the previous year, while outflows decreased.
In 2021, both flows fell again, with inflows falling more sharply and becoming negative, while
outflows fell more moderately and remained positive (Eurostat 2023).

RESEARCH METHODOLOGY

Data

The United Nations Conference on Trade and Development (UNCTAD) offers its statistics in
the freely accessible UNCTADstat database. These statistical data series are regularly updated and
categorised according to various topics. Through the navigation browser, users can view tabular or
graphical representations, easily select and reorganise data and use personalised functions. Several
simple extraction options are also available (UNCTAD, n. d.). The data is downloaded from
UNCTAD as a complete database for FDI and GDP that includes all countries. For China, the data
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for the special administrative regions of Hong Kong and Macao as well as the province of Taiwan
are also provided. However, only the data for China as a whole is covered. The data for each country
will be extracted in R. Data from 1990 to 2022 will be used. Before 1990, Europe was separated,
and therefore, it is expected that the data of 1989 and before are less consistent.

First, there has to be distinguished between inward and outward flows resp. inward and outward
stocks. Inward flows and stocks describe the investments that are made by foreign investors in
resident enterprises of the target country, while outward flows and stocks describe the investments
made by the investors and enterprises in the target country countries (OECD, n.d. a; b). Regarding
this, the inward flows and stocks are relevant for this investigation. More information about the
collection methodologies can be found in UNCTAD (2009, 77).

Furthermore, a distinction must be made between flows and stocks. Flows describe the
investments during a certain time, e.g., a year, while stocks describe the complete investments that
are made until this particular time (OECD, n.d. a; b). In this regard, flows have to be observed for
the investigation.

In Fig. 1 the FDI for China, India, and Europe since 1989 is shown. While FDI in China and
India rose steadily, apart from a slight dip in 2009, FDI in Europe fluctuated greatly at times which
coincide with the recent investigations mentioned above. In 2002, FDI in Europe even fell below
zero. This can be interpreted as foreign investors withdrawing money from a country in total.
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Fig. 1. FDI in China, India, and Europe. Source: own figure

Different measures are also available for GDP, first in prices and in prices per capita. The prices
per capita takes the different populations of the target countries into account. But since it has to
investigate the connection of the FDI that is given for the countries, the normal price should be
considered, which is not normalised on the population. Furthermore, one can choose between the
current price at the time of the country or constant prices, normalised to the prices of 2015. It was
decided to consider the current prices, since the FDI is also given in current prices.

Fig. 2 shows the GDP in China, India, and Europe since 1990. India's GDP shows a constant
increase, while China's GDP has risen faster than India's after 2010. Europe's GDP has seen greater
fluctuations, rising from around 1 Mio. US$ up to 2 Mio. US$ after 2000, although it seems to have
stabilised around this level.
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GDP in China, India and Europe
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Fig. 2. GDP in China. India and Europe. Source: own figure

Correlation between FDI and GDP

In order to analyse the correlation between FDI and GDP, the Pearson correlation and the
Spearman correlation were utilised. The Pearson correlation is the standard correlation and it
measures the linear relationship between two continuous variables and it assumes that the data is
normally distributed. The data should be checked for normal distribution using the Shapiro-Wilk
test. The results are shown in Table 1. For the critical P value, 0.05 was set. It can be seen that
many of the p-values determined are above this, so it cannot be concluded that the data is
distributed normally. Therefore, the correlation should be determined using the Spearman
correlation.

Table 2 shows the Spearman correlation coefficients for FDI and GDP for China, India, and
Europe. FDI and GDP show a very high correlation for China and India, while these indicators
only have a very low correlation for Europe. This appears logical, since the FDI in Europe
fluctuated while the GDP increased continuously (see Fig. 1 and Fig. 2).

Table 1. Results of Shapiro-Wilk normality test of the FDI and GDP of China, India,

and Europe
Results of Shapiro-Wilk test, p-value FDI GDP
China 0.07496 0.0001763
India 0.0006229 0.00101
Europe 0.4589 0.0002777
Table 2. Results of Spearman Correlation between the FDI and GDP of China, India,
and Europe
Spearman Correlation FDI-GDP
China 0.9929813
India 0.9548797
Europe 0.2576872
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Linear regression between FDI and GDP

In this work, the connection between FDI and GDP for the three countries will be examined
using a linear regression model, modelled in the statistics software R.

First, it should be checked whether the connection between FDI and GDP can be represented
using a linear approach. For this purpose, a scatter diagram or a point cloud should be created from
the data pairs from FDI and GDP of the three countries. If the point cloud resembles an inclined
ellipse, the connection can be modelled using a linear function (Frost 2017, 3). Fig. 3 shows the
scatterplots with the revision levels for FDI and GDP for China, India, and Europe. It can be seen
that the relationship between FDI and GDP for China and India can still be easily represented with
a straight-line regression, but this is not the case for Europe. This is consistent with the results of the
Spearman correlation between FDI and GDP (see Table 2).
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Fig. 3. Scatterplots of FDI and GDP with regression lines for China, India, and Europe.
Source: own figure

The general form of a linear regression equation is shown in equation (1):

with

Y:B()‘l'ﬁl’X‘l'E

1)

X: The independent variable, in this case the FDI.
Y: The dependent variable, in this case the GDP.
Bo: The Y-intercept that indicates the expected value of Y when X = 0
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€: The error term that represents the deviation between the actual and estimated values of Y.
Bo + B1 - X represents the regression line (see Fig. 3)

For a better understanding, the € in eg, and ez, will be broken down to represent the errors of
Bo and B, . See equation (2):

GDP == ﬁo + ﬁo . FDI + Eﬁo +€ﬁ1 (2)

RESULTS

Table 3 shows the determined values for the equation (2), calculated in R for China, India, and
Europe. The t-value of B, and g, is the coefficient by the standard error: t(B,) = Bo/€po
andt(B,) = B1/€p1 - High values of t(8,) and t(B;) were looked for. This may suggest that the
standard error € is small, compared to the determined coefficient 8 (Thime 2021). Regarding this, it
is visible that the t-value for Europe is much smaller than the t-values for China and India. This
indicates that the relationship between FDI and GDP can be modelled better as a linear regression
for China and India than for Europe.

Table 3. Determined values for equation (2) for China, India, and Europe, additionally the

t-values
Bo B1 €Bo €p1
t( t(
Bo) B1)
China - 104.6 5.993E 6.0 - 17.2
3.137 00 +05 67 5.2 41
E+06 34
India 3.237 46.23 1.020E 3.5 3.1 13.1
E+05 0 +05 15 73 54
Europe 1.342 7.378 1.635E 3.7 8.2 1.99
E+07 +06 06 05 1

Table 4 shows the determined p-values of the t-statistics. The p-value provides clues about the
significance of the coefficient for the model. Typically, a p-value of less than 0.05 is considered
significant. This suggests that the coefficient has additional utility to the model by helping to explain
variation in the model's dependent variable (Thime 2021). It can be seen from Table 4 that the
significance is given for both coefficients in the case of China and India, whereas the coefficient g,
as in the case of India is less significant. In the case of Europe, the coefficient of S, is significant,
while the coefficient of g;is not significant. This is another hint that the linear regression does not
explain the connection between FDI and GDP for Europe. The multiple and adjusted R-squared
shows the same. The multiple and adjusted R-squared gives the percentage of the variation of
dependent variable (the GDP) which is explained by the variation of the independent variable (the
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FDI) (Thime 2021). For Europe these values are only 0.113and 0.085 and 11.3 % and 0.85%,
respectively, while the values for China and India are above 84%.

Table 4. The determined p-values of the t-statistic, the multiple and adjusted R-squared

Pr(>[t(Bo)| Pr(>[t(B,)| Multiple Adjusted
R-squared R-squared
China 1.100E-05 2.000E-16 0.906 0.903
India 0.0034 3.180E-14 0.848 0.843
Europe 2.880E-09 0.0554 0.113 0.085
CONCLUSION
Results

A linear regression model was chosen to analyse the correlation between FDI and GDP using
China, India, and Europe as examples, using GDP as the dependent variable and FDI as the
independent variable. It is best to implement this model using China as an example, which showed
the highest correlation of both factors with 0.9929813. For India, the correlation between FDI and
GDP was slightly lower (0.9548797) while GDP and FDI seem to be relatively uncorrelated for
Europe (correlation coefficient of 0.2576872).

This result is confirmed by the t-values of the linear regression equation. The t-value for Europe
is much smaller than the t-values for China and India. This means that the standard errors of the
coefficients are relatively high in comparison to the coefficients themselves in the case of Europe. It
was also not possible to prove the significance of the coefficients in the case of Europe.

Limitations and further work

Countries produce their GDP estimates in their own currencies. In order to make these estimates
internationally comparable, they must be converted into a common currency. This is often done
using current exchange rates. However, this can lead to a misleading comparison as they do not
reflect the actual quantities of final goods and services in GDP. A more accurate approach is to use
purchasing power parities (PPPs). PPPs are currency converters that take into account the price
differences between countries (OECD 2010, 16).

Furthermore, the restriction must be made that only the connection between two individual
factors was calculated. Especially in the case of Europe, the GDP seems to depend heavily on several
other factors, which requires further investigation. For example, Agrawal & Khan’s (2011) model
for GDP was examined with human capital, labour force, FDI and gross capital formation as
independent variables (p. 76). By consideration of other factors, the GDP of Europe could be better
described.
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YU U BBII: CPABHUTEJIEH AHAJIN3 3A KUTAW, UHJWS U EBPOIIA

Pe3tome: [Ipexume uyscoecmpannu unsecmuyuu (I14Y41) ce cuumam 3a ocHogen u3mMOUYHUK HA
mexHon02UU U Hoy-xay 6 passusauwume ce cmpanu (Agrawal & Khan 2011, 72). Tazu cmamus uma
3a yen da npoydu eépwv3kama medxncoy YU u opymuus evmpewen npooykm (bBII) na Eepona,
Kumaii u Unous. 3a 0a ce ananuzupa spvzxama mexcoy IIYU u BBII, e uzdpan nuneern pecpecuoren
mooen ¢ Kumaii, Unoust u Eepona xkamo npumepu, uznonzsavixu BBII kamo 3aeucuma npomeniusa
u II4YU xamo nesasucuma npomenausa. Hati-0obpu pesyimamu ¢ mo3u Mooen ca noCmucHamu 3d
Kumaii, kvoemo e ycmanosena nati-eucoka kopenayus na osama ¢gpakmopa npu 0,9929813. 3a
Hnousa kopenayusma mexcoy YU u BBII e manxo no-nucka (0,9548797), ooxamo 3a Eepona BBII
u IT9U usenexcoam omunocumenno Hexkoperupauu (kopenayus om 0,2576872). Tozu pesyrmam ce
nomewvpAHCOasa om t-CmouHoCmume Ha ypasHeHuemo Ha auHetHama peepecus. T-cmounocmma 3a
Eepona e mmnoco no-manka om t-cmounocmume 3a Kumaii u Huous, xoemo o3uauasa, ue
cmanoapmuume epewiky Ha Koeguyuenmume ca OMHOCUMENHO 8UCOKU 8 CPABHEHUE CbC camMume
Koeguyuenmu 6 cayuas na Eepona.
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LEGAL NATURE AND FEATURES OF THE TYPES OF ELECTRONIC SEALS
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Abstract: This article examines the legal framework and practical applications of electronic seals
as established by EU Regulation No. 910/2014, emphasizing their significance in ensuring the
authenticity and integrity of electronic documents and transactions. By distinguishing electronic
seals from electronic signatures and timestamps, the study delineates their unique features,
including the classification into simple, advanced, and qualified types. The analysis further explores
the role of electronic seals in enhancing cybersecurity within the digital environment. The findings
highlight the pivotal function of electronic seals in digital transactions, underscoring their
contribution to the reliability and security of electronic documents in the European digital single
market.

Keywords: electronic seals, electronic signatures, cyber security, eIDAS, trust service

1. NOTION OF ELECTRONIC SEALS

In the evolving digital landscape, the integrity and authenticity of electronic transactions have
become paramount. The European Union, recognizing this need, established a comprehensive legal
framework through EU Regulation No. 910/2014, also known as eIDAS, to govern electronic
identification and trust services, including electronic seals. This article aims to dissect the legal
nature of electronic seals, delineating their characteristics, classifications, and the role they play in
securing digital documents and transactions. Unlike electronic signatures, electronic seals are
specifically designed for use by legal entities, ensuring data integrity and origin authenticity with
legal recognition across the EU. By examining the different types of electronic seals—simple,
advanced, and qualified—-the study sheds light on their practical applications and underscores their
significance in enhancing cybersecurity measures. Through a detailed analysis of the regulation and
its implications for the digital single market, this article contributes to a deeper understanding of
electronic seals and their essential function in the digital age.

Regulation (EU) No. 910/2014, unlike Directive 1999/93/EC, introduces several new legal
concepts related to electronic signatures. These concepts include electronic seals, electronic
identification, electronic time stamp, website authentication, and electronic registered mail. These
additions aim to enhance trust in cross-border electronic transactions in EU member states.

To better understand electronic seals, it is essential to consider them within the broader context
of similar legal institutions outlined in Regulation (EU) No. 910/2014 and distinguish them based
on their specific characteristics.

According to Article 3, item 25 of Regulation (EU) No. 910/2014, an electronic seal is defined
as “data in electronic form, attached to or logically associated with other data in electronic form,
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ensuring the origin and integrity of the latter” (Regulation (EU) No. 910/2014). The regulation does
not explicitly define a “basic seal”, but it can be deduced from the general definition provided earlier.

Furthermore, Article 3, item 29 introduces the concept of a “certificate for an electronic seal”,
which is an electronic attestation linking electronic seal validation data to a legal person and
confirming their identit (Regulation (EU) No. 910/2014).

Another term defined in Article 3 of the regulation is the “advanced electronic seal”. An
advanced electronic seal must meet specific requirements outlined in Article 36. According to
Article 36 of the Regulation, the advanced electronic seal must meet the following conditions:

(@) it is uniquely linked to the creator of the seal;

(b) it is capable of identifying the creator of the seal;

(c) it is created using electronic seal creation data that the creator of the seal can, with a high
level of confidence under its control, use for electronic seal creation; and

(d) it is linked to the data to which it relates in such a way that any subsequent change in the data
is detectable (Regulation (EU) No. 910/2014).

Finally, the regulation defines a “qualified seal” in Article 3.27 as an advanced electronic seal
created by a qualified electronic seal creation device, based on a qualified certificate for electronic
seal.

The regulation defines two main functions specific to electronic seals. Art. 59 of the preamble
of Regulation (EU) No. 910/2014 exclusively states that electronic seals should serve as proof that
an electronic document was issued by a legal entity, guaranteeing the reliable origin and integrity of
the document.

2. DIFFERENTIATION FROM SIMILAR REALMS

Electronic seals occupy a major place among other similar legal institutes from Regulation (EU)
No. 910/2014. By their nature, electronic seals are closest to electronic signatures. In the Regulation,
electronic seals provide the same legal possibilities as electronic signatures. For example, Regulation
(EU) No. 910/2014 provides in Recital 58 that when a transaction requires a qualified electronic seal
from a legal entity, the qualified electronic signature of the authorized representative of the legal
entity should be accepted equally. Likewise, Art. 36, point 3 of the Regulation mandates that a
qualified electronic seal based on a qualified certificate issued in one Member State is recognized as
a qualified electronic seal in all other member sitates. Additionally, both trust services are admissible
as evidence in legal proceedings.

In addition to the many similar legal requirements between the two institutes, electronic seals
and electronic signatures share the same technology. In this regard, it should be noted, for example,
that qualified electronic seals carry the technical characteristics of a qualified electronic signature
(Schwalm 2015).

Despite the relatively widespread adoption of trust services in e-commerce, there is still a slight
mistrust of e-seals over e-signatures due to the latter's wider distribution and longer history. An
objective assessment requires comparing the two institutes and highlighting the advantages of
electronic seals over electronic signatures.

“Electronic seals can be used to seal any type of digital data, not just standard documents. It can
secure software codes or servers, satellite images, cadastral plans, in fact, any kind of data prone to
misappropriation or modification” (LuxTrust). Yet as a practical application, electronic seals today
are mainly used for so-called “code signing”. According to Recital 65 of Regulation (EU) No.
910/2014 “in addition to authenticating a document issued by a legal entity, electronic seals may be
used to authenticate digital assets of a legal entity, such as software code or servers” (Regulation
(EU) No. 910/2014). Code signing is the process of digitally signing executable files and scripts to
verify the author of the software and ensure that the code has not been altered or corrupted after it
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has been signed by using a cryptographic hash (Dumortier 2016).

As other additional examples of use in addition to those mentioned above can be such documents
as tax and pension certificates or certificates and other certified documents that are issued and sent
electronically (Donnebrink 2021).

One of the most significant differences between electronic seals and electronic signatures is
rooted in their functions. Electronic signatures are characterized by the functions of integrity,
authenticity, confidentiality, and irrevocability (Dimitrov 2013), while electronic seals feature data
integrity and authenticity features.

The first function of electronic seals is integrity or data integrity. Data integrity is maintaining
and ensuring the accuracy and consistency of data throughout its lifecycle (Boritz 2005). It ensures
the security of the data and guarantees its immutability over time after applying an electronic seal.
By sealing documents with electronic seals through a content encryption process, the aim is to
preserve the integrity of the data and ensure that it will not be altered at a later time. Furthermore,
there is no certainty with electronic documents as to whether they have been altered (thus affecting
their integrity) during their transmission path or while they are stored (RoRnagel 2013).

The second characteristic function explicitly stated in Regulation (EU) No. 910/2014 is
authenticity. In fact, electronic seals were created in the current Regulation (EU) No. 910/2014 to
replace the electronic signatures of legal entities used in the previous Directive 1999/93/EC. The
purpose is to verify that a document really originates from a specific entity, thus ensuring its
authenticity. For example, the fact of issuance (e.g., insurance certificate, permit) can be proven with
an electronic seal. When it comes to electronic seals, this function ensures that the signed electronic
document has not been tampered with after the electronic seal has been placed on it (Commission
Staff Working Paper).

Ensuring the reliable authenticity of a particular document from a given legal entity is another
distinctive function of e-sealing. This feature ensures that certain data originates from a specific legal
entity or organization. After the electronic documents are stamped, the origin of the documents can
be traced, i.e., from which legal entity they originate.

Another main distinguishing line between the electronic signature institute and the electronic
seal institute is that the electronic signature refers to a natural person, and the electronic seal is used
only for legal entities.

The protection in the use of this technology is based on the need to protect the information. The
security of information is crucial to avoid its vulnerability, hence the importance of guaranteeing its
availability (legal access to the information within the time limits established by its owner), its
confidentiality (which excludes disposal of persons or unauthorized use), and its integrity (referring
to its immutability) (De Miguel Asensi, PA 2002).

Electronic seals are very close to electronic signatures and share many common characteristics,
but at the same time, have their own specifics, which makes them unique among other trust services.

Electronic seals also have similarities with electronic timestamps. Both institutes are data in
electronic form that link other data in electronic form. However, with electronic timestamps, these
are tied to a specific point in time and provide proof that the most recent data existed at that point in
time, while with electronic seals, they are logically linked to data in electronic form to ensure its
authenticity and integrity. Another similarity is that along with electronic signatures, electronic seals,
and electronic timestamps are admissible as evidence in court proceedings. In addition, one of the
requirements of a qualified electronic timestamp under Regulation (EU) No. 910/2014 is that it is
signed with an advanced electronic signature or stamped with an advanced electronic seal of a
qualified trust service provider or another equivalent method.

Electronic seals occupy their special place among other similar legal institutions of Regulation
(EU) No. 910/2014, which distinguishes them from them, although they share common
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characteristics with some of them. They have their specific role in commercial exchange, which is
why their importance will grow more and more in the future.

3. TYPES OF ELECTRONIC SEALS
According to Regulation (EU) No. 910/2014, electronic seals are categorized into basic
electronic seals, advanced electronic seals, and qualified electronic seals.

3.1. Basic electronic seals

Electronic seals, along with electronic signatures, are widely researched and used in two
scientific fields — legal sciences and information technology (Menke 2009). The definition of a basic
electronic seal is derived from the general legal definition of an electronic seal in Regulation (EU)
No. 910/2014. It is described as “data in electronic form that is added to other data or logically linked
to them to guarantee the origin and integrity of the latter.” Similar to electronic signatures, the holder
of the electronic seal is required to use it for signing.

3.2. Advanced electronic seals

The definition of an advanced electronic seal, as stated earlier, aligns with the requirements
defined in Article 36 of Regulation (EU) No. 910/2014. According to this article, an advanced
electronic seal must meet the following conditions:

(a) Unique linkage to the creator of the seal. (b) Capability to identify the creator of the seal. (c)
Creation using electronic seal creation data that is under the control of the creator. (d) Linkage to
the associated data to ensure the detectability of any subsequent changes.

Unique connection to the creator of the seal is a fundamental requirement for an advanced
electronic seal. The seal creator refers to the legal entity that creates the seal. It is crucial to ensure
there is no confusion regarding the identity of the legal entity associated with the electronic seal.
Authentication can be established through a PIN code or specific username and password. Another
essential condition is the ability to identify the creator of the seal unequivocally. This identification
provides legal certainty about the entity behind the advanced electronic seal. The third requirement
is that the seal should be created using electronic seal creation data that is under the control of the
seal creator. The regulation does not specify the technology for creating this data. Finally, the
advanced electronic seal must be designed to detect any subsequent changes made to the associated
data. Various encryption technologies, such as asymmetrical keys and certificates, are employed to
ensure data integrity (Dimitrov 2014).

The advanced electronic seal and the advanced electronic signature share many similarities, but
they are primarily used by different entities. The advanced electronic seal is used by the creator of
the seal or the legal entity, while the advanced electronic signature is used by the holder of the
signature, a natural person who creates the electronic signature. Both types provide a high level of
control and traceability.

3.3. Qualified electronic seal

The qualified electronic seal is the highest level of judicial power and commonly used. In
accordance with Article 3.27 of Regulation (EU) No. 910/2014, it is considered an advanced
electronic seal and must meet two additional requirements:

1. Created by a device specifically designed for creating qualified electronic seals.

2. Based on a qualified electronic seal certificate.

According to Article 3.31, an “electronic seal creation device” refers to configured software or
hardware used to create an electronic seal. Qualified electronic seals offer a higher level of protection
against tampering or data falsification. The device does not necessarily need to be physically held
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by the seal creator and can be controlled remotely by a qualified trust service provider using
techniques like PIN codes.

Annex Ill of the Regulation defines the conditions that qualified electronic seal certificates
should meet. These conditions include appropriate indications, an unambiguous representation of
the qualified trust service provider, details about the creator of the seal, validation data, certificate
validity period, identity code, and other relevant information.

CONCLUSION

elDAS (Regulation (EU) No. 910/2014) establishes the principle of mutual cross-border
recognition of electronic seals. Article 35.3 states that a qualified electronic seal, based on a qualified
certificate issued in one-member state, should be recognized as a qualified electronic seal in all other
member states. This provision ensures the seamless use of qualified electronic seals in cross-border
transactions within the European Union, facilitating electronic trade.

Since the implementation of Regulation (EU) No. 910/2014, the use of electronic seals has
increased, and their significance in cross-border electronic transactions within EU member states
continues to expand. They play a vital role in ensuring cyber security and protecting data from
external influences.
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INPABHA CBIIHOCT U OCOBEHOCTHU HA BUJOBETE
EJIEKTPOHHU ITEYATHU

Pesztome: Tazu cmamus pazenedxcoa npasHama pamka U NPAKMuyeckume HNPULONCEHUs HA
enekmpoHnume neuamu, ycmanosenu ¢ Peenamenm na EC Ne 910/2014, xamo noduepmasa
MAXHOMO 3HAYeHUue 34 2apaHmupaune Ha a8MeHMudHOCmma U Yeiocmma HA eleKmpoHHume
Ookymenmu u mpansakyuu. Kamo pazepanuuasa enekmpounnume neyamu om eieKmpOHHUME
NOONUCU U eleKMPOHHUME BpeMesU Nneuamu, U3CIe08aHemo oYepmasa mexHume YHUKATHU
Xapakmepucmuky, 6KIOYUMENHO KIacupukayuama Ha OOUKHOBEHU, YCbBbPUIEHCMBAHU U
Kkeanuguyupanu nevamu. Anaiuzvm OONbIHUMENIHO U3CIe08d PONAMA HA eleKMPOHHUmME neuamu
3a nodobpssamne Ha KubepcucyprHocmma 8 yugposama cpeda. Koncmamayuume noouepmagam
OCHOBHAMA (YYHKYUS HA eNIeKMPOHHUMe neuamu 8 Yyugposume mpaH3akyuu, Kamo noovepmasam
MexHUs NPUHOC 3a HAOEHCOHOCMMA U CUSYPHOCIIMA HA eNeKMPOHHUME OOKYMEHMU 8 e8PONeUCKUs
yughpos eouren nazap.
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Abstract: This article investigates the regime of private Electronic Identification (elD) schemes in
Bulgaria, set against the backdrop of EU regulations, particularly the eIDAS Regulation (EU) No
910/2014. 1t explores the legal framework, operational mechanisms, and coverage of private elD
schemes, using Bulgaria as a case study within the EU's digital agenda. The analysis reveals
Bulgaria's innovative approach to implementing private elD schemes that enhance digital security,
user convenience, and comply with EU standards. By dissecting the legal regime governing these
schemes, the article highlights the pivotal role of the Bulgarian Communications Regulation
Commission in ensuring adherence to both national and EU regulations. The operational
mechanisms illustrated through the Evrotrust system showcase advanced technologies in user
registration, identity verification, and the integration of biometric analysis and video identification
to mitigate identity fraud. Coverage across sectors demonstrates the schemes' adaptability and their
impact on banking, e-government, healthcare, and beyond, enhancing the digital infrastructure and
citizen engagement. This comprehensive examination aims to contribute to the understanding of
private elD schemes’ significance in the EU's digital transformation landscape, emphasizing the
balance between innovation, legal compliance, and user accessibility.

Keywords: Electronic ldentification, eIDAS Regulation, Bulgaria, Evrotrust, Legal Framework

INTRODUCTION

In the rapidly evolving digital era, the significance of secure and reliable electronic identification
(elD) systems has become paramount, particularly in the context of European Union (EU) member
states. This article delves into the intricacies of private elD schemes in Bulgaria, a critical component
in the broader landscape of electronic identification and authentication (Alonso et al., 2019). These
private elD schemes, which operate under the overarching framework of EU regulations, offer
unique insights into the fusion of technology, legal compliance, and user accessibility.

Bulgaria’s approach to electronic identification presents a compelling case study within the EU’s
digital agenda. The country has adopted a pioneering stance in implementing private elD schemes
that align with the eIDAS regulation — a cornerstone EU legislation that standardizes electronic
identification and trust services for electronic transactions across EU member states. This article
aims to dissect the legal framework governing these private elD schemes in Bulgaria, explore their
operational mechanisms, and assess their coverage levels.

Through this exploration, the article seeks to illuminate the nuances of Bulgaria’s elD schemes,
underscoring their role in enhancing digital security and user convenience. By providing a
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comprehensive analysis of these schemes, we aim to contribute to the broader understanding of elD
systems’evolving landscape in the EU and the implications for digital governance and citizen
engagement.

LEGAL REGIME OF PRIVATE EID SCHEMES IN BULGARIA

The legal regime governing private electronic identification (elD) schemes in Bulgaria is a
complex interplay of national legislation and European Union (EU) regulations, particularly the
elDAS Regulation (EU) No 910/2014. This section delves into the nuances of this regime, exploring
its foundations, operational oversight, and the intricate process of aligning national laws with EU
standards.

At the heart of Bulgaria's legal framework for private elD schemes lies the eIDAS Regulation,
an EU-wide directive established to standardize electronic identification and trust services for
electronic transactions across the Union. This regulation is instrumental in creating a digital single
market, fostering trust and security in electronic transactions.

Bulgaria, as an EU member state, has transposed the eIDAS Regulation into its national law,
thereby committing to its principles and requirements. This transposition involved the enactment of
specific laws and amendments to existing legislation, ensuring that national legal provisions align
with the EU's overarching digital agenda. These national laws govern the operational aspects of
private elD schemes, stipulating standards for security, interoperability, and user protection (Shehu,
Pinto & Correia 2018).

The Bulgarian Communications Regulation Commission is the primary authority responsible for
the oversight of private elD schemes. This body ensures that these schemes adhere to both national
laws and EU regulations. Its role encompasses a wide range of responsibilities, from the initial
assessment and approval of private elD schemes to ongoing monitoring and enforcement of
compliance standards.

The Commission operates under a mandate to safeguard the public interest, focusing on the
security and reliability of electronic identification services. It works in close collaboration with other
national and EU authorities, exchanging information and best practices to enhance the overall
efficacy of elD schemes.

A critical component of the legal regime is the notification and evaluation process for private
elD schemes. This process is governed by a Methodology established by the Minister of e-
Government, providing a structured approach to the assessment of these schemes.

The evaluation process begins with a detailed application by the elD service provider, outlining
the technical specifications, security measures, and compliance mechanisms of the proposed scheme.
This application is subjected to a rigorous review, examining aspects such as data protection
protocols, authentication processes, and the scheme's ability to meet the high levels of assurance as
required by the eIDAS Regulation.

Experts from various fields, including cybersecurity, digital governance, and legal compliance,
are involved in this evaluation. Their analysis ensures that the elD scheme meets the stringent criteria
set forth in both national and EU regulations (Park & Lee 2018).

As the digital landscape evolves, the legal regime governing private elD schemes in Bulgaria
faces ongoing challenges. These include keeping pace with technological advancements, addressing
emerging security threats, and ensuring interoperability with other EU member states' systems.

The Bulgarian government, in response, is committed to regular updates and revisions of its legal
framework. This proactive approach aims to maintain the relevancy and effectiveness of private elD
schemes, ensuring they continue to serve as a cornerstone in Bulgaria's digital infrastructure.
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BULGARIAN NOTIFIED EID SCHEMES

In Bulgaria, the mechanism of action for private electronic identification (elD) schemes
demonstrates a sophisticated blend of technology, security, and compliance, aligning with both
national and European Union (EU) standards. This section explores the intricate processes and
technologies employed in these schemes, using the Evrotrust system as a prime example.

The cornerstone of any elD scheme is the process of user registration and identity verification.
In the case of Evrotrust, this process is designed to be both user-friendly and highly secure, utilizing
cutting-edge technologies to verify user identities remotely. The initial step involves users
submitting their personal identification documents through a secure online platform. This
submission triggers a series of automated checks, where advanced algorithms analyze the documents
for authenticity.

The Evrotrust system goes a step further by incorporating biometric analysis into its verification
process. This involves using facial recognition technology to match the user's live image with the
photograph on their identification document. This biometric verification ensures that the elD is
uniquely and securely linked to the rightful owner, significantly reducing the risk of identity fraud
(Paez et al. 2020)

Video identification is another innovative feature of the Evrotrust elD scheme. This process
involves an automated live video interaction between the user and the system, during which trained
personnel conduct additional verification checks. This interaction not only enhances the security of
the identity verification process but also ensures compliance with Anti-Money Laundering (AML)
and Know Your Customer (KYC) regulations.

The security protocols employed in this stage are multifaceted. They include real-time
monitoring for signs of identity tampering or fraud, encryption of the video interaction, and secure
storage of the recorded session for audit and compliance purposes.

Once the user's identity is verified, the Evrotrust system issues an elD in real-time. This elD
enables users to access a range of digital services, sign documents electronically, and carry out secure
online transactions. The elD is linked to a digital signature (Vasileva & Zahariev 2020), providing
a legally binding method for users to sign documents and authenticate their identity in digital
interactions (Dimitrov 2023).

The qualified electronic signature technology employed by Evrotrust adheres to the highest
standards of security and is recognized across the EU, thanks to the compliance with the eIDAS
regulation. This cross-border recognition is crucial for facilitating seamless digital transactions both
within Bulgaria and throughout the EU.

A key aspect of the Evrotrust elD scheme is its integration capabilities. The system is designed
to be interoperable with various digital platforms and services, ranging from government portals to
private sector e-commerce sites. This integration is facilitated through well-documented APIs and
secure authentication protocols, allowing for a smooth and secure user experience.

The Evrotrust scheme also supports multi-factor authentication processes, adding an additional
layer of security for sensitive transactions. This feature is particularly important in sectors such as
online banking (Dimitrov & Zahariev, 2022), e-government services, and healthcare, where data
security and user privacy are paramount (Shrishak, Erkin & Schaar 2016).

The Evrotrust elD scheme is not static; it is continually evolving to adapt to new technological
advancements and emerging security challenges. This adaptability ensures that the scheme remains
effective and relevant in a rapidly changing digital landscape. Additionally, the Evrotrust team
actively monitors trends in cybersecurity and elD technologies, ready to incorporate innovative
solutions that enhance the system's security and user experience.
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COVERAGE OF PRIVATE EID SCHEMES IN BULGARIA

The coverage levels of private electronic identification (elD) schemes in Bulgaria are a critical
indicator of their effectiveness and reach. This section examines the extent to which these schemes
have been integrated across various sectors, focusing on their adaptability, scalability, and the
diversity of services they support.

Private elD schemes in Bulgaria, particularly the Evrotrust model, have achieved significant
integration across multiple sectors. This wide-ranging application is crucial in a country striving to
enhance its digital infrastructure. The Evrotrust elD scheme, for instance, is utilized in sectors as
varied as banking, telecommunications, e-government services, healthcare, and real estate. This
diverse applicability demonstrates the scheme’s flexibility and its ability to meet specific sectoral
needs.

In the banking sector, Evrotrust’s elD scheme has streamlined online banking processes,
enabling secure digital transactions and identity verification. Similarly, in healthcare, it has
facilitated the secure access to and exchange of medical records, while in real estate, it has simplified
the process of digital signing of property documents.

A significant area where private elD schemes have made an impact is in the provision of e-
government services. The Bulgarian government has actively incorporated Evrotrust’s elD
technology to provide citizens with easier access to public services. This integration allows citizens
to securely authenticate their identities online, access government portals, and complete
administrative procedures digitally, significantly reducing the need for physical visits to government
offices.

In the private sector, the Evrotrust elD scheme has revolutionized the way businesses and
consumers interact. From online shopping to digital contract signing, the scheme has provided a
secure and efficient way to authenticate identities and complete transactions. This has not only
enhanced user convenience but also contributed to building trust in digital commerce.

The coverage level of the Evrotrust elD scheme is also notable in terms of its geographical and
demographic reach. The scheme has been successful in making electronic identification accessible
to a broad spectrum of the Bulgarian population, including remote and rural areas where digital
services were previously limited. This inclusivity is vital for ensuring that the benefits of digital
transformation are evenly distributed across the country.

An essential aspect of the Evrotrust elD scheme is its compliance with the eIDAS regulation,
ensuring that it is recognized and accepted across the EU. This cross-border recognition is crucial
for Bulgarians traveling or living abroad, as it enables them to access services and perform digital
transactions within the EU seamlessly.

Looking ahead, the potential for further expansion and enhancement of private elD schemes in
Bulgaria is vast. With the continuous evolution of digital technologies and the growing demand for
secure digital services, these schemes are expected to extend their reach. Future developments could
include integration with emerging technologies such as blockchain and Al, further enhancing
security and efficiency.

CONCLUSION

The exploration of private electronic identification (elD) schemes in Bulgaria, particularly
through the lens of the Evrotrust model, reveals a sophisticated landscape of digital identity
management. These private elD schemes represent a significant stride towards enhancing digital
security, efficiency, and user convenience within Bulgaria and in the broader context of the European
Union (EV).
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The legal and regulatory framework, as established by EU directives and Bulgarian national
laws, provides a solid foundation for these elD schemes, ensuring compliance with the highest
standards of security and interoperability. The operational mechanisms of these schemes,
exemplified by the Evrotrust model, demonstrate innovative use of technology in facilitating secure
and real-time electronic identification. The comprehensive coverage of these schemes across various
sectors indicates their scalability and adaptability, making them instrumental in Bulgaria’s ongoing
digital transformation.

Furthermore, the success of these schemes in Bulgaria serves as an encouraging benchmark for
other EU member states. It highlights the potential of private elD schemes in fostering a secure and
seamless digital environment, essential for the growth of the digital economy and the enhancement
of citizen-government interactions.

In conclusion, Bulgaria’s implementation of private elD schemes, aligned with EU regulations,
sets a precedent in digital identity management. It underscores the country’s commitment to
advancing its digital infrastructure and the pivotal role of private elD schemes in shaping the future
of secure digital interactions.
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PEXKUM HA YACTHUMTE CXEMMU 3A EJIEKTPOHHA WIEHTH®UKALIUA
B BBJII'APUSA

Peztome: Tazu cmamus uzciedga pexcuma Ha cxemume 3a YACMHA eNeKMPOHHA UOEHMUPUKAYUL
(EID) ¢ Bbwreapusi, onpedenenu na ¢ona na pasnopedbume na EC, no-cneyuanno Pecnamenm na
EIDAS (EC) Ne 910/2014. H3cneosa ce npagnama pamka, OnepamugHume MexaHuzmu u ooxeama
Ha yacmuume cxemu na MJJ, usnonzeaiixu bvaeapus kamo npumep 6 pamkume Ha OusumaiHama
npoepama Ha EC. Ananuzvm paskpusa unoeamusHus nooxoo Ha bvieapus kvm npunacanemo Ha
yacmuu cxemu Ha EID, xoumo nooobpsseam yugposama cucyprocm, yoobcmeomo Ha
nompebumenume u cvomseemcmeam Ha cmanoapmume nHa EC. Upes paszenesxcoamne na npasnus
pedicuM, pe2yaupauy mesu cxemu, cmamuama noovepmasa ocHoenama poias Ha Komucusma 3a
pezynupate Ha cvobwenuama 6 bvneapus 3a ocueypasane kakmo na Hayuonarnume, maxa u na EC
pasnopeodbume. Onepamuenume mexanuzmu, umocmpupanu upes cucmemama EVROTRUST,
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NOKA38aM  PA3WUPEHU MEXHOA0UU 8 pPecUCmpayusama Ha nompebumenume, nposepka Ha
UOEHMUYHOCIMA U UHMe2pUpane Ha OUOMEeMPUYHUSA AHAIU3 U UOEHMUDUKAYUAMA HA 8UO0e0 3a
cMeKkyasane Ha uzmamume ¢ udenmuuynocm. Ilokpumuemo 6 cekmopume OemMOHCMpupa
a0anmueHOCmMma Ha cxemume U MAXHOMO 6b30elcmaue bpxy ODAHKOBOMO 0el0, eleKMPOHHOMO
npasumencmeo, 30paseonazeanemo u u3bH He2o, N000OPABAUKU Yyupposama uHgpacmpykmypa u
aueadicupanocmma Ha epaxcoanume. To3u ysanrocmen ananuz uma 3a yei 0a OONpuHece 3da
pasoupanemo Ha 3HayeHuemo Ha uacmuume cxemu Ha EID ¢ neuzanca na oueumannama
mpancpopmayus na EC, kamo noduepmasa bananca medxcoy uHosayuume, 3aK0HO0AMeICMEOmMo U
00CMBNHOCMMA HA nompedbumenume.

Knrouosu oymu: erekmponna uoenmuguxayus, Pecnamenm EIDAS, Bvieapus, Evrotrust, Ilpasua
pamka

Konstantin Bezuhanov, PhD candidate
University of Library Studies and Information Technologies
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IMPLEMENTING INTEGRATED SYSTEM NETWORKS WITH
5G TECHNOLOGY IN THE GERMAN CAR INDUSTRY

Ali Elias Al-Hamami
University of Library Studies and Information Technologies

Abstract: German car manufacturers’ digitization initiatives encompass projects that aim to build
integrated system networks supported by 5G technology. Here, the results of scientific research are
presented in which IloT (“Industrial Internet of Things”) projects have been analyzed with regard
to their suitability for 5G implementation, respectively the efficiency of the new technology within
an integrated system network. The researched 110T projects originate from a so-called press shop
which is the part of the manufacturing plant in which automotive sheet metal components are formed
in a metal press. On the basis of the insights drawn from the 10T project analysis, it is shown that
the implementation of a 5G-supported system network can transmit, bundle, and visualize huge data
volumes, can moreover make the production process more efficient, and finally can improve
collaboration and quality. A special focus is on the organization of information, which will improve
significantly, since 5G allows real-time communication.

Keywords: digitization, automation, network building, management of information, 5G technology

INTRODUCTION

For many decades, the German automotive industry has been a key industry branch contributing
considerably to the country’s wealth. For example:

e 4% of all jobs are associated with automotive manufacturing (Statistisches Bundesamt

2019);
e around 506 billion € in revenues were generated in the car industry in 2022 (Statista 2023);
e and around 70% of the value creation from German automotive suppliers occurs in the
country itself (Bundesministerium fur Wirtschaft und Klimaschutz 2023).

While these figures underline the importance of the industry branch for the BIP, the question
whether this performance has always been achieved with the latest technological equipment is
absolutely justified. At least at the beginning of the new millennium, the German car industry was
still underdeveloped in regard to the degree of automation in their facilities. “Manual work still plays
a major role in three quarters of the researched companies, and production is either based on it or
strongly depends from it in a hybrid system. Less than a quarter of the researched productions are
fully or highly automated” (Spath 2013).

Regarding the current status of digitization and automation in production, Volkswagen at
Wolfsburg is a good example. “To date, Volkswagen’s press shop is still a conventional production
area. Large coils of sheet metal are shaped into vehicle parts, it is noisy, every stroke is noticeable”
(Volkswagen AG 2022, 45). Nevertheless, digitization and network infrastructures more and more
play a part. Andreas Ellermeier, head of Volkswagen’s press tool construction department, says:
“Processes such as trim and coining steel manufacturing now are increasingly being automated [...]
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Press tool construction which is the central pillar of classic vehicle production finds its way from a
traditionally manual environment into the digital world [...] Now we are about to march towards
digital and autonomous press tool production” (Volkswagen AG 2022, 44). So it is easy to see that
“[...] the world of real hardware and that of virtual production is bridged by the digitized process
chain” (Volkswagen AG 2022, 44).

These hybrid models are in use in other Volkswagen facilities as well. For instance, their “ [...]
Condition Monitoring Team [...] safeguards access to data and provides technical expertise.
Together they are installing a network solution, in order to productively implement machine learning
models. They prefer a hybrid system in which machine learning models nearly run in real time on
shop floor level, generating forecasts. Additionally, we create connectivity with our digital
production platform, in order to perform post-trainings for aged machine learning systems”
(Volkswagen AG 2022, 45).

The Volkswagen examples prove that car makers have understood, since all of them have
meanwhile taken measures to digitize or automize production. In this context, the author of this
article was able to scientifically accompany a variety of 10T projects (cf. Table 1), originating from
the press shop of a renowned car manufacturer headquartered in Southern Germany. The goal of the
research was to evaluate these projects in regard to their 5G upgrade potential and to the expected
efficiency of 5G technology within an integrated system network.

RESEARCH METHODOLOGY

A press shop is that part of the plant where sheet metal is inserted into a press where the material
is shaped into components that eventually form the cars’ bodies. The facility provides the ideal
setting for this kind of research as it not only represents an “automotive mini-cosmos” in which all
aspects of digitization can be studied in a nutshell, but is also one of those areas, where
manufacturing is still characterized by principles of traditional craftsmanship so that the introduction
of new technologies allowing data collecting and state-of-the-art digital data evaluation is considered
to be revolutionary. Qualitative analysis was used to explain the circumstances of the case and to
describe what is needed for developing an efficient integrated system network, while quantitative
methods were used to evaluate statistics, perform calculations, and prepare scoring models on the
basis of self-developed mathematical formulas. With the help of these scoring models, a total of
nineteen 10T projects were ranked according to their feasibility and to the expected efficiency of
5G technology within an integrated system network.

RESULTS
A VARIETY OF PROJECTS: The researched IloT projects ranged from “Automatic
maintenance order” to “Consistent online data use” or “Enterprise resource planning on digital
terminal devices” to more technical applications such as “Inline crack detection”. The generation of
data, that for instance are collected by newly installed sensors, their evaluation and visualization,
and finally the impact of the transformed processes on the company’s information management were
the main aspects of the research. The potential of implementing 5G technology in 10T projects is
huge, since the latest generation telecommunication standard is extremely fast and can transmit
immense data volumes in real time. So when 5G potential was measured with the help of scoring
models, it was no surprise that particularly “Big Data” and “Network” related projects made it to the
top (cf. Table 1). In detail, these were the parameters that characterized 5G opportunities:
o the higher the frequency of data, the more the system will benefit from the implementation
of 5G technology which in turn will significantly accelerate the information flow;
e the more data sources, the higher the data complexity and the greater the need to process
the data with 5G that is low in failure rates and latency;
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e the greater the need to evaluate the data in real time — for example, in order to be able to
prevent or to quickly react to machine failure — the more the implementation of 5G in IloT
concepts will make sense.

THE IMPORTANCE OF NETWORK BUILDING: In the context of network building, the
insight that “Big Data” and “Network” related projects are best suited for SG upgrading and promise
the optimum of 5G efficiency speaks for itself. So in order to fully benefit from the implementation
of 5G technology and moreover to achieve the desired synergy effects, it is necessary to bundle the
technological efforts in a comprehensive system network that eventually will guarantee a significant
optimization of the information management. Because by harmonizing the individual information
sources, by consolidating the extracted information and by providing information in a convenient,
preferably visualized form, an integrated system network will allow managers, operators, or workers
to react immediately after receipt of the respective information, which brings the organization of
information to the next level and improves decision quality.

Table 1. Nineteen 10T projects were scored according to their feasibility and to the expected
efficiency of 5G technology within an integrated system network. (Own graphic)

Overall  Expected

project 5G

ateg feasibility efficiency
360° network ERP on digital terminal device 138 138
Big Data Unidor monitoring 108 138
Big Data Material parameters measurement 108 138
Big Data Online quality data 138 123
Big Data Drawing process management 108 108
Digital process chain Remote Maintenance 92 108
Smart supply chain RFID tags for block storage 77 108
360° network Automatic maintenance order 92 108
360° network Consistent online data use 138 108
Big Data Digital control of milling machines 108 92
Big Data Condition monitoring 108 92
Smart supply chain Component traceability 92 92
Big Data Steinbichler working packages 123 77
360° network Paperless factory 62 77
Agile production systems Light guide system 62 77
Big Data Inspection by notch sensor 77 62
Agile production systems Sarissa QualityAssist 62 62
Big Data Inline crack detection 77 62
Agile production systems 3D printing in tool manufacturing 62 62
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NETWORK BUILDING IN A PRESS SHOP: If equipped with sensors and upgraded with 5G,
a sheet metal press is a very good and reliable source of valuable data. The respective management
of information is exemplarily shown in Figure 1 for one machine, but it is also easy to imagine how
this unit can be expanded to an entire press line, all the more, since the implementation of 5G
technology is scalable (cf. Figure 2). All the data generated at every process step are collected in a
data pool located in “The Cloud” which is in a position to store huge data volumes so that external
control of the press is possible. With the help of data mining, the structurally extremely diverse data
are processed, evaluated and partly sent back to the production facility in order to take over
controlling functions. It begins with the delivery of the coils when the material parameters and the
supplier’s production data are recorded and counterchecked by the data mining system. During the
insertion of the sheet metal, a camera examines the roughness of the material and the oil film
thickness, while the mechanic material characteristics such as tensile strength are measured by the
so-called bulge tester. All the gathered data go to the data pool where the information is compared
with standard values so that the machine automatically adapts to the input variables. From time to
time, the data mining system might issue a message such as “The oil film is below tolerance level in
a certain area.” Now, a signal is sent to press control with the order that a certain area has to be re-
lubricated before this section of the sheet metal can be transformed to an automotive component.
From inline production, temperature values, information about power consumption or the current
number of strokes can be passed on to the data pool. When so-called thin film sensors are attached
to the cutting shears they can report if the tool is still sharp enough. This is an example of how
condition monitoring combined with sensor technology and 5G provides operators with a perfect
overview of the facility’s condition and the state of its tools, a benefit which helps to reduce or even
avoid machine stoppage.

Cloud

Data mining

Maintenance

¢ wiring diagrams

* parts lists

* remote maintenance
* spare part ordering

Coil feed Lubrication Press Conveyor Intelligent load carrier

Fig. 1. Schematic illustration of a sensor-equipped sheet metal press delivering information to
the data pool in “The Cloud”. With the help of 5G, information can not only be retrieved in real
time, but can also be conveniently visualized on digital terminal devices. (Own graphic)
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TOWARDS TOTAL CONNECTIVITY:

The importance of network building in the automotive industry was emphasized by Jirgen
Prokop, CEO of Trumpf, a leading German manufacturer of machine tools offering “[...] machines
for bending, punching, combined punch and laser processing, and also laser cutting and welding
applications. Diverse automation solutions and a range of software for digitally connected
production solutions round off the portfolio” (Wikipedia, n.d.). Prokop said: “For sheet metal
manufacturers, connecting production processes and machines in a network will be the decisive
competitive edge” (Miicke 2020).

German car manufacturer Mercedes-Benz seems to have acted on it, since they have turned many
of the above-mentioned concepts into reality in their “Factory 56, a digitized manufacturing unit
which comes close to the idea of a smart factory. Particularly in regard to 5G implementation, they
are proud of their achievements: “The use of state-of-the-art 5G network technology allows
Mercedes-Benz Cars, among other things, to optimize existing production processes [...] with the
help of new features. These include, for example, the data linking or product tracking on the
assembly line. With a separate own network, all processes can be optimized and made more robust,
and if necessary, adapted at short notice to prevailing market requirements. Furthermore, the mobile
communications standard links production systems and machines together in an intelligent manner,
thereby supporting the efficiency and precision of the production process” (Daimler
Communications 2019).

However, under the motto “360-degree networking — from the supplier to the customer”, the
automotive company makes clear that their vision of connectivity goes beyond the conventional 110T
concept: “[...] networking not only happens inside the factory. A significant feature of ‘Factory 56’
is the all-round networking across the entire value-added chain — from development and design to
suppliers, production and customers. [...] For [...] production, 360-degree networking means quick
and transparent communication across all units. Digital tools are used for development and
production: for example, production processes are visualized and optimized by ‘Virtual Reality’
(VR) before a real production hall comes into existence [... and] workstations and processes can be
virtually tested and designed ergonomically” (Mercedes-Benz Group AG, 2023).
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Fig. 2. Example of an integrated system network with extended functions, implemented in an
automotive press shop. (Source: evopro systems engineering AG 2023)

70



Implementing integrated system networks with 5g technology in the german car...

SUCCESS MONITORING:

For the time after the implementation of an integrated system network, it is recommended that
key performance indicators are defined. They serve as measurement parameters for the assessment
of efficiency, productivity and capacity of the network. These criteria could be helpful:

e Throughput rate: the number of products that can be manufactured in the press shop per

time;

e Downtime: the time during which the network is not available due to disturbances or

technical problems;

e Production quality: the quality of manufactured products, as measured according to the

defect rates or quality standards;

e Response time: the time needed to react to requests or orders that turn up in the network

e Network latency: the time lag that occurs when data are transmitted in the network;

e Data transmission speed: the velocity with which data can be transmitted in the network.

CONCLUSION

It became obvious that the implementation of an integrated system network supported by 5G
technology is suited to facilitate a more efficient and less cost-intensive production. At the same
time, information management will benefit, since the system allows instant data availability and real-
time evaluation and communication. All of these achievements will entail better collaboration,
optimized production processes, improved quality and more efficient utilization of resources.
Eventually, the automotive company might thus become more competitive and innovative. When
planned carefully, an integrated system network is easily scalable and allows many other
applications and enhancements (cf. Figure 2) than those that were hitherto described.

In an integrated system network, the majority of data are generated by components of the facility
itself (cf. Figure 1), i.e. they are recorded by sensors etc. that feed the information into the cloud-
based data pool. However, it could be helpful if data from external sources were added such as
statistics or survey results, in order to supplement the company-own information with relevant
subjective outside assessments or third-party experience. Finally, the evaluation of the collected data
shall result in the measurement of the achieved improvements and their impact on efficiency and
productivity which — if the evaluation is positive, an outcome which is to be expected after all what
has been said here — will be another proof of the integrated system network’s benefits.
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BHEJIPABAHE HA UHTEI'PUPAHU CUCTEMHU MPEXHN
C 5G TEXHOJIOI'YSA B ITEPMAHCKATA ABTOMOBUJIHA
NHAYCTPUA

Pe3tome: Hnuyuamueume 3a yugposuzayus Ha 2epMancKume npou3eooument Ha demomoounu
obxeawam npoexmu, KOumo umam 3a yen 04 usepaosm uUHMeZPUPaHu CUCEMHU MPeXCU,
nooovpacanu om mexnonoeuama 5G. Tyk ca npedcmagenu pesyimamume om HAYYHO U3Ce08aHe,
6 xoemo ca aumanuzupanu npoexkmume 3a IloT (, Unoycmpuanen unmepnem na mewama‘‘) no
OMHOWEeHUe Ha MAXHAmMA npueooHocm 3a eneopsasane Ha 5G, pecheKmugHo egekmusHocmma Ha
HO8AMA MEeXHOI02Usl 8 paMKUmMe Ha UHme2pupana cucmemua mpedxica. Mscneosanume lloT npoexmu
npOU3X0HCOam Om M.HAp. NPecog yex, KOUmo e yacm om npou3eo00CmeeHomo npeonpusmue, 8
Koemo ce popmupam agmomoOUIHu TUCMO8U MEMAIHU KOMNOHEHMU 6 Memanna npeca. Bvz ocnosa
Ha npospenusma, useneyenu om ananuza Ha lloT npoexmume, e nokazano, ue eHeOpA8aAHEMO HA
nooowvpoicana om 5G cucmemua mpedica modce 0a npedasda, 00eOUHABA U GU3VATUIUPA O2POMHU
obemu om OaHHU, 0C6eH MO8A Modce 0a HAnpasu NpousB00CMEeHUs npoyec No-eqrekmuser u
Haxkpas 0a noooobpu cvmpyornuyecmeomo u kaiecmeomo. CneyuaiHo sHuUManue e omoeieHo Ha
op2aHuzayuama Ha uHgopmayuama, Koamo we ce no0oopu 3uauumenro, muii kamo 5G nozeonsisa
KOMYHUKAYUSL 8 PeaiHO 8peMme.
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THE IMPORTANCE OF PROJECT MANAGEMENT IN THE DIGITALIZATION
OF THE PUBLIC SECTOR

Simon Kupp
University of Library Studies and Information Technologies

Abstract: This publication highlights the importance of project management in the digitalisation of
the public sector in Germany. Due to the complexity of the many challenges associated with
digitalisation and digital transformation, it is important to select the appropriate project
management method. Due to the different frameworks and requirements in the projects, a precise
selection of the project management method is required. It must be determined which project
management method is suitable for the successful implementation of the projects. Particularly in
complex projects with demanding requirements for public sector digitisation, framework conditions,
stakeholders and milestones can change at short notice. It is therefore extremely important to be
able to adapt to these complex conditions. Especially in public sector digitisation projects, there can
be frequent phases of change. As a result, traditional project management methods are being
replaced by modern approaches. This study examines the importance of project management in the
implementation of digitalisation strategies, using helpful methods.

Keywords: Digitization, Digital transformation, Project management, Processes

INTRODUCTION

The change brought about by megatrends such as digitalization and digital transformation can
be felt in various areas of life. Since the coronavirus pandemic at the latest, it has become clear that
the level of development in German administration and authorities is diminishing. In addition to a
large number of technologies developed in the short term, such as the Corona-Warn-App or
CovPass-App, some weaknesses have emerged. This means that structures in the German
administrative landscape, such as health authorities, are too rigid. Added to this is the use of outdated
information and communication technology such as fax machines.

In principle, administrative procedures and processes are still largely carried out in paper form.
As aresult, the federal government and its subordinate authorities will have used around 740 million
DIN A-4 sheets and 13 million DIN A-3 sheets in 2022 (Deutscher Bundestag 2024). Taking into
account the rollout of the electronic file (e-file) in the administrative landscape, the figures do not
match the target set by the Online Access Act (OZG). The Online Access Act (OZG) stipulated that
around 575 administrative services were to be digitized by the end of 2022. These targets were not
achieved for various reasons. In addition to technical challenges such as interoperability or structural
challenges within the administration, there are other hurdles to administrative digitization. In the
coming years, a large number of projects for administrative digitization and digital transformation
can be expected.
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Due to the complexity of administrative digitization projects in Germany, project management
is a suitable method for implementing complex issues. The aim is to efficiently and successfully
implement strategies and complex issues in administrative digitization through the use of project
management methods.

RESEARCH METHODOLOGY

This publication is based on a literature review, which was used as a research method. Existing
data and sources from specialist books, journals, studies and online articles were used. The result of
the investigation is an analysis of the current situation.

RESULTS

There is no concrete definition for the term “digitization”. In the narrow sense of the word,
digitization refers to the conversion of analog values and data into digital formats.

This involves converting analog values and data into a discrete system with a minimal proportion
of value states. To convert analog data into digital images, it is necessary to use technical systems
that can represent digital rather than analog states using cheaper components. As a rule, the process
of converting analog data into digital data involves images, documents, or films.

In this context, analog products are displayed or transferred digitally (Streicher 2020, 2). This
process can also be applied to workflows that are carried out in paper form in analog form. In this
step, formats such as documents are displayed digitally and made available electronically (Streicher
2020, 2). In addition to the conversion from analog to digital formats, digital transformation must
also be considered in the course of digitalization. Although there are parallels between digital
transformation and digitization, as it involves the consideration of content and digital transformation,
among other things, there are other features to consider (Streicher 2020, 2).

Digital transformation looks at the current situation. This affects existing business models,
applications, technology, structures, processes, and organizational forms. When looking at the
current situation, an analysis is also carried out to determine whether existing structures, processes,
or forms of organization meet current requirements or whether they are obsolete and can be replaced
by new technologies. The digital transformation of the public sector should lead to the interaction
between citizens and the administrative areas being designed in such a way that future procedures
can be carried out electronically, consistently, and without media discontinuity (Streicher 2020, 2).

This requires a high level of organizational and technical resources from all stakeholders (Streicher
2020, 3). For this reason, it is important to implement comprehensive project management when
implementing digitalization strategies in the public sector:

Project management
“Project management is a long-established discipline in organizations across all industries”

(Schoénert 2022).

The purpose of projects is to achieve specific and concretely defined goals. In order to achieve
the project objective, a timetable and a framework of financial and human resources must first be
specifically defined (Streicher 2020, 229).

In this context, it is important that these framework conditions are planned early and
comprehensively, as otherwise there is a high risk that the specified project objective will not be
achieved (Streicher, 2020, 229). According to the Federal Government's guidelines, the term “project
management” refers to a one-off project with which the administration responds to special
requirements by developing new or better services for citizens, new concepts for more effective task
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performance, internal changes to increase efficiency and improve quality (Federal Ministry of the
Interior 2013, 7). The Federal Government's practical guide defines the topic of “project
management” with specific characteristics. According to this, it is necessary for projects to be carried
out as projects if they are one-off and not a permanent or recurring task (Federal Ministry of the
Interior 2013, 8).

A further characteristic is the factual and temporal limitation. An assignment, start and end date
must be defined. Furthermore, there must be complexity and novelty, so that only partial recourse
can be made to existing process patterns (Federal Ministry of the Interior 2013 8).

The fourth characteristic is cross-hierarchical responsibilities, which require intensive
cooperation for the project (Federal Ministry of the Interior 2013 8). Project management includes
the entirety of management tasks, management organization, management techniques and resources
as the basis for the initiation, definition, planning, control and completion of projects. The primary
objectives of project management are:

— Ensuring that the project is worthy in terms of definition and implementation;

— Effective organization of cooperation in complex projects;

— Increasing the focus on results and problem-solving skills;

— Increasing personal responsibility and employee identification (Federal Ministry of the
Interior
2013, 9).

Examples of such projects at the federal level in Germany include the introduction of company
accounts or the introduction of the central learning platform for e-government (eGov Campus)
(Krause 2023, 271). In principle, public sector projects differ significantly from those in the private
sector.

In the case of public sector projects, for example, budget principles and federal and state budget
regulations form the basis for economic efficiency (Krause 2023, 271).

In practice, the framework conditions are created by determining and defining the requirements
and objectives, budgets and timetable, personnel requirements and risks. This phase is very
extensive, as it involves weeks of planning and communication with stakeholders, there is often no
scope for subsequent changes and adjustments (Streicher 2020, 229). This leads to hurdles for
projects for administrative digitization and digital transformation (Streicher 2020, 229). In order to
plan and successfully implement a project, a suitable project management method is required:

Classic, agile and hybrid project management methods
“The foundation of any successful digital transformation is therefore the choice of a suitable
project management method” (Streicher, 2020, 229).

Most organizations and institutions in the public sector have clear guidelines for handling
projects. These guidelines can vary from rough descriptions to detailed collections of documents,
project management regulations and comprehensive templates (Streicher 2020, 230).

These specifications and guidelines result from the time before technological change and only
include classic project management methods (Streicher 2020, 230). Classic or traditional project
management is based on a monolithic and holistic approach. The basic idea is that a defined end
state is described at the start of a project (Ebel 2024). Traditional project management is based on a
standardized process model that provides for a sequence of project phases with a linear progression.
The classic project management method is particularly suitable for project plans with high legal and
regulatory requirements or a high need for transparency and control (Ebel 2024). The requirements
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arising from administrative digitalization and digital transformation are very specific, as they are
continuous development processes.

It is also important to develop a certain amount of creativity, as administrative digitalization
entails complex requirements. As a result, the requirements can change over the course of the project.

In the course of the digitalization and transformation of the public sector in Germany, it is of
great importance to decide on a suitable project management method. Examples of classic project
management methods include the waterfall model, VV-model and PRINCE2 (Ebel 2024). Study
results show that the VV-model for the implementation of IT projects has been replaced by PRINCE2
as the classic project management method with a 32% share in use (AlIOS, BearingPoint, Cassini,
CGlI, GBTEC, pwc 2019). The studies also show that agile and hybrid project management methods
are becoming increasingly prevalent in digitalization projects in the public sector.

As a result, agile methods are used 26% of the time and hybrid methods 17% of the time (AIOS,
BearingPoint, Cassini, CGIl, GBTEC, pwc 2019).

This trend results from the fact that agile methods such as Scrum offer far greater flexibility than
traditional project management methods (AIOS, BearingPoint, Cassini, CGI, GBTEC, pwc 2019).
Agile project management methods are based on the Agile Manifesto of 2001, which serves as the
basis for agile values, techniques, principles and methods are based (Ebel 2024).

The purpose of agile project management is to overcome the disadvantages of traditional project
management. This is the case when requirements have to be formulated in concrete and
comprehensible terms from the outset (Ebel 2024). Agile methods can be used flexibly in the event
of short-term changes during the course of the project. Not all tasks and work steps are planned in
full, but an iterative approach is taken with the most important stakeholders with the aim of using a
version of the results.

The purpose of agile project management is to overcome the disadvantages of traditional project
management. This is the case when requirements have to be formulated in concrete and
comprehensible terms from the outset (Ebel 2024). Agile methods can be used flexibly in the event
of short-term changes during the course of the project. Not all tasks and work steps are planned in
full, but an iterative approach is taken with the most important stakeholders with the aim of using a
version of the results. In this context, short planning and implementation phases and a reprioritization
of the open task are advantageous (Ebel, 2024).

Modern project management methods are fundamentally based on the approach that all key
stakeholders are involved (Krause 2023, 231). The central component of the approach is the
optimization of customer benefit. This means that the technical and organizational areas of the
stakeholders in the public sector must be fully taken into account. This is necessary for the
integration of new processes so that they can run accordingly (Krause 2023, 231).

Agile project management reviews existing structures, processes and role allocations and
replaces them with modern principles. The difference to the traditional method is that instead of
comprehensive planning, an iteration is carried out (Krause 2023, 231). The term “iteration” refers
to the subdivision of the stages of a project over time with the aim of defining a result.

This has the advantage that subsequent adjustments are possible, as these were not taken into
account at the start of a project. In addition, agile project management methods are particularly
suitable in a volatile environment (Ebel 2024). A key advantage of the agile approach is that the
integration of stakeholders results in comprehensive networking, regardless of departmental
affiliations and hierarchies (Streicher 2020, 232). Other features of the agile approach include the
independent completion of work assignments through flexible role allocation (Streicher, 2020, 233).
In the agile approach, work orders are completed without a project manager. The prerequisite for
this is that project employees have an agile minimum. The successful application of the agile
approach requires a comprehensive organizational culture with appropriate thinking, action,
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flexibility and openness (Ebel 2024). When using the agile method, it is therefore important to note
that the introduction of new techniques and processes also changes the working relationships of
employees.

The agile method should therefore increase awareness through regular feedback loops (Streicher
2020, 233). Another feature of the agile approach is transparency about barriers and risks. In this
context, it quickly becomes clear which factors can jeopardize the project (Streicher 2020, 233).

The use of an agile method eliminates the need for complex plans and key figures. The project
is controlled and managed via regular feedback loops and the comparison of interim results
(Streicher 2020, 233). However, this also has disadvantages, as the management level can no longer
monitor the project on the basis of key figures, but must obtain the relevant interim results from
other sources of information.

In addition to traditional and agile project management methods, there is also a hybrid approach.
Hybrid management is a combination of classic and agile project management methods. This has
the effect that the advantages of both methods can be combined and disadvantages can be
compensated for more easily. In practice, the combination of both methods can be realized in such
a way that the overall project framework is planned and managed in the classic way, but the sub-
projects are carried out iteratively (Streicher 2020, 234).

Hybrid project management is created by combining the structural and procedural organization
of the classic approach with the roles of the agile method. This approach to administrative
digitization makes sense when it comes to larger projects and unknown requirements and risks.

The advantage here is that sub-projects and the associated subtasks can be carried out depending
on their requirements (Streicher 2020, 235).

The hybrid approach can generally be used for agile conception and specification and classic
implementation (Ebel 2024).

Furthermore, the hybrid method can also be combined with classic conception and management
and agile implementation. Another option is to use individual agile elements in traditional project
management (Ebel 2024). PRINCE2 Agile can be cited as an example of a hybrid project
management method.

The choice of a suitable project management method depends on various factors.

Provided there is transparency and predictability regarding requirements, resources and
timescales, the project result can be achieved using traditional methods.

Agile methods are more suitable for project plans with frequent changes to the requirements for
the project result, a high degree of innovation and a complex project object (Ebel 2024).

The hybrid method is particularly suitable for larger projects with complex framework
conditions, such as the digital transformation of the public sector in Germany (Streicher 2020, 235).
This is also confirmed by figures from an evaluation of 10,000 projects, which were rated 20%
higher in terms of success rate than traditional projects (Crapa 2024).

The success rate is particularly noticeable the larger the project is. The reasons for this success
rate are that agile methods focus on user requirements, shorten the time to market and minimize risk
through continuous feedback loops (Crapa 2024).

CONCLUSION

The public sector in Germany is being strongly influenced by change and the rapid increase in
technological innovations. This trend is increasingly being driven by technological innovations such
as artificial intelligence, chatbots, bid data and the Internet of Things.

In the course of change, public authorities in Germany have come under the spotlight due to the
digital transformation. In addition to formative influencing factors due to the coronavirus pandemic
or legal regulations such as the Online Access Act, public authorities in Germany are under pressure
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to digitize their services. Administrative services should be more efficient, flexible and accessible
to citizens regardless of time and place. Administrative services must adapt to the needs of citizens.

In many areas of public authorities in Germany, services are still outdated and no longer up to
date. Instead of making services available to citizens at any time and from any location, they are
only available during certain opening hours. In addition, services can only be claimed if citizens
appear in person at the authority. Another reason for administrative modernization is that there are
still too many paper processes.

The introduction of electronic files (e-files) was an important step towards reducing bureaucracy.
Nevertheless, the processes and administrative procedures in public administration institutions in
Germany are largely outdated. In order to change this situation and improve the level of digitization.
To achieve this level of digitization, a consistent digitization strategy is required.

In order to develop these digitalization strategies and implement the resulting projects in a
results-oriented manner, many public authorities in Germany commission external consulting firms.

The reason for this is that external consulting companies have a high level of technical expertise
in the development of strategies and implementation of corresponding digitalization projects. In
practice, digitalization strategies are implemented via projects.

Due to the different challenges and framework conditions in the individual projects, it is very
important that the right choice of project management method is made. Due to the variety of project
management methods, it is important to analyze the framework conditions of the projects.

This is particularly necessary for projects involving digital transformation in the public sector.
If a project is influenced by permanent and short-term changes and complex communication with
all stakeholders is necessary, agile and hybrid methods are particularly suitable.

The advantage of these two methods is that they can be adapted quickly and flexibly to difficult
and changing conditions. This view is also evident in many projects in the implementation of
digitalization projects in the public sector in Germany. The trend is increasingly moving towards
agile and hybrid project management methods, as these are much easier and more flexible to adapt
to complex projects. In the future, traditional methods will be replaced by agile and hybrid methods.
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SHAYUMOCTTA HA YIIPABJIEHUETO HA INTPOEKTHU B IU®POBU3SALIUATA
B IIYBJIMYHUA CEKTOP

Pe3tome: B masu nybauxayus ce noouepmasa 3HAYEHUEMO HA YRPABIEHUeMO HA NPOeKmu 3d
yugpposusayusma na nyoauunus cekmop 6 I epmanus. Ilopaou crodxcnocmma Ha MHO20OpOUHUME
npeou3sUKamenICcmad, C8bp3aHu ¢ YUGposu3ayuama u yupposama mpaHc@hopmayus, e 8aiCHO 0d
ce usbepe nooxoosau memoo 3a ynpasieHue Ha npoekmu. Ilopaou paznuunume pamku U U3UCKEAHUSA
8 npoexmume e HeobOX00UM npeyuzer uzobop Ha mMemoo 3a ynpasienue Ha npoexkmu. Tpabea oa ce
onpeodenu Koil Memoo 3a YnpagieHue Ha NPOoeKmu e No0Xo0su 3a YCNewHOmo u3NnviHeHue Ha
npoexmume. OcobeHO npu CIONHCHUME NPOeKmU ¢ BUCOKU USUCKBAHUA 34 Yugposuzayus Ha
nyoOnUYHUA CEKMOp PAMKOBUME YCI08US, 3aUHMEPecO8anume CIMpaHy U emanume mo2am 0a ce
npomensim 6 Kpamku cpoxkose. Emo 3awo e uskmouumenno easicna aoanmayusama Kvm mesu
cnoxcuu ycnogus. Ocobeno 6 npoekmume 3a yugposuzayus Ha NYOIUYHUSL CEKMOP Modce 0d UMA
yecmu azu Ha npomana. B pesynmam na mosea mpaouyuonnume memoou 3a ynpaeienue HA
NPOEKmMuU ce 3aMEHsIM CbC CbBPeMeHHU Nooxoou. B macmoswomo usciedsane ce paszeneircoa
3HAYEHUEemo Ha YNPAasieHuemo Ha NPoeKmu npu UsnvIHeHUemo Ha cmpameuu 3a yugdposuzayus,
Kamo ce u3non3eam nojie3Hu Memoou.
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Abstract: The study is about to compare the CAI between the EU and China in 2020 with its
predecessor, the EU-China 1985 Bilateral BIT, and the Germany-China 2005 BIT in order to assess
the effects of the CAIl on FDIs and economic reciprocity. To fulfil this purpose, a comparative
analysis of the three mentioned treaties is performed using the BMWK protection standards as
comparison criteria. The new research aspect of this methodological proceeding is its assessment
of the 2020 CAI on the basis of a comparison with prior treaties to evaluate the scope and meaning
of the achieved agreement. The results of the comparative analysis elucidate that the 2020 CAI
ameliorates marginally the framework for investments and market access between EU and China.
Nonetheless, it is insufficient for facilitating FDIs of EU companies in China. China agreed to make
relevant concessions in terms of environmental and labour standards, however, these do not
compensate the persisting structural imbalance regarding market access between both parties.
Keywords: CAl, foreign investment, China, EU, bilateral treaty agreement

1. INTRODUCTION

1.1. Background and Regulatory Framework for Direct Foreign Investments (FDISs)

To contextualise the findings of the comparative analysis performed later in this paper, it is
paramount to first illuminate the background as well as the economic and legal framework of FDIs.
From an economic perspective, it can be stated that FDIs are substantiated on three economic
concepts:

- Michael E. Porter’s competitive strategies;

- Ronald H. Coase’s transaction costs theory;

- Kenneth Arrow’s impossibility theorem.

Especially, Porter's (Porter 1985) research on the field of corporate governance is a relevant
economic tenet for FDIs. According to Porter's theory, companies gain advantage over rivals when
they master the competitive forces, he termed as the “Five Forces Model” (Mietzner 2009, 81).
Identifying these five forces permits a given company to gather a detailed overview over relevant
competitors and market players (Mietzner 2009, 81). The five forces determine industry
attractiveness, as the rivalry among market players generates a competitive force, i.e., a competitive
intensity. The efforts of individual actors aiming to improve their own competitive position (market
share) occurs at the expense of its competitors (Bode 2009, 59 f).

Coase’s transaction costs theory thematises the transfer of disposal rights over goods and
services (Hornych 2012, 36). The transfer of disposal rights permits cooperating companies to
benefit from specialisation advantages. In fact, cooperative ventures give rise to long-term
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relationships that strengthen trust and thus reduce transaction costs (Hornych 2012, 37).
Nevertheless, these cooperation agreements merely last until the market offers more favourable
conditions (Hornych 2012, 37).

Arrow’s impossibility theorem illuminates how decisions are adopted in markets environments
(Arrow 1951; Kern/Nida-Rumelin 1994, 27). The impossibility theorem developed by Arrow is a
social-choice paradox in the field of welfare economics and collective decision theory. It explicates
the impossibility of yielding an ideal decision-making structure (Kern/Nida-Rimelin 1994, 27). It
illuminates why collective decision-making processes do not lead to more beneficial decisions
(Kern/Nida-Rimelin 1994, 27). If there are at least two individuals and at least three alternatives, no
mechanism exists that can derive a collective decision from the individual decisions that satisfies all
five parties involved Arrow, 1951).

Regarding the legal foundations of FDIs, three regulatory levels must be considered: the
international, European, and national one (in this case, Germany). On international level, the
manuals of the International Monetary Fund (hereinafter: IMF) and the Organization for Economic
Cooperation and Development (hereinafter: OECD) prescribe the basic international framework of
FDIs (Bundesbank 2022). One of the main functions of the IMF is to grant loans to countries that
lack sufficient currency reserves (Bundesfinanzministerium 2022). The IMF publishes guidelines
(Balance of Payments and International Investment Position Manual, hereinafter: BPM®6) that must
be observed by FDIs (IMF 2007). BPM6 regulates is the standard presentation of FDIs. The IMF
stipulates that the concept of “assets and liabilities” is to be applied instead of the equity ratio
(European Commission 2022, 5).

A gross presentation of FDI is specified, in which assets and liabilities should be explicated
separately. Another source in this regard is the fourth edition of the reference definition of direct
investment issued by the OECD (OECD Benchmark Definition of Foreign Direct Investment;
hereinafter: BD4), which provides guidelines for elaborating statistics on FDIs (European
Commission 2022, 1).

On European level, there are a series of requirements that constitute the legal framework for
FDIs such as the EU Regulation 2019/452 of March 19, 2019. Regulation aims to establish a
framework for the review of FDIs on European level to protect security and public order (Art. 1(1))
(Rusche 2020, 144). This Regulation equally requires member states to maintain, amend, or establish
review mechanisms for FDIs (Art. 3(1)) and mandates that the rules and procedures of these review
mechanisms are transparent and non-discriminatory (Art. 3(2)). The review mechanisms aim at
determining whether an FDI is likely to jeopardise security or public policy (Art. 4(1)). Member
states send annual reports to their national FDI commission (Art. 5(1)) and all FDIs subject to review
must be reported (Art. 6 (1)). This European regulation was implemented mainly on the initiative of
Germany in order to better regulate foreign takeovers and shareholdings of Chinese investors in
Germany but also worldwide (Rusche 2020, 144).

The national legal framework for the examination of FDIs has been significantly tightened
(Stompfe 2021), regulated by the Foreign Trade and Payments Ordinance (hereinafter: FTPO) and
the Foreign Trade and Payments Act (hereinafter: FTPA). The FTPA regulates certain restrictions
affecting the movement of goods, services, capital, payments, and other economic transactions with
foreign countries (Section 1 FTPA). Restrictions can be adopted if an FDI threatens the protection
of public security or foreign interests (Section 4(1) FTPA). The FDI review structure, provided by
the FTPO and the FTPA, stipulates that the Federal Ministry of Economic Affairs has comprehensive
review authority with respect to the acquisition of shares in German companies by foreign investors
from non-EU countries (Stompfe 2021). The review process is triggered when 10 percent of a
German company that belongs to a strategic sector (military, encryption, critical infrastructure) is
acquired (Stompfe 2021).
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1.2. Research Objectives

Objective of this paper is to perform a comparative analysis of the bilateral investment treaty
(BIT) signed between Germany and China in 2005, the previous agreement between the EU and
China of 1985, and the Comprehensive Agreement on Investment (hereinafter: CAl) signed between
Europe and China in 2020. Research methodology will be described in more detail in the following
section. Subsequently, the results of the analysis and comparisons of BITs will be described and
assessed. Main findings will be synthesised in the conclusion sections as well as future research
recommendations.

2. RESEARCH METHODOLOGY

To fulfil the formulated research objectives, a comparative analysis of a series of different BITs
signed between different nations or organisations and at different moments in time, namely the
Germany and China BIT in 2005, the previous CAl between the EU and China in 1985 and the CAl
signed between Europe and China in 2020 is performed. This comparison is performed using the
protection standards described by the German Federal Ministry for Economic Affairs and Climate
Action (hereinafter: BMWK) as comparison criteria, namely the protection against expropriation,
fair and cheap treatment, full protection and safety, Most-favoured-nation (MFN) treatment of
residents, the breach of government commitments, and the transfer of capital and earnings. Once the
comparative analysis of the content of the CAls is performed, the effects of the CAIl on FDIs are
examined and the 2020 CAI is assessed from the perspective of economic reciprocity.

3. RESULTS

3.1. Content Overview of the 2020 CAI

The EU-China 2020 CAI is assessed as the most ambitious agreement China has ever agreed
with a third country (WKO 2022). The agreement ensures China grants EU investors better market
access that goes significantly beyond previous Chinese commitments in international trade
agreements (WKO 2022). In broad terms, the CAl regulates three aspects:

o Market access;

e Conditions of competition;

e Sustainable development.

China has for the first time agreed to a commitment against forced labour, the ratification of the
conventions of the International Labour Organization and the Paris Climate Agreement. The CAI
also aimed at eliminating issues hindering competition, i.e., China's non-transparent approval
procedures, preferential treatment of state-owned companies, discriminatory subsidies, and market
access restrictions in certain sectors (WKO 2022).

Content of the CAI can be divided in six sections. Section | defines the objectives and
formulates general definitions. Art. 1 defines the objective of the CAI as the “commitment to create
a better climate to facilitate and develop trade and investment.” Art. 2 defines the key terms of the
agreement, such as economic activities, enterprise, or measures. Section Il thematises investment
liberalisation. Art. 1. defines the scope of application, while Art. 2 stipulates the market access. Art.
3 regulates prohibitions on certain performance requirements, while Art. 4 and 5 prohibit unequal
treatment. Section 111 contains the regulatory framework and provisions on licensing requirements,
processes, or qualification provisions (Art. 1).

Section 1V stipulates the provisions on investments and sustainable development and the
obligation to comply with international standards (Art. 1). In addition to minimum labour standards,
the commitment to corporate social responsibility is equally included (Art. 2). This section also
ensures the sovereignty of both contracting parties regarding certain aspects of the agreement.
Section V contains more detailed provisions on dispute resolution (Art. 3 and 5). The parties can
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agree to a voluntary mediation at any time (Art. 4). If this is not expedient, an arbitration tribunal
may be called upon (Art. 6). Decisions are based on the provisions of the CAl and the rules of public
international law according to the Vienna Convention on the Law of Treaties (Art. 11). Section VI
regulates in sub-section 1 the creation of an Investment Committee (Art. 1). It is prescribed that the
committee meets once a year for reviewing various aspects of the CAl and the adequate compliance
with all provisions (sub-section 1, Art. 3).

3.2. Comparison of the previous BITs and the EU-China Investment Agreement (2020)

The investment agreement between Europe and China will be compared with two prior BITs:
The investment protection treaty between Germany and China, which came into force on November
11, 2005 (BMWK 2022) and the trade and economic cooperation agreement between the EU and
China, which dates back to 1985 (WKO 2022). This BIT forms the basis of trade relations between
the EU and the Asian nation. For preforming the comparative analysis, the protection standards
formulated by the BMWK (BMWK 2022) are used as comparison criteria:

Table 5.Comparison of various agreements

BITs: Germany- EU-China EU-China (2020)
China (2005) (1985)

Protection Article 4 no Indirectly in Section V & Art. 16

against

expropriation

Fair treatment Article 3 Indirectly in Indirectly in Section 1V, sub-

Acrticle 8 section 4 & Art. 6

Full protection Article 4 Indirectly in Not wide-ranging in the sense

and safety Article 12 of full protection and security
(BMWK 2022a); not related to
capital; indirectly in: Section
I, Art. 2; Section 1V, Art. 2;
Section 1V, Art. 2; Section VI,
Art. 3.

MFN Article 4 Article 3 Section 11, Art. 5

National Article 2 & Indirectly in Section Il, Art. 3bis; Section

treatment Article 5 Article 1 Il, Art. 3ter; Section 1V, sub-
section 2, Art. 2, Section IV,
sub-section 3, Art. 2, Section
VI, Art. 4: Section VI, Art. 7,
Section VI, Art. 9

Protection Indirectly in Indirectly in Section V

against the Art. 8 & 9 Article 15

breach of (Dispute

government resolution)

commitments

Transfer of Article 4 & 6 Indirectly  in Section 1l, Art. 3; Section II,

capital and Article 12 Art. 6bis; Section VI, Art. 5;

income Section VI, Art. 6.
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The comparative analysis of the three agreements elucidates that only the BIT between Germany
and China contains all relevant provisions. The first agreement between China and the EU of 1985
contains hardly any regulations and, in the best case, merely hints at them. The agreement refers to
trade between both parties but does not refer to investments. Only Article 12 alludes to the necessity
of intensifying efforts regarding FDIs.

The regulations of the 2020 CAI between EU and China are more far-reaching. Nonetheless,
many of them only indirectly relate to the BITs’ protection areas. The MFN clause (with exceptions),
national treatment, dispute settlement, and the transfer of capital and income are comprehensively
regulated. In contrast, protection against expropriation, fair and equitable treatment and full
protection, or full security are only vaguely regulated. This hesitant tone is especially recognisable
compared to the BIT between Germany and China.

3.3. Effects of the CAl on Foreign Direct Investments

The influence of the CAl on reciprocal FDIs must be assessed considering that China is not a
country open to foreign investments (Mildner/Schmucker 2021, 88). Hence, a relevant
accomplishment of the 2020 CAI is gaining market access for FDIs, abolishing thus the existing
restrictions and limits (Mildner/Schmucker 2021, 88). Concessions regarding investments are made
for specific sectors, some of which are still subject to restrictions though. This is in line with China'’s
policy of only making concessions for certain sectors (Mildner/Schmucker 2021, 88).

When evaluating the CAI against the background of the EU's expectation of opening up the
Chinese market to investments through this agreement, the progress made can be assessed as rather
marginal. The EU explained that this CAl would constitute a sort of disciplinary framework for
Chinese state-owned enterprises (Hamilton 2022, 67). While this can be agreed with in principle, in
practice this is not sufficient to facilitate European FDIs in China. Nevertheless, the CAl can be seen
as a “new generation investment agreement” with regard to FDIs (Chen 2022, 11). It contains high
minimum standards for the liberalisation of investments, creates a regulatory framework, and
focuses on sustainable development (Chen 2022, 11). In this sense, the CAl provides marginal but
measurable improvements for investments and market access (Chen 2022, 11). In addition, the CAI
fills a previous gap in the investment relationship between the EU and China as it contains legally
binding provisions (Wuttke 2022, 22).

3.4. Assessment of the CAI from the perspective of Economic Reciprocity

Initially, the CAIl was fiercely criticised as it was considered too China-friendly
(Mildner/Schmucker 2021, 87). However, this criticism must be seen in the context of the EU’s
objective of strengthening its own geopolitical position, for which China is a paramount market
(Mildner/Schmucker 2021, 87). Accordingly, the assessment of the CAIl must be made considering
that China is a closed market economy and, consequently, following the credo “better than nothing”
(Mildner/Schmucker 2021, 87). The CAI does not create an open investment climate nor does it gain
new market access opportunities for European companies. However, it ensured a relevant objective,
namely the establishment of fair competitive conditions (Mildner/Schmucker 2021, 88).

Essential points of foreign trade reciprocity are addressed and accomplished with the
concessions on equal treatment of nationals and MFN treatment. However, there are no clauses
protecting against expropriation without compensation or unfair treatment (Mildner/Schmucker
2021, 89). Since both of these exist on the EU market even without this CAl, but not on the Chinese
market, an imbalance remains here. Important concessions made by China are the commitments to
comply with environmental and labour standards (Mildner/Schmucker 2021, 89 f.; BDI 2021).
Equally relevant is China's commitment to provide access to Chinese standard setting bodies for
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European companies (BDI 2021). However, these concessions do not compensate the fundamental
problem. This CAI does not resolve the structural imbalance when it comes to market access. The
Chinese authorities still have numerous possibilities to intervene and block access, whereas the EU
assures China an open market for an indefinite period of time (BDI 2021).

CONCLUSIONS

Summary of Findings

Put succinctly, the performed comparative analysis reveals that the BIT between Germany and
China is the only agreement containing all relevant provisions. The EU-China CAI achieves
marginal improvement for investments and market access compared to previous agreements but falls
short for facilitating FDIs in China. It was accomplished, though, that China agreed to make relevant
concessions such as complying with environmental and labour standards (Mildner/Schmucker 2021,
89 f.; BDI 2021). However, these concessions do not compensate the fundamental issue of the
structural imbalance in market access.
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IOCTUTAHE HA CAI MEXJY EC U KATAM ITPE3 2020 T.

Pesrome: [lpoyusanemo uma 3a yen oa cpaeuu CAI (Lsinocmuo cnopaszymenue 3a ungecmuyuu) mexcoy EC
u Kumaii npez 2020 2. ¢ Hezosus npedwiecmeenux — osycmpannus BIT (/leycmpanen 0ocosop 3a
unsecmuyuu) mesicdy EC u Kumaii om 1985 2., u BIT mesicoy Iepmanus u Kumaii om 2005 2., 3a da ce oyeru
sv3oeticmauemo Ha CAI evpxy ITHU u uxonomuueckama peyunpournocm. 3a 0a ce usnviHu masu yei, e
U38bPULEH CPAGHUMENIEH AHATU3 HA MPUMe CROMEHamu 0020680pa, Kamo ca Usnon3eanu cmaroapmume 3d
sawuma na BMWK (©@edeparnomo muHucmepcmeo Ha UKOHOMUKAMA U KIUMAmMudHume 0eticmsus) Kamo
Kpumepuu 3a cpasHenue. Hoeusm uzciedosamencku acnekm Ha masu MemoOOL02UYHA Hpoyeoypa e
neunama oyenka na CHII om 2020 2. 63 0cHO6a Ha cpasHeHue ¢ NpedXoOHU 0020680pU, 3a 0d ce OYeHU
obxeama u 3HAYEHUEmoO HA NOCMUSHAMOMO chnopazymenue. Pesynmamume om cpasnumennus aunaius
noxazeam, e Cnopasymenuemo 3a napmuvopcmeo om 2020 2. nodobpsea He3HAUUMENHO PAMKAMA 3d
ungecmuyuu u docmvn 0o nazapa medxicoy EC u Kumaii. Bonpexu mosa moii e nedocmamuvyen 3a Y1ecHA8aHe
na II9U na opysicecmeama om EC ¢ Kumaii. Kumail ce cvenacu 0a Hanpasu cbomseemuume omcmvnKy no
OMHOWEHUEe HA eKONoSUYHUMmMe U Mpyoosume CmaHoapmu, HO me He KOMNEHCUPAm NpOoO0baAXCABAUUS
cmpyKkmypen oucoaianc no omuouleHue Ha 00CMvna 00 NA3aApa medicoy oseme CMpaHil.

Knrouoeu oymu: CAI uyscoecmpannu unsecmuyuu, Kumau, EC, 08ycmpanuo 002060pHO cnopaszymenue
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