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Abstract: This article investigates the regime of private Electronic Identification (elD) schemes in
Bulgaria, set against the backdrop of EU regulations, particularly the eIDAS Regulation (EU) No
910/2014. 1t explores the legal framework, operational mechanisms, and coverage of private elD
schemes, using Bulgaria as a case study within the EU's digital agenda. The analysis reveals
Bulgaria's innovative approach to implementing private elD schemes that enhance digital security,
user convenience, and comply with EU standards. By dissecting the legal regime governing these
schemes, the article highlights the pivotal role of the Bulgarian Communications Regulation
Commission in ensuring adherence to both national and EU regulations. The operational
mechanisms illustrated through the Evrotrust system showcase advanced technologies in user
registration, identity verification, and the integration of biometric analysis and video identification
to mitigate identity fraud. Coverage across sectors demonstrates the schemes' adaptability and their
impact on banking, e-government, healthcare, and beyond, enhancing the digital infrastructure and
citizen engagement. This comprehensive examination aims to contribute to the understanding of
private elD schemes’ significance in the EU's digital transformation landscape, emphasizing the
balance between innovation, legal compliance, and user accessibility.
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INTRODUCTION

In the rapidly evolving digital era, the significance of secure and reliable electronic identification
(elD) systems has become paramount, particularly in the context of European Union (EU) member
states. This article delves into the intricacies of private elD schemes in Bulgaria, a critical component
in the broader landscape of electronic identification and authentication (Alonso et al., 2019). These
private elD schemes, which operate under the overarching framework of EU regulations, offer
unique insights into the fusion of technology, legal compliance, and user accessibility.

Bulgaria’s approach to electronic identification presents a compelling case study within the EU’s
digital agenda. The country has adopted a pioneering stance in implementing private elD schemes
that align with the eIDAS regulation — a cornerstone EU legislation that standardizes electronic
identification and trust services for electronic transactions across EU member states. This article
aims to dissect the legal framework governing these private elD schemes in Bulgaria, explore their
operational mechanisms, and assess their coverage levels.

Through this exploration, the article seeks to illuminate the nuances of Bulgaria’s elD schemes,
underscoring their role in enhancing digital security and user convenience. By providing a

60



Regime of the private electronic identification schemes in bulgaria

comprehensive analysis of these schemes, we aim to contribute to the broader understanding of elD
systems’evolving landscape in the EU and the implications for digital governance and citizen
engagement.

LEGAL REGIME OF PRIVATE EID SCHEMES IN BULGARIA

The legal regime governing private electronic identification (elD) schemes in Bulgaria is a
complex interplay of national legislation and European Union (EU) regulations, particularly the
elDAS Regulation (EU) No 910/2014. This section delves into the nuances of this regime, exploring
its foundations, operational oversight, and the intricate process of aligning national laws with EU
standards.

At the heart of Bulgaria's legal framework for private elD schemes lies the eIDAS Regulation,
an EU-wide directive established to standardize electronic identification and trust services for
electronic transactions across the Union. This regulation is instrumental in creating a digital single
market, fostering trust and security in electronic transactions.

Bulgaria, as an EU member state, has transposed the eIDAS Regulation into its national law,
thereby committing to its principles and requirements. This transposition involved the enactment of
specific laws and amendments to existing legislation, ensuring that national legal provisions align
with the EU's overarching digital agenda. These national laws govern the operational aspects of
private elD schemes, stipulating standards for security, interoperability, and user protection (Shehu,
Pinto & Correia 2018).

The Bulgarian Communications Regulation Commission is the primary authority responsible for
the oversight of private elD schemes. This body ensures that these schemes adhere to both national
laws and EU regulations. Its role encompasses a wide range of responsibilities, from the initial
assessment and approval of private elD schemes to ongoing monitoring and enforcement of
compliance standards.

The Commission operates under a mandate to safeguard the public interest, focusing on the
security and reliability of electronic identification services. It works in close collaboration with other
national and EU authorities, exchanging information and best practices to enhance the overall
efficacy of elD schemes.

A critical component of the legal regime is the notification and evaluation process for private
elD schemes. This process is governed by a Methodology established by the Minister of e-
Government, providing a structured approach to the assessment of these schemes.

The evaluation process begins with a detailed application by the elD service provider, outlining
the technical specifications, security measures, and compliance mechanisms of the proposed scheme.
This application is subjected to a rigorous review, examining aspects such as data protection
protocols, authentication processes, and the scheme's ability to meet the high levels of assurance as
required by the eIDAS Regulation.

Experts from various fields, including cybersecurity, digital governance, and legal compliance,
are involved in this evaluation. Their analysis ensures that the elD scheme meets the stringent criteria
set forth in both national and EU regulations (Park & Lee 2018).

As the digital landscape evolves, the legal regime governing private elD schemes in Bulgaria
faces ongoing challenges. These include keeping pace with technological advancements, addressing
emerging security threats, and ensuring interoperability with other EU member states' systems.

The Bulgarian government, in response, is committed to regular updates and revisions of its legal
framework. This proactive approach aims to maintain the relevancy and effectiveness of private elD
schemes, ensuring they continue to serve as a cornerstone in Bulgaria's digital infrastructure.

61



Konstantin Bezuhanov

BULGARIAN NOTIFIED EID SCHEMES

In Bulgaria, the mechanism of action for private electronic identification (elD) schemes
demonstrates a sophisticated blend of technology, security, and compliance, aligning with both
national and European Union (EU) standards. This section explores the intricate processes and
technologies employed in these schemes, using the Evrotrust system as a prime example.

The cornerstone of any elD scheme is the process of user registration and identity verification.
In the case of Evrotrust, this process is designed to be both user-friendly and highly secure, utilizing
cutting-edge technologies to verify user identities remotely. The initial step involves users
submitting their personal identification documents through a secure online platform. This
submission triggers a series of automated checks, where advanced algorithms analyze the documents
for authenticity.

The Evrotrust system goes a step further by incorporating biometric analysis into its verification
process. This involves using facial recognition technology to match the user's live image with the
photograph on their identification document. This biometric verification ensures that the elD is
uniquely and securely linked to the rightful owner, significantly reducing the risk of identity fraud
(Paez et al. 2020)

Video identification is another innovative feature of the Evrotrust elD scheme. This process
involves an automated live video interaction between the user and the system, during which trained
personnel conduct additional verification checks. This interaction not only enhances the security of
the identity verification process but also ensures compliance with Anti-Money Laundering (AML)
and Know Your Customer (KYC) regulations.

The security protocols employed in this stage are multifaceted. They include real-time
monitoring for signs of identity tampering or fraud, encryption of the video interaction, and secure
storage of the recorded session for audit and compliance purposes.

Once the user's identity is verified, the Evrotrust system issues an elD in real-time. This elD
enables users to access a range of digital services, sign documents electronically, and carry out secure
online transactions. The elD is linked to a digital signature (Vasileva & Zahariev 2020), providing
a legally binding method for users to sign documents and authenticate their identity in digital
interactions (Dimitrov 2023).

The qualified electronic signature technology employed by Evrotrust adheres to the highest
standards of security and is recognized across the EU, thanks to the compliance with the eIDAS
regulation. This cross-border recognition is crucial for facilitating seamless digital transactions both
within Bulgaria and throughout the EU.

A key aspect of the Evrotrust elD scheme is its integration capabilities. The system is designed
to be interoperable with various digital platforms and services, ranging from government portals to
private sector e-commerce sites. This integration is facilitated through well-documented APIs and
secure authentication protocols, allowing for a smooth and secure user experience.

The Evrotrust scheme also supports multi-factor authentication processes, adding an additional
layer of security for sensitive transactions. This feature is particularly important in sectors such as
online banking (Dimitrov & Zahariev, 2022), e-government services, and healthcare, where data
security and user privacy are paramount (Shrishak, Erkin & Schaar 2016).

The Evrotrust elD scheme is not static; it is continually evolving to adapt to new technological
advancements and emerging security challenges. This adaptability ensures that the scheme remains
effective and relevant in a rapidly changing digital landscape. Additionally, the Evrotrust team
actively monitors trends in cybersecurity and elD technologies, ready to incorporate innovative
solutions that enhance the system's security and user experience.
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COVERAGE OF PRIVATE EID SCHEMES IN BULGARIA

The coverage levels of private electronic identification (elD) schemes in Bulgaria are a critical
indicator of their effectiveness and reach. This section examines the extent to which these schemes
have been integrated across various sectors, focusing on their adaptability, scalability, and the
diversity of services they support.

Private elD schemes in Bulgaria, particularly the Evrotrust model, have achieved significant
integration across multiple sectors. This wide-ranging application is crucial in a country striving to
enhance its digital infrastructure. The Evrotrust elD scheme, for instance, is utilized in sectors as
varied as banking, telecommunications, e-government services, healthcare, and real estate. This
diverse applicability demonstrates the scheme’s flexibility and its ability to meet specific sectoral
needs.

In the banking sector, Evrotrust’s elD scheme has streamlined online banking processes,
enabling secure digital transactions and identity verification. Similarly, in healthcare, it has
facilitated the secure access to and exchange of medical records, while in real estate, it has simplified
the process of digital signing of property documents.

A significant area where private elD schemes have made an impact is in the provision of e-
government services. The Bulgarian government has actively incorporated Evrotrust’s elD
technology to provide citizens with easier access to public services. This integration allows citizens
to securely authenticate their identities online, access government portals, and complete
administrative procedures digitally, significantly reducing the need for physical visits to government
offices.

In the private sector, the Evrotrust elD scheme has revolutionized the way businesses and
consumers interact. From online shopping to digital contract signing, the scheme has provided a
secure and efficient way to authenticate identities and complete transactions. This has not only
enhanced user convenience but also contributed to building trust in digital commerce.

The coverage level of the Evrotrust elD scheme is also notable in terms of its geographical and
demographic reach. The scheme has been successful in making electronic identification accessible
to a broad spectrum of the Bulgarian population, including remote and rural areas where digital
services were previously limited. This inclusivity is vital for ensuring that the benefits of digital
transformation are evenly distributed across the country.

An essential aspect of the Evrotrust elD scheme is its compliance with the eIDAS regulation,
ensuring that it is recognized and accepted across the EU. This cross-border recognition is crucial
for Bulgarians traveling or living abroad, as it enables them to access services and perform digital
transactions within the EU seamlessly.

Looking ahead, the potential for further expansion and enhancement of private elD schemes in
Bulgaria is vast. With the continuous evolution of digital technologies and the growing demand for
secure digital services, these schemes are expected to extend their reach. Future developments could
include integration with emerging technologies such as blockchain and Al, further enhancing
security and efficiency.

CONCLUSION

The exploration of private electronic identification (elD) schemes in Bulgaria, particularly
through the lens of the Evrotrust model, reveals a sophisticated landscape of digital identity
management. These private elD schemes represent a significant stride towards enhancing digital
security, efficiency, and user convenience within Bulgaria and in the broader context of the European
Union (EV).
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The legal and regulatory framework, as established by EU directives and Bulgarian national
laws, provides a solid foundation for these elD schemes, ensuring compliance with the highest
standards of security and interoperability. The operational mechanisms of these schemes,
exemplified by the Evrotrust model, demonstrate innovative use of technology in facilitating secure
and real-time electronic identification. The comprehensive coverage of these schemes across various
sectors indicates their scalability and adaptability, making them instrumental in Bulgaria’s ongoing
digital transformation.

Furthermore, the success of these schemes in Bulgaria serves as an encouraging benchmark for
other EU member states. It highlights the potential of private elD schemes in fostering a secure and
seamless digital environment, essential for the growth of the digital economy and the enhancement
of citizen-government interactions.

In conclusion, Bulgaria’s implementation of private elD schemes, aligned with EU regulations,
sets a precedent in digital identity management. It underscores the country’s commitment to
advancing its digital infrastructure and the pivotal role of private elD schemes in shaping the future
of secure digital interactions.
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PEXKUM HA YACTHUMTE CXEMMU 3A EJIEKTPOHHA WIEHTH®UKALIUA
B BBJII'APUSA

Peztome: Tazu cmamus uzciedga pexcuma Ha cxemume 3a YACMHA eNeKMPOHHA UOEHMUPUKAYUL
(EID) ¢ Bbwreapusi, onpedenenu na ¢ona na pasnopedbume na EC, no-cneyuanno Pecnamenm na
EIDAS (EC) Ne 910/2014. H3cneosa ce npagnama pamka, OnepamugHume MexaHuzmu u ooxeama
Ha yacmuume cxemu na MJJ, usnonzeaiixu bvaeapus kamo npumep 6 pamkume Ha OusumaiHama
npoepama Ha EC. Ananuzvm paskpusa unoeamusHus nooxoo Ha bvieapus kvm npunacanemo Ha
yacmuu cxemu Ha EID, xoumo nooobpsseam yugposama cucyprocm, yoobcmeomo Ha
nompebumenume u cvomseemcmeam Ha cmanoapmume nHa EC. Upes paszenesxcoamne na npasnus
pedicuM, pe2yaupauy mesu cxemu, cmamuama noovepmasa ocHoenama poias Ha Komucusma 3a
pezynupate Ha cvobwenuama 6 bvneapus 3a ocueypasane kakmo na Hayuonarnume, maxa u na EC
pasnopeodbume. Onepamuenume mexanuzmu, umocmpupanu upes cucmemama EVROTRUST,
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NOKA38aM  PA3WUPEHU MEXHOA0UU 8 pPecUCmpayusama Ha nompebumenume, nposepka Ha
UOEHMUYHOCIMA U UHMe2pUpane Ha OUOMEeMPUYHUSA AHAIU3 U UOEHMUDUKAYUAMA HA 8UO0e0 3a
cMeKkyasane Ha uzmamume ¢ udenmuuynocm. Ilokpumuemo 6 cekmopume OemMOHCMpupa
a0anmueHOCmMma Ha cxemume U MAXHOMO 6b30elcmaue bpxy ODAHKOBOMO 0el0, eleKMPOHHOMO
npasumencmeo, 30paseonazeanemo u u3bH He2o, N000OPABAUKU Yyupposama uHgpacmpykmypa u
aueadicupanocmma Ha epaxcoanume. To3u ysanrocmen ananuz uma 3a yei 0a OONpuHece 3da
pasoupanemo Ha 3HayeHuemo Ha uacmuume cxemu Ha EID ¢ neuzanca na oueumannama
mpancpopmayus na EC, kamo noduepmasa bananca medxcoy uHosayuume, 3aK0HO0AMeICMEOmMo U
00CMBNHOCMMA HA nompedbumenume.

Knrouosu oymu: erekmponna uoenmuguxayus, Pecnamenm EIDAS, Bvieapus, Evrotrust, Ilpasua
pamka
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