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,»3a OykBHuTe — O THCMEHEXh" KbM
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nHpopMamoHHU TexHosoruu — rp. Codus,
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W3CJIe/IBAHNS B HAyYHUTE HANPaBJIEHUs, B KOUTO

YHUBEpCUTETHT 10 OUOINOTEKO3HAHNE
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Ja odyvaBa oT HannoHnannara areHims 3a
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* HMHpopmaTnka 1 KOMIIOTHPHU HAYKH;
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HCTOPHA H APXEOJIOT'HA
HISTORY AN ARCHAEOLOGY

MOJEJI HA BPAJIBA OT CEJIUIIETO CTPAIIUMHUPOBO 1

Pagocias Paues
Codghuiicku ynusepcumem ,, Ce. Knumenm Oxpuocku

Pe3tome: Ipaucmopuueckuam obekm Cmpawumuposo I e uacm om cucmemama om npaucmopuyecku
cenuwya okono Bapuenckume eszepa. Ilopaou opacupane obexmvm e Oun Hapyuien u apxeoiocuyecKume
mamepuanu ca ounu usxevpieHu Ha Opeea. Haxookume om obekma ca 6e3 Konmekcm u uacm om
msx He mMozam 0a 6voam mouno oamupanu. Tosa ce omunacs 3a noseuemo opwvousi om ooekma. Om
obexma e uzsecmeHr eOUH KameHnen npeomem, oghopmer Kamo Kamenna opaosa. Toii e c mpaneyo8uoHo
MSAN0, NPABOBEHIHO CeUeHUe U ¢ OOPMEHO CUMEeMPUYHO, 3ambneHo ocmpue. IIlpeomemvm e nanpaeen
OM CUNHO U3BEMPSANL GVIKAHCKU MY(h, CbC CUTHO 00pyuleHd OpUSUHATHA NO8bpXHOcm. H3enedxcoa
OpUSUHATHAMA MY NO8bPXHOCM e buna uzivcekana. Ilpu cpasnenue ¢ Opyeu no0oOHU HAXOOKU, HO OM
apxeonozuyecku KOHmMeKcm, Modice 0a ce npeononaza, ye obpaosama om Cmpawumupogo I npouszxodicoa
om eHeonumHus niacm Ha cenuujemo. Om cvuama CypoGUHA €A HANPABEHU Ouje HAKOIKO NOOOOHU
npeomema om opyeu ooekmu. Paoko ce cpewam 6 epobose, a nogeuemo npousxonrcoam om cenuuyeH
koumexcm. Ilpeonaznauenuemo na npeomema ¢ gpopma Ha kamerna opaosa om Cmpawumuposo I e
HESICHO, HO Modice 0d ce Npeonoiazd, ue He e NOJ36aH 3a 0bp8o0oouUs u 0vbpeoobpabomra. Bvs ocnosa na
Xapakxmepucmuxume My modce 0a ce Npeododc XUnomesd 3a CUMBOIUYHAMA MY (DYHKYUS, 8EPOIMHO
Kamo enemenm om Kyimosume npaxkmuxu, amyiem iy opyea He CMmpuKmHo YmuiumapHa QyHKYus.
Knwuoeu oymu: npaucmopus, eneonum, KameHHu opvous, Kavenna opaosa, Cmpawiumuposo I, mooenu
Ha Opwvoust

BbBEJAEHUE

[Ipanctopuueckoro cenunie CtpamuMupoBo | € eMHO OT MHOXECTBOTO TaKMBA, PA3IMOJIOKEHU B
30Hata okoyio Bapuenckure ezepa (Ivanov 1993). B ucropudecko BpemMe TO ce Hamupa IO HUBOTO
Ha BOJMWTE Ha €3epOTO. 3a MPBB MbBT CEIUIIETO € pPEerucTpupaHo ome npe3 1921 r. BB Bpb3Ka C
npoxkonaBane Ha kaHan (Ikoprmn, [koprun 1921, 79). [Ipe3 1957 . (Maproc 1961, 3) u 3a HAKOJIKO
Mecena Mexay 1969 r. u 1970r. cenumiero € 3acerHato OT JEMHOCTH MO AparupaHe Ha €3€pHOTO JTbHO
C IIeJ yBeNMn4YaBaHe Ha abioounHata My (Maproc 1973, 267). [Ipu ToBa Ha Opera Ha €3epoTo ca Ouu
W3XBBPJICHH apXEOJIOTHIECKH MaTepuain oT obekra. ChOpaHuTe 1Mo Opera nmpeaMeTH ca MPeaaieHd U ce
ChXpaHsBaT B Pernonanen ucropuuecku Mmyse — Bapha.

[Ipu pparupaHeTo aBTEHTHYHATa CTpaTUrpadcka TMO3UIMS HA apPXCOJOTHMUECKHUTE MaTepuaiu €
HapyllIeHa U T€ ca W3BaJIeHN OT KOHTEKCT. He Moxke 1a ce peKOHCTpyHpaT apXeoJIOrHueCKH KOMIUIEKCH.
[Topanu ToBa mpu uU3BBpIIEHaTa 00pabOTKa MaTepUaINTE Ca pPa3TPaHUYEHU THUIOJIOTHYECKH, 4Ype3
CpaBHEHUS, C IPYTH 00EKTH C U3ACHEHA CTpaTurpadus U Bb3 OCHOBA Ha TAX Ca HANPaBEHU 3aKITIOYCHUS
3a nepuoausanuara Ha CtpamuMupoBo [. TakbB MOAX0 € MPUITIOKUM Hal-Be4e 32 KEPAMUYHUTE ChJI0BE
Y MaJTbK OpO# IPyTH KaTETOPHH, XapaKTePHHU 3a JIaJIeH TIEPUO/I, TPEIMETH — HampuMep aHTporomopdHa
rtactuka. [1o To3u HaYMH ca pa3rpaHUyeHH JiBa IJIacTa B CEJIUILETO: OT KbCHUS €HEOJUT U OT paHHAaTa
Opon3zosa enoxa (Maproc 1974, 279).

[Topagu crenupuIHOTO CH YTHIMTApPHO TpPETHA3HAYEHUE MPEIMETH KaTro OpbAUSTa OT KaMBbK,




Mooen na opaosa om cenuugemo Cmpawumuposo I

KPEMBK M KOCT OOMKHOBEHO HE ca J100bp XpoHojoruuecku uHaukarop. I[lopanum ToBa u B crarusra,
MIOCBETEHA Ha Marepuaiure oT cenuiero CrpamuMupoBo I, BCHUKH OpbAMS ca pa3mieaHd CyMapHO
U HE € HalpaBeH OMMHT 3a TAXHOTO OTHACSHE KbM pasrpaHUUYEHUTE JBa Nepuoja Ha odutaBane (Maproc
1973, 269).

Cpen marepuainTe OT CEJMILETO, KOUTO C€ ChXpaHsaBar B Pernonanen ucropuuecku mysei — Bapha,
uMa kameHeH rpeaMet ¢ uHB. Ne [. 1234, koiiTo e 06ekT Ha HacTos0TO u3ciensane (¢ur. 1). [IpenmersT e ¢
dbopma, 61m3Ka 10 Ta3u Ha KaMeHHa OpaaBa. Dopmara My € U3IBIDKEHO pu3MaTHyuHa. Toil € cuMeTpuYeH,
C TOYKa Ha MakcUMajHa nebenuHa Onv30 10 cpeaara Ha mpeamera. CeueHHETo My B Hall-M3MbKHasIaTa
4acT Ha TAJIOTO € MPABOBI'BIHO Che 3a00neHu prin. [llupokara My ctpana e ¢ ¢oopMa Ha Tpariel, HO ChC
3a00neHu bprid. OT eAHaTa CTpaHa, MoJ00HO Ha APYruTe KaMeHHU OpajBu, € opOpPMEHO OCTpUe upe3
JIByCTPAHHO CUMETPHUUYHO CKOCSIBaHE Ha TAI0TO. OCTPUETO € U3BUTO U IIPU HETO C€ HAMUPA Hall-IIUpOKaTa
yacT Ha mpeameTa. PHOBT Ha ocTpreTo He e 1o0pe 3a0CTpeH, a € 3a061eH. Ha cTpanara, mpoTHBOIMOIOKHA
Ha OCTpHUETO, € opopMeHa 3a00ieHa TIeTa Ype3 MOCTENeHHO CKocsiBaHe, 0e3 Ja ce ohopMs Ipyro ocTpue
WIM paBHA TWJIHA IUJIomaAKa. TuiIHaTa yacT € Hal-TsCHATa 4yacT Ha npeaMera. MakCUMaTHHUTE pa3Mepu
Ha npeaMera ca: abpkuHa 8,1 cM, mupuna 4,1 cm, nedenuna 2,7 cMm. Ternoto my e 42 . Uznenuero e
HaMpaBeHO OT Osy1a cKaja, ¢ MHOXKECTBO ThMHU, HEPAaBHOMEPHO pasIpe/ie]ieHH BKIIOYEHHS ¢ pa3Mep Mo
1 mMm. CkanaTta € MHOIO M€Ka M poHJIMBAa. MoXe /1a ce onpenenu Karo XuApOTEPMAIHO U3MEHEHA CKajla
— CWJIHO U3BETpsi1 ByJKaHCkH Tyd. [lopaau kadecTBara Ha cypoBHHATa MOBHPXHOCTTA HA MPEAMETA €
CWJIHO 00pyllieHa, HA MecTa ¢ A0 2 MM Abl0ounHa. OpurnHamHaTa MOBBPXHOCT € 3ala3eHa caMo Ha
OTJEJIHU MaJIKH y4dacThblu. [1o TsX MOke /1a ce 3aKIItouH, Ye LETUSIT MPeAMET € OUT U3TbCKaH.

Que. 1. Kamenen npeomem c gpopma na opaosa om obexm Cmpawumuposo 1

B nmyGnukamuure, MOCBETEHU HAa MaTepUAINTE OT CEJIHMILETO, HE € M3Ka3aHO MHEHHE 3a JaTUPOBKaTa
Y MHTEpIpeTanysTa Ha IpeaMera.

METOJOJIOI'Us1 HA U3CJIEABAHETO

[Ipu orpanmueHara uH(oOpMaIMs 3a KOHTEKCTa Ha KaMeHHus npenmeTr or CrpammmupoBo | u
HEBB3MOXKHOCTTA TOU IMPSIKO Ja C€ CBBPKE C JaTUPAaHU MaTepuajn OoT 00eKTa, eTUHCTBEHUSAT MOAXO/ 3a
No0MBaHE Ha MoBeye MHQOPMAIUSA 32 XPOHOJIOIMYecKara My MPUHAMIC)KHOCT OCTaBa CPABHUTEIHUSAT
aHalu3 ¢ HeroBW mapanenu. MHpopmanus 3a npeiHa3HauYeHUETo Ha MpeaMeTa Ou ajo TPacoJIOTHYHO
u3cnenBane. Thil KaTo OpUrHHAIIHATA MY MTOBBPXHOCT € 3ara3eHa caMo Ha OT/IEIHU MECTa, IO Hero HaMa
ciean oT ynorpeba, Bb3 OCHOBA Ha KOHMTO Ja ce mpeanonoxu (yHkuusara my. [lopaau toBa ¢opmara




Paoocnas Paues

U MaTCpualbT, OT KOMTO € HaITpaBCH, Tpfl6Ba Ja CC IIpuc€Mar 3a BOACHIU IIpH I/I,ZLGHTI/I(l)I/IKaI_[I/IHTa Ha
(bYHKHI/IHTa My. HapeI[ C TOBA 3a AOIIBJIHHUTCIIHA I/IH(bOpMaI_II/ISI IIpyu UHTEpIIpETAllUATAa My MOrar aa ce
[mpuBcaar mnapajein ¢ Apyru CXo4AHU HaXOAKH.

PE3YITATU

Ot cenunina moruiia CaBa € U3BECTHA KaMEHHA OpajiBa OT ChIlara Osi1a poHiauBa ckana — uHB. Ne [ 904
B Pernonanen ucropuuecku my3seid — BapHa. bpaiBu ot chiys Marepuai U CbC CXOJIHU XapaKTePUCTUKHU
ca u3BecTHH OT |1 muact Ha cenumina moruina [lonsuuna — uHB. Ne 3474 B PerronaneH uCTOpUYECKU My3eH —
Twprosuiie, 1 V-VI mnact Ha cenunina Mmoruia Paaunrpan — unB. Ne 4883 B PernonaseH uCTopuyecku
my3eit — Pasrpan (¢ur. 2).

0 5cm

Que. 2. Kamennu 6padsu om osna, ponausa kamenna cyposuna om: a) c.m. Casa; b) c.m. lonanuya; ¢) c.m. Paounepao

Bb3 ocHOBa Ha Te3u mapaeny Moxe Ja ce mpemnonara, ye mpeaMeTsT ¢ popma Ha Opajsa oT Crpamumuposo |
MIPOU3XOK/Ia OT €HEOJIMTHHUS IJIACT Ha ceNuieTo. Bb3 oCHOBa Ha KepaMUYHMS MaTepHall TOM € OTHEeCEH
KbM KbcHaTa (paza Ha mepuona (Maproc 1973, 274). 3a cxogHa AaTUPOBKA MOACKA3BAT M MOCOYCHUTE
napa’seiny Ha mpeaMeTa — OT CeJIMIIIHA MOTHIIU C TUIaCTOBE OT KbCHUSI eHeouT (Mupues, 3narapcku 1960,
24; Tonopona 1986, 73; Usanos 1987, 5) ot Bropara nosoBuHa Ha V X1 mp. Xp.

®dopmara Ha nmpeameTa oT CtpammumMupoBo | e 6:1u3Ka 10 Ta3u Ha MOCOYCHUTE TPU KaMEHHH OpajIBU OT
cenuHuTe Morwiu pu Casa, [Tonsauna u Pagunrpan. [pu Bcuuku TX € 0popMEHO TSIIO € IpU3MaTHYHA
¢dopma U TpamernoBuIHA HIMPOKa cTpaHa. Upe3 cuMeTpUUYHO 3aToyaBaHe ca 0OPMEHH OCTpUETa, KOUTO
ca ¥ Hal-IIMpOKUTE YacTu Ha npeamerure. OcTpuerara ca CUIHO OOPYILIEHH MOPaIn XapaKTepPUCTUKUTE
Ha CypOBHHATa, OT KOATO ca HampaBeHU u3aenudara. [lak T8 e mpuuyuHara 3a CHJIHO HapyllleHaTa UM
aBTEeHTHYHA MOBbpXHOCT. Camo npu OpajBara oT cenuiiHa Moruia [lonsHuia aBTeHTHYHATA TOBBPXHOCT
€ no-3amna3eHa. Moxe /1a ce mpeArnonara, ye v pu YeTUpUTE MpeaMeTa TS IbPBOHAYAIHO € O1J1a U3TbCKaHa.
CeueHusiTa Ha IPeIMETUTE Ca C PA3IMYHU MIPOTIOPLIHUHU, HO Ca YETUPUBI'BIIHU, ChC 32007€HH BIVIH. OCBEH
CYypOBHHATa, OT KOSITO T€ ca HallpaBeHH, CXOJICTBA C€ OTKPUBAT U B pazMepuTe uM (Ttad. 1).

Tabnuya 1. Xapakmepucmuku Ha KamenHume npeomemu

MaxkcuMaHn
HNuB. Ne u npousxos Tersio Marepuan
pa3mepu

Bsma, POHJIMBA CKaJjia C MAaJIKU TbMHHA

JwmxunHa: 8,1 cMm;
BKJIIOUEHHS (M3BETPsUT TY(])

11234 ot Crpammumuposo [ npuna: 4,1 cm; 42r
Jebenuna: 2,7 cMm;

Esma, POHJIMBA CKaJia C MAaJIKU TbMHHA

16,6 cMm;
HAvmxnna: 6,6 cm; 56T BKJIIOYEHUS (M3BETPSI TY ()

1904 or c.m. CaBa npuna: 4,6 cm;
Hebenmna:1,3 cwm;
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Bﬂﬂa, PpOHJIMBa CKaJia ¢ MaJIKU TbMHU

Jbmkunaa:4,7 cM;
32r BKJIIOUCHHUS (M3BETPsIT Ty ()

3474 ot c.m. [Tonsgaunia upuna: 3,8 cm;
Jlebenuna: 2,5 cwm;

BHJ’Ia, PpoHJIMBa CKaJia ¢ MaJIKU TbMHU

BIDKUHA: 6,3 CcM;
A 55T BKJTFOUEHUS (M3BETPSIT TY(D)

4883 ot c.m. Panunrpan Mupuna: 3,5 cm;
Jlebenuna: 2,3 cwm;

BpanBu cbe cxonHa popma ca OTKPHUTH NP MPOYUBAaHUATA HA EHEONUTHH cenniia B CeBepon3ToIHa
bovarapusi, karo cenumrna moruia ['onsamo JlemueBo u cenuitaa moruna OBaaposo (Tomoposa u ap. 1975,
70; Tomoposa u ap. 1983, 60). CrieBpemenno Opaasara ot CtpammmupoBo [ ce paznuyaBa OT TOBEYETO
MIPAauCTOPUYECKU OpaZBH, OTKPUTH B CEJHINA, ChC CBOMTE MO-MAJKH Pa3MEpH, MO-MAJIKO TETJIO0 M ChC
CypOBHMHATa, OT KOATO € TIPOH3BEICHA.

Kamennure OpazBu OT cenuina OT KbCHHS CHEOJUT, BKIIOUUTEIHO U IPYyTUTe KaMEHHU OpajBH,
npousxoxaany ot CrpammmMuposo I, ca ¢ mo-ronemu pazmepu, ¢ terio Hag 100 r u ca mpousBeneHu oT
TBBP/M CKaJIM C BYJIKAHCKH MPOM3Xof. Te3n XapakTepuCcTUKNA Ha KaMEHHHUTE OpajiBU ce Hallarar mopaiu
€CTeCTBOTO Ha paboTara, 3a KOSTO C€ M3MOJ3BaT, a UMEHHO THPBOJOOMB U AbpBO0OpadoTKa. OcobeHo
Ba)KHa € 3/[paBUHATA HA OpBANETO. To TpsIOBa Ja MOXKE J1a OTCTOSIBa HA MHOTOKPATHHU yJIapy ¢ MUHUMAITHU
metu. CypoBUHATa, OT KOSITO € TPOU3Be/IeHa KaMeHHaTa OpajBa or CtpammuMupoBo I, He mpenamonara To
Jla € M3MOJI3BAHO TI0 TaKbB HauMH. bsiytara XuapoTepMaiHO H3MEHEHa cKajla € MHOTO KpeXKa M POHJIHBA.
OdopmeHOTO OT HEsl OCTpUE MHOTO JIECHO OM c€ 3aThIWiI0 W cuynuio. HancTthHa moBBpXHOCTTA Ha
OpanBara ot CtpammmupoBo | e cuitHo oOpy1ieHa, a 0popMEHOTO OCTPUE € CUITHO HapaHEHO U 3a00JICHO,
HO HsIMa CHUTYPHHU CJIE[TH, Y€ TOBa € BCIIJCTBHE Ha W3Moji3BaHe. [[OBBPXHOCTTA Ha LENHS TPEIMET €
HapyllleHa, He caMO paOOTHUTE MY YacTH.

HNma nanHuM 3a M3MOJ3BAaHETO HA OPBJAUS 33 ABPBOAOOMB U IHPBOOOPAOOTKA OT CBETIIM CKaJlU C
no-Hucka tBbpaocT B LlenTpannute bankanu (Antonovi¢ 1997, 37). O6ppHaTo € BHUMaHue, 4e TOBa
MOXeE JIa € CBbP3aHO C M3M0JI3BaHE HA MECTHA CypOBHHA 32 TIPOM3BOCTBO HA OPBIHS B KbCHUTE (Da3u Ha
KynaTypa Bunua (mak Tam). CpieBpeMeHHO B cenuiia B CeBeponstouHa beirapust opbans OT CypoBHHA
kato OpanmBara ot CrpammmupoBo | ce OTKpwBaT MHOTO psiiko. Te BUHAruM ca B IBTH IMO-MAaJKO OT
OpBIuATa, N3pab0OTEHN OT MO-TBHPAM BYJIKAHCKU CKAJIM, HE3aBUCHMO Ue B IIEJIHsI pailoH HE ce Cpeliar
ya0oOHU HaxXoAMILA Ha TakuBa. SIBHO 3a oOmHocTuTe, oouraBanu CeBeponsTouHa beiarapus npes3 KbCHUS
SHEONIUT, He € OmITo mpoliieM Ja ce cHaOAsIBAT C TONISIMO KOJIMYECTBO KaueCTBEHA KaMEHHA CypOBHHA 32
MIPOM3BOJICTBO HA OPBIHSI.

OnucannTe XapakTepUCTHKKM Ha Opansara ot CrpammMupoBo [, pasmiemann Ha QoHa Ha
0COOCHOCTHTE Ha MECTHAaTa KaMEHHa WHAYCTPHS, Mpearnosarar, 4e nMpeaMeThT He € O M3MOJI3BaH 3a
JIbPBOIOOMB U JbpBo0OpadoTKa. ChIIEBPEMEHHO HsIMa OCHOBAHMS Jla CE Mpejroiara, 4ye npeMEThT €
uman apyra yrumrapaa Gyskmus. [To pazmepu, dopma u Matepuai ce pa3indaBa OT JpyTUTe KAMEHHU
OpBIUs B MHBEHTapa Ha €HEOJIUTHUTE OOIIHOCTH, KaTO YyKaJIKH, AMIKA 1 Ipyru. Huckara 3aTpneHocT
Ha TIOI00HU TIPEJIMETH B CENUIIHNTE KOHTEKCTH CHIIO MPEYH Jla ce Mpe/roiara exXeJHeBHa YTHIUTapHa
GyHKIMSL.

JAUCKYCUs

3a mpeameTuTe kato Opaasara ot CTpamimMupoBo | Moxke J1a ce n3Kake XUIoTesa 3a HeyTUINTapHa
(byHKIMS — KaTo CUMBOJIH WM 0OpeIeH MHBEHTap. Te Morar /1a ce sBsiBaT MOJIeN Ha OpaJiBU, HAaTOBapEHH
C OIIpEJENICHO 3HaYeHue. B mon3a Ha ToBa NPEAINOIOKEHUE MOraT J1a c€ IPUBEAAT MO-MAJIKUTE Pa3MepH
U TEINIO Ha IPEeIMETHTE. AKO HE € MPEABIKIAHO Te Ja ObJaT U3MOI3BaHu 32 JbPBOIOOUB, TO U U300PHT
Ha CypOBMHA HaMupa CBOETO oOscHeHue. Ts € MHOTO JiecHa 3a 00paboTKa, ChOTBETHO MHOTO OBP30 U C
MUHHMAJHHA YCHWJIHS MOXKE TaKbB TPEJMETHT 1a Oble npousBereH. OT CXo/eH MaTepHal ca HallpaBeH!
U HSKOM OT T.Hap. ,,ckuntpu“ ot Hekpomnona Bapna I (Koctos, [leneBuna 2006, 28). B Ta3u Bpb3Ka €
MHTEPECHO J1a ce OTOENekH, Ye MPH MOrpedaTHUTE MPAKTUKH OT €HEOINTa € KOHCTAaTHPAHO BHCOKO HHBO
Ha cuMBosn3bM (Tonmoposa 1986, 194). Hanpumep B Hekpornosna rpu JleBHsI B rpoOoBeTe ca MOCTaBIHU
MUHHATIOPHU, 3JI¢ M3MEYCHHU ChIUeTa, KOUTO Ca MOJENM Ha PEajHO H3IOJI3BAHUTE B EKETHEBUETO
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(TomopoBa-Cumeonosa 1971, 21). 3a Hekporoyia mpu cenuiIHa Moruia Thpropuiie € oTOensI3aHo, 4e
MOJIOKEHUTE B rpOOOBETE KAMEHHHU OPBAMS Ca HAIpaBeHH OT ,,04J1, JIE€CHO TPOILIUB KaMbK* (AHrenaoBa
1986, 62). Te cbi10 MoOTaT Ja ce MpUeMar 3a MOJISTH, B CITydasi HApaBEeHU CIEIMAIHO 3a MOTPEOEHUETO.
TaxaBa nH(pOpMaIUsa UMa ¥ 3a HIKOJIKO rpoda oT Hekponoia Bapua I (Kocrtos, [Tenesuna 2006, 27).

TpsiOBa 1a ce 00bpHE BHUMAHKE, Y€ HE BCHUKU MTPEIMETH, KOUTO MOTaT /1a ObJaT UIeHTU(DHUITUPaHH
KaTo MOJeNM Ha KaMeHHU OpaJBH, ca CBbp3aHU C rpoOeH KOHTEKCT. [loBeueTo HM M3BECTHU TaKHBa
MPOM3XOXKIIaT oT cenuiia. ToBa ce oTHacs u 3a Opaasara ot CrpammmMupoBo [. M3miexna Ts e urpana
HSIKaKBa poJisi B €KETHEBHUS )KMBOT Ha €HEOUTHATA OOLIHOCT. XUIIOTETUYHO TSI MOXKE J]a € Urpaja poss
Ha BOTHUB, aMyJIeT, KOETO MOXKE JIa Ce€ MpeArnoiara 1 3a Apyru MaJKu KamMmeHHU opbaus (Avramova 2005,
123), unu 1a € uMalia HIKakBa poJis B OOpEIHU MTPAKTHUKH.

3AKJIIOYEHUE

Kamennusr npeamet ot CTpammmMupoBo [, KakTo u IpyruTe NoA0OHH MPEIMETH, KOUTO Ca H3BECTHH
OT CEJIMIIEH KOHTEKCT, ca O()OPMEHN KaTo KaMEHHH OPBIUS 3a AbPBOAOOMB U IHPBOOOPaOOTKA, HO Ce
pas3nMYaBat OT TSAX [0 CBOUTE Pa3MEpH, TEINIO M CYpPOBUHA 32 IPOU3BOACTBO. XapPaKTEPUCTUKHUTE, KOUTO
ormm4aBat OpajBara ot CTpammMupoBo | ¥ CXOTHHUTE U MPEIMETH OT OCTAHAIHMTE OPBIUS, BCHIITHOCT T'H
npaBsT Hee(PeKTUBHHU 3a padoTa.

3a chKaleHue, HaMa JI0CTaThuHO HH(OpMAIIHS, 32 JIa Ce TPEITIOKH MO-KOHKPETHA UHTEPIPETAIINS
Ha pyHKIHTa Ha TpeameTa ¢ popma Ha OpanBa ot cenumieto CrpammmupoBo I. CBeneHus 3a KOHTEKCTa
Ha HAMUpPaHEe Ha TOJ00OHU NPeJIMETH MOTaT Jia JOIIPHHECaT 3a M3sICHSIBAHETO Ha POJISiTAa MM B J)KUBOTA HA
CHEOJIMTHUTE OOIIHOCTH. 3a ChXKaJleHHe, KbM MOMEHTA T€ Ca MHOTO OTPaHUYCHHU.

Bce mak ¢ ronsiMa 103a CUTYpHOCT MOXKE J1a Ce TIpe/Ioiiara n3kazaHara Xuoresa 3a (yHKIUsATa Ha
KaMeHHHUS npeaMeT ¢ popma Ha OpanBa oT CTpammMupoBo | kaTo cCHMBOIJI — 03HAa4YEHHE 32 OpajiBa, KOETO €
HATOBAPEHO C OTPEJICIICH CMUCHI OT OOITHOCTTA. B KauecTBOTO CH Ha TaKWBa 3HAIIN MJTM CHMBOJIIU TIOI00HU
MPEAMETH MOXKE JIa ca UTPAJIH POJIS B Pa3HOOOpa3HHU JIGHHOCTH, U3pa3 Ha BAPBAHHUATA HA OOITHOCTHTE.

BaaromapuocTu: N3passam 01aronapHOCTH KbM CITY)KUTEIUTE HAa Pernonaien nctopuuecku My3ei —
Bapna, Pernonanen uctopuuecku my3seit — TbproBuie u Pernonanen ncropuyecku mysei — Pasrpan 3a
MpeIocTaBeHaTa Bb3MOXKHOCT Jia 00paboTs IIUTUPAHUTE B paboTaTra apXeoJ0THYeCKH MaTeprau.
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MODEL OF AN AXE FROM THE SETTLEMENT STRASHIMIROVO I

Abstract: The prehistoric site Strashimirovo 1 is a part of the system of prehistoric settlements around
Varna lake. Because of dredging in the lake, the site was disturbed and the archaeological materials were
deposited on the shore. As a resault the finds are without context and some of them could not be precisely
dated. That is the case with most of the tools from the site. One stone object form the site is shaped like
a stone axe. It has a symmetrical, dull blade and a trapezoid body with a rectangular cross section. The
object is made from degraded tuff, making it very brittle and with a crumbling surface. It appears that the
object was polished all over, but the authentic surface has eroded. By comparing the object with similar
finds from archaeological context, it could be dated in the 5" millennium BC. There are few objects made
from the same material, from other sites. They were rarely placed in graves and most of them were found
in a settlement context. The function of the stone axe from Strashimirovo I is unclear, but it was not used
as a tool for woodcutting and woodworking. It could be hypothesized that it had as a symbolic function,
probably part of the cult practices, an amulet, or other not strictly utilitarian use.

Keywords: Prehystory, Eneolithic, stone tools, stone axe, Strashimorovo I, models of tools
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THE CHALLENGES OF TRANSFORMING THE CONSTRUCTION SECTOR
FROM A LINEAR TO A CIRCULAR ECONOMY

Christian Rechberger
University of Library Studies and Information Technologies

Abstract: One of the EU's priorities under the Green Deal to combat climate change is to transform
the EU economy into a circular economy, as the extraction and processing of raw materials gener-
ates large amounts of greenhouse gas emissions. Unlike the linear economy, which essentially consists
of the production, use and subsequent disposal of goods, the circular economy is a holistic approach
aimed at conserving resources. The construction sector is known to consume many resources and pro-
duce large amounts of waste. The much-needed implementation of the circular economy in the con-
struction sector requires a lot of effort, long-term planning, and a holistic approach. In essence, it is
about designing a modern building that is both sustainable and circular. The measures needed to im-
plement the circular economy concept are waste, resource efficiency, reuse of soil, circular design prin-
ciples, non-destructive dismantling, a renovation wave and so on. We have long known that business
as usual, i.e. economic activity in a linear pattern, is no longer possible in the face of climate change,
resource scarcity and increasingly critical geopolitical dependencies. The fact is that the sooner the
construction industry recognises the challenges, the more successful it will be in managing change.
Keywords: Circular economy, urban mining,secondary raw materials, material flows,resource consumption

INTRODUCTION

Climate change and the loss of biodiversity and the ecosystem services associated with it are the
most complex challenges humanity has ever faced. It can only be overcome through collective action.
Linked to this is the problem of increasing global competition for scarce resources such as fresh water,
land, and raw materials, and the closely related worldwide environmental problems of species extinction,
deforestation, soil degradation, and the availability of landfill space. With resource extraction and pro-
cessing accounting for 50% of total greenhouse gas emissions and more than 90% of biodiversity loss,
the European Green Deal has launched a concerted strategy for a climate-neutral, resource-efficient, and
competitive economy. (European Commission, 2020). It includes a series of measures to combat climate
change and promote sustainable development, with a focus on the circular economy. The conservation of
natural resources through a comprehensive circular economy — CE has become a key issue. As part of the
Green Deal, the EU published a new Circular Economy Action Plan in March 2020. This plan outlines
measures to transform the EU economy into a circular economy, focusing on sectors with high circular
potential such as electronics, batteries and vehicles, packaging, plastics, textiles, and construction and
demolition materials. The development of a circular economy should make a decisive contribution to
achieving climate neutrality by 2050, decoupling economic growth from resource use while ensuring
the EU’s long-term competitiveness and leaving no one behind. To achieve this ambitious goal, the
EU must accelerate the transition to a regenerative model that gives back more to Mother Earth than
it takes and ensure that its consumption of resources remains within the limits of our shared planet.
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The Challenges of Transforming the Construction Sector from a Linear to a Circular Economy

RESEARCH METHODOLOGY

The research methodology aims firstly to demonstrate the urgent need to transform the current linear
economic system into a circular one. It analyses the negative environmental impacts of the construction
sector. It then identifies and explains a wide range of measures that can be taken to transform the linear
economic system in the construction sector into a circular economy.

RESULTS

1. Linear economic system versus circular economy

The concept of the circular economy is first and foremost a critique of the dominant linear production
system of 19th century industrialization. The problems associated with our linear economic system will
become even more acute in the coming years unless radical changes are made as the world’s population
and economies continue to grow and prosper. A fundamental rethink is therefore urgently needed. The
circular economy offers a way forward. Unlike the linear economy, which essentially consists of the pro-
duction, use and disposal of goods, the circular economy is a holistic approach to conserving resources. It
safeguards the livelihoods of future generations, reduces greenhouse gases and pollutants, and minimizes
anthropogenic pressure on intact habitats. Waste is a recent invention. Until well into the 19th century,
there was little waste. At that time, raw materials were highly valued. In this respect, there was a function-
ing circular economy in pre-industrial times. This changed with industrialization. Factories produced mass
goods and people accumulated possessions. Waste became fuel for incineration and an integral part of the
thriving economy. The growth of markets for new products depended on the continued short-term dispos-
al of used goods. As the saying goes, “You can only grow if you throw away”. In other words. Waste is the
price of prosperity. Switching to a functioning recycling economy is the order of the day. (Strasser, 2000).

The Ellen MacArthur Foundation has conceptualised the circular economy as a system based on
the idea of dividing material flows into two cycles: the technical resource cycle and the biological re-
source cycle. In the circular economy, products and industrial processes are designed so that materials
are left behind to be used in either the biological or the technical cycle. The traditional linear econ-
omy, which dominates most sectors, including the construction industry, is based on the ‘extract —
produce — dispose’ model. In this model, resources are extracted, processed into products, and often
disposed of very quickly after use. The construction sector is known for its high consumption of re-
sources and large quantities of waste. In addition, many building materials are suspected of containing
harmful substances that can endanger the environment. These challenges to the linear economic model
have far-reaching environmental and economic consequences. Given the planet’s limited resources and
the need to minimise environmental impact, a new approach is required. Contrary to what the name
suggests, the concept of the circular economy is not limited to simply returning waste to the produc-
tion cycle through recycling. It is about optimising the use of resources throughout the value chain.

2. THE MAIN CHARACTERISTICS OF THE LINEAR OR CIRCULAR ECONOMIC SYS
TEMS ARE:

- Resource consumption:

In a linear economic system, resources are often used only once before they become waste. This
take-make-waste model leads to high consumption of raw materials and energy. In contrast, the circular
economy aims to preserve the value of resources for as long as possible by reusing, repairing, upgrading
and recycling products and materials.

- Waste production:

A linear economic system generates large amounts of waste because products are often disposed of
after use. In the circular economy, waste is seen as a resource. The aim is to minimise waste and return it
to the production process wherever possible.

- Life cycle of products:

In a linear economy, the life cycle of a product is often short — It is made, used and then disposed of.
The circular economy tries to extend the life cycle of products, for example through durable design, re-
pair options and upcycling.
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- Sustainability:

A linear economic system cannot be sustainable in the long term because it is based on the consumption of
limited natural resources. The circular economy aims to create a sustainable economy that works within the eco-
logical limits of our planet.

- Business model:

In a linear system, economic success often depends on constant growth and increasing consumption.
In contrast, the circular economy promotes business models based on services and sharing resources rath-
er than selling more and more products. The circular economy decouples economic growth from resource
consumption.

These differences make it clear that the transition from a linear to a circular economy requires funda-
mental changes in the way we make, use, and dispose of products.

3. TOWARDS A CIRCULAR ECONOMY IN THE BUILDING SECTOR

The built environment has a significant impact on many sectors of the economy, local employment and
qualityoflife. The constructionsectorisoneofthemostresourceintensiveintheworld. Itaccounts foraround
50% oftotal raw material extraction and more than 35% oftotal waste generation inthe EU. Greenhouse gas
emissions from the extraction of raw materials, the manufacture of construction products and the construc-
tion and renovation of buildings are estimated to account for 5-12% of total national greenhouse gas emis-
sions. Improving materials efficiency could save 80% of these emissions. (European Commission, 2020).

Since the 1980s, the term ‘circular economy’ has been used to describe models that extend the useful
life of products, minimise waste and conserve resources. The idea is to organise construction in cycles.
Building projects that use recycled materials such as old tyres, cork, newspapers or seaweed to insulate
climate-friendly social housing show how this can work. These are valuable resources that would other-
wise be landfilled or incinerated. By recycling or reusing them, they are put back into the economic cycle.
Implementing the circular economy in the construction sector has some unique features. Buildings and
built infrastructure often have a long lifespan of decades or even centuries. This requires long-term plan-
ning and a holistic view of materials and resources to ensure sustainable use throughout the life cycle.

In recent years, the EU has made considerable efforts to promote the circular economy in various sec-
tors, including construction. Essentially, it is a matter of designing a modern building which is both sus-
tainable and circular. The measures needed to implement the circular economy concept are listed below:

-Waste reduction:

One of the main areas in which the EU expresses its ambitions for a circular economy in construction
is through waste reduction. The construction sector is one of the largest producers of waste in the EU,
and much of this waste ends up in landfills. The EU therefore aims to reduce construction waste while
promoting its reuse and recycling.

- Resource efficiency:

Another important aspect of the EU's circular economy objectives for construction is to im-
prove resource efficiency. This means using fewer resources to construct buildings and infrastruc-
ture and using materials for as long as possible. This can be achieved through a number of mea-
sures, such as the use of sustainable construction materials, innovative construction methods or
designing buildings to last longer and to be easily dismantled and reused at the end of their useful life.

- Reusing soil

Until now, urban mining has been understood as a strategy related to anthropogenic materials and de-
posits. In addition to construction waste, soils can also be used and reused as part of the circular economy.
A large proportion of construction-related waste streams are generated during the excavation of building
pits. While excavated soil is usually transported away and disposed of, gravel and sand from construction
pits can be processed into concrete on site using mobile plants. A mobile batching plant on site reduces
transport distances by 40%, protects quarries and landfills and saves money by eliminating disposal.
Not all excavated soil is suitable for construction purposes such as concrete production. But even soil
that is not suitable for construction can be incorporated into the design in the form of mass levelling.
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Naturalsoilisanon-renewableresource.All terrestrial productionprocesses,suchasfoodproduction, are
directly dependent on healthy, intact soil. It is therefore necessary to use soil as a resource not only sparingly
butalsoinacircular way: To integrate soil protection into the construction process, strategies for reusing soil
are summarised in the concept of “circular soil”. Soil from the excavation phase is stored and can be used as
an organic component in the mixing and preparation of vegetation substrates and for construction purposes.

- Circular design principles

Circular design must become an integral part of planning in architecture and engineering. The principles
of circularity mustbe taken into accountin the design phase and the objectives and criteria for achieving them
mustbe defined. The definition of measurementand performance indicatorsis particularly importantin order
to be able to check the implementation of circular objectives in the subsequent project steps. The transition
fromalinear to a circular economy does not necessarily mean a return to pre-industrial production methods.
Ifsustainability can be successfully integrated into the design process, products can be used for much longer.

- Non-destructive dismantling:

Deconstruction plays an important role in the circular economy. It is understood as “reverse construc-
tion”, 1.e. the possibility of dismantling a building piece by piece in a non-destructive way and preserving
its value by reusing it in different contexts. It is the alternative to traditional demolition, which tends to
be a haphazard and destructive process. Compared to conventional demolition, deconstruction allows for
a much higher degree of reuse and recycling of materials. After demolition, building components can be
reused in a new context and life cycle. Before being reused, they must reach a qualified and certified level
of quality to ensure construction and use safety.

- Renovation wave:

The circular economy in the construction sector is often associated with new buildings. However,
there are many buildings that need to be renovated as part of a 'renovation wave'. This means that we
will need to focus even more on renovation in the future in order to meet ambitious climate targets.

- Energy efficiency:

The EU also aims to improve the energy efficiency of buildings, which is an important aspect of the
circular economy as buildings account for a large proportion of total energy consumption in the EU.
Improving the energy efficiency of buildings can reduce energy consumption while reducing depen-
dence on fossil fuels.

- Renewable and local raw materials:

An important lever for improving the environmental performance of buildings is the substitution
of materials such as steel and concrete, i.e. the replacement of materials with poor environmental per-
formance with climate-friendly building materials, preferably made from regional and renewable resourc-
es. Great progress is being made in materials science. However, the use of such materials must not lead to
competition or land conflicts with food production. Transport routes should be kept short, and energy con-
sumption during production and recyclability at the end of use should be taken into account. In the future,
buildings will be constructed mainly from renewable or locally available raw materials. Architects are re-
discovering clay and wood as sustainable building materials. Wood is renewable, generally requires less
energy to manufacture building products and can be easily reused or recycled if treated without chemicals
or pesticides and the structure can be dismantled. The wood used should be native species from certified sus-
tainable forests with less than 60 per cent deforestation. Native hardwoods should be preferred to softwoods.

- Collaboration between stakeholders:

There are a variety of building materials such as concrete, steel, glass, wood and plastic. Each mate-
rial has its own recycling and reuse characteristics, making it difficult to implement circular approaches.
Construction projects are often very complex and involve many actors from architecture, engineering,
construction and supply industries. A successful transition to a circular economy therefore requires close
cooperation and coordination between all parties involved.

- Life cycle assessment:

A circular economy in construction must consider the entire life cycle of a building, from design and
construction to use and eventual disposal or reuse. This means identifying opportunities to maximise
resource efficiency throughout a building's life cycle.
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- Innovative business models and services:

Another important lever for conserving resources in a circular economy is the intensi-
fication of use through innovative business models. These include rental and service mod-
els such as car sharing, but also the development of new business areas through the use of pre-
viously unused waste streams (e.g. innovative materials made from feathers from the poultry
industry). So-called operator models (also known as XaaS models) are increasingly finding
their way into the building sector, from the building envelope to building services and interiors.

- Digitalization:

Developments in the construction industry and the circular economy are very dynamic. New regula-
tions and organisations are constantly emerging to address the issue. In addition, the rapid development
of Building Information Modelling (BIM) and building simulation (digital twin) is rapidly changing
project management. The same applies to the field of building automation (BA), with a focus on arti-
ficial intelligence (Al) in buildings and cybersecurity. Transparency in construction projects is an im-
portant basis for the circular economy in buildings. If you know what has been used where and how,
you can plan for conservation and reuse. Digitalization already makes this possible. Information trans-
parency is happening on several levels. Building Information Modelling (BIM), for example, stores a
digital twin or passport of the building. The technology enables more efficient planning and network-
ing of data throughout the entire lifecycle of buildings, right up to demolition. This information can
be stored in digital cadasters and would then form the basis for long-term urban mining in the EU. At
the product level, material and product passports can be used to compile information on the material
composition, origin, manufacturing method, service life, repairability and recycling options of building
materials. This would provide designers and clients with an overview of the overall impact of build-
ing products at an early stage of the project, enabling them to make informed decisions. Transparency
at product and building level can also make the grey energy and grey emissions of buildings visible.

- Urban Mining:

Urban mining refers to the concept that buildings are “mines” containing valuable secondary resources.
The aim is to avoid the extraction of primary resources and to optimise the use of secondary resources.
The materials should be able to be recovered, reused, or recycled in at least the same quality, e.g. during
renovation or demolition, instead of being disposed of or landfilled. The concept is that they can be
dismantled and reused at the end of the building's life. The building becomes part of the urban mine. At
the end of its life, instead of becoming rubble for landfill, it becomes a valuable source of raw materials
or a supplier of raw materials for new construction projects. Maximising value retention is a prerequi-
site. Waste generation, landfill, air and water pollution should be avoided and fossil fuel consumption
reduced. Urban mining offers the opportunity not only to reduce CO2 emissions in the construction
sector through recycling in the sense of a circular economy, but also to make the construction industry
somewhat less dependent on raw material shortages. It should be noted that urban mining is not limited
to cities or buildings, but also fundamentally affects durable goods such as electrical appliances or cars.

- Material Building Passport:

A Material Building Passport (MBP) is a documentation of the material composition of a building. It
provides quantitative and qualitative information on the relevant raw materials in a building. The MBP
serves as a planning and optimisation tool for the efficient use of materials and subsequent demolition. It
documents the material information required for the recycling of buildings at the end of their life cycle
and serves as the basis for an urban resource register at the city level. New planning tools such as Building
Information Modelling (BIM) offer great potential for the creation of a MGP. The basic concept is similar
to that of the Energy Performance Certificate. It aims to show the resource consumption, climate impact
and recyclability of each individual building. The first step is to collect general information about the
building, such as its location, year of construction and construction method. The total mass of the build-
ing is also recorded. The main focus is on the materials used and which recyclable materials were used.
In the case of construction and demolition waste, the proportion of renewable raw materials and reused or
recycled materials is also recorded. This creates transparency and opens up new possibilities for assessing
the recyclability of a building. In practice, the Building Resource Passport creates an information base for
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all phases of a building's life cycle and thus makes an important contribution to transparency regarding
the materials used, the greenhouse gas emissions of buildings and their recyclability. All information
about the building will be made available in order to promote the refurbishment and new construction
of buildings in a circular manner. In the long term, the digital building passport will enable a consistent
circular economy in the construction sector by linking all life cycle phases from planning to recycling
- Commercial viability:
In addition to the environmental urgency, there are also economic reasons for change in the construction
sector. Circular and recyclable buildings make economic sense. In addition to the environmental benefits
of protecting the climate, resources and biodiversity, they also offer advantages for building owners and
the construction industry as a whole. It is true that recyclable buildings are currently more expensive to
buy. This is because recyclable, durable materials are generally of higher quality and are more expensive
due to lower volumes and availability. The scarcity of resources will tend to lead to rising raw material
prices, i.e. the material value of the materials used will increase (rising residual values). The economic
benefits will be realised in the renovation and maintenance of buildings that can be recycled and disman-
tled. Connections are easily removable, making it easier to replace parts. In addition, recyclable building
materials are of higher quality and therefore tend to last longer. Replacements and repairs are less fre-
quent. Cost savings during demolition are particularly high. Instead of costly disposal, recycled building
materials can be more easily reused, recycled and even resold. Cost-saving processes such as prefabrica-
tion, modular construction, serial construction, etc. have a significant cost-reducing effect. When costs are
considered from this life-cycle perspective, recyclable buildings are quite competitive in terms of price.

CONCLUSION

The recent EU Climate Change Adaptation Strategy sets out how the EU can adapt to the unavoidable
impacts of climate change and become climate neutral and resilient by 2050. This strategy has implica-
tions for the buildings sector and requires a transformation. The transformation of the buildings sector to-
wards a circular economy is inevitable from both a climate and resource perspective. The first regulatory
frameworks that take into account the need to transform the sector are now in place. The decarbonisation
of the buildings sector is one of the major challenges that policymakers, businesses and society need to
address urgently in the coming years. At the European level, the European Green Deal is also ensuring
that policymakers take a closer look at measures in the construction and building sector. The Circular
Economy Action Plan foresees a wave of renovation and a revised Construction Products Regulation, with
increased use of recycled materials, digital building logbooks, life cycle analysis, recycling targets for
construction and demolition waste, and less soil sealing. The concept of the circular economy is a promis-
ing one. By valorising, reusing, and recycling resources, it aims to ensure their availability and quality for
future generations. The circular economy is therefore a fundamental building block of sustainability and
applies this to the economic system and its individual sectors. We have long known that “business as usu-
al”, i.e. economic activity in a linear pattern, is no longer possible in the face of climate change, resource
scarcity and increasingly critical geopolitical dependencies. Change and the abandonment of established
and traditional ways of doing things automatically trigger resistance. A lack of life cycle thinking leads
to a focus on supposedly 'low-cost building'. There is currently a strong sense of optimism among stake-
holders. EU projects such as the New European Bauhaus are proving fruitful. The fact is that the sooner
the construction industry recognises the challenges, the more successful it will be in managing chang.
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INPEAN3BUKATEJICTBATA IIPEJl TPAHC®OPMHUPAHETO
HA CTPOUTEJHMS CEKTOP OT JIMHEMHA KbM KPBI'OBA HKOHOMUKA

Peztome: Eoun om npuopumemume na EC 6 pamkume na ,, 3enenama coenxa“ 3a 6opba ¢ usmenenuemo
Ha kaumama e npespvujanemo Ha ukoHomukama na EC 6 Kpbeosa uKOHOMUKA, mbl Kamo 000ugvm u
npepabomkama Ha CypOBUHU 2eHepupam 20J1eMu KONU4ecmsea eMucull Ha NapHUKosuy 2azose. 3a paznuka
Om IUHEHAMA UKOHOMUKA, KOSMO N0 CbUeCma0 ce CbCMou Om NPOU3800CME0, U3NO0JI368aHe U TI0CIe08au0
U3X8bPIAHE HA CMOKU, KPb20BAMA UKOHOMUKA € YALOCHEH N00X00, HACOYeH KbM ONA38aHe Ha pecypcume.
Hzeecmmo e, ue cmpoumenHuam cekmop KOHCYMUpa MHO20 pecypcu U NPOU3eedcoa 20JleMu Kouuecmad
omnaovyu. Taka HeobXOOUMOMO npunaeaHe HA KPb2o8AMA UKOHOMUKA 8 CMPOUMENHUS CEeKmop
UBUCKBA MHO20 YCUNUSL, OBA2OCPOYHO NIAHUpAHe U YaiocmeH nooxod. Ilo cvwecmseo cmasa evnpoc 3a
npoexmupane Ha Cb8PeMeHHA c2padd, KOamo e eOH08PEeMEeHHO ycmouuuga u kpveosa. Heobxooumume
MepKU 3a npuiazane Ha KOHYenyusma 3a Kpb208a UKOHOMUKA ca OMNadvyume, eheKxmusHomo u3noi3eane
Ha pecypcume, NOBMOPHOMO U3NON36AHE HA NOY6AMA, NPUHYUNUME HA KPb2OGOMO Npoexmupare,
HepaspywumenrHomo pazenobseane, 8vbiHama Ha ooHossasane u m.H. Omoasua 3uaem, ye obudaHama
CMONAHCKA OeliHOCm, m.e. UKOHOMUYecKd OetiHOCM 8 IUHeeH MOOeI, eye He e 8b3MONCHA 8 YCI08UAmMA
Ha U3MeHeHue HA KAUMama, HedoCmue Ha pecypcu U 8ce NO-KPUMuYHU 2e0N0IUmuYecKu 3a8UCUMOCMU.
Dakm e, ye KOIKOMO NO-PAHO CIMPOUMENHUAM OPAHUL NPU3HAE NPeOU3BUKAMEeNICmMEamd, moaKosa no-
YCNewHo we ce Cnpasu ¢ NpomMsHama.
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Abstract: Artificial Intelligence (Al) is gradually becoming a significant component in music education
due to the increasing demand for new technologies and their constant supply. While Al is an important
tool, it remains a device, which makes sense only if it is contextualized. The efficiency of music education
with Al depends very much on music theory and systemic circulation to research conversion methods
between music media, identifying music videos, audio and emotion. Al could collect big music education
data, model the teaching process, perform analytical and systemic research, and make quality suggestions
on resource allocation. At the same time Al poses challenges related to the authorship and ownership
of its products, liability and infringement of copyright protected content, attribution and regulations.
Nevertheless, Al needs to be incorporated in any efficient music education model. While Al is gradually
entering the creative space, it needs to be applied in a responsible manner, so as not to replace the human
expression and reflect context.

The article provides an overview of key concepts and research related to Al application in music education
and analyzes the different uses of Al in teaching and learning. Against the background of existing research,
it outlines the structural elements in music education and identifies the pros and cons of Al application
in this field, its potential and limitations. Efficient music education and Al are closely related to the use
of intellectual property hence the article pays specific attention to the challenges related to intellectual
property rights evoked in the process of Al application in music education.

Keywords: artificial intelligence, intellectual property, education, efficiency

INTRODUCTION

Artificial intelligence (Al) is quickly becoming an inseparable part in virtually every field of our
lives. From dealing with everyday tasks and managing our personal lives to performing tasks related to our
professional activities Al becomes a necessity and influences our choices in conscious and unconscious
manner. Music education is not an exception and Al is increasingly making its way into this field, which
has traditionally been reserved for humans.

Technology has been closely associated with music and has revolutionized the music industry over
time. The gramophone, radio transmissions, recording equipment, tape recorders, cassette recorders and
CDs are just a few examples of the milestones in technology development, which made music one of
the most popular and successful creative industries. In relation to music education probably the first
examples of using rudimentary Al are linked to the 60ies of the XX century and the functions of the
keyboard (Howie and Rosenblatt 2023). By introducing various contextual musical inputs technology
opened up possibilities for emulating environments where education could be more effective.

The topic of Al in music education is an interdisciplinary one and it involves contributions from
the fields of music, education, Al, cognitive psychology, the psychology of music, social psychology,
anthropology, philosophy, linguistics, human computer interaction, mathematics, computer science
and many other fields. Al in Education as a subject has its origins in the 70ies when the first works of
Carbonell appeared (Carbonell 1970). It has its own developed methodologies, techniques and traditions.
Al in music education is a subset of issues in Al education with an even more recent history.

Music education comprises two parts. One is the process of teaching and the second, inseparable part
is learning. In both parts Al has made considerable progress and has become a useful tool for achieving
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learning objectives and improving efficiencies. Its main contribution is in improving the engagement and
communication between the educator and the student while using the power of technology.

The Evolution of AI and Technology in Teaching

With the advancement of technology music teachers have acquired new knowledge on how to
build connections with their students, adapt their curriculum and the pedagogy. Teachers tried various
individual approaches but results suggest more efficiency in streamlining teaching approach and adopting
a single learning management system. Using curated technology resources provides more opportunities
for collaboration both with other teachers and with students, while freeing more time and space for
focusing on the development of content of the individual courses.

Teaching with Al techniques has now become more complete as contemporary scientific
achievements and technology tools are enhancing the process and results of music education. Al was
initially used in electronic music, where software applications considerably enhanced the process of music
education. This was initially adopted predominantly in private educational institutions. According to the
Chinese scholar Jing Wei, Al can provide an optimized environment for professional music education,
which yields best results in a network teaching model. His research indicated that the Al enabled scores
students’ learning outcome rate was 95.2%, the efficiency ratio was 98.1%, the mean square error rate
17.9%, accuracy ratio 95.3% and the teaching performance analysis ratio was 90.7%. This impressive
empirical data, obtained though Wei’s case study, suggests unequivocally that Al technologies improve
music education results (Wei 2019).

The concept of music and Al builds on a combination between music theory using platforms as a
subject and Al analysis for studying transfers of the music media, including the identification of music
records and audio identification. Research is focusing on such fields as perception, music collection,
automated composition, automated recording, and music extraction (Farivar 2020). The results of research
on teaching and education of music with Al is used for understanding and analyzing the creative process
and improving technologies used for information analysis. Al enabled teaching patterns effectively
increase teaching efficiency and performance and spare both teachers and students certain educational
and learning functions and responsibilities such as correction of tests, collecting references, updating
curriculum and many more. One of the most important outcomes is the increase of interactivity in
music education. Students are more engaged and interested when teaching is based on innovation theory
methods and Al applications as compared to conventional teaching modes (Billah 2021, Barate 2020).
This is a field of constant research — developing new student involvement strategies through technology.

Another important area with constant improvements is the reinforcement of a personalized
approach with Al enabled teaching methods. When using teaching assistant format, personalized music
teaching helps students learn faster and each individual student can receive special attention (May 2020).
Teachers can identify the excellence and weaker points and stimulate the student innovative performance.
Moreover, interactive education and teaching can be applied at every stage of the educational process —
from introducing basic concepts, through practice and performance.

For Al-enabled education, music is not an easy area. The problem is that, in general, music demands
creative and problem-solving approach both by students and teachers. Music is not a predictable outcome
of the creative process. Looking at the advantages, Al-based educational method can offer students
additional resources that enhance the passion in education and teaching activity and provide a platform
to develop innovative ideas (Asaaf 2019). This is done with the use complex information technologies
which are integrated with the educational process. Students can use advanced Al guidance to understand
and improve training outcomes and performance abilities. When the educational process takes place in
a network teachers can enhance musical abilities through the network teaching resources and platforms,
which adds additional benefits in the process.

Interaction is a two-way street. It involves exchanges and discussions to analyze performance,
the results of learning and the evaluation of progress. These actions can be carried out in an appealing
environment which makes the process even more interesting. Evaluating the learning and teaching impact
is a key element in education and teaching. Music teachers can assess more efficiently following different
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methods and evaluating students. Some experiments show that instead of using a statistical modeling or
other machine learning approaches, a rules-based Al system can give better results. The evaluation is
not only based on the embedded theory, but also on the feedback, which adds an interactive feature and
enhances the outcomes.

Overview of research

The research on the use of Al in music education has expanded only recently. On the one hand,
this is explained by the increased supply and abundance of Al technologies. Al can do things which
were unthinkable years ago. On the other hand, there is a notable increase in demand for Al technologies
in all fields, incl. the music field. This match between increasing demand and constant supply creates
a favourable environment for future dynamic developments in this field. Moreover, since the creative
outcomes are unpredictable, they constantly generate demand for new technologies and new teaching
and educational products.

Existing research is based on case studies and largely focuses on improving the environment, the
performance, the perception and studying the effects produced on the students.

With regards to the environment scholars analyze the effects of instrument arrangements and
recordings on music creativity outputs such as, for example, resulting compositions. Some scholars
are studying the importance of music classification for music education. Ashraf, M. (Ashraf 2020)
experimented with music files that could recover the original music properties and reduce functional
categories. The model showed the integrated progress of the neural network against the extraction of
functionality and time aggregation. Different information enhancement methods with audio signals
were used to use fundamental approaches in extensive applications to improve education. The analysis
included other music classification activities, linked datasets, including the condition classification, artist,
and instrument recognition. Other studies focused on the use of mobile virtual reality in music education.
The results indicated that using VR technology with conventional teaching methodologies could increase
musical learning experience in active listening, concentration, and time. Al-enabled applications may
evolve significantly and offer improved functionalities for music education (Degli Innocenti 2019).

As far as Al impact on performance is concerned, research has looked into the effects of the
simulation of actual music performances. An example is the Google DeepMind project which produced
the WaveNet algorithm. The program generates raw audio waveforms that sound highly natural and
realistic and are manifested as speech, musical instruments, or a particular sound used to train the Al
algorithm (Oord 2023). The WaveNet program trained the algorithm on samples of classical piano pieces
and then produced new audio files from scratch in attempts to emulate live instrumentation. This research
project compared samples of human-performed piano compositions to samples of piano compositions
generated using WaveNet. The results indicated that 73% of participants were able to correctly distinguish
the WaveNet sample from the human-performed sample. This shows that there are still improvements
that must be made to Al before computer programs can entirely replace human performance (Hawthorne
2018).

Another important research dimension focused on composition. AIVA is one of the first music
generating technologies, which can be used by musicians to compose music almost instantly and can
easily be customized. Amn interesting element of this product is that is linked to a copyright collecting
society, which means that the product received copyright attributes and can be easily monetized through
the system of copyright. Since AIVA many more Al products have appeared, offering assistance in music
composition. This is analysed from a music education perspective (see Zulic 2019). With regards to
music performance Al can preempt possible reactions, reinforce the link between the instrument and the
emotional state of the performer, introduce elements of control over the instrument played, enhance, and
amplify the performance. All these aspects are embraced in music education methodologies.

Regarding perception research has studied the process of how audiences experience concert music.
For example, Elkoshi explored the experience of college music students when listening to several
performance contributions of different forms. The course included interaction with the description of the
music forms, components, and musical style. Students developed the ability to listen to various musical
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talents representing all types of compositions. Teachers received immediate feedback automatically and
were able to adjust the teaching process for improved structured music performance (Elkoshi 2020).

With regards to the effects on students, researchers have studied the impact of music education
in terms of social, cultural, age and language specifics and its impact on social interactions. Zhaoran
experimented with machine learning and wireless processing and examined the difference in participating
in the music activity and the potential implications of culture, college, age, and language. The results
showed that listening and enjoying at home develops positive social interactions, inspiration, and effective
education in a certain field, content, and college music (Zhaoran 2021). Another scholar —Tu B. focused
on the efficiency of online education. He analyzed distance music education course based on field-
programmable gate arrays and wireless sensors. The wireless sensor indicated that students participated
in online music education differently. In this experiment, wireless sensors interacted with the students,
such as easy access and payment, from a functional perspective. The interactive composition technology
drives artificial intelligence, while a computer uses music for a live performance. Several additional
A.L. applications cover the way music is marketed and consumed depending on music composition,
production, and performance (Tu 2020).

Wang studied the effect of comprehensive teaching platforms using field programmable gate arrays
and neural networks to study the educational effects for students in advanced music systems courses. This
research analyzed the means of increasing involvement of students in the learning process. The music
education was analyzed using the neural network focusing on the intensity of the connections within
these teaching networks. This process is referred to as network developing teaching. The application
encouraged students to play music and achieved higher involvement, created an interesting atmosphere,
bridging to some extent the lack of emotional depth which Al can produce. The experimental results
obtained indicated high-efficiency ratio, student learning outcome rate, accuracy, mean square error rate,
teaching performance to analyze ratio, false-positive rule, true positive rule and flexibility ratio (Wang
2022). Anumber of researchers have used Fuzzy Analytical Hierarchy Process (Fuzzy AHP). This method
is based on intelligent assessment of qualitative and quantitative information on the basis of designed
criteria. It has potential for improving decision-making processes. With regards to music education it
has been applied to analyze the effects of instruction provided by the educator on the student/performer
(Hong Yun, Alshehri).

One of the conclusions from the various research streams is that Al needs to be constantly improved
to fit the context of the educational process. Technology is simply a tool, and a device is not useful if you
cannot understand how a given outcome can be achieved in a particular context. Integrating technology
in the teaching in an efficient manner puts a strong demand on music teachers to master technology and
use it in the specific context of the educational process.

Key AI uses and tools in music education

Having discussed the main areas of research let’s review some of the key practical Al uses and
tools in music education:

e A more personalized approach to learning and practice

Just like mobile apps can be customized and personalized, Al tools can enhance a more personal
approach to music education and practice. A number of platforms, such as Yousician or Melodics can
offer interactive tutorials, monitor and evaluate progress and provide feedback. Al algorithms can
identify strong and weak points and suggest practice sessions, which focus on the individual specifics of
the student. This creates an engaging environment and results in more efficient training. The feedback
provided instantly by the platform can reveal information on the music intonation, technique or accuracy
in the performance which can improve the overall efficiency of the education in an improved personalized
environment.

Chordify is an e-learning platform which can easily transform melodies and songs into chords. Its
speed and user-friendliness are appealing to every beginner and it works well with different music genres.
Moreover, it is not expensive and anyone can afford it. The technology used is based on deep neural
networks. As with any other Al, it is trained on music works, their spectrograms, chord structures and
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rhythm patterns. As a result of the training the Al can detect a pattern and apply it to new information — the
music performed by the student, and generate the respective chord. Chordify has also a beginners guitar
teaching app, which has become immensely popular and can also be used in guitar teaching. The company
has also developed an Al-enabled guitar teaching app, aimed at guiding absolute beginners while learning
their first chords. It recognizes what you play, then gives feedback to aid your performance. This is
indicative of the additional learning avenues Al can open and the presence it could have in the future of
music teaching.

e Virtual Music Mentors
The essence of the virtual mentor with Al is to offer the students the possibility to learn the styles of famous
musicians and guide the students into mastering these styles without any physical presence. Examples
of such applications are Zenph or the Music Room. (https://store.steampowered.com/app/431030/The
Music_ Room/). The power of technology enables students to improve their composition skills, while
learning from the great masters.

e Music Composition and Arrangement
While music composition remains a highly creative activity with human inputs, Al algorithms can play
an important facilitating role. Al technologies analyse huge data bases, according to a set of defined
criteria which can include theory, style, performance specifics, mood, etc. On this basis applications as
Amper Music or Jukedeck are capable of producing new music ideas and add on features as harmonies,
rhythm, effects, etc. This can be a great opportunity to test ideas for music composition and check their
musical value with the help of Al. (https://ampermusic.zendesk.com/hc/en-us).

e Practice Tools
Any musician needs constant practice to perfection style, technique, understanding and knowledge of the
musical work to be performed. With the help of Al the process of music practice, which is the cornerstone
of music education can become much more interesting, engaging and efficient. Music practice can be
progressive, adding on new features, levels of complexity, new instruments and effects. An example of
such tools is The MusicMind Games app. (https://www.musicmindgames.com/).

Al lowers the barriers to entry for music creators by enabling high-quality production without the
need for professional equipment (Gantchev 2023). There are multiple Al-powered programs capable of
generating instrumental soundtracks based on text prompts. While these tools can indeed produce high
quality recordings they will not replace the skills and professional touch typical for the professionals in
the field.

The efficiency of music education with Al depends very much on music theory and systemic
circulation to research conversion methods between music media, including identifying music videos,
audio identification, and emotion. It also involves fields of study like perception, music extraction, and
automatic design. In general, this is a cross sectoral analysis for music and technology. The Al information
interaction, cloud computing, music-big data relationships, and the music-cloud interaction ensure that
students understand music and Al. Music extraction is used for accessing music using limited music
information. Limited music information such as words, ideas, components, or instances provides several
musical knowledge equal to the music information; conventional music recovery involves message
keyword deployment, collection of emotional music, software-based music implementation, and various
reasons for music training and development. The findings are in the form of language, song, audio, or
sequence. The automatic identification of music results performance is a technology for processing and
identifying photographs of digital music results. It uses an advanced system to upload pictures of paper
music into the application. The music’s processing and recognition are performing features converted to a
standard music format. It uses Al, image processing, model identification, computer vision theory, theory
of music, and other aspects in detail. Media platforms such as virtual reality (VR) and increased reality
(AR) have the potential to enhance learning in and outside of the classroom through the enhancement of
collaboration or immersive approaches to visual learners. Although there is currently only limited use of
music education, major advances in these areas can encourage innovation in teachers’ use of media as a
tool for learners.

Al could collect big music education data, model the teaching process, perform analytical and
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systemic research, and make scientific decision-making regarding music education and the exact
allocation of resources. The range of music education data is constantly increased and the processing
time is constantly optimized. Aural examinations, such as recognizing and dictating rhythm patterns,
musical intervals, melodic patterns, chord characteristics, and harmonic progressions, have been the
primary focus of most music education programs in existence.

Intellectual property aspects

The issues related to intellectual property rights are becoming very pertinent in the discussion on
Al. The main problem is that laws were made for humas and not for machines. We are trying to apply
conventional concepts to a new phenomenon which did not exist at the time of drafting modern and
prevailing copyright legislations around the world. The main issues on Al application in music education
from the point of view of copyright compliance are:

e [s the underlying content cleared from copyright infringement?

e What is the status of the Al generated product from the point of view of authorship and ownership?

e What rights are exploited or generated in the process of creation of the database from which the
Al is trained?

e What attribution is given to protected content?

e What rights are generated and owned in the interaction between the human author and the AI?

e Who is liable in the case of copyright infringement?

The main economic characteristics of Al is that as an input it represents a tool, which can be
privately, corporately or publicly owned and can benefit from copyright or other form of IP protection.
As an output Al results in a product, which generally does not qualify for copyright protection (Gantchev
2024).

The lack of common standards and regulations are not helping in finding answers to the legal
questions on authorship and ownership. Considering the serious damages that may arise in case a new
successful music education tool is created one should apply due diligence in selecting the training inputs
for the Al and making sure all relevant rights are cleared.

It has to be noted that to the extent to which in music education some of the products of the Al,
depending on the jurisdiction, may fall under the educational exception in copyright law, and would
therefore not represent an infringement of copyright, as long as they are used only for educational
purposes. However, exceptions in domestic law cannot allow unlimited use and reuse of copyrighted
content for machine learning (ML). As Gervais points out the demand for material for ML purposes will
almost certainly exceed the bounds of exception (Gervais 2020).

Elements of a model for music education

It is challenging to develop one single educational model for music. On the one hand, intelligent
tutoring solutions are generally insufficient to teach an open-ended subject as music. On, the other
hand, an educational model is to be applied with nuances, depending on the context and the established
objectives for the particular educational group.

Nevertheless, it appears that the following assumptions are indispensable for each model:

e The purpose of using Al is to increase student engagement in the learning process and the applied
effort, which is needed for improving performance and information absorption.

e Teaching and learning need to be translated into an intelligent educational process in music
education. Students need to absorb the knowledge of music optimally, consciously, and actively.

e Al applications are only a tool that music student can use to process and edit everything to improve
music information processing and expand the selection of music information.

e Students in the classroom can be transformed from an inactive to an active position, not only
listening to the teachers’ explanations, but learning and understanding the music into an artificial
intelligence system, appreciating the music, and experiencing the music that the teacher cannot experience.

What could be the structural elements in an Al supported educational course model?

The design of an online music education module will generally involve the following steps:
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1. Creating the curriculum and defining the learning objectives — skills to be acquired, steps in the
learning process, criteria for establishing achievements and teaching requirements for the module.

2.Designing the application for the online teaching platform. This involves choosing the general
teaching technology for the system, incl. developing and designing the software for music performance
teaching, using creative models, cognitive support frameworks, highly interactive interfaces and Al-
based music tools. Ensuring connections between different operations through the AI module. Clearing
intellectual property rights.

3.Developing the actual online teaching course tutorial, classification of inputs and developing an
evaluation system, assessing student attributes of behavior, information, and additional achievements
under the corresponding educational purpose. Organizing all styles of musical work in a network teaching
system for music playback, the students can perform simulation teaching at a certain time that teachers
are teaching playback material, and the student can teach each playback document. Video display and
on-site guidance to teachers are exercised for presentations. Registering and clearing intellectual property
rights.

4. Integrating teaching and development materials into the online course, technical adaptation for
learning and sharing, incl. elements as stage presence emulation, onsite guidance and alike. Connecting
the course library, the music library, and the tag library to the Al system for synchronization.

5. Monitoring the educational effect based on the students’ understanding and ability to learn music
through the module, tracking and reflection systems.

Pros and cons of Al uses in music education

To summarize, here are some of the key dimensions in which Al can assist music education:

e Al makes it more interesting and engaging for both students and teachers.

e Al tools transform abstract things into reality;

e Al tools shorten teaching time and free time allocation of other creative activities;

e Al broadens the scope of music information through software improvements of the processing
ability for music data;

e Al provides an efficient platform for communication and interaction;

e Al promotes network education — through online learning and improved communication, music
teaching is no longer in the classroom;

e Al tools facilitate the distribution of music works;

e Al can enhance practice, understanding and evaluating individual performance;

e Al enabled tools can improve the understanding of the structure and use of the musical elements,
their functions and the building of a new musical structure;

e Al endorses teaching music basics as rhythm and note recognition, pitch training — play in tune
with music composition, music recording and links to music content standards;

e Al tools can help overcome such factors that negatively affect music education as funding (some
music courses can be unaffordable for talented but disadvantaged students), timing (if students have to
work dayshifts to support their families or fund education), space (best music schools maybe in far-away
locations for many students).

Limitations

e Al plays a supporting role in music teaching, but cannot replace the emotional aspects of music
teaching, such as music emotion and music content expression.

e Artificial intelligence in music education still needs to be widely recognized and accepted by the
industry, it can function best when a certain scale is achieved.

e Al is not yet able to reflect context and its impact in the musical teaching. Only a teacher can
understand why the student is in a particular emotional state which may affect the potential for efficient
teaching and learning. Teachers can be supported by Al but will always have a leading role in at least three
aspects. First, they keep a human connection and emotional bond with the students providing empathy,
insights, and inspiration. Second, teachers can adapt in real time to the individual needs of the student,
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observe their progress in real-time, take into consideration the context, which impacts on the student
ability to learn and adapt. Thirdly, teaching is not just about passing knowledge and acquiring skills. The
teacher has always been a fundamental institution in society which contributes to educating students how
to be responsible and appreciate social values. In the context of generative Al, teachers can help students
identify bias, they can teach them how to respect other people’s rights and avoid copyright infringement.
Students need to be aware of the possibilities of Al hallucinations, the vulnerability of the technology and
unethical uses of Al technologies. Therefore, it is extremely important to invest in teacher development
and provide support to teachers to become educators. Artificial intelligence can be an important tool for
music educators, but the intellect of the teacher is much more important than the artificial intellect and is
the decisive factor for quality education.

CONCLUSIONS

It is certain that the development and use of Al is going to be much faster than the adoption of
previous disruptive technologies. The consequence of this is that music educators and students have to
understand and master the Al technology if they want to make use of it in the music education process.

The use of Al in music education is indeed revolutionary. It adds on efficiency in the process of
learning, practicing, and developing skills. A key advantage of Al is the possibility to separate physically
the student and the teacher, create a personalized context, quick feedback, monitoring of progress and new
practice environments. The students can thus advance at their own tempo, making use of a completely
different environment with virtually endless possibilities. While Al can support teachers in the process
of music education it cannot replace the teachers, who add the human interaction, adapt to the emotional
state of the students, promote and develop their critical thinking and responsible behavior.

Meanwhile, Al can help students to absorb knowledge more efficiently. It optimizes such processes
as grading, instructions and management of time and resources, enabling teachers to focus on more content
intensive tasks. Teachers can use Al to support and improve student learning. Al-enabled platforms can
help introduce and adapt to individual learning needs, develop creative thinking and improve musical
skills.

While Al is gradually entering the creative space, it needs to be applied in a responsible manner, so
as not to replace the human expression. This is a matter of concern of creators from different domains.
Recently more than 150 organizations representing creative industries launched the “Human Artistry
Campaign” (https://www.humanartistrycampaign.com/). The campaign developed “Core Principles for
Al Applications in Support of Human Creativity and Accomplishment” which reflect serious concerns
and are very relevant for the domain of Al enabled music education. While recognizing the empowering
function of Al, the principles underscore the central role of human-created works and the need to secure
copyright permission for the use of protected content. Ultimately, Al-enabled tools in music education
should be built on the basis of respect for the principles, endorsed by the campaign.
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N3KYCTBEHUAT MHTEJIEKT B MY3UKAJIHOTO OBYYEHUE

Pezrome: Hskycmeenusm unmenexm (MH) nocmenenno ce npeepvuja 6 3HAYUM KOMHOHEHM 8
MYBUKATHOMO 0OYUeHUe Nopaou Hapacmeaujomo muvpcene Ha HO8U MexXHON02UU U MAXHOMO NOCTOAHHO
npeonazane. Bvnpexu ue MU e easicen uncmpymenm, moi cu ocmasa cpeocmeo, Koemo umda CMUCHl
camo axo e konmexcmyanusupano. Egpexkmusnocmma na myzuxannomo obyuenue ¢ MU 3asucu 6 mHoeo
201AMA CMeneH Om MY3UKAIHAMA Meopusl U CUCTNEMHAMA 8Pb3KA MENCOY U3CTe08AHEeMO HA Memooume
3a npeodpazyeare mexcoy My3uKaiHume meouu, UOeHMUGUYUpane Ha My3uKaiHu 8UOEoKIUNose, ayouo
mamepuan u emoyuu. MU modice 0a hopmupa 2onemu 6a3u 0anHU 3a My3UKaIHOMO odyuenue, 0a Mooenupa
npoyeca Ha npenoodasate, 0a U38bPUIBA AHATUMUYHU U CUCTEMHU U3CTe08aHUs U 0a NPABU KayeCmeeHU
npeonodicenus 3a pasnpeoenerue Ha pecypcume. B coujomo epeme MU nocmaesn npeoussuxamencmea,
C8bP3AHU C ABMOPCMBOMO U COOCMBEEHOCMA 8bPXY Cb30A8aHUMeE NPOOYKMU, OM208OpHOCMUME U
HAPYWABAHemo HA 3auUmeHO ¢ dA8MOPCKU Npasa CbObpICAHUe, KPeOUMmupamemo Ha asmopume u
peaynayuume. Bvnpexu mosa UHU crnedsa 0a 6v0e 6KI0UEH b6 8CeKU eheKmuser Mooell Had MY3UKATHO
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obpazosanue. Makap ue MU nocmenenno Hasnuza 6 meopueckomo npocmpancmeo, mot mpabsa oa ce
npunaza omeo8opHo, 3a 0a He 3amMecmaa Y08euKomo meopyecmao u 0d Ompaszsaea KOpeKmHo KOHMeKcma.
Knrouoeu oymu: uzkycmeen unmenexkm, uHmeneKmyaiHa coocmeeHocm, oopazosanue, eghekmueHocm

I'n. ac. n1-p Jumutsp I'anyeB
YHuBepcureT 1o OuOMMoTeK03HaHue U MH(MOPMAITMOHHN TEXHOJIOTHH
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Christian Funk
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Abstract: This article deals with the question of what is artificial intelligence. Inspired by the great
success of Chat GPT by the organization open Al and the media discussions about the challenges and
risks of artificial intelligence, this paper provides an overview of the emergence, types and limits of
artificial intelligence. To develop the study, sources from the academic environment and sources from the
IT industry were used based on literature research. After an overview of the chronology of the origins
of artificial intelligence, where the reader will get an overview of the history of Artificial Intelligence
and that science has it's root decades back. The article explains the most important technological trends
and their effects. The different development streams will be explained, as well as the different types, like
natural language processing or neuronal networks. Finally, the article provides an assessment of the
opportunities and risks of the new technology. The reader will get an overview of the history of Artificial
Intelligence and that science has its root decades back.

Keywords: Gen Al, Natural Language Processing (NLP), Neural Networks — Deep Learning, strong Al
hypothesis, weak Al hypothesis

INTRODUCTION

Since November 30, 2022, (generative) Artificial Intelligence is the new hype topic in media,
economy and politics. On that Wednesday in November 2022, the company Open Al released the ChatBot
Chat GPT, which can communicate with users on a text basis based on artificial intelligence.

The adoption rate for this service on the Internet broke all known records up to that point. Five days
after its release, one million users were already counted (Lindner 2023).

By comparison, the two most successful platforms on the Internet at the time, Instagram and Spotify,
took two and a half and five months, respectively, to reach this number of users. The rapid dissemination
has made the possibilities and potential of artificial intelligence accessible to a broad mass of people
in a very simple way. At the same time, the first experts have started warning about the dangers of Al
“Reducing the risk of annihilation by Al should be a global priority alongside other risks of societal
magnitude, such as pandemics or nuclear war” (Kelly 2023). The call was issued by the San Francisco-
based U.S. nongovernmental organization Center of Al Safety. Co-signer Sam Altman founder of OPEN
AL

Why should AI pose a threat?

Artificial intelligence (AI) has become one of the most disruptive technologies of modern times,
revolutionizing industries and changing our daily lives. At its core, Al is about developing intelligent
systems that can replicate the cognitive processes of human learning, thinking and problem-solving.

In the following pages, I will explore these questions and illuminate how Al has evolved over time,
what types exist, and what the basic mode of action is. And whether the “capabilities” of Al have such a
great influence on the economy and society as is prophesied in the media.

As already mentioned above, the topic is currently on everyone’s lips, but the beginnings of this
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discipline and the fundamental considerations that are still valid date back several decades.
In this paper the path of evolution of Al will be shown and a brief explanation what Al is will be
given. Based on that we will see how risky the technology might be.

RESEARCH METHODOLOGY

For this paper, acomprehensive research methodology incorporating both qualitative and quantitative
approaches was adopted. The methodology primarily revolves around a systematic literature review to
provide a holistic understanding of Al’s applications, challenges, and societal implications.

A systematic literature review was conducted to identify and analyze (ideally) peer-reviewed
studies, scholarly articles, and commercial web sources related to Al. This involved defining specific
research questions, establishing inclusion and exclusion criteria, and systematically searching electronic
databases such as Google Scholar.

The selection criteria for studies and data sources encompassed several key considerations:

Relevance: Studies and sources were selected based on their relevance to the research objectives
and questions.

Credibility: Emphasis was placed on peer-reviewed articles, reputable reports, and scholarly
publications from recognized institutions and experts in the field of Al.

Currentness: When it came to Technology newer publications were preferred.

RESULTS

The history of Al is not a new phenomenon. It began decades ago. A brief overview of the most
important milestones in Al development:

The year 1943 is cited as the “birth year” of artificial intelligence. In that year, McCulloch and Pitts
presented the first mathematical model of an artificial neuron, which served as the basis for the development
of neural networks (Kaplan 2017).

1950: Alan Turing, in his article “Computing Machinery and Intelligence”, proposes the idea that
machines might be able to imitate human thought (Kaplan 2017).

1956: The Dartmouth Conference is held, at which the term “artificial intelligence” is used for
the first time; the term was coined by Professor John McCarthy. Researchers present their ideas and
developments in the field of Al at this conference (Kaplan 2017).

1960s: Expert systems based on knowledge representation and inference are developed and used in
various application areas (Kaplan 2017).

1970s: Research in Al is slowed by a lack of progress in development and limited computing power
(Kaplan 2017).

1972 French scientist Alain Colmerauer invents the logic programming language PROLOG (Ertel,
2009)

1980s: Advances in computer hardware and algorithm development lead to further development of
expert systems and neural networks (Kaplan 2017).

1990s: Machine learning becomes an important area in Al research. Data-driven algorithms are
developed to detect patterns in large amounts of data. Pearl, Cheeseman, Whittaker, and Spiegelhalter
bring probability theory into Al with Bayesian networks (Kaplan 2017) .

2000s: Deep Learning, a special machine learning method, is developed. Deep Learning is used to
solve complex problems, such as speech recognition (Kaplan 2017).

2010s: Al systems are used in various application areas, such as robotics, medicine, and autonomous
driving. Discussions about the ethical and societal implications of Al are also increasing (Stecking 2000).

The development of Al is characterized by ups and downs and is driven by advances in computer
hardware and algorithm development.

If we look at Ertel’s graphical representation of the chronological development of artificial
intelligence, we realize that there were already at the beginning different approaches under the common
term artificial intelligence.
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Fig. 1. Overview of development stream (Ertel, 2009)

Types of Artificial Intelligence

Figure 1 shows the different types of technologies and methods associated with Artificial Intelligence,

as well as their evolutionary history. From top to bottom, the different Al approaches can be broadly
categorized as follows:

— Natural Language Processing (NLP) — pink. cf (Bosse 2020)

— Dialogue robots & expert systems (bots, chatbots...) — purple and turquoise cf (Bosse 2020)
— Knowledge based systems (fuzzy logic) — yellow cf (Bosse 2020)

— Neural Networks — Deep Learning — green cf (Bosse 2020)

— Latest development Generative Al (Chat GPT) — not in the picture

What is Natural Language Processing NLP?

“Natural Language Processing is a theoretically motivated range of computational techniques for
analyzing and representing naturally occurring texts at one or more levels of linguistic analysis for the
purpose of achieving human-like language processing for a range of tasks or applications” (Liddy 2001).

IBM is giving a quite pragmatic explanation and makes the topic a bit more tangible: Natural
Language Processing (NLP) refers to the branch of computer science — and artificial intelligence (Al) in
particular — that is concerned with giving computers the ability to understand text and spoken language in
the same way that humans do. NLP combines computational linguistics — rule-based modeling of natural
language — with statistical machine learning and deep learning models.

These technologies enable computers to process human speech in the form of text or voice data and
“understand” its full meaning, including interpreting the speaker’s or author’s intentions and feelings.

NLP drives computer programs that translate text from one language to another in real time, respond
to spoken commands, and quickly summarize large amounts of text. Anyone who uses digital assistants
such as Amazon’s Alexa or Apple’s Siri, voice-to-text dictation software, customer service chatbots,
and other consumer features has very likely encountered Natural Language Processing. But NLP is also
increasingly playing a role in enterprise solutions that help streamline business operations, increase
employee productivity, and simplify business processes. cf from German (IBM 2024).
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What are Dialog robots or expert systems (bots, chatbots)

An expert system is a computer system that uses artificial intelligence (Al) algorithms to simulate
the decision-making capabilities of a human expert. The four main components of an expert system are
the knowledge base, search or inference engine, knowledge acquisition system, and user interface or
communication system. The basic goal of an expert is to duplicate human experts and replace them with
problem-solving. There are five main types of expert systems: rule-based systems, frame-based systems,
fuzzy systems, neural systems, and neuro-fuzzy systems (Lourdusamy & Gnanaprakasam 2023).

Nowadays, expert systems are no longer considered an active area of Al research... There are
several reasons for this: The most important is the drastic increase in computing power, storage space,
and networks, which means that vast amounts of data are available in easily accessible electronic formats
(Kaplan 2017).

That’s why from here on we continue with the system called ChatBot, which represents a further
development of the expert systems. A chatbot is a computer program that can mimic human conversation
by using voice commands, text dialogues, or both. Chatbots can be integrated into any messaging service
and are useful for providing easy and quick communication for users. Good chatbot development is
dependent on the chatbot algorithm and the implementation approach employed by the chatbot developer.
Today’s chatbot landscape is wide (Lourdusamy & Gnanaprakasam 2023).

Also for the ChatBots IBM is offering a hands-on explanation: A chatbot is an application that uses
artificial intelligence to converse with humans in natural language. Users can ask questions, to which the
system responds in natural language. It can support text input, audio input, or both (IBM 2024).

The terms chatbot, virtual assistant, and conversational agent are sometimes used as synonyms.
Chatbots tend to support simpler conversations and more customized tasks. For example, it can tell you
whether or not it will rain tomorrow. A conversational agent, on the other hand, might determine that
what you really want to know is what to wear tomorrow.

Definition Fuzzy Logic

Is defined as vague logic, fuzzy logic; a domain of logic that allows semantic interpretation of
statements that cannot be classified as unambiguously true or false (e.g. “Peter is tall.”). Discrete truth
values (true and false or 1 and 0) are replaced by a continuous range (usually interval from 0 to 1). For
values from this range propositional logic operations are defined. Fuzzy Logic is used for example in the
examination of address data (Gillenkirch 2018).

As an example, the correct name of a street can be “Bahnhof Stra3e”. The use of Bahnhofstrasse,
Bahnhofstr. or Bahnhof Str. semantically conveys approximately the same information and would be
filtered out in an automated O or 1 decision — when using an appropriately “calibrated” fuzzy logic, this
fuzziness would be accepted and a still sufficiently accurate result would be delivered.

Definition of Neural Networks — Deep Learning

Neural networks, also known as artificial neural networks (ANN) or simulated neural networks
(SNN), are a subfield of the machine learning (ML) discipline and are at the heart of deep learning
algorithms. Their name and structure are modeled after the human brain, and they mimic the way
biological neurons send signals to each other. Artificial neural networks (ANNs) consist of a node layer
that contains an input layer, one or more hidden layers, and an output layer. Each node or artificial neuron
is connected to another and has an associated weight and threshold. If the output of any individual node
is above the threshold set for it, that node is activated and sends data to the next layer in the network.
Otherwise, no data is passed to the next layer in the network.

Neural networks use training data to learn and improve their accuracy over time. However, once
these learning algorithms are tuned for accuracy, they are powerful tools in computer science and
artificial intelligence that can be used to classify and cluster data at high speed. Tasks in speech or image

recognition often take minutes instead of hours compared to manual recognition by human experts (IBM
2024).
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Input layer Multiple hidden layers Output layer

Fig. 2. Schematic representation of the structure of a neural network

Deep Learning and neural networks are often used interchangeably in conversation, which can
cause confusion. Therefore, it is worth noting that the “deep” in Deep Learning refers only to the depth
of layers in a neural network. A neural network that consists of more than three layers-including both the
input and output layers can be considered a Deep Learning algorithm. A neural network that consists of
only two or three layers is just a simple neural network.

What is generative AI?

At its core, it is the combined application of NLP with neural networks and deep learning. These
models were fed with extremely large amounts of data. According to a McKinsey publication, the data
input and thus the use of computing power is exorbitantly high:

“When you’re asking a model to train using nearly the entire internet, it’s going to cost you. OpenAl
hasn’t released exact costs, but estimates indicate that GPT-3 was trained on around 45 terabytes of text
data — that’s about one million feet of bookshelf space, or a quarter of the entire Library of Congress —
at an estimated cost of several million dollars. These aren’t resources your garden-variety start-up can
access” (McKinsey 2024).

As we can see above, an “artificial intelligence” has to be trained based on training data. I.e. with
a simple image recognition, the program is trained to distinguish for example the image of a cat from
the image of a dog. If the image of a horse is presented to this image recognition, the image recognition
will initially fail in the task or make a false statement. This, admittedly very simple example, shows the
dependency of artificial intelligence on data and its quality and quantity as well as the training of the
algorithms. This leads us to the question of security.

The outputs generative Al models produce may often sound extremely convincing. This is by
design. But sometimes the information they generate is just plain wrong. This is called a hallucination
and even worse, sometimes it’s biased (because it’s built on the gender, racial, and myriad other biases of
the internet and society more generally) and can be manipulated to enable unethical or criminal activity.

To avoid these negative effects the provider of Gen Al services need to invest heavily in training
and data quality (McKinsey 2024).
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CONCLUSION

The strong and the weak AI hypothesis

In the context of Artificial Intelligence, philosophy distinguishes the weak Al hypothesis and the
strong Al hypothesis. The weak Al hypothesis is the assumption that machines can act as if they were
intelligent. In contrast, the strong Al hypothesis assumes that machines can really think, i.e., they do not
just simulate thinking. Or as Searle says originally:

What psychological and philosophical significance should we attach to recent efforts at computer
simulations of human cognitive capacities? In answering this question, I find it useful to distinguish
what I will call “strong” Al from “weak” or “cautious” Al (Artificial Intelligence). According to weak
Al, the principal value of the computer in the study of the mind is that it gives us a very powerful tool.
For example, it enables us to formulate and test hypotheses in a more rigorous and precise fashion.
However according to strong Al, the computer is not merely a tool in the study of the mind; rather, the
appropriately programmed computer is a mind, in the sense that computers given the right programs can
be said to understand and have other cognitive states. In strong Al, because the programmed computer
has cognitive states, the programs are not mere tools that enable us to test psychological explanations;
rather, the programs are themselves the explanations (Searle 1980).

The weak Al hypothesis is taken for granted by most. and the example of image recognition and
its possible problems presented above supports this thesis. The strong Al hypothesis is not generally at
the forefront of Al research, but rather the pragmatic view that it is irrelevant whether the “thinking” is
merely demonstrative or actually happens — the main thing is that the system works.

It is to this first the Strong Al hypothesis that the warnings against Al mentioned at the beginning,
have referred to, presumably under the impression of the performance of Chat GPT.

Do we now have to be afraid that in a not-too-distant future mankind will be wiped out by Al-
controlled robots, like in the Hollywood movies Terminator with Arnold Schwarzenegger? This question
can be answered quite quickly with NO.

However, damage can still occur if the existing tools are used for unethical and criminal purposes.

The simplest are so-called deep fakes, i.e. the artificial generation of (moving) images including the
sound (voice) of celebrities, e.g. politicians, who spread fake messages. In addition to these applications,
which are created by criminal energy, the danger also lurks in the unclean/unprofessional use of artificial
intelligence. As we have seen above, the system’s function depends on data and training.

Let’s imagine a system for automated cancer detection is poorly trained or works with qualitatively
and/or quantitatively insufficient data. A false negative diagnosis that ends in a non-treatment of cancer
would be an extremely dangerous and harmful result.

The conclusion therefore is to use the possibilities of artificial intelligence BUT always with the
premise that a human expert can check the results again and correct them where necessary. This implies,
that the user of the artificial intelligence service will need an understanding of how the system came to
its conclusion.
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N3KYCTBEH UHTEJIEKT: UCTOPHUSA, BUJOBE U I'PAHUIIN

Peztome: B ma3zucmamusi ce pazenedicoa 8bnpocsym Kakeo e u3KycmeeH unmenekm. Bovxnosena om 2onemus
yvenex na Chat GPT na opeanuzayusama Open Al u medutinume Ouckycuu 3a npeou3suxkamencmeama
U puckoseme HA U3KYCMGEHUs UHMeENeKm, ma3u cmamus npasu npeaied Ha Nosaeamd, 6udoseme
U epaHuyume Ha U3KycmeeHus uwmenekm. 3a pazpabomeanemo Ha U3C1e08aHemo ca U3NON36aHU
USMoOYHUYY OM akademuynama cpeoa u usmounuyu om UT undycmpuama b3 0CHO8A HA TUMEPAMypPHO
npoyugare. Cned npeaied Ha XPOHOLO2UAMA HA 8b3HUKBAHEMO HA U3K)CMEEHUs UHIMeNeKm Yumamensim
wie nomyyu 0owa npedcmasa 3a UCMOPUAMA Ha U3KYCMBEHUs. UHMeNeKm, KOmMo 0amupa oecemuiemus
Hazao. B cmamusama ca obscueHu Hati-8adcHUmMe mexHol02U4HU MeHOeHYUY U MAXHOMO 8b30elicmaue.
Ll]e 6v0am obscHenu paziuuHume NOMOYU HA pa3eumue, KaKmo u paiuyHume udoee, Kamo oopabomka
Ha ecmecmeen e3ux Uiy HespoHHU mpedxcu. Haxpas cmamusma oasa oyenka Ha 8b3MOMCHOCMUME
u puckogseme Ha Hogama mexuono2us. Yumamenam we nonyuu odwa npeocmasa 3a UCMoOpuama Ha
UBKYCMBEHUS UHMENLeKM U 33 MO8, e 8CHUHOCH UCMOPUAMA MY 0amupa decemuiemus Ha3ao.
Knrouoeu oymu: cenepamusen U, oopabomra na ecmecmeen e3ux (NLP), nedpoHHu Mpedxcu — 0b1O0KO
obyueHnue, xunomesa 3a cuiet u ciab Al
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Abstract: Companies operate in a dynamic and constantly changing environment with increasing risks
and growing complexity. Effective internal controls and internal control systems can help to reduce these
risks and make them more manageable. The purpose of this article is to illustrate and discuss the added
values, limitations, costs and benefits of internal control based on scientific publications. Studies indicate,

for example, that internal control provides significant added values and benefits for companies in various
forms, such as a positive effect on the market value, on internal business processes and on investors’
financing decisions. Nevertheless, it is often viewed as merely fulfilling regulatory requirements. But it is
important to note that internal control weaknesses have led to the collapse of well-known large companies
in the past. Therefore, effective internal controls and internal control systems are integral elements of
an adequate and proper management system. Internal control systems and their effectiveness should be
analysed in future research work, considering the changes brought about by increasing digitalisation

(such as artificial intelligence), agile working methods and the challenges of New Work.

Keywords: Internal controls, internal control system, risk management, adds values, limits, costs, benefits

INTRODUCTION

The global economy is becoming increasingly dynamic, which means that companies are operating
in a highly complex environment. As a result, the competitive pressure on companies is increasing
and the associated risks, such as the increasing market risk due to this highly competitive situation,
are growing (cf. Liu and Wang 2019, 1; Siepermann 2008, 81). Companies should therefore reduce
their (individual) risk factors so that they can build up a certain level of resilience, keep up with the
competition and generate profits at the same time. One solution is to design and implement customised
internal controls that are effectively managed and operated. Focussing internal controls solely on the
company’s market situation is not expedient. Internal controls or rather an internal control system
should align with the overarching corporate strategy, internal control processes and control objectives
(cf. Lansiluoto et al. 2016, 6, 24ff). Many companies, especially small and medium-sized enterprises,
associate the establishment and operation of internal controls or rather an internal control system with
the fulfilment of legal requirements (cf. Ruud et al. 2018, 18). In addition, several financial scandals in
the international financial and business world attracted attention in the early 2000s. These were caused by
errors in the internal control systems of companies (cf. Kratz 2008, 5). The US energy company Enron
collapsed in 2001 due to accounting fraud and artificially inflated profits (cf. Kratz 2008, 5). WorldCom,
the third largest telecommunications company in the world at the time (cf. Fox 2008, 409), also suffered
from accounting fraud in 2002. WorldCom engaged in fraudulent activities such as backdating contracts,
understating costs and concealing debts through accounting tricks. These are just three examples of the
many (fraudulent) irregularities that occurred at WorldCom (cf. Gamage et al. 2014, 26). In addition
to other US companies, such as Bernie Madoff (former financial and stockbroker) and the American
International Group (AIG), companies worldwide were involved in accounting scandals (cf. Umar and
Umar Dikko 2018, 13; Gamage et al. 2014, 26): The South Korean conglomerate Daewoo Group, the
Indian software and consulting company Satyam Computer Services, the British investment company
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Barlow Clowes and the German conglomerates Daimler and Siemens as well as others (cf. Ewelt-Knauer
et al. 2015, 1012; Gamage et al. 2014, 26). The German financial services provider wirecard is a more
recent example of balance sheet fraud (cf. Bender et al. 2022, no page). This article will explore the
added values and benefits that internal controls and an internal control system can provide to a company
beyond regulatory compliance. It will also examine the limitations and attempt to evaluate their costs and
benefits. The conclusion will summarise the key findings and provide suggestions for future research.

RESEARCH METHODOLOGY

This article is primarily based on a literature analysis. The aim is to present the current state of
research on the added values and limitations of internal controls or rather internal control systems and
to demonstrate a theoretical construct for the costs and benefits. Relevant published research results on
the three subject areas are intended to give readers a deeper understanding and provide managers in
companies with a compact overview and impulses on the topics.

RESULTS

The added values of internal controls or rather internal control systems can be categorised into two
perspectives: an overarching perspective focussing on the company as a whole and an internal perspective
focussing on internal processes and structures.

In performance research on internal control, there is evidence that effective internal control systems
promote the profitability, growth and continued existence of the company and safeguard its assets (cf.
Arad and Jamshedy-Navid 2010, 1). Gal and Akisik (2020, 1228) concluded that effective internal
controls regarding financial reporting not only have a significant positive impact on the company’s market
value, but also increase it. Ibrahim et al. (2017, 693) suggest that companies can achieve better financial
results by implementing an effective internal control system, conducting internal risk assessments,
actively monitoring and having an appropriate IT infrastructure. Furthermore, companies that invest in
an effective internal control system have a higher financial performance than those with weak internal
control systems (cf. Origa 2015, 31). In addition, external stakeholders, such as lenders, consider the
published information on a company’s internal control system to be important for their investment
and financing decisions (cf. Deumes and Knechel 2008, 56f, 59ff). The design and effectiveness of the
internal control system in particular are the main focus of external lenders, as both factors impact the
valuation and lending decisions of investors (cf. Schneider and Church 2008, 1, 11f). If the company has
a formalised, documented and effective internal control system, it generally has a positive influence on
the investors’ risk classification. This, in turn, makes it easier to raise capital (cf. Bungartz 2020, 45f).
Weaknesses in the internal control system could therefore reduce the financing volume (cf. Schneider and
Church 2008, 1, 11f).

Regarding the internal perspective, the company’s business processes are the main focus. The
internal control system can identify operational weaknesses in the business processes, allowing for
process optimizations to be initiated. Additionally, the introduction of an internal control system can
lead to greater stability in business processes by documenting key processes. Process documentation
can also have a positive effect, particularly when training new employees or dealing with staff turnover.
Familiarisation period can be shortened. Process documentation provides external stakeholders with
insight into key business processes, which in turn corresponds to the advantages of the overarching
perspective described above. As the company deals with risks and internal controls in detail, this
subsequently strengthens the employees’ risk awareness, which can have a positive effect on the detection
and avoidance of errors (cf. Bungartz 2020, 45). Internal management reports on the internal control
system provide management with additional information — for example, to make decisions on the extent
to which the internal control system can be optimised and the reports contain indicators for the future
existence of the company (cf. Hermanson 2000, 340). Furthermore, internal controls assist management
in efficiently allocating resources to achieve corporate goals (cf. Arad and Jamshedy-Navid 2010, 1).
The literature and practice extensively discuss whether internal control generates shareholder value (cf.
Ross et al. 2021, no page; Qi et al. 2017, 1101f; Pfister 2009, 28). Internal control already has an inherent
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indirect link to the company’s performance, as it is a component of the company’s internal business
processes and therefore part of the corporate organism. Assuming that top management focusses strongly
on the design and performance of internal controls, the effectiveness and efficiency of business processes
will generally increase. As a result, costs are reduced and the company’s results are positively influenced.
An adequate internal control system increases the reliability of financial results and ensures compliance
with internal and legal regulations. Therefore, the possibility of the company being accused in cost-
intensive legal proceedings decreases, which particularly impacts its reputation and can ultimately result
in reduced earnings. However, if effective internal control is seen as internal control with a high degree
of formalisation, a possible positive effect on the company’s performance becomes questionable. This
may even lead to increased costs. This example illustrates that the relationship between internal control
and company performance is not always clear (cf. Pfister 2009, 28). Lastly, it is important to note that
top management’s focus on internal control alone may positively influence the objectives of an internal
control system: Effectiveness and efficiency of operational business processes, reliability of reporting and
compliance with laws, regulations and internal policies (cf. Pfister 2009, 28; Rittenberg and Miller 2005,
14, 22). To summarise, the aforementioned focus of management on greater effectiveness means that
there is a high probability that internal control will contribute to improving results — but it is not a driver
of performance itself (cf. Pfister 2009, 28, cf. also Simons 2005).

However, even well-designed internal control systems that have been in place for years have
inherent limitations that can compromise their effectiveness and functionality and ultimately hinder the
achievement of corporate objectives. The limitations of internal control are twofold: the “human factor”
in the form of errors, omissions, fraudulent actions and the trade-off between cost and benefit aspects (cf.
Pfister 2009, 30). These two inherent limitations of internal control make it clear that, despite well-designed
internal controls, there is always a residual risk of the unexpected due to the behaviour of employees and
the resulting consequences, which cannot be foreseen (cf. Pfaff and Ruud 2007, 23). Bungartz notes that
human errors can result from negligence, distractions, errors of judgement and misinterpretation of work
instructions. Omissions occur when employees responsible for certain controls misuse or neglect their
responsibilities (cf. Bungartz 2020, 45). Additionally, employees are often required to make decisions
under time pressure with incomplete information. It is possible that these decisions were made incorrectly
and may need to be changed or corrected later (cf. COSO 1992, 76). For instance, if the assessment of risks
is made incorrectly and inaccurately, risks that have a negative impact on the achievement of corporate
goals can be misjudged or, in the worst case, ignored (cf. Pfister 2009, 30). Subsequently, fraud is defined
as the circumvention or deliberate overriding of the internal control system by company management or
employees. This can occur between employees within the company or through fraudulent collaboration
between internal employees and external parties, such as customers or suppliers (ct. Bungartz 2020, 45).
In summary, it can be stated that the integrity of management and the individual attitude and behaviour
of each employee are particularly important factors for the effectiveness of the internal control system
(cf. Pfister 2009, 31).

In many cases, regulations require the establishment and operation of internal controls or rather an
internal control system. However, companies may require varying financial and time resources depending
on their financial situation (cf. Krishnan 2005, 655). Companies in a weak financial position may focus
on cost-saving to avoid insolvency and invest fewer resources in an effective internal control system
(cf. Pfister 2009, 31). On the other hand, it is not guaranteed that high investments and strong internal
control structures will result in high-quality internal controls (cf. Pfister 2009, 32). As a result, company
management may choose not to implement certain internal control measures if they assume that the costs
outweigh the benefits (cf. Bungartz 2020, 45). In most cases, internal controls or rather internal control
systems are required by regulation. Their benefits and added values may not always be immediately
apparent due to the inherent complexity of an internal control system (cf. Kinney 2000a, 88). Non-routine
business processes, for example, are difficult or even impossible to capture by an internal control system,
as they only run very irregularly. Additionally, internal or external factors may temporarily override the
internal control system’s functionality for a short period of time (cf. Bungartz 2020, 45). Nevertheless, it
is important for a company’s top management to evaluate the cost-benefit potential when implementing
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and operating an internal control system (cf. COSO 1992, 751, 771, cf. also 4, 11, 116).
The issue of top management can be discussed using the model-theoretical approach presented in
the following figure (figure adapted from Pfister 2009, 32 and Kinney 2000b, 91):
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Fig. 1. Costs and benefits of internal control from a model-theoretical perspective

The figure illustrates the correlation between the total costs (blue line) and the internal control
quality. The total costs are made up of the decision error costs, the asset losses, the residual risks (red
line) and the internal control operating costs (orange line). According to the model theory, the ‘optimum’
of the total costs is attained when the sum of the decision error costs, the asset loss and the residual risks
are balanced with the internal control operating costs. When designing and implementing the company-
specific internal control system, top management should aim for this ‘quality optimum’ in terms of model
theory. This is marked in the figure by the highlighted intersection of the graphs (cf. Pfister 2009, 31;
CICA 1995, 3). The figure also shows that despite high investments in internal controls and the associated
high degree of formalisation of internal control, certain residual risks remain. Even if the internal control
system is comprehensively designed with sufficient functionality, not all influences and factors that affect
the internal control system can be predicted and taken into account (cf. Pfister 2009, 31f). Furthermore,
many decisions on the cost-benefit balance cannot be made entirely independently by the company. In
many cases, there are regulatory requirements and minimum standards. For instance, the Sarbanes-Oxley
Act in the USA establishes minimum standards for the level of formalisation of internal control that
companies must comply with. These minimum standards subsequently affect the balance between the
costs and benefits of internal control (cf. Pfister 2009, 32).

CONCLUSION

An effective and well-designed internal control system provides a company with protection against
errors, omissions, failures and fraudulent behaviour. It is important to note that this protection is not
absolute. The examples cited, from Enron and WorldCom to Siemens and wirecard, demonstrate the
importance of an internal control system, as well as its vulnerability to deliberate or unconscious offences.
Furthermore, when designing and operating an internal control system, top management must consider
regulatory requirements, costs and benefits. Nevertheless, the aforementioned research results of the
literature analysis suggets that an internal control system is an integral element of management systems
(cf. Suarez 2017, 10). The primary purpose of internal control is to safeguard and enhance the efficiency
and effectiveness of business operations, as well as both internal and external financial and non-financial
reporting, while also ensuring compliance with relevant laws and regulations (cf. COSO 2013, 3).
Therefore, it should always be more than compliance with and fulfilment of regulatory requirements and
thus also be understood and lived by the company’s management and employees. Future research should
look more closely at the model-theoretical question of the ‘optimal’ balance between the cost and benefit
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aspects of internal control with a focus on quantification. In addition, it is important to analyse current
influencing factors, such as agile working methods, artificial intelligence in the course of the increased
digitalisation of companies and the challenges of New Work, which affect the overall construct of an
internal control system and its effectiveness.
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BbTPEIIEH KOHTPOJI: JOBABEHA CTOMHOCT, OTPAHUYEHMUS,
PA3XO/JH 1 ITOJI3HU

Peztome: Komnanuume pabomsm 6 OUHAMUYHA U NOCMOSHHO NPOMEHAWA ce cpedd C HaApacmeauju
puckose u crodcHocm. Eexmuenusm evmpeuwien KOHMpos u cucmemume 3a bmpeuler KOHmpoi MO2am
0a NoMOSHAM 34 HAMAJIAI8AHE HA Me3U PUcKoge u 0a 2u Hanpaesam no-ynpasisiemu. Lleima na masu
cmamus e 0a uocmpupa u 06cvou 00b6aseHama CmouHOCM, 0ZPAHUYEHUAMA, PA3Xooume u noa3ume
om 8bMpewHUsi KOHMPOL 6b3 OCHO8A HA Hayunu nyonuxayuu. Ilpoyusanusma noxaszeéam Hanpumep,
ye GLMPEWHUAM KOHMPOL OCUSYPABA 3HAYUMETHU 000aA8eHU CIMOUHOCMU U NOA3U 34 OpPYdCeCmeama
nOO paziuyHu Gopmu, Kamo Hanpumep NON0NCUMENEeH eheKm 8bpXy NA3apHAMA CMOUHOCH, GbpXY
sbmpewHume OUsHeC Npoyecu U bpXy peueHusma Ha uHeecmumopume 3a uuancupate. Bvnpexu
Mo6a Mot 4eCmo ce pasenexncod Kamo npocmo U3NwbIHeHUue Ha peyiamopHume UsUckeanus. Bajicno e
obaue 0a ce ombenedcu, e crabocmume HA BbMPEUHUS KOHMPOT ca 008eu 00 paruma Ha U38eCmuu
2onemu KoMnauwuu 6 munaromo. Emo 3awjo ehexmusnusm evmpeuien KOHMPOL U cucmemume 3d
8bMpeuLer KOHMpOI Ca Hepaz0eHu eleMeHmu Ha eOHa A0eK8Amua U NPAGUIHA CUCIeMA 3d YNpasieHue.
Cucmemume 3a bmpeuieH KOHMPOL U MAXHAMA eheKmuU8HOCm c1edsa 0a bb0am aHaIUUPanu 8 bvoewa
uscnedosamencka paboma, Kamo ce 83emMam npedsud NpoMeHume, npeoussUKAHU Om Hapacmeauwama
yughposusayus (kamo u3KycmeeHus UHmeneKm), 2b8Kasume Memoou Ha paboma u npeou3suUKamencmsama
Ha Hoéama paboma.
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Abstract: Customers requiring more digital interactions with OEMs change the role of dealers. Wheras
in the past, dealers were pivotal in the sales process they are expected to be reduced to test-drive and
hand-over retail outlets, with the customers doing essentially the purchase process in self-administration
online. As a result, the question arises if the mass customization of OEMs, which creates complexity
and a wide variety of choices, is still valid or over-complexifies the process of purchasing a new car.
The literature reviewed on mass customization indicates that if the role of the dealer accompanying
the customer is taken away, there might be a need to reduce complexity. The reviewed available data
set only shows anecdotal evidence, given that Tesla is the only OEM that runs a direct sales model and
Mercedes-Benz the only agency. Changing the configuration process is also impossible overnight, as the
development cycle and the linked production are multi-year efforts. With OEMs currently being in a shift
of sales channels, there is likely a change required going forward, where the introduction of new models
can be perceived as the opportunity window.

Keywords: Car Configurator, Personalization, OEMs, New Car, Purchase

INTRODUCTION

Historically, customers had no choice in configuring vehicles; manufacturers like Henry Ford made
the trade-off in cost and individualization. As such, Ford introduced 1914 black as the only color option,
given it was the cheapest paint: “Any color the customer wants, as long as it’s black.” This policy remained
until 1926 when customers could choose from further options (Sullivan 2023). As of today, customers
can generally choose between two sales process options: choosing a vehicle that is readily available at
the retail outlet, already configured to a particular spec, or configuring their vehicle towards their specific
needs, which then gets produced afterward and shipped within an average of 55 days in Europe for volume
OEMs (Holweg and Jones 2001, p. 364), under average market conditions, not considering supply crisis.
In such situations, dealers assist the customer in configuring the car and ordering the vehicle from the
OEM. Customers can pre-inform themselves via the OEM car configurators offered on the OEM website
(Herrmann et al. 2007, p. 391). This leads to a situation in which customers select from one of multiple
hundred vehicle configurations (MeinAuto 2013). With a shift in sales models, where dealers are traded
for agents who act on behalf of the OEM, and the introduction of more online sales, the sales process
becomes more customer-driven (pull) and less pushed by dealers (push). This paper shall, therefore,
assess to what extent the requirements for vehicle configuration change and if there is a need to reduce the
complexity of car configurators. Reviewing the literature on mass customization and its role in increasing
sales, as well as new car sales processes, requirements for a configuration complexity shall be deviated,
which then will be applied to an enriched data set of vehicle configuration options for 13 sold vehicles
in Germany.

RESEARCH METHODOLOGY
The research of this publication is based on a literature review and a systematic review of the car
configurators offered for the ten most sold vehicles, where a specific focus is set on understanding the role
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of the sales model of these OEMs within Germany, allowing to conclude when a higher complexity is
beneficial a when less is more. The literature review includes published books, journals, research papers,
online articles, and websites, which are used to consider more recent evolvements. In the first step, the
benefits of a wide variety are explored, such as why a complex car configurator can increase OEM sales
and how variety in car configuration can decrease. Secondly, literature linked to the sales process of
OEMs is reviewed, allowing us to ultimately conclude which circumstances customers prefer a complex
or a simple car configurator. For the systematic review of the car configurators, this paper draws on a
dataset conducted to examine a different research topic. The data set, as a result of this, systematically
screens the OEM configurators of ten of the eleven most sold vehicles in Germany in 2023 and allows
to conclude on the number of options offered in the process, as well as allows to differentiate between
battery electric vehicles and traditional internal combustions engines, resulting in a total data set for
13 vehicles. This paper will enrich the dataset with relevant categories based on the literature review,
allowing us to ultimately test if the conclusions from the literature apply to the German OEM industry
and its sales processes.

MASS CUSTOMIZATION IN SALES PROCESSES

To avoid losing customers to a competitor, manufacturers have adapted mass customization,
allowing them to target various customers. Literature has shown that this allows for an increase in sales,
as an increase in variety enables customers to create the variation they value the most, increasing the sales
probability (Kahn 1998, p. 45). With customers who are more explorative and likely to change products
use by use, the variety can increase brand loyalty, as it enables the customers to switch within the same
product and explore a different variation time by time (Kahn 1995, p. 141). The criticality is to maintain
complexity, which customers no longer value. Examples include the advertisement for a sofa shop that
markets 500 styles, 3000 fabrics, and 350 leather combinations (Huffman and Kahn 1998, p. 492). In
such cases, the increase of customization might lead to a sales process abortion, and the customer might
shop with a different provider, which offers a more selective set of options. Research has shown that
customers do not value the variations if they are similar attractive, hence the customers cannot prioritize
one variation over another. (Dhar 1997, p. 215). With customers needing to evaluate the different options,
the level of mass customization becomes a question of sales process structuring (Chernev 2006, p. 171).
As aresult, the customers must be sufficiently capable of managing the variety in a sales process. Retailers
play a critical role as sales consultants, which help customers evaluate the different options (Huffman and
Kahn 1998, p. 492). In particular, the relevance of having navigable complexity in mass customization
becomes critical in online sales, where complexity and usability are vital drivers when converting traffic
into sales. It should be reduced (Meurs 2013, p. 25). As a result, there is no specific value for mass
customization. However, it is rather driven by the sales process and the relative customers’ capabilities
and motivation to purchase a unique variation, which is likely to be driven by the individual relevance
of the decision and, hence, the linked effort the customers are willing to make in evaluating different
customization options.

NEW CAR SALES PROCESS IN GERMANY — OEM RETAIL MODELS

OEMs retail vehicles via three key distinctive sales channels. The traditional dealer model enables
authorized dealers to retail vehicles for their authorized brands. Dealers then order the configuration once
they have agreed on a sales price and vehicle specifications with the end customers. OEMs sell the cars to
the dealers and then re-sell them to the end customer. If OEMs have remaining production capacity, they
encourage the dealers to go into risk and pre-configure vehicles, which will then be sold as stock vehicles
to end customers. This is also in the interest of dealers, as they need to show vehicles to present the
configuration options. In an agent model, dealers become agents, which changes the control by OEMs,
as they become the contracting party with the end customers and can define the prices. Agents no longer
have a trade margin but are remunerated by a commission. As a result, they carry less risk and handle
the sales process on behalf of the OEM (Creutzig 2005, pp. 156—157). If OEMs want to take maximum
control, they use a direct sales approach using proprietary channels. OEMs tend to steer the sales from
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the central organization, similar to the traditional fleet sales team or the digital online sales channel.
To interact with customers via a retail environment, OEMs run their own stores, where they sell to end
customers. As a result, the staff running the stores, often called “own retail”, is typically employed by the
OEM (Diez and Reindl 2005, pp. 100—-101). From a customer’s perspective, all three retail outlets are not
necessarily distinguishable (optically), as they all fulfill the same corporate branding. In some instances,
OEMs might have all three sales models; in such cases, the retail is managed the same way as dealers and
agents to not discriminate against dealers from a competitive law perspective (Fritz and Graf 2006, p. 5).
The chart below illustrates the different sales channels in Germany where customers can purchase a new
car with an OEM (Bacher 2020, p. 19).

Sales channel architecture in the German NC sales market

Direct Sales Agent Model Indirect Sales

Central Decentral

Central sale Online Own o
SabsEry (Ruthoried) deater
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Legend Direct Sales Agent Model

Indirect Sales

Fig. 1. lllustration of sales channel architecture

CAR CONFIGURATORS IN DIFFERENT RETAIL FORMATS

Car configurators play a crucial role in increasing OEM sales in the sales process. Via customization
of vehicles, they allow customers to access a greater variety and increase brand loyalty. If the car
configurator is well structured, with an adequate market adaption, it has shown that it can be a competitive
advantage in the respective markets (Fettermann, Echeveste and ten Caten 2012, p. 2340). Retailers must
assist customers in overcoming challenges arising from the complexity and variety. Research has shown
that if dissatisfaction with the sales process arises, this is attributed to the retailer (Huffman and Kahn
1998, p. 492). To overcome the variety of sales, salespersons accompany the customer in the process
of doing the car configuration by answering complex questions that might not have been obvious to
the customer initially (Perakovi¢, Behtinova and Knapcikova 2020, p. 196). Customers appreciate the
help of dealers if they consider them a trusted source of information. Further social interactions allow
to reduce the uncertainty in the configuration process. Customers expect to discuss their vehicle option
choices during the process of configuring and once they are done, to increase confidence in their decision
(Grosso, Forza and Trentin 2016 p. 34). With increased information technology systems’ availability, car
configurators have moved online, making them available for customers in self-administration. This step
decreased the costs for dealers, as less time has been involved in configuring vehicles, with customers
coming prepared to the dealerships (Perakovi¢, Behunova and Knapcéikova 2020, p. 195). On the other
hand, customers are now more left by themselves in the sales process, which increases the need for a car
configurator that is easy to use. In addition to that, the general use of customers for the retail outlet is
changing. In the past, customers also visited retail outlets at the beginning of the sales process to inform
themselves about different options, but this step has mainly moved online. It is expected that in the future,
retail outlets will remain critical for the test drive and vehicle hand-over once purchased. Customers
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prefer to purchase more in self-administration in digital channels. As a result, they become the initiator
of the sales process and expect communication in real-time once they request it. This fundamentally
changes the requirements of retail outlets: from dealers that have converted walk-in customers offline
into a vehicle purchase to dealers that need to respond to customers online/offline, ideally in real-time
(Bacher 2020, pp. 21-22). OEMs have reacted to that change, which allows them to take over more of
the retail channels via agent or direct models, given that they can deploy customer service centers at scale
more efficiently than multiple small dealers (Coase 1937) and manage the brand reputation, as well as
determining prices and avoiding intra-brand competition. This shift is underway: Mercedes-Benz and
VW (EVs only) have already shifted to Agent Models as of November 2023 (Backovic 2023; Hubik
2023). Further OEMs have announced their change (Meunzel 2022).

Review of top ten most sold vehicles in Germany and their sales model

The analysis is based on an available data set, assessing the extra options customers can choose
when configuring a specific model on an OEM website. The data set has collected 13 car models, which
are part of Germany’s eleven most sold vehicles in 2023. The data set differentiates between electric and
combustion engine vehicles and excludes one model, which created challenges in retrieving configuration
data. The standardized categories of variants, engines, colors, and rim sizes are not considered as they
are similar across OEMs, and the focus of this data set has been set on the extra options. The data set has
been retrieved via a simulated configuration experience, in which, systematically, every active choice the
customer needs to make has been recorded; if the option is free of charge or attached to a premium is not
relevant, the active click is considered for the count. The data set has been enriched in this context with
information on the OEM’s current sales model, which is presented in Figure 2 below.

Number of configuration options
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Fig. 2. Sales models of OEMs and the number of configuration options

Of the sample, only Mercedes runs an agent model, Tesla direct sales and Stellantis (Opel, Fiat),
VW Group (VW, Skoda), and BMW run a traditional dealer model. Notable Tesla is the only OEM
that has emerged towards its size in recent years. In contrast, the others can be considered as traditional
established OEMs, which becomes critical when assessing their configuration choices, as they haven’t
started designing this from scratch for a more digital retail model. In the data set, it becomes visible
that Tesla has a limited set of options, which might be linked to their capabilities in designing customer
journeys specifically for their direct sales model. Based on the theoretical research, the number of
configuration options for the Mercedes-Benz C series is on the higher end of the sample, which could be
linked to the historical evolution from a dealer model in 2022 and the development cycle of a new car is
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longer, resulting in a theoretical mismatch of complexity and sales channel. In summary, the data sample
and the movement of the sales model in the market make it difficult to determine the complexity of each
model required. In addition to that, customers might differ across segments, which could explain why
BMW and Mercedes, as premium OEMs, offer more configuration options than volume brands like FIAT
or OPEL. Still, OEMs are required to provide a simple customer journey, illustrated by the simplicity of
TESLA, which does not necessarily have to be via the number of options but also other journey elements,
like real-time customer support, simple explanations and high useability of the configurator.

CONCLUSION

The paper reflects on the automotive industry’s mass customization via car configurators. Car
configurators have emerged historically in a competitive environment for sales volumes for OEMS by
offering a larger variety of the same product and increasing customer loyalty as customers can vary
within the same product over time. In the past, dealers had a decisive sales process role, in which most
configuration was done offline at the dealer site. Customers value the knowledge and expertise of dealers
in supporting them through the large set of configuration possibilities. With information technology, the
car configurator has moved online onto the OEM websites, where customers can configure vehicles in a
self-administered manner. While dealers remained the main transaction point, this made the transaction
faster and more cost-efficient, as customers came pre-informed and discussed the options with the dealers
before placing an order. With the increase in digital sales, customers reassessed the value of a dealership:
industry forecasts see the role of retail outlets in the future, mainly in the process of test drives and vehicle
handovers. As a result, customers now need to self-navigate through the configuration process, which
requires a simple customer journey with an appropriate user interface and experience, not exclusively
but also driven by less variety in vehicle configurations, as customers only value the variety to the extent
where options are differentiable. To overcome the heterogeneous landscape of individual dealers today,
OEMs are shifting towards more direct sales models, such as the agency, where they control the sales
process and agents acting on behalf of the OEM. This allows them to unify the digital complexity and
provide a single trusted customer journey. In reality, OEMs still need to adapt to the new requirements
fully. The data set analyzed shows that TESLA is the only OEM running a direct sales model with a low
variety of configuration possibilities. Only Mercedes Benz has so far transitioned to the agency model,
but it still offers the same complexity as vehicle development cycles are long, and the variety cannot be
reduced overnight. Managing complexity in the car configurator will be a key challenge going forward,
which likely needs to find its new equilibrium; also, considering the positioning of each OEM (premium
vs. volume), customers might have different requirements towards the brand. While premium customers
might prefer the customization, volume customers could be rather price-sensitive.
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JUTUTAJTHATE MPOJAXKBHA IPOMEHSAT POJISATA HA OHJIAWH
KOHOUT'YPATOPUTE HA ABTOMOBUJIN

Peztome: Knuenmume, koumo usuckeam nogeue OUSUMAIHU 63AUMOOMHOUIEHUS. C NPOU3BOOUMeENUme
HA OpUSUHATTHO 000pYO8aHe, NPOMEHAM PONAmMAa Ha muvposyume. J[oKkamo 6 MUHAIOMO MbpP2O8YUmMe
0sxa KI0Y08U 68 NpoYyeca Ha npooaxcoa, ceza ce o4akea me 0a OvbOam ceedeHu 00 MbP2OBCKU NYHKMOBE
3a mecmoso wiogupare u npedasane, a KiueHmume 0a U38bPULEAN OCHOBHO NPOYeca HA NOKYNKA upe3
CamocmosmenHo aOMUHUCMpUpane OHAAUH. B pezyimam na mosa 6b3HUKEA 8bNPOCHIN 0ANU MACOBAMA
NepPCOHANU3AYUS HA NPOU3BOOUMENUME HA OPULUHATIHO 000PY08aHEe, KOAMO Cb30A8A CLONCHOCH U 20IAMO
PazHoobpasue om 8b3MONCHOCIU 3a U3DOD, BCe Ouje e AKMYAIHA WU NPEKOMEPHO YCIONCHABA Npoyecd Ha
3aKynyeane Ha HO8 asmomobun. Pazeneoanama numepamypa 3a ceputinomo nepcoHaiu3upane noKased,
Ye aKo ce omueMme ponAma Ha Mvp2oeeyd, Conpo8OHCOAUy KIUEHMA, Modce 0d ce NOsIU HeoOX00UMOCH
Oom HamansA8aHe HA CMeneHma Ha cioxchocm. Paseneoanusm Hanuden HAOOp om OaHHU NOKA38A CAMO
HenomevbpoeHu O0aHHU, Kamo ce uma npeosuo, de Tesla e eduncmseenusm npouzeooumen Ha OPUSUHATHO
0bopyosare, KOUMOo NPULa2a Mooel Ha OupeKmuu npooaxcou, a Mercedes-Benz—eduncmeenama azenyusi.
Ipomanama na npoyeca Ha KOHQuUISYpUpane coifo maxa e He8b3MONHCHA 0a ce NOCMUSHE U3BEOHBIHC, MBI
Kamo YyuKvivbm Ha pa3pabomeane u C8bp3aHomo ¢ He2o NPou3B00Cmao0 ca 0ba20200UHU Hayunanus. Toil
KAmo noHacmosiujem npou3eooumenume Ha OpUSUHAIHO 060pyosane ca 6 npoyec Ha CMAHA HA HAYUHUME
Ha npooadicba, 6 bvoeuje No 8CAKA BEPOMHOCT Uje e HeoOX00UMA NPOMAHA, NPU KOAMO 8bEEHCOAHENO
Ha HOBU MOOeNU 0a ce pasnexcoa Kamo O1a2onpusmHa nepcneKmusd.

Knwuoseu oymu: asmomobunen Kowguaypamop, nepcomamu3ayus, npouzsooumeny Ha OpUSUHATHO
obopyosaHe, HO8 A8MOMOOUN, NOKYNKA

Iarpuk lIniiden, 1oKTOpaHT
YHUBepcUTET 0 OMOMTMOTEKO3HAHNE U MH(POPMAITMOHHH TEXHOJIOTHH
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Abstract: This study investigates the compliance of data protection frameworks in India with the
European Union's General Data Protection Regulation (GDPR). With India’s evolving digital economy
and the absence of an EU adequacy decision for the country, this research assesses the legal robustness
and operational feasibility of transferring personal data to India under GDPR stipulations. Employing
a qualitative methodology, the research analyzes current Indian data protection legislation, proposed
reforms, and comparative standards set by the GDPR. The analysis is grounded in a review of legal
documents, draft legislations, judicial decisions, and expert commentaries. Key findings indicate that
while recent draft reforms aim to enhance compliance with international standards, substantial gaps
remain concerning adequacy, enforcement, and rights assurance compared to GDPR requirements. The
study highlights the potential of Standard Contractual Clauses (SCCs) and Binding Corporate Rules
(BCRs) as interim mechanisms to facilitate data transfer, pending significant legal reforms in India s data
protection landscape.

Keywords: GDPR, Data Protection, India, Data Transfer, Compliance

INTRODUCTION

The protection of personal data is of paramount importance in democratically organized state
entities. How a society, private companies or the state handle the personal data of its citizens, how much
information is stored, used or passed on, why and for what purposes, can be seen as a kind of “litmus test”
in terms of the rule of law. It shows how much freedom the state and private companies grant citizens and
consumers. This puts a large number of fundamental rights on the agenda that can be encroached upon,
e.g. telecommunications secrecy (Art. 10 GG), the fundamental right to informational self-determination
(Art. 1 para. 1, Art. 2 para. 1 GG) and a large number of other fundamental rights Art. 5 GG (freedom
of opinion, information and broadcasting, Art. 12 GG, Art. 13 GG, Art. 3 GG). While data protection
in its beginnings was primarily directed against interference by states, which were dubbed “Leviathan”
(di Martino 2005, p. 17 with reference to Thomas Hobbes “Leviathan or the Matter, Form and Power
of a Commonwealth Ecclesiastical and Civil”) of 1651 and Job 41, 15ff.), today it is primarily private
companies that have succumbed to an al-most limitless “hunger for data”. This, digitalization (Bendel
2021; Lehmann 2014, p. 4; Kusch & Malik 2017, p. 6; Wolf & Strohschen 2018) and the rapid rise of
modern information and communication systems (“ICT”; Szczutkowski 2017) prompted the European
standard setter to create the General Data Protection Regulation (GDPR). In doing so, it has set high
standards for data exchange not only across the EU, but also on a global scale. However, an appropriate
level of data protection is to be ensured not only in the European Union (EU), but also when transferring
data to third countries, such as the USA (Weichert 2017, p. 10). The GDPR contains corresponding
detailed provisions in its Art. 46 to 49. A level of data protection corresponding to the GDPR must
be guaranteed in each case. This will be analyzed below for the ex-ample of India: Firstly, Indian law
delege lata and any reform efforts are presented and then how a legally secure and GDPR-compliant data
exchange can take place under current law.
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Data protection in India

India is an emerging nation, one of the so-called BRIC(S) countries (acronym for Brazil, Russia,
India, China and South Africa as emerging economies; Magnus 2010), i.e. one of the economically
emerging countries that will play a decisive role in the globalized world economy in the future. It is
assumed that the enormous poverty problems of the Indian subcontinent can be tackled with the help of
ICT (Rajadhyaksha n.d., p. 29). The Indian IT sector in particular has experienced a huge boom in recent
years (Messner 2008, p. 64). Accordingly, and due to the increasing exchange of goods and information
with the West, data protection issues have increasingly become the focus of public interest.

Reform efforts

A comprehensive discussion and reform process is currently taking place. Recently, the draft of
India’s first-ever Personal Data Protection Bill (PDPB) was withdrawn by the Indian lower house of
parliament (Lok Sabha) (Merle 2022). The bill was heavily criticized in many ways. It goes back to
a very first draft from 2019, which was followed by a revised version in 2021. In the following, the
development is traced in the necessary brevity.

The 2019 draft

The 2019 draft was preceded by extensive consultations at various levels (Prasad & Menon 2020,
p. ). Of particular importance was not only the adoption of the GDPR, but also the fact that the Supreme
Court of India in Justice K.S. Puttaswamy v Union of India had previously recognized the fundamental
right to data protection or informational self-determination, which was first developed and recognized
worldwide by the Federal Constitutional Court (BVerfG) (BVerfGE 65.1), as a fundamental right within
the meaning of Articles 14, 19 and 21 of the Constitution in 2017 (Supreme Court of India 2017). India
thus followed a global trend of using the adoption of the GDPR as an opportunity and starting point for
far-reaching reforms. In addition, the previous regulation from 2011 had been recognized as inadequate
(Prasad & Menon 2020, p. 2 fn. p. 24). Of central importance in the draft was the introduction of data
protection principles that correspond to the GDPR standard (PDPB 2018, Section 3 Clause 14), in
particular the principle of prior consent to data processing. It also provided for the establishment of a
data protection authority (Art. 41 of the draft) and the abolition of Sec. 43A of the IT Act (Merle, Herzner
& Schmitz-Bauerdick 2022). The draft was submitted to the House of Commons on 11 December 2019
(Merle, Herzner & Schmitz-Bauerdick 2022). The Information Technology Act, 2000 (IT Act), which
was amended by the Information Technology (Amendment) Act, 2008, and the Information Technology
(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011,
have been authoritative to date. Sec. 43A and 72A of the IT Act, which were added with the revision,
provide for claims for damages and sanctions in the event of a data protection breach (Merle, Herzner &
Schmitz-Bauerdick 2022).

Criticism of the 2019 draft and new rules of the 2021 draft

On 16 December 2021, the Joint Parliamentary Committee (JPC) submitted a report and a draft
“Data Protection Bill, 2021 to the Indian Parliament, which included provisions on data localization and
non-personal data (Merle, Herzner & Schmitz-Bauerdick 2022). The new draft of 2021 (PDPB 2021)
(Tripathy & Sehgal 2021), takes up the suggestions of the JPC and now contains provisions on personal
and non-personal data (Tripathy & Sehgal 2021). Extensive amendments were proposed. In particular,
the regulations for company founders were considered too complex (Barik 2022). The JPC submitted
81 supplementary proposals and 112 recommendations. The scope of the new provisions should also
cover non-personal data. Furthermore, provisions on the regulation of social networks and data security
when using smartphones etc. are also proposed. Social media companies should also be able to be held
liable for the content of their users (Barik 2022). Provisions on data localization are also proposed, as are
regulations on data transfer only to countries with a comparable level of data protection (Barik 2022).
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RESEARCH METHODOLOGY

This research aims to analyze the legal and procedural frameworks for GDPR-compliant data
exchange between the European Union and India, focusing on the current laws and reforms within
India related to data protection. This study employs a qualitative research design, utilizing documentary
analysis as the primary method. This approach allows for a comprehensive review of existing legal texts,
reform drafts, expert commentaries, and judicial decisions relevant to data protection in India and the
European Union.

Data for this research was collected from multiple sources to ensure a robust analysis:

o Legal Documents: Examination of the GDPR, specifically Articles 44 to 49, and relevant Indian
legislation such as the Information Technology Act 2000 and its amendments.

e Draft Legislation: Analysis of the evolving drafts of India’s Personal Data Protection Bill,
including the withdrawn 2019 draft and the proposed 2021 amendments.

 Judicial Decisions: Review of significant court rulings such as the Supreme Court of India’s
judgment in Justice K.S. Puttaswamy v Union of India, which recognized privacy as a fundamental right.

e Scholarly Articles and Reports: Consultation of academic publications and expert analyses on
data protection and privacy laws in both the EU and India.

The study uses a thematic analysis framework to identify key themes related to data protection
standards, compliance challenges, and the alignment of Indian laws with GDPR requirements. The
analysis focuses on:

o Comparative Legal Analysis: Comparing GDPR standards with Indian data protection measures
to evaluate compliance levels.

e Regulatory Evolution: Tracking the progress and changes in Indian data protection laws through
various draft stages.

o Impact Assessment: Assessing the implications of legal frameworks on data transfers between
the EU and India, considering both compliance and operational impacts.

Evaluation Criteria:

e Adequacy of Protection: Assessing whether Indian data protection laws provide adequate
safeguards as required by GDPR.

o Legal Robustness: Evaluating the legal mechanisms in place to enforce data protection rights
and resolve disputes.

» Operational Feasibility: Examining the practical aspects of implementing GDPR-compliant data
transfer mechanisms like Standard Contractual Clauses (SCCs) and Binding Corporate Rules (BCRs).

The study acknowledges potential limitations due to the rapidly changing landscape of data
protection legislation in India and the interpretation of GDPR compliance, which can vary significantly
based on legal and technological developments.

The research adheres to ethical standards concerning the use of published data and reports,
ensuring that all sources are cited properly and that the analysis is conducted objectively and respectfully,
considering the legal and cultural contexts of the countries involved.

RESULTS

Data transfer to India is analyzed in detail below. Firstly, the basics of data transfer to a third
country are presented. In a second step, we will examine whether suitable safeguards pursuant to Art. 46
GDPR exist in the case of India. Finally, exemptions pursuant to Art. 49 GDPR are discussed.

Principles of data transfer to a third country

The GDPR has not only improved data exchange within the EU, but also with countries that do
not have an adequate level of data protection. If this is the case, such as in the USA, binding and legally
secure instruments for third country data transfers must be observed. Before data is transferred to third
countries, a risk assessment must be carried out and protective measures must be taken; both must also
be documented (Art. 49 para. 6 GDPR; Weichert 2017, p. 10).

According to Art. 44 GDPR, the provisions of the subsequent articles and other GDPR provisions
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must be observed when transferring personal data that is already being processed or is to be processed
after its transfer to a third country or an international organization. In principle, the transfer of data
pursuant to Art. 45 para. I GDPR does not require any special authorization if an adequacy decision has
been made. This presupposes that the level of data protection in the third country fulfils the requirements
of the GDPR. This is not the case in India.

Such decisions have so far been made for 14 third countries, including Argentina, Uruguay, Canada,
New Zealand, Japan, South Korea, Switzerland and the UK (RoBnagel 2022, p. 546). Data may be
exchanged with these countries in the same way as within the EEA (RoBnagel 2022, p. 546). No separate
steps are therefore required in these cases. However, India is not one of the countries with a comparable
level of data protection.

Standard contractual clauses

According to Art. 46 para. 1 GDPR, a controller or processor may only transfer personal data to a
third country or an international organization in the absence of a decision pursuant to Art. 45 GDPR if
the controller or processor provides appropriate safeguards and if enforceable rights and effective legal
remedies are available to the data subjects. Accordingly, in its Schrems II decision, the ECJ found that a
level of data protection compliant with the GDPR does not exist in the USA (ECJ, judgement of 16 July
2020, C-311/18, Data Protection Commissioner/Maximillian Schrems and Facebook Ireland).

It must therefore be checked in each individual case whether such guarantees exist.

It is questionable how this will affect data transfer to India (Das 2020).

In its decision, the ECJ emphasized three aspects: 1. the level of data protection in the US, 2.
the importance of efficient protection provisions for private individuals in the event of data protection
violations and 3. the possibility of asserting these in a legal remedy procedure that meets the requirements
of the rule of law (Das 2020; ECJ, judgment of 16 July 2020, C-311/18, Data Protection Commissioner/
Maximilian Schrems and Facebook Ireland).

The IT Act 2000 contains the relevant standards for state data monitoring. Art. 69 stipulates that data
transmission can be interrupted, objected to and decrypted. The provision has a broad scope of application,
applies to personal data of EU citizens and also contains sanctions for data protection offences. It also
provides for certain restrictions, such as the sovereignty of the Indian state, defense aspects, national
security, good relations with other states, public policy, etc. Although these provisions are vague in terms
of their wording, they do provide a minimum level of protection. This is because they restrict interference
with data transfer by only allowing it in these exceptional situations. US law, on the other hand, does not
provide for such restrictions (Das 2020). In addition, government orders issued by Indian authorities must
always be in writing (Das 2020).

As far as the second aspect of Schrems Il is concerned, the Indian High Court has already recognized
the importance of the right to data protection or informational self-determination in the Puttaswamy
decision and thus elevated it to the rank of a constitutional guarantee. This fundamental right applies to
both Indian and foreign nationals (NASSCOM 2021 p. 28).

In the Puttaswamy case, the Indian Supreme Court developed a three-stage test for reviewing state
interference in data protection law:

1.The intervention may only be carried out on the basis of the law and in compliance with the
regulations stipulated therein.

2.Specific purpose: The interference must be justified by a legitimate legal purpose.

3.Proportionality: The objectives and implementation of the intervention must be in reasonable
proportion to each other. Accordingly, any state intervention must not only be based on the applicable law.
It must also fulfil the requirements of this three-step test (NASSCOM 2021, pp. 28-29).

The application of these principles subsequently led to the Bombay High Court declaring the action
to be unlawful in a case dealing with telephone surveillance by the intelligence agency due to non-
compliance with the aforementioned criteria (NASSCOM 2021, p. 29). Overall, with regard to the second
aspect of Schrems II, it can therefore be stated that data protection law in India is on the right track, as
re-strictions on executive intervention are now being developed.
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With regard to the third aspect, it should be noted that India, like the USA, has no independent data
protection authorities. In the USA, compliance with data protection regulations is only monitored by the
courts.

The European Data Protection Board (EDPB) objected to the (now withdrawn) 2021 draft,
criticizing in particular the fact that the draft contains a wide range of exemptions for interventions by
the executive or government. These are very far-reaching and unclear. The implementation of the draft
would make it possible to access all data stored in India and thus also leave personal data of EU citizens
unprotected (EDPB 2021, p. 55). Certain conditions would also have to be met for such access. However,
the entire procedure is not transparent. Based on the Schrems II criteria, the protection of data is very
limited and there are only a few constellations in which data subjects can claim compensation with regard
to any legal remedies. In most cases, the government cannot be prosecuted for data protection violations
(EDPB 2021, p. 55). All of this means that an adequacy decision for India is ruled out de lege lata and in
accordance with the 2021 draft.

Accordingly, an adequacy decision by the EU Commission pursuant to Art. 45 GDPR is currently
out of the question.

Thus, in the case of India, only appropriate safeguards under Art. 46 GDPR can serve as a transfer
mechanism. These are the standard contractual clauses of the European Commission (SCC; Art. 46 para.
2 lit. ¢ GDPR) and the so-called Binding Corporate Rules (BCR, Art. 46 para. 2 lit. B; Art. 47 GDPR;
Schmidt & Klingen 2020, p. 331). The latter is discussed in more detail in Chapter 3.3.

The standard contractual clauses contain a general section that regulates their purpose and scope
(clause 1), the effect and inalterability of the clauses (clause 2), the third-party beneficiary of the data sub-
ject (clause 3) and the interpretation (clause 4). Of particular importance is the principle that the standard
contractual clauses take precedence over all other agreements (clause 5). The data transfer pro-cess is also
described (clause 6). Finally, additional parties can also join the contract and submit to the clause (clause
7). Clause 8 establishes an obligation for the data exporter to check in advance, as far as can reasonably be
expected, whether the recipient of the data transfer is able to fulfil the obligations arising from the clause
by implementing technical and organizational measures. Module 1 then contains pro-visions on the trans
fer of data between two or more controllers. The purpose limitation of the transfer of personal data,
transparency (informing the data subject about the transfer) and the principle that data must be accu-
rate and up-to-date and only transferred if it is required and that it is deleted after use are decisive.

A working paper by the globally active Finnish IT company Basware (Basware 2021) explains in
detail how to proceed when using standard contractual clauses. A total of six steps are described there:

1. identification of the intended data transfer;

. ensuring proper transmission mechanisms;

. review of the legal situation in the third country;

. identification and implementation of supplementary measures (i.e.: SCC or BCR);

. examination of any disadvantages for private individuals resulting from the transfer;
. decision on the transfer and enforcement measures (Basware 2021).

AN D KW

Binding company and group rules

A third option for data transfer to India is the agreement of binding corporate rules (BCR; Art. 46
para. 2 lit. B; Art. 47 GDPR). This instrument can only be considered without further ado for groups
of companies and multinational corporations (Stutz & Seiter, 2022, para. 174). Such regulations can
be used to work particularly efficiently in terms of data protection law. On the other hand, the effort
involved in developing internal company standards is enormous. Instruments must be developed with
which rights and obligations can be enforced both internally and externally. It must also be possible
to defend and, if necessary, justify these to supervisory authorities. Finally, internal enforcement in
large companies can also encounter difficulties (Stutz & Seiter 2022, para. 174). BCRs have the ad-
vantage that they are in line with the data protection requirements of the GDPR (compliance), data
processing is standardized across the group, risks in third country transfers are avoided and a sep-
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arate contract does not have to be concluded for each individual data transfer. In addition, the spe-
cial data protection standards can also be used effectively in the context of corporate marketing. Fi-
nally, the BCR provide internal company guide-lines for employees (Stutz & Seiter, 2022, para. 175).

Art. 47 GDPR contains detailed provisions on the requirements and scope of what BCRs must contain.
The Art. 29 Working Party of the EU Data Protection Supervisors has developed various working papers on
detailedissues. Working Paper 256, forexample, contains achecklistof which provisions mustbe included in
the BCR. Working Paper 244 also states which authority is the lead authority (Stutz & Seiter 2022, para. 175).

For global players who also have branches or subsidiaries in India, BCRs are a suitable way to trans-
fer data to India.

Exceptional provisions (Art. 49 GDPR)

If the data transfer cannot be based on an adequacy decision or a suitable guarantee, it is only per-
mitted if one of the exceptions standardized in Art. 49 GDPR ap-plies. However, the European Data
Protection Board (EDPB) interprets the provisions very narrowly. Accordingly, this standard only
has a very limited scope of ap-plication in practice (EDPB 2018; Schmidt & Klingen 2020, p. 331).

CONCLUSION

In light of the above, data transfers to India must still overcome certain rule of law hurdles in order to be
GDPR-compliant. In individual cases, the recommendations for action issued by the EDPB (EDPB 2020a;
EDPB, 2020b) should always be observed. In this context, the EDPB once again mentioned that when data
is transferred and personal data is exchanged with third countries, the high level of data protection in the
EU and the European Economic Area means that data protection “travels with you” (Schmidt & Klingen
2020, p.332). Accordingly, the strict criteria of the GDPR must always be observed without any restrictions.

It is to be hoped that the necessary adaptation measures to the EU level of data protection will be imple-
mented quickly. Although the level of data protection in India is higher than inthe USA, it does not justify an
adequacydecision, atleastnotatpresent. The currentreform efforts are anindication that Indiaisdoingevery-
thing it can to enable secure data exchange due to the great economic importance of Indian-European trade.
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Abstract: A comparative presentation of the current sustainability strategy of automotive supplier
groups from Germany with the criteria of the most common sustainability certificates for sustainable
construction is carried out using the example of Continental AG. By assigning the evaluation priorities
and the individual criteria of the different sustainability certificates to the desired Group goals in the area
of sustainability, the sustainability certificate can be determined that has the most correspondence with
the goals to be achieved in the sustainability strategy.

By comparing the individual requirements, a recommendation for action is generated for companies in
the automotive supplier industry for the selection of suitable sustainability certificates.

The aim of these recommendations for action is to sustainably optimize industrial buildings of automotive
supplier groups on the basis of scientific findings and at the same time to reduce costs and contribute
to the strategic objectives in the area of corporate sustainability by choosing a suitable sustainability
certificate as the basis for the implementation of construction measures.

Keywords: sustainability, industrial buildings, certficates, strategies

INTRODUCTION

Leading industrial groups in the automotive supplier sector are aware of their responsibility towards
the environment and society and are making both the company and the products manufactured sustainable.
To this end, Continental AG, for example, has set itself the task of realizing certain sustainability goals and
has committed itself to doing so in the Sustainability Report 2018 and in the Continental Environmental
Strategy.

Consequently, the Group’s construction and real estate department is also obliged to implement the
sustainability principles and contribute to achieving the environmental goals it has set.

Numerous assessment and certification systems are available worldwide for assessing the sustainable
quality of buildings. The most relevant and marketable certification systems for private buildings in the
international market are LEED (U.S. Green Building Council), BREEAM (U.K. Green Building Council)
and DGNB (German Sustainable Building Council) (cf. Statista 2004).

Various studies in Germany show that there is a different understanding of the term “sustainability”.
Of the three aspects of sustainability, ecology, economics and sociology, the ecological and economic
aspects of sustainability are often preferred (cf. Ernst & Young 2013).

Derived from this, in addition to the different definitions of sustainability presented above, there are
also divergent definitions of terms and concepts for buildings. The designations range from zero-energy,
passive or low-energy houses to “green buildings” and “sustainable buildings”. Behind each of these
terms are different concepts that address and realize different sustainable qualities. The three terms zero-
energy, passive or low-energy house focus on the energetic qualities of the buildings, i.e., the primary
energy demand in the use phase, while “green buildings” encompass the ecological and social dimension
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of sustainability throughout the entire life cycle.

In the case of “sustainable buildings”, the third dimension, the economy, is added in the life cycle
assessment.

Many national and international assessment and certification systems provide proof of compliance
with these sustainability aspects and sustainability criteria in the building under consideration with the
associated seals of approval and certificates. However, there is no national or international uniform
standard in the evaluation system and its contents. For example, the results of certification by different
institutions differ greatly.

Based on the assessment of the extent to which the existing sustainability certificates LEED,
BREEAM and DGNB reflect the sustainability requirements of an automotive supplier group in industrial
construction projects in a meaningful and economical way, a further recommendation for action is created.

RESEARCH METHODOLOGY

Every internationally active automotive supplier group has its own individual requirements for
the implementation of sustainable concepts. One aspect of sustainable trade is the construction of new
industrial facilities. To develop a goal-oriented concept, the corporate goals must be compared with those
of the sustainability strategy and integrated at all levels of the company.

For the development of the sustainable concept for the Group’s construction sector, three main
stages must be examined.

The first step is to analyze the Group’s sustainability strategy. Based on a survey of relevant
stakeholders by means of a questionnaire, various aspects were divided into very relevant and relevant
subject areas. These already defined topics must be analyzed regarding their relevance for the construction
of new industrial buildings. To this end, the topics and the sustainability goals set are listed in an
evaluation matrix. These criteria are then classified according to whether construction activities in the
field of industrial buildings have an influence on the achievement of the target of the criterion.

At the same time, the main criteria with their sub-criteria of relevant international sustainability
certificates must be examined. As a basis for the selection of the sustainability certificates for buildings
to be considered, an internet search is carried out. An evaluation matrix with criteria is defined in order
to be able to check which sustainability certificates can generally meet the requirements of the German,
internationally active automotive supplier group.

In the next step, the results from the analysis of the sustainability strategy of the automotive supplier
group will be evaluated with those of the selected sustainability certification systems in a weighted
evaluation matrix.

The aim of this study is to determine an existing sustainability certification system with the greatest
agreement with the sustainability requirements of the automotive supplier group to obtain this as a
basis for the development of an individual sustainability concept for the automotive supplier group’s
construction sector that is tailored to the automotive supplier group.

RESULTS

Group Requirements

In order to be able to develop a suitable sustainability concept for new industrial buildings of
a German international automotive supplier group, the first step is to determine the Group’s existing
requirements with regard to sustainability.

By 2050 at the latest, the Continental AG Group and its partners along the supply chain are aiming
for the following four goals (cf. Continental AG 2023):

—100% carbon neutrality,

—100% emission-free mobility and industries,

—100% closed resource and product cycles,

— 100% responsible sourcing and business partnerships.

In the first quarter of 2019, Continental AG conducted a comprehensive survey of various
stakeholders on the topic of “Impact Evaluation”.
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Based on the results of this survey, a total of twelve topics were defined. These twelve thematic
areas were further classified into strategic and relevant focus areas.

The four areas with a strategic focus are (cf. Continental AG 2023):

— Carbon Neutrality;

— Emission-free Mobility and Industries;

— Circular Economy;

— Responsible Value Chain.

The eight relevant topics are:

— Innovation and Digitalization;

— Green and Safe Factories;

— Long-term Value Creation,;

— Good Working Conditions;

— Benchmark in Quality;

— Safe Mobility;

— Sustainable Management Practice;

— Corporate Citizenship.

Even though the topic of sustainable construction cannot be explicitly found as a strategic or
relevant topic in this overview, it does have a non-negligible influence on the achievement of the Group’s
sustainability requirements. The new industrial building contributes to achieving the Group’s goals in
the following nine areas: Carbon Neutrality, Circular Economy, Responsible Value Chain, Innovation
and Digitalization, Green and Safe Factories, Long-term Value Creation, Good Working Conditions and
Sustainable Management Practice, Corporate Citizenship.

Selection of sustainability certificates to be examined

There are many national and international sustainability certification systems around the world that
confirm the sustainability of a building. In order to be able to make a selection of a certification system,
various criteria must be considered.

In addition to the project details, desired building qualities and costs, the subsequent use of the
building plays a decisive role in the selection of a suitable certificate. Criteria are required for the
selection of a certification system, which leads to the decision for one or more systems in the form
of a recommendation with cost forecast. The criteria of marketing, building performance as well as
construction and planning costs, and group requirements for sustainability goals determine an initial
trend of the certification level with a limitation of the certification system, while the project information
influences the usage profile. Three certification schemes were selected for further investigation. The
focus in the selection was on the criteria:

— International applicability of the certification system;

— Awareness of the certification system;

— Consideration of the three sustainability aspects of ecological, economic, and social sustainability.

The American certification system LEED, the British certification system BREEAM and the
German certification system DGNB were selected for further investigations due to their global awareness
and dissemination as well as consideration of the three sustainability aspects.

Choosing a Sustainability Certificate

In order to be able to determine the relevance of the individual sustainability criteria to the Group’s
nine construction-related sustainability areas, they were assigned to the individual areas. In addition to
the three sustainability aspects of ecological, economic, and social aspects, the following aspects of the
certification systems technical quality, process quality and site quality were considered in the allocation.

The following sustainability criteria can be assigned to the Group’s subject areas under the following
sustainability aspects:

Carbon Neutrality

— Ecological quality: Life cycle assessment — emission-related environmental impacts, Risks to the
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local environment und Life cycle assessment — Primary Energy;

— Social quality: Bicycle comfort;

— Location quality: Micro-location, Transport, Proximity to objects and facilities relevant to use.

Responsible Value Chain:

— Ecological quality: Environmentally friendly material extraction, Recyclability of the materials
used.

Circular Economy

— Ecological quality: Environmentally friendly material extraction;

— Technical quality: Ease of dismantling and recycling;

Innovations & Digitalization

— Socio-cultural and functional quality: Methods for urban planning and design conception;

Long-term Value Creation

— Economic quality: Flexibility and repurposability;

— Process quality: Quality of construction and commissioning;

Green and Safe Factories

— Socio-cultural and functional quality: Thermal comfort, Indoor air quality, Acoustic comfort,
Visual Comfort, User influence, Safety and Incident Risks, Accessibility and safety, public accessibility;

— Technical quality: Fire protection, sound insulation, Building, Durability of construction projects,
Equipment quality and user-friendliness of the Utilities, Resistance to hail, storms and floods, Ease of
dismantling and recycling;

— Process quality: Prerequisite for optimal use and management, Construction site / construction
process, Quality of construction and commissioning;

— Location quality: Micro-location, Expandability/ Reserves;

Good Working Conditions

— Economic quality: Flexibility and repurposability;

— Socio-cultural and functional quality: Thermal comfort, Indoor air quality, Acoustic comfort,
Visual Comfort. User influence, Outdoor space quality, Safety and Incident Risks, Accessibility and
safety, public accessibility, design and art, floor plan quality;

— Technical quality: Planning integrals;

— Process quality: Prerequisite for optimal use and management;

Sustainable Management Practice

— Economic quality: Building-related costs in the life cycle, Marketability;

— Process quality: Prerequisite for optimal use and management;

Corporate Citizenship

— Process quality: Prerequisite for optimal use and management.

All criteria were assessed based on their relevance to the Group. 0 points were awarded for no
requirement, 1 point for low requirement, 2 points for medium requirement and 3 points for high
requirement. Subsequently, the points achieved were set in relation to the maximum total number of
points achievable to determine the percentage coverage of the criteria of the sustainability certification
systems with the Group’s requirements for its sustainability topics.

Table 1. Compliance of certification criteria with the sustainability goals of the automotive supplier group

Area LEED BREEAM DGNB
Carbon Neutrality 13 15 20
Responsible Value Chain 2 3 6
Circular Economy 2 3 6

58



Nicole sertorelli

Innovations & Digitalization 3 3 6
Long-term Value Creation 3 3 5
Green and Safe Factories 22 24 46
Good Working Conditions 11 10 37
Sustainable Management Practice 1 4 9
Corporate Citizenship 0 2 3
Total points out of 156 points 57 67 138
Coverage in % certification system vs. group requirement 37% 43% 88%

CONCLUSIONS/DISCUSSION

As can be seen in Table 1, none of the international certification systems fully meets the sustainability
goals of the automotive supplier Continental AG. However, compared to LEED and BREEAM, the
DGNB certification system most closely reflects the needs of the automotive supplier group in terms of
achieving its own sustainability goals.

To develop an individual concept tailored to the Group, it makes sense to use the DGNB certification
system as the basis for developing a sustainability concept that meets the requirements of the automotive
supplier group and to further develop it accordingly.

The advantage is that an internationally known system is used as the initial evaluation system, which
already has a large coverage of the Group’s sustainability goals and will contribute to the achievement of
the Group’s sustainability goals worldwide through sensible adjustments.
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ONPEJIEJSAHE HA CUCTEMA 3A CEPTU®UIUPAHE HA YCTOHYHUBOCT KATO
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N3TPAXKIAAHETO HA NTIPOU3BOACTBEHU CHbOPBXKXEHUSA HA MEKAYHAPOJHHU
JOCTABYHNIU 3A ABTOMOBUJIHATA UHAYCTPUA

Pestome: Cpasnumenno npeocmassne HA MeKywama cmpamecusi 3d YCMOUYUBOCH HA epynu
oocmaguuyu 3a agmomodounnama uHoycmpus om I epmanus ¢ Kpumepuume Ha HAl-4ecmo cpewanume
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cepmupuxamu 3a yCmou4usocm KoM dHcelaHume pynosu yeiu 8 001acmma Ha yCmouyusocmma Mojice
oa ce onpedenu cepmuguramvm 3a YCmMoUdUgoCm, KOUMo HAll-MHO20 CbOMBEEMCMEAd HA yeiume 3d
nocmueane 8 cmpameusima 3a yCmouyusocn.

Upes cpasHasane Ha OmMOeIHUME UBUCKBAHUSL Ce 2eHepupd NpenopvKka 3a Oelicmeue 3a KOMNAHuume
8 UHOYCMpusma Ha O0ocmasdyuyume 3a d8MOMOOUIHAMA UHOYCMPUs 3d U360pa HA NOOX00uU
cepmupuxamu 3a ycmouuusocm. Llenma na me3u npenopvku 3a Oelicmeue e 0a ce ONMUMUUPAM
VCMOU4UB0 UHOYCMPUATHUME Cepadu HA epynume O0O0CMAsYUyU 3d AGMOMOOUTHAMA UHOYCMPUs HA
OCHOBAMA HA HAYYHU OMKPUMUSL U CHUJeBPEMEHHO 0d Ce HAMANAM pasxooume u 0a ce 0onpuHece 3a
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Abstract: Communication with patients suffering from posttraumatic stress disorder (PTSD) requires particularly
sensitive and careful interaction on the part of the treating doctors and psychologists. This article develops a model
for trauma-sensitive communication based on the models of Schellong and Epple as well as Schulz von Thun and
Rogers. The aim is to ensure safe and supportive conversation that avoids re-traumatization and strengthens the
therapeutic relationship. The article first describes the basics of PTSD, its symptoms and the importance of adapted
communication. The theoretical models that serve as the basis for the communication model are then presented: the
trauma-informed conversation model and the client-centered conversation model. The communication framework
developed includes an empathic attitude, the planning of the conversation setting and the structured course of
the conversation, which is divided into two main phases: the narrative phase and the processing and securing
phase. In the narrative phase, active listening and anamnesis are the main focus, while in the second phase,
further treatment and affect-regulating measures are discussed. The model emphasizes the importance of freedom
of choice and control for patients and highlights the need for continuous adaptation and expansion of the model
through empirical research. Finally, the limitations of the model and the need for further research are discussed.
Keywords: Posttraumatic stress disorder, communication, affect regulation, trauma-sensitive communication,
resource orientation

INTRODUCTION

Patients with posttraumatic stress disorder (PTSD) are particularly characterized by the fact that they react
in a chronic manner to an exceptionally stressful event (Michael et al. 2018, 106—107). This includes, for example,
reliving certain situations over and over again, and there is excessive stimulation of the autonomic nervous system.
Anxiety disorders and depressive states are also closely related to this. In addition, dulling on an emotional level is
also possible. For example, a person may no longer be able to feel joy (Layne et al. 2018, 235-236).

In this context, a particular significance arises when it comes to communication with people with PTSD.
This applies from at least two perspectives. On the one hand, unreflective communication can have negative
consequences for patients. In extreme cases, a thoughtless statement can even encourage re-traumatization
(Grossmann et al. 2021, S. 1-3). On the other hand, there are various potentials for targeted communication with
a view to improving symptoms and the risks of re-traumatization (Maercker 2021, 1-3).

Against the background of this challenging initial situation, the present work deals with the conception of a
communication framework for the design of conversations with patients suffering from PTSD. It is primarily aimed
at people who interact with them professionally, primarily doctors and psychologists. However, it should also give
caregivers and relatives impulses for communication with PTSD patients. The core of this is raising awareness
of the special initial situation and the needs of the burdened people and the conscious communication that builds
on this. The communication framework is based in particular on three communication models: trauma-informed
conversation according to Schellong and Epple (2018), combined with the four messages of a communicative
message according to Schulz von Thun and the resource-based approach of client-centered conversation according
to Rogers. Both approaches focus on the recipient of a message and the sensitive, trusting and at the same time
goal-oriented interaction with them (Schellung/Epple 43-45).

The structure of the article is derived from these considerations. First, there is a brief introduction to the topics
of PTSD and the two communication models mentioned. Both aspects are then brought together by designing the
communication framework and describing it transparently using a concrete example. The results are then briefly
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discussed. Further research needs are then addressed, particularly with regard to the existing limitations.

BASICS

Now we will first give a brief presentation of the basics of PTSD, the basics of trauma-informed conversation
and the two communication models by Schulz von Thun and Rogers, especially with regard to the current state of
research.

Posttraumatic stress disorder (PTSD)

In the DSM-5 and ICD-10, PTSD is characterized in particular by the following criteria, which occur more
than one month after the traumatic experience:

— intrusions and reliving the traumatic situation;

— avoidance symptoms;

— chronic hyperarousal and

— negative developments in cognition and emotions. (Michael et al. 2018, 6-8).

Rogers’ model

Rogers’ model is particularly used in therapeutic contexts. It starts with the basic attitudes of the people.
Congruence refers to the authenticity with which the person treating the patient conducts the conversation, and an
empathetic and appreciative attitude also counts (Weinberger 2013, 19-22). It is a resource-centered approach: It
is assumed that the solution to existing problems is already anchored in the person themselves. The client has a
disproportionate share of the conversation (Weinberger 2013, 19-22). The therapist focuses on active listening.
When answers are given, targeted impulses are given to support the person in finding a constructive solution.
Paraphrases and mirroring are also used (Weinberger 2013, 19-22).

Model of trauma-informed conversation

Schellong and Epple (2018) have created a model for trauma-informed conversation. It is structured into
a total of four areas. The first level addresses the requirements for basic knowledge on the subject of trauma and
the basic attitude. Then, after three W questions, the basic areas are addressed: what (the content elements of the
conversation), how (the principles on which the design of the communication is based) and what (i.e. how the
feeling is controlled) (Schellong/Epple 2018, S. 43-47).

The model initially starts with the content basics. A person who conducts a conversation needs relevant
and current specialist knowledge about the origin, the symptoms (physical and psychological) and the treatment
of the patient. The content of the conversation is then based on this. This includes first of all the anamnesis of
the previous symptoms. The security status and the quality of the previous social network with a view to support
potential are also recorded. The conversation typically has a narrative character: the person is the focus. Elements
of psychoeducation can be integrated at this point in acute cases. Interventions in the event of crises are also
important, also with regard to the patient‘s skills in regulating their emotions. After the content level has been
completed, professional advice on further treatment is given, whereby the patient should be made aware that he or
she has freedom of choice. This is followed by referral to an expanded treatment network (Schellong/Epple 2018,
S. 43-47).

The basic attitudes of the treating person also play a central role. The conversation should take place in a safe
atmosphere and be free of disruptions. The expert‘s approach to the patient is congruent, appreciative and attentive,
but at the same time objective. The patient‘s own resources are put into focus and understandable explanations are
given if necessary (Schellong/Epple 2018, S. 43—47). Finally, based on the aspects presented so far, the question
is what should be communicated. Three aspects in particular are in focus here: The patient’s sense of security and
control should be strengthened. In addition, the patient should be aware that he has freedom of choice regarding
the further course of treatment, but also regarding his own behavior. Overall, the conversation should contribute in
particular to normalizing the patient’s own feelings (Schellong/Epple 2018, S. 43-47).

CONCEPT OF THE COMMUNICATION FRAMEWORK

On the basis of the previous representations, a communication framework can now be specified that supports
sensitive and goal-oriented communication for patients with a PTSD diagnosis and is sensitive to the consequences
of the interaction. The model by Schellong and Epple forms the starting point, and a synthesis takes place with the
models by Schulz von Thun and Epple.

The basic attitude of the person providing therapy is specified as the basis for the conversation. This includes
in particular an empathetic and appreciative attitude, but also the acceptance of the person, their current feelings
and situation and the openness to respond to the patient. In addition, specialist knowledge in the medical and
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psychological field is also important, especially on the subject of PTSD and the treatment options.

There are three aspects in particular that are important when preparing for the conversation. Firstly, the
therapist’s basic attitude. The relationship level plays a central role: congruence, appreciation and empathy are
the guiding principles for conducting the conversation. Acceptance of the person and their personality is also
important, as is openness to dealing with it. In addition, particular sensitivity must be shown. Secondly, the
setting of the conversation must be planned. It should take place in a setting that is pleasant for the patient and as
uninterrupted as possible. Potential triggers should also be avoided. For example, the door can be left slightly open
and any form of coercion should be avoided if it is known in advance that the person will find this challenging.
On the content level, the person should have sound professional skills and experience in dealing with PTSD.
Psychological knowledge, particularly with regard to conducting conversations, is also relevant. In addition, the
person should have familiarized themselves with the documentation of previous treatment.

The following phase is the start of the conversation. The patient is the focus here. With a view to resource
orientation, the therapist assumes that the person already has essential approaches for the further process within
themselves. The patient can tell a story freely in the form of a narrative, and the therapist listens actively. When
feedback is given, it is primarily targeted impulses that are given and paraphrased. Advice is refrained from being
given in this phase. For the patient, it is primarily about giving the patient a feeling of being in control - they should
open up. Here, too, the focus is on protecting the patient. On a content level, it is about taking a medical history and
assessing current feelings. The second phase is about discussing and processing what has been said. The therapist
and the patient communicate about the next steps. In particular, the therapist shows which next steps are now
available and which treatment approaches are available. It is important to give the patient freedom of choice. At
the same time, direct support is also provided for regulating affective regulation, which is particularly important
here. Exercises are also possible in this context. In addition, the person should continue to be strengthened in their
sense of control and security. The individual phases can be varied and, if necessary, repeated if this should arise
for logical reasons.

Table 1. Conception of a conversation process for communication with PTSD patients

Prerequisites of the conversation

Attitude Contents Situation

Basic attitude of | Basic atmosphere | Content competencies

the therapist ofthe conversation
 Congruence *Undisturbed *Preparation for the
* Appreciation atmosphere interview
* Empathy *Protection from | *Basic medical and
* Openness triggers psychological knowledge
* Sensitivity *Objectivity *Basic knowledge of PTSD
*Resource (origin, symptoms and
orientation treatment)
*Experience in dealing with
PTSD patients

Phase 1: Narration

Behavior of the therapist Goals
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*Resource orientation:
restraint and narration
*Advice only within a narrow
professional framework
*Support in affect regulation
*Narration

*Active listening
*Paraphrasing

*Anamnesis and sensitization
to the situation

* Calming and normalization
* Protecting the patient

* Opening up the patient

Phase 2: Processing and security

Behavior of the therapist

Goals

*Support the patient in
regulating their emotions
(possibly active exercises)

*Show options for actions,
but allow freedom of choice
*Referral to  follow-up

* Support in affect regulation
*Providing basic knowledge
about PTSD and regulation
*Cooperative planning of
further treatment
*Sustainable provision of a

treatment sense of control and security

CONCLUSION AND LIMITATIONS

The model presented shows key aspects that need to be considered when dealing with PTSD patients — both
from a content and process-logical perspective. Important focuses are on raising awareness among therapists and
other people who interact with individuals from this group in a professional setting. Essentially, it is a synthesis of
the models by Schellong/Epple and Rogers. At the core are the narrative and counseling phases, with both showing
close mutual connections. It offers connection points to other communication models and individualization for
special settings — for example, people who have only recently been diagnosed with PTSD or who have other
aspects relevant to communication.

An important aspect is that the communication model presented has not yet been subjected to empirical testing.
Studies would therefore still need to be carried out. It should be noted that the ethics committee of the treating
institutions should be involved in particular, because the associated research is carried out with subjects who are
ill. For this reason, an appropriate approach should anticipate possible consequences and the study should only be
carried out under intensive medical and psychological supervision. A mixed methods design is recommended: the
effects of the application of the model can be both broadly and concretized in detail in interviews and observations.
The latter applies particularly in view of the fact that the subjective perceptions of people suffering from PTSD
play a prominent role. In addition, it would be useful to include other communication models with a view to
their suitability for the current question. In this way, the model could be expanded. Specialization with a view to
different manifestations of PTSD should also be examined in this context.

REFERENCES

Courtois, C., S. Sonis, L. Brown, L. Cook, J. Fairbank, M. Friedman, J. Gone, R. Jones, A. La Greca, T. Mellmann, J.
Roberts, P. Schultz (2017). Clinical Practice Guideline for the Treatment of Posttraumatic Stress Disorder (PTSD) in Adults.
American Psychological Association.

Eckert, J. (2017). Gesprachspsychotherapie. In: Reimer C., Eckert J./Hautzinger M./Wilke E. (Hrsg.). Psychotherapie. Ein
Lehrbuch fiir Arzte und Psychologen (S. 233-287). Springer.

Layne, L., J. Warren, W. Saltzman (2018). Psychological Effects of Catastrophic Disasters. In: Layne L., Warren, J., Saltzman,
W., Fulton, J., Steinberg, A., Pynoos, R. (Hrsg.). Contextual Influences on Posttraumatic Adjustment: Retraumatization and
the Roles of Revictimization, Posttraumatic Adversities, and Distressing Reminders (S. 235— 86). Routledge.

Maercker, A., S. Horn. A Socio-interpersonal Perspective on PTSD: The Case for Environments and Interpersonal Processes,
Clinical Psychology and Psychotherapy, 20, 465-481.

Michael, T., R. Sopp, A. Maercker (2018). Posttraumatische Belastungsstorungen. In: Margraf J./ Schneider S. (Hrsg.).
Lehrbuch der Verhaltenstherapie, Band 2, Springer, S. 106—123.

64



Conception of a Model for Sensitive Communication with ptsd Patients

Schellong, J., F. Epple. Traumainformierte Gespréichsfithrung. Schellong J./ Epple F./ Weidner K. (Hrsg.). Praxisbuch
Psychotraumatologie. Thieme, S. 43—48.
Weinberger, S. (2013). Klientenzentrierte Gesprdchsfiihrung. Lern- und Praxisanleitung fiir psychosoziale Berufe (14. Aufl.). Beltz.

KOHULEIIIUA HA MOJEJ 3A YYBCTBUTE/IHA KOMYHUKALIUA
CITAIIMEHTH C IITCP

Pezrome: Odwysanemo ¢ nayuenmu, cmpaoawiu om noCmmpasmamuyHo cmpecoso pazcmpoticmeo (IITCP),
U3UCKBA NOOYEPMAHO YYEBCMEUMENIHO U BHUMAMENIHO OMHOUEHUe KbM MAX Om CMpaHa Ha JleKysaujume
JleKkapu u ncuxono3u. B masu cmamusa e pazpabomen mooen 3a KOMyHUKayus, cbobpazen ¢ mpasmamad, 6b3
ocHosa Ha mooenume Ha Lllenone u Enwa, kakmo u na [llyny ¢pon Ty u Pooxcwvpce. [lenma e oa ce ocueypu
bezonacen u nookpensw Ouanoe, Koumo usds2c6a mMpasmamusupanemo u yKpensa mepanesmuinume
gzaumoomuowteHusi. B cmamuama nwpso ce onuceam ochosume HA NOCMMPABMAMUYHOMO CHIPECOBO
PA3cmpoucmeo, He2o8ume CUMNMOMU U 3HAYeHUuemo Ha aoanmupamama KomyHukayus. Cneo moea ca
npeocmaseHu meopemudHume Mooeiu, KOUmo CiyiHcam 3a 0OCHO8A HA MOOeNd HA KOMYHUKAYUs: MOOelbm Ha
paseoeop, bazupan Ha uHgopmayus 3a mpasmama, U Mooelvm HA pas2080p, OPUEHMUPAH KbM NAYUeHmAa.
Paspabomenama xomyHukayuonna pamka 6Ki0Y8a eMnamuyHo omHouleHue, nianupane Ha oOCmanoskama
3a pazeo6op u CMpPYKmMypupano npomuyane Ha pazeo8opa, KOUmo e pazoeier Ha 08e OCHO8HU haszu: ¢haza Ha
paskazeare u ¢paza Ha obpabomxa u cuzyprocm. Bve ¢hazama na pazxkazeane ocHogHusm ¢)oxyc ca akmugHomo
cywane u anamuesama, 00Kamo 8b8 emopama (aza ce 00CvHCOam no-HamamvuHOMOo j1edenue U MepKume
3a pezynupane Ha agexma. Mooenvm noouepmaesa 3HaveHUemo Ha c60000ama Ha uU300pa U KOHMpPoOIa 3a
nayuenmume U U3MbKEA HEOOXOOUMOCMMA OM HENpeKbCHAMO adanmupane U pazumupasane Ha Mooend ype3
emnupuyHu uzcieosanus. Haxkpas ce obcvoicoam ocpanuyeHusma Ha mMooena u Heooxooumocmma om no-
HamamuvuHU U3C1e08aHUs.

Knrwuoeu oymu: nocmmpasmamuyHo cmpecoso pascmpolcmeo, KOMYHUKAyus, pe2yiupane Ha agexma,
YYBCMBUMENHA KbM MPASMAMAa KOMYHUKAYUSL, OPUEHMAYUSL KbM pecypcume, OpUeHmupaHocm KvmM nayuenma

Paiinep Llaiiu, 1okTOpaHT
YHuBepcuteT 1mo 6ubnroTeko3HaHne U MHPOPMAITMOHHU TEXHOJIOTHH
E-mail: rainer-zeitz@t-online.de
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MPOBJIEMH ITPU ABJATI'OCPOYHOTO CbXPAHEHHUE
HA EJJEKTPOHHU JOKYMEHTH, NIOAIIMCAHU C KBAJIM®OUTINPAHHU
EJIEKTPOHHH IIOAIINCH

Auexkcanabsp Kupkos
Ynusepcumem no bubauomexosnanue u UHGOPMaAyUOHHU MEXHONOUU

Jlumo Boakaaxuen
Oxpvorcer cvo — [loopuu

Pesztome: Enexmponnume 0oKyMeHmMuU ca OCHOBHA U HEPA30EHA YaCHm OMm OHEUlHUs OUSUMALeH CESIm.
bypnomo usnonzeane na enekmponnu 0OKyMeHmu 6 nocieoHume 200HU ce OBbANCU HA UKOHOMUAMA HA
epeme u cpedcmea 6 cpagheHue ¢ KnuxcHume. Enekmponno noonucanu 0OKyMenmu ce noi3eam 6 MHO20
0vporcasu, Kamo maxHama npasHa CMOUHOCH U HA0EHCOHOCH Ce OCULYPABAM UMEHHO OM eJleKMPOHHUME
noonucu. Keanuguyupanume enexmponnu noonucu (QES) npedocmassam Haul-6UcoOKomo HU8o Ha
NPABHA CULYPHOCT U CA eKBUBATIEHMHU HA cOOCmMBeHOpbUHUA noonuc. Keanugpuyupanuam erekmponen
nOONUC ce cb30a8d 8b3 OCHOBA HA YUPDPOBO YOOCMOBepeHre, KOemo obaye ce u30asa 3a onpeoeieH CpoK
U cied mo3u Cpok, 3a 0a 3anazsam ceosMa NPAGHA CULA U HAOEHCOHOCT, K8ANUGUYUPAHUME eleKMPOHHU
noonucu mps66a 0a 6v0am nOOObPIHCAHU Upe3 CEYUATUIUPAHU TMEXHOLOSUU U NPOYECU 3d ObI2OCPOUHO
cvxpanenue. Hegwvzmooxcnocmma 0a ce npogepu KealupuyupaHusm enekmpoHen HOONUcC cieo
USMUYAHemo Ha CPOKA HA YOOCMOBEPEHUEMO, KAKMO U OpyeU He208u ampudymu cb30a8am MHOHICECMBE0
npeuKu 8 U3NOoA36aHemo Ha eleKmpoHHume 0oKymenmu. Taszu cmamus uma 3a yen 0a aKyeHmupa bpxy
npobnemume, c8bp3aHU ¢ ObA20OCPOYHOMO CbXPAHABAHE HA eleKMPOHHUMeE OOKYMeHmMU, NOONUCAHU C
K8AIUpUYUpan erekmponer NOONUC, U pazenexncod 8 MexHUYecKy Acnekm 8b3MONCHOCIume U Hueama
Ha eleKmpoHHUme noonucu cnpsamo npuemume ¢ EC HopmamueHu 0OKyMeHmu.

Knrwuoseu oymu: enexmponen noonuc, KEII, coxpanenue na KEII, epemesu neuam, séaruonocm na KEII,
elleKmpoHen OOKYMeHm

BbBBEJIEHUE

BypHOTO M3n0/13BaHE HA €IEKTPOHHU JOKYMEHTH B MOCJEIHUTE FOJAHU CE€ ABJDKM HA UKOHOMMSITA
Ha BpeMe U CPE/ICTBA B CPABHEHME C KHIKHUTE. ENEKTPOHHO MOANUCAHU JOKYMEHTH CE MT0JI3BaT B MHOTO
IbPXKaBU, KaTo TAXHATa MpaBHA CTOMHOCT M HAAEKIHOCT CE€ OCUTYpsSBAT UMEHHO OT E€JIEKTPOHHHTE
MOJITHUCH.

[Ipe3 2014 r. EBponeiickusaTt napnameHT u CbBeTsT Ha EBpomna nmy6nmukyBaxa Permament (EC)
Ne 910/2014, ¢ xoiito yHu(HUIIEpaxa W3UCKBAHUATA KbM eleKkTpoHHUTE noarnucu B EC, u ToBa Gerie
BaKHA CTBIIKA B IIJJAHOBETE 3a JIururanuiauus Ha EBpomelickus cbro3. VIMEHHO TO3M perinaMeHt
W3JIUTa €JEKTPOHHUS JOKYMEHT Ha HUBOTO HA XapTUEHUS, KaTO HE caMO MpUPABHsIBA KBaTU(ULIUPAHUS
€JIEKTPOHEH MOJIIMC HAa CaMOPBYHHUS, HO ¥ BKJIIOYBA MPABUJIOTO, Y€ €AMH JOKYMEHT HE MOXe Ja Oble
OTKAa3aH WM OCTaBEH 0e3 pa3miekKIaHe caMo 3a TOBA, Y€ € EJIEKTPOHEH.

Wznon3BanuTe 3a ch3aaBaHe HA KBATM(UIIMPAHH €IEKTPOHHH MOATHCH YIOCTOBEPEHHUS CE U3/1aBaT
3a OrpaHUYE€HO BPEME U YECTO TO € ChC CPOK OT e1Ha roguHa. Ciie]] u3THYaHe Ha TO3H CPOK MPH IPOBEpKa
Ha Toanuca € BuaHO, ye npoBepsianusaT KEIT e 6asupan Ha HEBaIUIHO ylnocToBepeHue (ceprudukar).
OTTyK ce MmosiBABa M AWJIeMaTa Jajdu CJIe]l KaTo TeXHUYECKH yI0CTOBepeHueTo 3a chinaBane Ha KEII ne
€ BJINJHO, € BAJIUJCH MOANUCHT, Ch3/1aJIeH YpPE3 TOBA YI0CTOBEPEHHUE?

HeoOxomumocT OT JBJITOCPOYHO CHhXpPAaHEHHE HA €JIEKTPOHHU JOKYMEHTH, MOJIUCaHU C
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KBaJIM(ULIMPaHU €JeKTPOHHU IOMAIMUCH, UMa B MHOTO M Pa3jMYHU CPepH, Karo MpU IBITOCPOYHOTO
ChXpaHsBaHe Ha €JIEKTPOHHO MOAMUCAHU JOKYMEHTH 3abJKUTEIHO TpsiOBa /1a ce 3amas3u CTaTyCchT Ha
BaJIMIHOCT Ha MOJIOKEHUS TIOIIHC.

JlokazarencTBeHaTa cuiia Ha JOKYMEHTUTE BbB BPEMETO 3aBUCH OT Bb3MOXKHOCTTA J1a Ob/1e 6€3CIIOpHO
YIOCTOBEPEHA BaJIMIHOCTTa Ha MOJOXKEHUTE MoAnucH moj Tax. [Ipum MacoBara eneKTpoHH3aIUsl BbB
BCUYKM HHMBA Ha aJMUHUCTpalLMATa U OM3HEca U MPUPABHIBAHETO Ha KBaTU(UIUPAHUS E€IEKTPOHEH
MOJNUC KbM PBHUHO MOJOKEHUS U B HAIIMOHATHOTO 3aKOHOAATEICTBO €XKEIHEBHO C€ Ch3/AaBAT XUJISAU
€JIEKTPOHHHM JOKYMEHTH, MOJNHCAaHH C KBaJIU(PUIMPAHU EJNEeKTPOHHU TMOAMMCH, KOUTO TpsOBa na
ObIaT CbXpaHSIBAaHU B MPOIBDKEHUE Ha MHOTO TOJUHM IMOPaad Pa3IU4YHU HOPMATHBHU W3HCKBAHMUS.
Spwk npuMep ca chAeOHNUTE aKTOBE MO TPAXKIAHCKHU JIeJIa ¢ MPeIMET UCKOBE MO CEMEMHUS KOJEKC MU
¢dbupmenute aena o 3FOJIHILI, kouto TpsOBa Aa ce chxpaHsaBaT B mpoab/keHue Ha Haja 100 roguHm.

Pazbwupa ce, B T. 61 ot npeambrona Ha Permament (EC) Ne 910/2014 na EIT u ChBeta € nmocodeH
CIIETHUAT TEKCT: ,,HacToAumsaT peramMeHT cjelBa Ja OCHUTYpH ABITOCPOYHOTO ChXpaHsSBaHE Ha
nH(popMaIus, 3a 1a C€ OCUTypH IIpaBHATA BAJIMHOCT HA €JICKTPOHHUTE OAMKUCH U €TIEKTPOHHUTE NIeUaTH
3a IPOABJKUTENEH IEPUOJT OT BPEME U J]a Ce TapaHTHpa, 4e Te Morar J1a Ob1aT BaIMANpPaHu HE3aBUCUMO
oT ObJIeUIN TPOMEHH B TEXHOJIOTUUTE", 1 TEXHUYECKU TOBa MOKE J1a ObJIe peann3nupaHo ypes3 T.Hap. HUBa
Ha TIOANKCBAHE.

HuBara Ha moanucBane He 3aBUCAT oT ¢opmara Ha noanucBane (XAdES, CAdES, PAdES) u ce
o0o3HayaBaT ¢ JaTMHCKU OykBHU cien Hero. Hampumep: Ako moanucBame daiin B pdf ¢popmar ¢ Haii-
HUCKOTO HMBO Ha TMOANKCBAaHE, TO MHAMKAIUATA HA HUBOTO Ha MojJmnucBaHe Ou TpsabBaio na e Pades—B
nnu Pades B. B To3u marepuan me ce cipem camo Ha BujpoBere noanucBane BASELINE, xouto ce
MOJI3BaT Hail-macoBo B bwiarapus.

BASELINE HUBA HA TIOAIIUNCBAHE, IPUJIOKUMU KBM ®OPMATHUTE

HA KBAJIMOUIIUPAHOTO EJIEKTPOHHO INOAIIMCBAHE

KbM Bceku oT periameHTHpaHuTe ¢GopmMaru Ha KBaTU(PUIMPAHOTO E€JIEKTPOHHO TMOANKUCBAaHE
(CAdES, PAdES u XAdES) morar na 6p1ar NpuiioKeHH YETUPH PA3TMYHM HUBA Ha TOMINUCBAHE —
BASELINE B, BASELINE T, BASELINE LT u BASELINE LTA, kato BcsikO HUBO c€ pa3inyaBa
o uHpopmaIusATa, KOSITO C€ ChXpaHsIBa B MOJNUCA (pa3IMuHU aTpUOyTH), U C€ TIOKa3Ba C JATHHCKHU
OykBu cien (opmarta Ha noanucBane. GopmMaTuTe M HUBATa Ha MOJIMCBAHE ca OMUCAHU MOAPOOHO B
TEXHUYECKUTE CrieupUKalnu:

— Technical Specification CMS Advanced Electronic Sigantures (CAdES) — ETSI TS 101 733;

— Technical Specification PDF Advanced Electronic Sigantures (PAdES) — ETSI TS 103 172;

— Technical Specification XML Advanced Electronic Sigantures (XAdES) — ETSI TS 103 171,
kouTo ca yact ot crangapra ETSI EN 319 102 u PermamenrTa.

Baxxno e na otbenexxumM, ue paznuuHuTe GopMaTy Ha MOANKCBAHE ca MpeAHa3HauYeHH 3a MOANNCBaHe
Ha pa3nmuuHu GopMaTH Ha NaHHM ((palaoBe) U HE Ce pa3auyaBaT MO OTHOIIEHWE HAa CUTYPHOCTTa Ha
MOMMMUCBAHE, IOKATO HUBOTO Ha MOAMKMCBAHE € MPSKO CBbpP3aHO ¢ MHpopManusaTa (aTpudyTUTE), KOSITO
ce ChXpaHsBa 3a €JIEKTPOHHUS JOKYMEHT U €JIEKTPOHHHS MOIIMKC, KOETO € OT ChIIECTBEHO 3HAUEHUE 32
[paBHaTa CUjia Ha KOHKPETHUS JOKYMEHT.

HuBo Ha ejiekTponHo noanuceaie BASELINE B

HuBotro na monmucane BASELINE B mnpexacrtaBnsBa Hail-HUCKOTO HHMBO Ha ChIbp)KaHUE Ha
nH(popMaIus o0 OTHOILIIEHHE Ha MOAMKMCAHUs TOKyMeHT B pamkara Ha ETSI cranmaptute u ce Hapuua
0a30BO HUBO Ha €JIEKTPOHHMUSI MOJIITHUC.

BASELINE B ocurypsiBa 1II710CT Ha MOANUCAHUSA TOKYMEHT M HEOTMEHMMOCT Ha MOJOKECHUS
€JIEKTPOHEH TMOAINHUC, KaTo BKJIIOYBA HHOpMaIMsATa 3a OPUTHMHAIHUSA JOKYMEHT, arpuOyTHTE Ha
YIOCTOBEPEHUETO 3a Ch3AaBaHE HA KBATU(UIMPAH €JIEKTPOHEH MOAMKNC M caMHs MOANKNC BbB BUJ Ha
nudpoB kpunrorpadcku cepTuguUKar.

BASELINE B kaTo HUBO Ha ITOAMMCBAHE HE MO3BOJISIBA HA MOANMCAHUTE IOKYMEHTH J]a CE MOJI3BAT
C BHUCOKa CTEMNEH Ha JOBepHe MOpaaM JIMIcaTa Ha CUTypHa MHQpOpMAaIMs 3a BpeMe Ha IOJANKCBaHE U
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IIpobdnemu npu 0va20cpOUHOMO CoXpaAHEHUe HA e1eKMPOHHU OOKYMEHMU. .

HEBBH3MOXKHOCTTA Jia ObJIe MPOBEPEH aBTOMATU3UPAHO MOAMUCHT CJIe/ U3THYaHe Ha CPOKa Ha BAJIUAHOCT
Ha YIOCTOBEPEHHUETO, KaKTO U Apyru arpudytu. Kato enHo ot mankoro npeaumctea Ha BASELINE B
HUBOTO IpeJl MO-BUCOKU HHBA Ha MOJINHCBAaHE MOXE J1a C€ U3ThbKHE Bb3MO)KHOCTTA 3a JIECHO M €BTUHO
BHEJPSABAHE U UMIUIEMEHTAIUS B ChIECTBYBAIY HHPOPMALIMOHHU CHCTEMHU.

HuBo Ha ejekTponno nognuceaie BASELINE T

BASELINE T eBTopoTO0 OT HUBaTa Ha €IEKTPOHHO MOANUCBaHE, onpeaenaeHo ot ETSI cranmaprure.
To nmpencraBnsBa Haarpaxkaane Haa 6a3oBoto HUBO BASELINE B upes no6aBsiHETO Ha ynoCTOBEpEeHNE
3a Bpeme (TimeStamp) uinu Hapu4yaHO OIIE ,,BpPEMEBH IeYar™, KOETO KaTo aTpuOyT Ha IMOAMKCA HOCH
nH(popMaIus 3a MOAMKMCBAHETO HAa JOKYMEHTa KbM omnpezeneHa nara u yac. C 106aBSsHETO Ha BpEeMEBU
neyat ce J00aBs JOMBIHUTENICH eIEMEHT Ha CUTYPHOCT U JIoBepHe HaJl 0a30BOTO HUBO.

BpemeBust nevar wim omie ynocroBepeHueto 3a Bpeme (TimeStamp) e arpudyt na KEII, koiiTo
YIOCTOBEPSIBA BPEMETO HA MOAMKMCBAHE U ChABPKAHUETO HA €NEKTPOHEH TIOKYMEHT KbM TO3U MOMEHT.
To3u aTpulyT MOKe J]a ce U3M0JI3Ba 32 OTYUTAHE Ha U3BbpIIEHA paboTa KbM J1aJIeH MOMEHT, 3a I0Ka3BaHe
Ha aBTOPCTBO KbM OIpe/esieHa JlaTa U JIpyry. 3anuchT Ha BPEMETO 3a MOANUCBaHE € KpUNTorpadcku
3alIUTEHO M Ha MPaKTHKa € HEBBb3MOXKHO Ja ObJe MaHuIyaupaHo. B cimyuyauTe, korato BpeMeTo Ha
MOJITMCBAaHE € B3€TO OT YaCOBHUKA HA JIOKATHUS KOMIIOTHP WU OT JIOKaJeH ChbPBBP, TO TOBA CE CUUTA
3a TOJISIM HEJOCTaThK Ha €JIEKTPOHHUS MOANUC MOPaan TOBA, Ye JOKATHUSAT KOMIIOTHP UIH ChPBBp ca
M3LISIIO MOJT KOHTPOJIa Ha TOAMKUCBALUS M BpEMETO Ha MOANKMCBAaHE HE MOXKE Ja Ce YI0CTOBEpH C BHCOKa
CTETeH Ha JOBEpHE U CUTYPHOCT. B citydanTe, korato BpeMeTo Ha MOAMKUCBAHE € TIOIYYeHO OT HE3aBUCUM
CBHpPBBP Ha BpeMe, TO TOraBa Moxe J1a ObJie MPUETO, Y€ BPEMETO Ha MOJIINKUCA € PEaTHO U MPELU3HO.

Tyxk, pa3Oupa ce, € MICTOTO Ja CIIOMEHEM, Y€ ChIIECTBYBA U KBATHU(PHUIMPAH €JIEKTPOHEH BpEMEBU
reyaT, KOWTO JOMBIHUTETHO MOXKE Ja YIOCTOBEpH BPEMETO Ha MOANKMCBAHE Ha JOKYMEHTa WJIM Ha
pa3IMyYHU peAaKIUU Ha €QUH U ChII JOKYMEHT mo XpoHosorus. Ilo chiiecTBo KBaluduUUUpaHUIT
€JIEKTPOHEH BPEMEBH Ie4aT YTBHPKIaBa, e eJICKTPOHHUSAT MOAINUC € Ch3aJIeH IPEeId MOMEHTA, yKa3aH
B HETO.

Huoto BASELINE T e noaxoasuio 3a u3noj3BaHe B CIy4YauTe, KOraTo UMamMe T0KYMEHTH, KOUTO
M3UCKBAT JI0OKa3aHO BpeMe Ha mnojanucBaHe. BHempeHnoto ymoctoBepeHue 3a Bpeme B BASELINE T
MPEeIOTBpaTSIBa Bb3MOKHOCTTA 3a MPOMSHA HAa TOYHHS MOMEHT Ha MOJIMHMCBAHE WU Taka HapeYeHOTO
aHTHU/IaTUPAHE.

JloGaBsiHETO Ha YIOCTOBEpPEHHE 3a BpeME HEHM3MEHHO yBellnyaBa CIOKHOCTTA Ha Ipoleca Ha
MOJITMCBaHe ¥ U3UCKBA JOMBJIIHUTEIHH PECYPCH, KaTO ChIIEBPEMEHHO Ce MOBUIIABAT U pazxoaute. Chiio
Taka € Ba)XXHO J1a ce OTOEeJeXH, Ye camMo IOJI3BAaHETO Ha HE3aBHCHUMHU U MPEIU3HU CHPBBPH HA TOUHO
BpEME Ce MOJI3BAT C BUCOKA CTEIEH Ha JI0BEpUE, a HE CaMO TEXHUYECKOTO 100aBsiHE Ha TO3H aTpUOyT KbM
€JIEKTPOHHHUSI MTOJIITHC.

HuBo Ha einekrponno nognucsaie BASELINE LT

Husotro BASELINE LT (u3BectHo ome kato BASELINE LONG TERM) e TpeToTo oT HUBaTa Ha
€JIEKTPOHHO ToanucBane, pazpadborenu ot ETSI, nagrpaxknaiiku npeamectamoro HuBo BASELINE T
U ChOTBETHO ChIbpka Bcuuku atpuOyT Ha BASELINE T, xbM kouTo ca 100aBeHH TOMBJIHHUTEIHA
undopmarus (arpudytn), kato VRI (Verification Related Information) manau xkem DSS (Document
Security Store), kakTo u nanHu 3a anynaupane, karo OCSP (Online Certificate Status Protocol ) orroBopu
nmn CRL (Certificate Revocation List) u Bepurara Ha ceptudukar, OT MOTPEOUTEIICKUS cepTUhUKAT
no Root CA cepruduxar. ToBa mpaBu BB3MOXKHO BAJIUIMPAHETO HA TOJANMUCAHUS JOKYMEHT upe3
CBABPKAHUETO HA camus (aiii.

— Verification Related Information (VRI) npeacrasnsiBa HaGop OT JaHHM, BKIIIOYBAIIM MMEHA,
€JIEKTPOHHH TOIIH, HOMEpa U MHOTO Py, KOUTO CE U3MOJI3BAT 3a YIOCTOBEpsIBaHE Ha CAMOJIMYHOCTTA
Ha noxanucsamus. OcHoBHata e Ha VRI e na npenoctaBs HeoOxoaumara nH(popMaIus 3a U3BbpIIBaHE
Ha IPOBEPKU 32 UICTUHHOCTTA Ha OANUCAHUS IOKYMEHT, KaKTO U J1aJli KMa IPOMEHHU CJIe]] TOAMUCBAHETO.

— Document Security Store (DSS) e ocHOBEeH W MHOrO Ba)X€H KOMIIOHEHT B HeoOXoauMmara
nH(pacTpyKTypa3ach3aBaHe U IPOBEPKa Ha €JIEKTPOHHUTE MOAMUCH, Thil KaTO OCUTYPsiBa HEOOXOIUMHUTE
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MEXaHH3MH 32 YIIpaBJIeHUEe Ha CUTYPHOCTTa M aBTEHTUYHOCTTA Ha MoANKUcaHuTe JoKymMeHTu. DSS urpae
KJIFOYOBA POJIE B OCUTYPSIBAHETO HAa aBTEHTHMYHOCTTA, LEJNOCTTAa U HEAOCTHIIHOCTTA Ha MOIIMUCAHUTE
nokymeHTH. @ynkiuu Ha Document Security Store ca ocurypsiBaHe Ha CUTYPHO 3allIUTEHO XPAHWIIHIIE
Ha €JIEKTPOHHO MOJIMHCAHHU AOKYMEHTH, YIpaBlIeHHE Ha HMUPPOBUTE cepTU(PHUKATU U KpUNTOrpadcKu
KJIIOYOBE, OCUTYPSIBAHE HA CUTYPEH MEXaHU3bM 3a €JEKTPOHHO BaJUAMPAHE HA €JIEKTPOHHU MOJIIHUCH,
3ama3BaHe Ha KOH(MUIEHIIMAIHOCTTAa Ha ChXpaHSBAaHUTE JOKYMEHTH 4Ype3 KOHTPOJI Ha JOCThIIa,
npocieasBaHe U OJUTHpaHE Ha BCUUYKHU JEHCTBUS, CBbP3aHU C €JEKTPOHHO MOANHUCAHU JOKYMEHTH,
OCHUTypsIBaHE HA IBJITOCPOYHO ChbXPAHEHHE HA €JIEKTPOHHO MOJIMUCAHHU JOKYMEHTH, KaTo C€ rapaHTHpa
TAXHAaTa HAJIMYHOCT M HEM3MEHHOCT Ipe3 IieNus nepuoj Ha cbxpanenue. DSS cpabpika nundopmarus,
CBBbp3aHa C BAJIMIUPAHETO, CAMO 3a TOJIUCH Ha JOKYMEHTH, mpeactaBeHu BbB ¢opmar PKCS#7 (u
HETOBH MPOU3BOIHH).

— Online Certificate Status Protocol (OCSP) e koMyHHKaIlMOHEH MPOTOKOJI, KOWTO C€ HM3I0JI3Ba
3a MpOBEpKa Ha BaJUAHOCTTA Ha MU(pPoBH cepTudukaru B peanno Bpeme. OCSP e BakeH KOMITOHEHT
B MH(pACTPYKTypaTa Ha U3/1aBaHE HA YIOCTOBEPEHUETO 32 KBAIU(UIIMPAH €IeKTPOHEH MOIIHUC, KOWTO
OT CBOS cTpaHa e 0asupan Ha 1udpoB ceprudurar. OcuoBHata 1ea Ha OCSP e ga mpenocTaBs Tekyma
nH(popMalus 3a craryca Ha uppoBUTe cepTU(UKATH, KaTO MTO3BOJISIBA HA KIIMEHTUTE J1a IPOBEPST JaIH
nasieH cepTu(duKar e BaJuJeH, aHyIUpaH WIH U3TEKbII.

— Certificate Revocation List (CRL) npencraBnsiBa CnuchK Ha aHYJIMPAaHU CEPTHPUKATH, KOUTO €
myOnuyHO AocThIeH. Te3u cnuchly ce ch3aaBaT U MOAAbPIKAT OT U3JATeNIUTe HA YIOCTOBEPEHHSITA 32
KBaTH(UITMPAHU EIEKTPOHHHU noaAnucH (udpoBute ceptudukarn). To3u CIUCHK ChIbpPKa CEPTUHUKATH,
KOWTO ca aHYJIMPaHU MPEACPOYHO U BeUe He ca BaJIMIHH, KaTo 3a aHyJIMpaHUTe CepTU(UKATH Cce 3arncBa
B HEro cjegHara KOHKpeTHa MH(OpMalus: CepUHHTEe HOMEpa Ha BCUYKU aHYJIUPaHU CepTU(UKATH;
TOYHA JlaTa U 4Yac Ha aHyJIMpaHe Ha BCEKH CepTU(UKAT; KaTo OMIUS B CIIUCHKA MOXE Ja € HaJIU4YHA U
nH(popMaIus OTHOCHO NMPUYMHATA 32 aHYJIMpaHe Ha KOHKpeTeH cepTudukar. To3u CIUChK € OT 0coOeHa
BaYXHOCT, ThIl KaTo MpenasBa oT 3JI0yNoTpeOH KaTo MOANUCBAHE C aHYIUPaH €JIEKTPOHEH MOJIIHUC.

— Root CA ceprudukar e ocHOBOIoOJIarai eJIeMeHT B HHPPACTPyKTypaTa Ha MyOJIMYHN KITFOUOBE,
KOWTO ce HM3MOJ3Ba 3a YIOCTOBEpsSBaHE HA CAMMTE HM3JaTeld Ha cepTU(]HKaTH, KOUTO ca 4YacT OT
YIOCTOBEPEHUATA 3a KBANU(UIMPAH eNeKTPOHEH moAanuc. To3u cepTudukar Ciiy>ku 3a €TajoH U upes
HEro mMorart ja ObJIaT MpoBEepsIBAHU BCUUKH n3naaeHu ceprudukaru (ynocroepenus 3a KEIT) orHocHO
TAXHATa aBTEHTUYHOCT U HAJCKTHOCT.

Hakparko ka3zano, BASELINE LT — nmanrpaxkma 6a30BOTO HMBO Ha TOIIHUC C YIOCTOBEPEHO
BpeMe (BASELINE T), karo KbM HETOBUTE aTpuOyTH ca J10O0ABEHW ONBIHUTEIHH, OCUTYPSBAIIN
BB3MOXKHOCTTA JIa C€ MPOBEPU BaJIUJAHOCTTA Ha MOAINKCA €AMHCTBEHO Bb3 OCHOBA Ha MoANucanus ¢aiin,
0e3 J1a ce MU3UCKBAT JOMBIHUTENHU MPOBEPKH KaTo cTaTyc Ha yaocrtoBepenuero 3a KEII wnu thpcene
Ha cepTuduUKaonHara Bepura Ha ynocroBepenueto 3a KEII B peructpute Ha m3narens. CbIno Taka
TOBa HHMBO OCHUTypsiBa MH(pOpMalus 3a BaJIMIHOCTTa Ha MOJNUCA MPHU ABITOCPOUYHO ChXPaHEHHE Ha
noanucanus amn.

Pa30upa ce, ¢ Bcsko HaarpakgaHe Ha HUBOTO Ha TMOANMCBAHE CE€ yBEJIWYaBa U CIIOKHOCTTA,
PECHEKTUBHO M DPAa3XOJUTe 3a HEroBOTO CO(PTyepHO peanu3upaHe. B ciayuas ycClIOKHSBAaHETO H
MOBUIIIABAHETO HA Pa3XoAHUTe ca 0OyCIOBEHU OT CaMHUTE MPOLEAYPH 3a apXUBHpaHE U yIpaBleHUE Ha
KpunTorpackuTe TaHHU U OT HY>)KHUTE PECYPCH 3a TOBA.

HuBo Ha ejekTponno noanuceane BASELINE LTA

BASELINE LTA (BASELINE LONG TERM WITH ARCHIVE) e Haii-BUCOKOTO HHMBO Ha
enexTpoHHo noanuceane cnopes EBponetickure crangaptu (ETSI). ToBa HUBO ocurypsiBa abarocpoyHara
BaJIMIHOCT NPU NIPOBEPKa Ha EJIEKTPOHHUTE MOAMKICH U Ha MOANNCAHUTE IOKYMEHTHU Ype3 apXUBUpPaHE U
3aIUTa Ha KpUNTOTrpad CKUTE MaTepraliy 3a mpoabJoKuTeseH nepuoa oT Bpeme. Husoro BASELINE LTA
cpabpxka Bcuuku arpuOyTd Ha BASELINE LONG TERM, karo kbM TSX ce 100aBAT U JOIMBIHUTEITHN
apxuBHH redatu (Archive Timestamps) Ha ornpeeeHn HHTEPBAIH, 3a J]a C€ 0OHOBH JJOKa3aTeJICTBEHATA
CTOMHOCT Ha €JIEKTPOHHHUSI IOIHC, U TI03BOJISIBA IEPUOANYHO aKTyaIM3UpaHe Ha yIOCTOBEPEHOTO BpeMe
Y BaJIMJIALUATA Ha MOAMKCA ABJITO BPEME CIIE]] Ch3/1aBaHETO MY.
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IIpobdnemu npu 0va20cpOUHOMO CoXpaAHEHUe HA e1eKMPOHHU OOKYMEHMU. .

3AK/IFOYEHHUE

[Topanu ToBa, 4e eIeKTPOHHUTE JOKYMEHTH MOTaT J1a ce Ch3aBaT U U3Mpaliar Mo eJIeKTPOHEH IbT
Y TOBA CIECTSIBA MHOTO CUJIM U CPEJICTBA, T€ Ca BCE MO-MPEANOUYUTaHU. ENeKTpOHHUST T0KyMEHTOO00pOT
HapacTBa €KEJHEBHO U HAUMHBT Ha €JIEKTPOHHO MOJINKCBAaHE € OT 3HAUEHHUE 3a BAJIAHOCTTA U IIpaBHATa
CTOMHOCT Ha IOKYMEHTHTE.

Ot nmpyra crpaHa, MarepusiTa Ha €JIEKTPOHHHS TMOANUC € creuuduyHa U CBbp3aHa ¢ HMUPPOBU
TEXHOJIOTMH, KOETO OT CBOSl CTpaHa s MpaBU TPyIHA 3a Xopa 0e3 TeXHHYECKU IMO3HAHUS U IpaBHA
IPaMOTHOCT.

[Ipe3 nmocnenHUTE TOAMHU CTaHAXME CBUJETENIM HA TOBA KaK €JIEKTPOHHO MOAMHCAHHU JOKYMEHTH
CTaBaT HEBAJIMHHU ClIe] U3THYAHE Ha YJOCTOBEPEHUETO Ha MOANUCATIUS 'Y IOPaIX TOBA, Y€ € U3I0JI3BaHO
HUCKO HUBO Ha nojmnucBaHe. TakuBa ciydau Osixa MacOBH U JIOBEI0Xa /10 3aBEKJAHETO Ha Ch/ICOHH Jiea
1 HEOOXOAMMOCTTA OT TEXHUYECKU €KCIIePTU3U Ha MOANUCAHUTE JOKYMEHTH IO TE3H Jiena.

Cpmio Taka € uMajo ONUTH 3a MOANKUCBAaHE HAa JOKYMEHT C NpPEIBApUTEIHO aHYJIUPaHO
YIOCTOBEPEHUE, KOETO MakK MOpajay M3MOJI3BaHE Ha HHUCKO HHUBO HA IMOJIMUCBAHE € BHUJHO €/Ba Cliej
MIPOBEPKa BAIUIHOCTTA HA JOKYMEHTA.

Taka mopaau numncara Ha 3HaAHMSI 32 TEXHUYECKHUTE Bb3MOKHOCTH 32 ChXpaHEHHUE U MPOBEpKa Ha
KBATH(UIIMPAHUTE EISKTPOHHHU MTOANUCH OeIie KoMIpoMeThupana ocHoBHaTa uzes Ha Permament (EC)
Ne910/2014 na EIT u CpBeTa, a MMEHHO Ja C€ Ch3/1aJI€ CUCTEMA 3a M3/JaBaHe 1 MOJTyYaBaHe Ha €JICKTPOHHU
JTOKYMEHTH C BUCOKa CTEIeH Ha JOBEPUE U CUTYPHOCT.

Ha npakrtuka nocera Haii-uecTo noja3BaHUTE HUBA Ha KBAJIM(ULIMPAHO MMOANKUCBAaHE HA €JIEKTPOHHU
nokymeHTH ca BASELINE B u BASELINE T, oT xouTo mbpBHUAT HE HOCH WH(MOPMAIIUS 32 TOYHOTO
BpeMe Ha MOJNHUCBaHe, a U JBaTa HE ChbXPAHSBAT CTAaTyca Ha BAJMIHOCT Ha TOAMMCA ClIe[ U3TUYAHE
Ha YJIOCTOBEPEHHETO, KOMTO Hail-uecTo € enHa roauHa. Pa3bupa ce, B CiiydauTe NP MOANKMCBAHE Ha
€JIEKTPOHHA KOPECTIOHACHIIUS U JOKYMEHTH, KOUTO HAMAaT BUCOKA MpPaBHA CTOWHOCT W/WJIM HE U3HUCKBAT
IBJITOCPOYHO ChXpaHEHHE, TOBa € MPHUEMIIMBO, HO 3a JOKYMEHTH, M3/aJeHH OT Abp)KaBHATA WU
oOLIMHCKA aIMUHUCTpALIKA, Te€3U HUBA Ha MOAMNICBAHE Ca HEMPUEMIIMBH U Ch3AaBaT Peauila TPYIHOCTH.

B TexHuuecku acniekT HUBaTa Ha KBAIM(UIIMPAHO MOAMKCBAHE 3aBUCAT OT copTyepa uiu xapayepa,
C KOWTO ce ToJiara eJIeKTPOHHUAT MOJIUC, U MHPpacTpyKTypaTa Ha uznarens. B Permamenta cOopbT oT
coTyep U xapayep, KOWUTO CIy>KHU 3a KBAIM(ULIMPAHO MOJIUCBAaHE HA €JIEKTPOHEH JOKYMEHT, € ONHCaH
Karo ,, YCTPOMCTBO 3a MoJIaraHe Ha KBaau(UIIMpaH eIeKTPOHEH nmoanuc'. M yeTuprre HUBa Ha MMOATIMCBAHE
ca JOCTBITHU 3a BCUYKHU WU3JaJ€HH YIOCTOBEPEHUS 3a KBATU(UIMPAH €IEKTPOHEH MoAnuc B bbiarapus,
He3aBucuMo oT uznaarens, Ho HuBata BASELINE LT u BASELINE LTA u3uckBar no-BUCOKO HUBO Ha
coTyepa uiu xapayepa, ¢ KOUTO ce mojiara eIeKTPOHHHUAT MOAINKC, KOUTO, pa3dupa ce, ca CBbpP3aHu ¢
MOBeY€e Pa3XoAM U Te3W HUBA HE ca JOCTHIIHU B IMOBeUeTO Oe3IiaTHU copryepu 3a moAmnucBane. Takbs e
MPUMEPHT C HAW-TTOMYJISIPHOTO COMTYEPHO MPIIIOKEHHE 3a €JIEKTPOHHO TonucBane — Acrobat Reader.
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TITLE SOME ISSUES IN THE LONG-TERM STORAGE
OF ELECTRONIC DOCUMENTS SIGNED WITH
QUALIFIED ELECTRONIC SIGNATURES

Abstract: Electronic documents are an essential and integral part of today's digital world. The rapid
use of electronic documents in recent years is due to the savings in time and money compared to paper
documents. Electronically signed documents are in use in many countries, with their legal value and
reliability being ensured by electronic signatures. Qualified electronic signatures (QES) provide the
highest level of legal security and are equivalent to a handwritten signature. Qualified electronic
signatures are created on the basis of a digital certificate, which is however issued for a certain period
of time, and after this period, in order to retain their legal validity and reliability, qualified electronic
signatures must be maintained through specialized technologies and processes for long-term storage.
The inability to verify the qualified electronic signature after the expiry of the certificate, as well as its
other attributes, creates numerous obstacles to the use of electronic documents. This article aims to
focus on the problems related to the long-term storage of electronic documents signed with a qualified
electronic signature and examines in technical terms the possibilities and levels of electronic signatures,
in relation to the adopted EU regulations.
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HAIITUOHAJIHA CHT'YPHOCT
NATIONAL SECURITY

APPLICATION OF INDICATOR-BASED ANALYSIS FOR SECTORSPECIFIC
EVALUATION OF THE INDUSTRIAL ENERGY TRANSITION

Lars Feller
University of Library Studies and Information Technologies

Abstract: A signifiant reduction of greenhousegas emissions is necessary in order to limit the effects of
climate change. This requires a transition of the energy system. Especially the industry sector as major
emittent of greenhouse gases faces massive changes towards a more sustainable operation. Several
approaches are applied to realize a industrial energy transition. On a global level, this leads to very
comlex processes that are difficult to capture and evaluate. Heterognous industry sectors are difficult to

compare ragarding their progress towards a more sustainable operation. One approach to allow such a

transparent evaluation of the industrial energy transition is proposed by the indicator-based methodology.

Capturing the status of the industry sector by indicators allows a quantitative evaluation which makes
the progress of the transition more transparent. Based on such an evaluation of the status quo of the
industrial energy transition, political measures can be derived. Also, it can be assessed which political
[framework conditions and subsidy schemes have led to which output. Overall, a deeper understanding of
the transition process helps to make more profound decions and thereby improve the development of the
industry sector towards sustainability.

Keywords: Energy transition, industry sector, evaluation methodology, sustainable development

INTRODUCTION

Due to their high energy demands, industry sectors face the challenge of transforming their energy
systems in order to reduce their greenhouse gas emissions (de Bruyn et al. 2020, 13). Like e.g., Gielen et al.
(2019) and Korkmaz et al. (2020), many studies and research works therefore analyze how transformation
pathways can look like which meet the given emission budgets (Wiese et al. 2022, 2). The complexity
of this challenge, however, lies in the fact that, in addition to the target dimension of environmental
sustainability, for which a reduction of greenhouse gases is aimed for, the target dimensions of energy
equity and energy security play an equally important role (Liu et al. 2022). Especially in the industry
sector, energy-related costs are of great importance. These often determine competitiveness on global
markets (Hutton et al. 2021, 2). In this regard, the European energy-intensive steel industry fears serious
disadvantages due to the additional costs resulting from the European emissions trading system (Naegele
and Zaklan 2019). The target dimension of security of supply came even more into the picture through
the war in Ukraine and the resulting energy crisis in Europe.

Hence, in order to carry out a comprehensive assessment of the industrial energy transition towards
a sustainable energy system, it is necessary to include the three target dimensions energy security
(security of supply), energy equity (economic competitiveness) and environmental sustainability (Marti
and Puertas 2022). These are defined as the energy policy triangle (Herzig 2021). In contrast to the
transformation pathways, which can be used to derive recommendations for action based on assumptions
and scenarios about future developments, an assessment of the energy transition’s status quo enables a
comparison between industrial sectors with regard to all target dimensions combined (Baczkiewicz and
Kizielewicz 2021).

Including these three target dimensions requires a high level of transparency as the dimensions can
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be implemented in multiple ways. Therefore, in the proposed methodology indicators are to be applied
to each dimension which allows to quantitatively capture the progress of the industrial energy transition.

RESEARCH METHODOLOGY

Starting point for an indicator-based analyses is the identification of indicators. According to the
United Nations, so-called “SMART criteria” apply to a suitable and well-chosen indicator, which means
that it is described by the following attributes (Diabré 2002, 68): specific (S), measurable (M), attainable
(A), relevant (R) and trackable (T).

This implies that an indicator directly refers to the issue it is aimed for. Also, it should be possible
to collect the necessary information for the indicator (attainability) and then measure and track it. By
fulfilling these requirements and being relevant at the same time, the indicator is eligible in a theoretical,
methodological, practical and political way (Meyer 2004).

This theory behind the identification of indicators is therefore considered in the process of
developing the indicators for the analysis. However, as the application of the described methodology
mainly has the target to validate the proposed methodology, the evaluation of possibly suited indicators is
also affected by that. It makes a difference whether an indicator is used in a purely practical context within
an established method, meaning that measuring the indicator as precise as possible is most relevant, or
whether it is more relevant to be able to capture the actual issue. In the context of validating that the
proposed methodology is eligible to assess the progress of the industrial energy transition, the focus is
on identifying indicators that can capture this complex process and refer to the transition. Therefore, it
is rather acceptable to not have ideal measurements or data for the indicators instead of applying non-
suitable indicators. If the methodology can be considered applicable as a result of this analysis, it proves
that it would be worth to further improve the measuring quality, e.g. by using non-freely available data.
This is especially relevant as the methodology is supposed to be applied repeatedly in order to provide
continuous insights into the industrial energy transition process.

In the context of energy system analyses, Flues et al. (2012) translate the beforementioned “SMART-
criteria” into the four criteria target reference, availability, transparency and comprehensibility. Moreover,
when using the indicators for modeling purposes the fifth criterion of being applicable to be modelled is
added (Koch et al. 2020, 4).

These criteria are to be considered in the identification process of the indicators. After all indicators
are collected, the weighting factor for each dimension and indicator needs to be determined. Assigning
weightings to the three dimensions determines the overall performance in the energy transition of a
national industry sector within the quantitative analysis. For instance, if a country improved significantly
in the dimension Environmental Sustainability however on the cost of shortcomings in the other two
dimensions, the overall performance within the evaluation depends on how the dimension Environmental
sustainability is weighted in comparison to the other two dimensions. Hence, these weightings play crucial
role in the evaluation. The main target as part of this structure is the realization of a sustainable energy
transition of the industry sector which is assessed through the proposed methodology. All three dimensions
are integral for a successful industrial energy transition. However, the importance of each dimension is
perceived differently as political decisions entail compromises. Therefore, in different scenarios different
weighting factors can be applied in order to reflect the relevance of the three dimensions among each
other.

To empirically determine these weighting factors a survey is conducted. The result of this survey is
then implemented into the analysis.

Multi Criteria Decision Analysis

Within the proposed methodology, the identified indicators as well as the weightings are processed
in a Multi Criteria Decision Analysis (MCDA) in order to derive quantitative results which evaluate the
progress of the industrial energy transition.

An important advantage of using MCDA is that it can take into account aspects that are evaluated
in different ways, so that, for example, not all objectives need to be assessed monetarily. This allows to
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take into account e.g., social, technical, or environmental objectives at the same time and analyze them
among each other in order to give recommendations for action (Geldermann 2014).

As various MCDA methods exist, which determine the way the indicators and weightings are
processed, the starting point is to choose one MCDA method that enables the methodology to generate
quantitative results. The use case in this analysis implicates a limited number of opportunities (dimensions
and indicators) to choose from. There is no continuous solution space as only three dimensions with a
limited number of indicators exist. Therefore, for the purpose of the proposed methodology a Multi-
Attribute Decision Making method (MADM) is to be applied.

MADM methods are categorized into two approaches which are classical MADM-methods and
outranking approaches. For the purpose of the methodology in this analysis the application of classical
MADM-methods is the preferred method. The reason for this is that these classical MADM-methods
contain an overall utility value which is again composed of other utility values (Geldermann 2014). This
allows to implement a value that assesses the overall industrial energy transition which takes into account
the individual value from each of the three dimensions. In this way, the assessment of each industrial energy
transition can be expressed by one utility value which aggregates and expresses all complex preferences
that are included in the evaluation. According to Geldermann (2014, 12) a convenient implementation as
well as an understandable logic behind is considered as main advantage of classical MADM approaches
which makes it eligible to be applied as part of the proposed methodology.

FINDINGS

As a basis for the identification process of indicators for the MCDA, the research paper from Koch
et al. (2020) is used. In this paper, the authors conduct an indicator-based multi-criteria assessment of
the German energy transition for which they identify in total 314 indicators in a broad literature review.
These indicators are categorized into the four dimensions Energy Equity (101), Energy Security (59),
Environmental Sustainability (65) as well as a social dimension (89). As the social dimension is not part
of the analysis, these indicators are not considered further.

Three steps were defined in order to transfer the 255 indicators (excl. the social dimension) from
Koch et al. (2020) into the final indicators which reflect the industrial energy transition. For this process
the defined criteria are applied. Figure 1 shows the remaining indicators after each step.

Step 1: In the first step it is evaluated whether the 255 indicators can content-wise be referred
to the industry sector. As many indicators aim to measure developments or situations that do not have
any relevance to the industry sector, these are not used for the MCDA in this analysis. These indicators
(e.g., indicators that directly refer to the energy consumption of private customers) do not reflect the
industrial energy transition and are therefore eliminated in step 1. With regards to the previously defined
criteria, this means that the remaining 130 indicators fulfil the beforementioned criteria ‘specific’, ‘target
reference’ and ‘relevant’.

Step 2: In the second step the remaining indicators are examined regarding the criteria ‘attainable’
and ‘measurable’. This aims to eliminate indicators which do not allow to capture the industrial energy
transition separately from the overall country. Indicators that apply to a very broad field of the energy
transition therefore are eliminated in this step. However, this is not the case if they can be adapted in a
way that they directly refer to the industry sector. If this is possible, the original indicator is adapted. This
is a significant aspect of the second step as this practically enables the focus on the energy sector. Besides
that, indicators that measure developments that are most significant for the industry sector, even though
they do not directly refer to it are not eliminated. Hence, all indicators that remain after step 2 are suitable
to measure the industrial energy transition.

Step 3: For the remaining indicators data must be available in order to be used in the analysis. Hence,
the criteria ‘available’ and ‘trackable’ need to be fulfilled. Therefore, in the third step of the indicator
identification process all available data is collected. For the 21 indicators all necessary quantitative data
could be found as shown in figure 1. These remaining indicators are the final indicators for the MCDA as
they fulfill all previously defined criteria.
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Step 1(130) Step 2 (69) Step 3 (21)
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m Energy Equity

® Energy Security

= Environmental Sustainability

Fig. 1. Number of remaining indicators after steps 1-3

The second essential input for the quantitative analysis is the weighting factors that are to be applied
to the three dimensions Energy Equity, Energy Security and Environmental Sustainability. These were
collected in a survey in which experts were asked how they perceive the relevance of the three dimensions
regarding the industrial energy transition. According to these replies, the dimensions Energy Equity and
Energy Security are most relevant for the industry sector. The following weighting factors were gathered
through the survey:

Energy Equity = 0,389; Energy Security = 0,379; Environmental Sustainability = 0,232.

RESULTS AND CONCLUSION

As central indicator for the progress of the industry sector’s energy transition, the SSIET is
introduced. SSIET stands for ‘Score for a Sustainable Industrial Energy Transition’. It is calculated by
incorporating the weighting factors as well as the identified indicators into the quantitative analysis.
The SSIET is the utility value according to classical MADM methods. A high SSIET indicates a good
progress regarding the three dimensions of sustainability based on the defined indicators. The SSIET is
the final quantitative result of the MCDA.

The application of the proposed methodology creates one SSIET per country per scenario. This
SSIET in each scenario allows to compare the progress of the national industry sector that is evaluated
by the methodology. Through the generation of quantitative results, the methodology has been proven to
be able to be applied practically. In order to finally assess the applicability of the proposed methodology,
the generated quantitative results need to be assessed qualitatively.
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ITPUJIATAHE HA AHAJIN3, OCHOBAH
HA ITOKA3ATEJIM 3A OHUEHKA HA CHEHU®UYHUTE
CEKTOPHU HA HHAYCTPHUAJIHUA EHEPI'MEH ITPEXO/

Pesztome: Heobxooumo e 3nauumenno Hamansaeane Ha emMucuume Ha NApHUKO8U 2a308e, 3a 0a ce 02PaHudam
nocneouyume om usmenenuemo na kaumama. Tosa usuckea npexoo 6 enepeuvinama cucmema. Ocodoeno
NPOMULULEHUAN CEKMOP, KOUMO e OCHOBEH eMUMeHm HA NAPHUKOBU 2A308e, e UNPAGeH nped MawaoHu
NPOMEHU, HACOUEHU KbM NO-YCMOUYUBO DYHKYUOHUPAHe. 34 0CbUecmea8anemo Ha eHepeUliHUSA NPexo0
6 NpOMUWIEHOCIMMA ce NPULaeam HAKOIKO nooxooa. Ha enobanno nuso mosa 600u 00 MHO20 CLOMNCHU
npoyecu, Koumo mpyoHo mo2am oa bvoam obxeanamu u oyereHnu. Tpyono e oa ce cpaguasam pazHopoOHU
APOMULULEHU CEKMOPU NO OMHOULEHUE HA MEeXHUSL HANPeObK KbM NO-YCMOUUUeo gyHkyuonupane. Eoun
om nooxooume, KOUMO NO380IABAM MAKABA NPO3PAUHA OYEHKA HA UHOYCMPUATHUSL eHepeUeH Npexoo, e
Memooonozuama, ocHosana Ha nokazamenu. Ompasasanemo Ha CbCMOoAHUEMOo Ha NPOMUULTEHUSL CEKMOP
ype3 nokazameinu NO360JA6d KOIUYECMBEHA OYeHKA, KOAMO Npasu HanpeovKa Ha npexood No-npo3payeH.
Bv3 ocnosa Ha makaea oyeHka Ha CMamyKeomo Ha UHOYCMPUATHUS eHepeuer npexoo0 Mozam 0a 0vboam
uzgedenu nonumudecku mepku. Oceen mosa modxce 0a ce oyeHu Kou NOoAUMmuUYecKu pamkosu Ycio8us u
cxemu 3a cybcudupane ca 0osenu 0o onpeodenen pesyimam. Kamo ysno no-3a0vibouenomo pazoupare
Ha npoyeca Ha npexoo nomaza 0a ce 83eMam no-3a0vil004eHU peuleHus U no Mo3u HAYuH 0d ce n00oopu
Dpassumuemo Ha UHOYCMPUAIHUSL CEKMOP KbM YCMOUYUBOCHI.

Kntwouoeu dymu: enepeuen npexoo, npomuuiien CeKmop, Memoooio2us 3a OYeHKd, YCmoudueo pazeumue
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CONSULTATION FOR MICRO-ENTERPRISES

Frank Zingelmann
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Abstract: For tasks that can be delegated, the tax advisor has sole decision-making rights. However, the
tax advisor bears the primary burden based on a comprehensive mandate from their client contract, par-
ticularly in non-delegable “executive tasks”, involving their obligation to prepare decisions or provide
advice on tax and business-related matters. In addition to material tasks, the micro-entrepreneur has
personal management tasks, such as selection, information and control duties (management responsibil-
ity) towards the tax advisor. As long as the entrepreneur fulfills these obligations, they generally cannot
be attributed with advisor negligence. The tax advisor must strive to mitigate tax disadvantages for
the entrepreneur as much as possible. If they are unable to fulfill advisory tasks according to generally
accepted standards but proceed nonetheless, liability for assumption of responsibility may arise. The
micro-entrepreneur does not have the authority to give instructions to the tax advisor due to their duty of
action. However, this may be a reason for their leadership responsibility. The legal basis for the liability
of the tax advisor can primarily be found in §§ 280 and 241 of the German Civil Code (BGB).
Keywords: Responsibility for action, management tasks, advisory process, takeover liability, liability

INTRODUCTION

The tax-paying micro- or small entrepreneur must dedicate themselves to existential questions and
the medium- and long-term goals of their business, delegating tax responsibilities to the tax advisor, up to
where it is legally permissible. The tax advisor, in turn, holds the responsibility of stepping in the micro-
entrepreneur or contractor's lack of tax expertise and legal knowledge (BGH 2005, IX ZR 127/04).

This “interplay” between the micro-entrepreneur and tax advisor is outlined here in basic terms. It is
assumed that the delegation of responsibility to the tax advisor encompasses the broadest possible scope
of advisory services in terms of a comprehensive mandate. Specifically, the tax advisor maintains the
books, prepares financial statements, prepares tax returns, and assists in fulfilling accounting obligations.
However, they are not allowed to provide legal advice but may present academic papers.

In providing comprehensive advice to the micro-entrepreneur, the tax advisor has also taken on
business advisory tasks (as implied by the mandate agreement). However, the consultancy agreement
cannot impose further obligations beyond providing advice (Gréfe et al. 2023, 236).

A contract between the micro-entrepreneur and a tax advisor is a service contract according to §§
611, 634, 635 of the German Civil Code (BGH, 2006-1X ZR — 63/05). If a tax advisor merely prepares
the tax return based on documents provided by the client (i.e. single contract), a contract for work and
services according to § 631 of the German Civil Code may also be present. In contrast to a service
contract, where the emphasis lies on providing a service or expertise, the entrepreneur is required to
produce a specific and predetermined outcome with a work contract.

The micro-entrepreneur can expect the tax advisor to provide comprehensive advice and inform
them proactively about all tax-related details and their consequences. The tax advisor also has a duty
to protect the micro-entrepreneur from harm to the greatest extent possible. The demands placed on
tax advisors regarding their professional qualifications are particularly high in service contracts with
micro-entrepreneurs. Thus, they must possess or acquire extensive tax law knowledge in order to advise
the entrepreneur in all phases of decision-making preparation. This is especially true in cases where the
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micro-entrepreneur delegates decision-making authority over material tasks to the tax advisor.

It should also be noted that the term “tax advisor” mentioned here is a generic term for tax agents,
lawyers, tax consulting companies (as AG, GmbH, OHG, etc.), auditors, joint accountants and assistance
providers in tax matters, such as notaries and cooperative auditing associations.

The contractual partner of the tax advisor is the micro-enterprise, defined as a business with up to
nine employees and an annual turnover of up to 2,000,000 euros. This figure corresponds to the definition
provided by the European Commission (Recommendation 2003/361/EC). Higher values apply to small,
medium, and large enterprises. This classification into size categories is intended to provide information
about the significance and economic performance of the businesses. In Germany (2017), there were over
2,000,000 micro-enterprises, approximately 400,000 small enterprises, around 75,000 medium-sized
enterprises, and fewer than 20,000 large enterprises.

ACTION RESPONSIBILITY

The tax-paying micro-entrepreneur fulfils material tasks (or professional tasks) that they must
personally and independently undertake. These tasks are fundamental top-level responsibilities of the
organizational leadership, which belong exclusively to the competence of the micro-entrepreneur. This
includes mandatory tasks according to legal norms, jurisprudence, and guidelines of the tax authorities.
In the area of accounting obligations, the principles for proper management and preservation of books,
records, and documents in electronic form, as well as for data access (GoBD) of the Federal Ministry
of Finance dated November 28, 2019, are particularly relevant, and must be strictly adhered to in the
company. These non-delegable tasks of the micro-entrepreneur are subject to the prohibition of so-called
further delegation. (H6hn 1995: 79)

It is widely believed that a managing director may delegate the tasks assigned to them along with
the corresponding authority to a suitable employee, either wholly or partially. Of 200 surveyed managing
directors, 85 percent considered this to be their prerogative because they were ultimately responsible for
everything. However, this is a fundamental misconception that can lead to serious liability consequences
in individual cases.

The prohibition of further delegation is also an international legal principle. The Latin formulation
for this is: Delegatus non potest delegare. According to this principle, a delegate cannot delegate and
cannot grant sub-authority. No one can transfer more rights than they have themselves. Each person can
only act effectively within the scope of their own authority (§ 164 of the German Civil Code).

“The transfer of responsibility is often referred to in the literature as 'delegating leadership tasks.'
According to the principle of responsibility, this leadership task is unnecessary because there is nothing
to delegate” (Borsch and Borsch 2019, 114).

The tax advisor also has non-delegable tasks to fulfil. They cannot further delegate their decision-
making authority, for example, to one of their tax clerks, who, through the unauthorized delegation,
independently allowed the incorporation and processing of unchecked records into the VAT return (BFH
2007, VII B 345/06 NV and Kuhni 2020, 335). The breach of duty on the part of the tax advisor lies in
not having made the decision themselves where they were obligated to decide.

Of course, the preparation and execution of non-delegable material tasks can be responsibly
delegated. For example, in the case of the micro-entrepreneur, this could be delegated to the tax advisor
as an external consultant, and within the tax advisory firm, to tax specialists and tax clerks. In these cases,
these employees are involved in decision preparation. They serve as advisors in the decision-making
process. If they are purely advisors and do not have any decision-making authority whatsoever, their tasks
are referred to as staff functions (e.g., employees, lawyers, environmental and security professionals).

Several employees may also be involved in this decision preparation for tasks that can be broken
down into subtasks. This is illustrated in Fig. 1
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Fig. 1. Structure of corporate decision-making and implementation based on Raidt (1972, 26)

Instead of the above task analysis, a process analysis is often suggested in the literature. However,
this perspective cannot be further explored here. As Schreyogg (2015, 122) states: “It is proposed to
decompose the overall task into processes, meaning that attempts should be made to identify holistic
work units or sequences of activities with clear starting and ending points.” It is worth mentioning that
the goal of process analysis is to avoid unnecessary fragmentation of workflows.

In summary, the action responsibility of the entrepreneur as well as that of the tax advisor in their
firm extends to the non-delegable material tasks to be performed. Any delegation of these tasks is only
permissible within the framework of preparation and execution (decision preparation). The distribution
of responsibility is as follows on Fig. 2.

Originally, Fig. 2 (as is generally seen in the literature) depicted the separation of non-delegable
tasks of the micro-entrepreneur from the “delegable” ones. However, this would not be correct, as the
micro-entrepreneur does not inherently have these tasks. On the contrary, according to the principles of
responsibility delegation, subordinate employees, as well as the tax advisor, have these tasks “as their
own.” Delegation is not a separation of the entrepreneur's powers. The employee acts on behalf of the
organization and not on behalf of management. According to the principle of responsibility: Competencies
are not delegated. You are delegated.

Therefore, in the overview down (under Micro-entrepreneur), the tasks assumed by subordinate
employees were referred to as “delegable” decision tasks.
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Internal employees —

External employees
(tax advisor )

Fig. 2. Action responsibility for material tasks

LEADERSHIP RESPONSIBILITY

According to the principle of responsibility, all employees, including the company management, act
with freedom for self-development in their own name and by their own right when performing their tasks.
Competencies are given to them to create their own area of responsibility, within which they act and
decide independently in normal cases (action responsibility). External employees, including tax advisors,
are also included in this category of “external employees”.

Some of these employees in the company, in addition to their task-oriented duties, also have person-
oriented duties within their leadership responsibility. The focus here is on the three classical leadership
tasks known since antiquity: selection, information, and control, as daily supervisory duties. This is the
most important duty of care for every supervisor, namely cura in eligendo (selection), cura in instruendo
(information), and cura in custodiendo (control).

This trilogy is fundamental for a legally secure leadership and employee relationship, such as
between a micro-entrepreneur and the tax advisor as an external employee.

The micro-entrepreneur is in an employment contract relationship with the tax advisor. He must
fulfill his leadership duties as mentioned above. Thus, he must find the “right” tax advisor, especially
fulfilling his duty of selection. The Federal Fiscal Court (BFH), in its decision on August 30, 1994, VII
R 101/92, dealt with these selection, instruction, and control duties within the framework of leadership
responsibility and found, among other things, the following regarding the personal culpability of the
taxpayer:

“So the negligence of a tax advisor cannot be attributed to a person designated in § 34 AO [German
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Tax Code] who uses a tax advisor in preparing a tax return if they are not at fault in their selection or
supervision and there was no reason to verify the content accuracy of the tax return.”

The mentioned advisor negligence is based on the following explanations. It is noted that in
addition to negligence in selection, both micro-entrepreneurs and tax advisors must also consider what
is known as takeover negligence. According to Borsch and Borsch, 2019: 154, it is stated that every
manager must ensure “that their directly subordinate employees consistently perform their assigned tasks
professionally. This includes structurally enabling them to perform these tasks according to generally
accepted standards.”

The requirement for a high qualification of the tax advisor is particularly important in cases of
(presumed in this work) comprehensive advice provided by the tax advisor, who in most cases also holds
a long-term mandate with the micro-enterprise.

“In the case of a long-term mandate, the tax advisor must inform unsolicited about tax-relevant
issues and civil law design options” (BGH n jw 98, 1221, as well as Palandt, BGB, 2016, § 280, para. 76).

For the employment contract relationship, Figure 3 illustrates the individual types of person-oriented
leadership tasks as well as the extent of leadership responsibility.

The tax advisor is in an employment contract relationship (§ 611 BGB), belonging to the liberal
professions. The scope of services is primarily determined by the desired success. The obligation of the
tax advisor consists of “taking action towards success.” Thus, all service contracts that are not time-based
are performance-based service contracts (Tillmanns 2007, 2 and 80-83).

Within the scope of action responsibility, there is no right of instruction by the micro-entrepreneur.
The right of control of the service recipient arises solely from the leadership tasks (see Figure 3). “Case
law regularly affirms the right of instruction of the service recipient in individual cases” (see “Instructional
Right of the Client towards the Lawyer”, BGH 1968 VersR 1968, 792, Tillmanns 2007, 3 and 30).

The obligated service providers include not only tax advisors but also lawyers, auditors, and
investment advisors.

Supervision as a
random check;

Results/success Control Selection - Select and deploy the
control of right employees;
achievement of goals; - Compare
Assessment of requirements and
performance and skills profile.
potential future

results; Information

Recognition,

criticism, follow-up

measures

- Basic, ongoinh information;

- Structure and process organization;

- Coordinate;

- Goals, guidelines as means of control;
- Personnel development

Fig. 3. Classical leadership tasks with current individual duties (Borsch and Borsch 2019, 148

81



The Responsibility of the Tax Advisor in Comprehensive Consultation for Micro-Enterprises

CONSULTATION RESPONSIBILITY

The author recalls the following experience regarding consultation:

The managing director of a GmbH expressed to the tax advisor that he was not satisfied with the
results of previous consultations. He felt a lack of greater initiative on the part of the tax advisor, especially
concerning information regarding the development of certain case law. The tax advisor responded:

“Tell me specifically what you think we can do better, and I will immediately adjust my work, in
addition to the usual tasks, including goal setting.” The managing director responded as follows:

“I am not capable of that; you are the expert responsible for it. I am not paid to advise you. Rather, it
is your duty to advise me and tell me what needs to be done to navigate the tax issues out of the apparent
dead end. I will then decide whether I want to follow your advice or not. You don't want to delegate
responsibility back to me, do you?”

Consultation is a process of decision preparation (see operational decision-making under “action
responsibility”). Terms such as “consultation,” “listening to,” and “in a staff function” also fall under
consultation.

In the consulting task of the tax advisor, consultation precedes the decision of the entrepreneur.
There is little indication in the literature regarding the criteria associated with consultation. Some authors
limit themselves to noting that consultation “lacks the characteristic of binding influence.” Specifically,
Hohn, R., 1995, 279-280, explains this as follows:

“This merely indicates the effects of consultation. However, nothing is said about the criteria that
constitute the knowledge of proper consultation, namely:

— Presenting alternatives.

A single proposal would limit the decision-making ability of the person being advised.

— Weighing the pros and cons of each alternative.

Even if the advisor believes they have found the optimal solution, they are obliged to present other
available options.

— Providing a mature proposal, i.e., recommending the solution that appears most favorable to the
advisor and providing a thorough justification for it.

This is of particular importance. The advisor must therefore decide what they believe is the right
approach. In terms of their responsibility for proper and conscientious consultation, this is crucial.”

However, the tax advisor should not be overwhelmed by the consultation. Consultation responsibility
means: The service contract is a contract of performance controlled by the micro-entrepreneur. According
to Tillmanns (2007, 467), “in the service contract, creditor and debtor not only work together, but it is
the creditor who directs this collaboration. The service provider acts as an 'extended arm' of the service
recipient; the service recipient remains 'the head' of the enterprise.”

LIABILITY OF THE TAX ADVISOR

The tax advisor advises, represents, and assists their clients in fulfilling their tax obligations (§ 1
and § 33 StBerG). According to §§ 57, 60 StBerG and §§ 3 and 4 BOStB, there are obligations for self-
responsible activities, conscientious completion of specific tasks, and continuing education. A culpable
violation of these duties triggers contractual liability. Liability entails responsibility for the consequences
of actions and omissions based on §§ 280 and 241 of the German Civil Code (BGB).

Professionals, such as tax advisors and lawyers, are subject to strict liability according to case law.

The tax advisor is liable, among other things, for:

— Objectively erroneous, tax-detrimental advice.

— Lack of knowledge of tax law.

— Inadequate continuing education.

— Incomplete clarification of facts.

— Failure to provide information on tax-saving opportunities.

— Failure to provide information on tax risks in structuring options.

— Organizational negligence. They must organize their office in a way that minimizes procedural
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errors such as missed deadlines.

Despite the micro-entrepreneur's responsibility for, for example, the tax return they sign, the tax
advisor may be liable for errors. These errors must be demonstrably attributable to the tax advisor or their
staff. In court, according to Zinner (2021), these six errors are recognized:

— Tax advisors have a duty to advise. They cannot assume that, for example, a long-standing
entrepreneur is sufficiently informed about tax matters. If the entrepreneur wishes to save taxes by
changing the company's legal form, the tax advisor must point this out. This was neglected by the tax
advisor of a company up for sale. The Higher Regional Court of Hamm deemed the advice insufficient
(Case No. 25U 167/99).

— Not only if the tax advisor fails to give recommendations but also if they provide objectively
wrong and possibly tax-detrimental advice, they are responsible according to the Saarbriicken Higher
Regional Court (Case No. 1 U 52/85).

— Furthermore, according to the Federal Court of Justice (Case No. IC ZR 211/07), the tax advisor
has the duty to draw attention to their own omissions. If they recognize errors during the preparation or
after submission of the tax return, they must inform their client.

—If, due to upcoming changes in tax law, the tax advisor realizes that a different approach would be
more favorable for their client in the future, they must also point this out. A tax advisor is obligated to do
so even without explicit instruction from the client (Case No. 3 U 174/10).

— If, due to inadequate research, a tax assessment disadvantageous to the taxpayer is issued, this
can have negative consequences for the tax advisor. Because among their duties is also the clarification
of unclear and contradictory information provided by the taxpayer. If they fail to do so, they violate their
duty of careful professional practice (Hamburg Regional Court, Case No. 313 O 203/92).

— In the context of tax legislation, there are a number of deadlines that the tax advisor must know
and adhere to. Particularly important is the deadline for filing objections. If the tax advisor misses
this deadline, according to the Diisseldorf Higher Regional Court (Case No. 23 U 207/02), they must
compensate their client for any resulting losses.

The aforementioned § 280 BGB is the most important legal basis for assessing the duty of care
of the tax advisor. These duties or the breach of their advisory tasks are extensively discussed based on
additional practical cases of case law in the commentary Palandt Civil Code, 2021, § 280, paras. 76-78.

The tax advisor is insured against financial losses of the micro-entrepreneur. According to § 67
StBerG, the tax advisor must take out professional liability insurance against financial losses. The
insurance coverage must be at least 250,000 euros. Covered are damages caused by the tax advisor or
their employees through negligence.

To conclude these remarks, it should be noted that the discussion of the criminal and administrative
liability of the tax advisor is not the subject of this work. It is only mentioned that according to § 25 (1)
StGB, the “perpetrator” can generally only be the tax advisor who acts outwardly and provides information
to the tax authorities. Direct perpetration is not considered in cases of purely internal activities, such as
consulting, bookkeeping, or preparing tax returns (Grife et al. 2023, 72).

However, another topic should be particularly emphasized towards the end: Personal trust between
the micro-entrepreneur and the tax advisor is certainly a prerequisite for good cooperation. Both generate
a strong sense of responsibility and obligation through positive behavior of trust. A spiral of trust is set in
motion. Seneca (Roman philosopher, 1-65 AD) wrote: “If you regard him as faithful, you will make him
so” (Borsch and Borsch 2019, 33).

Regarding this, the Higher Regional Court of Frankfurt, on June 12, 2013, Case No. 1 U 30/11,
stated:

“The tax advisor commits a breach of trust towards their client and thus a serious breach of duty,
regarding the concluded tax advisory contract, if they induce their client to enter into a contract with a
third party but do not disclose that they receive a commission for such a contract.”
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OTTIOBOPHOCTTA HA JAHBYHHUSA KOHCYJITAHT
B IAJTOCTHATA KOHCYJITAIIUA 3A MUKPOIIPEAIIPUATHUA

Peztome: Ilo omnowenue Ha 3a0auume, Koumo moeam 0a 6voam oenecupani, OAHbYHUAMN KOHCYIMAHM
UMa UBKIIOYUMENTHU Npasa 3a 63eMaHne Ha peuileHus. Bvnpexu moea Oanvynusim KOHCYIMAHM HOCU
OCHOBHAMA MENCECH 8b3 OCHOBA HA U3UePnameneH MaHoam om 002080pa C KIUEHMd, 0CObeHo npu
HeOoene2upyemume ,, U3NbIHUMETHU 3A0a4u *, 8KIIOYBAUU 3A0BINCEHUECMO MY O0d U320ME5 PeUeHUsl UIU
0a npedocmaes cv8emu no OAHbUHU U OU3HeC 8bnpocu. B donwvinenue xvm mamepuannume 3a0aqu
MUKDPONpeOnpuemMaysm uma JuUYHU YAPAGIEHCKU 3a0auu, KAmo HANpuMep 3a0baANCeHUs 3d Noooop,
uHopmayus u KOHmMpon (YAPAGIeHCKA OM20B80PHOCH) CHPAMO OaHbUHUs Koucyrmaum. Jloxamo
npeonpuemMayvm U3NvIAHABA Mme3u 3a0bJIHCEHUs,, NO NPUHYUN He MOdice 0a MY e BMEeHU HeOPEHCHOCH Om
CMpana Ha KOHCYImanma. J{aHbyHUAm KOHCYImMaum mpsaoea oa ce cmpemu 0a HaMauu 8 MakCuMaiHa
cmener HeOIa2oONpusmMHUmMe OAHBbYHU NOCAeOUyU 3a npeonpuemavd. Ako motl He e 8 CbCmosHue 0d
UBNBIHU KOHCYIMAHMCKUMe 3a0ayu 8 CbOmMEemcmeaue ¢ 0oujonpuemume CmaHoapmu, Ho 6bNPeKu mosa
Oeticmea, modice 0a 8b3HUKHE OM2OBOPHOCH 3a NoeMane Ha omeoeopHocm. Mukponpeonpuemausm
HAMA NPago 0a 0aea YKA3auusi HA OAHBLYHUS KOHCYIMAHM NOpaou 3a0bidcCeHuemo My 0a Oetcmad.
Tosa obaue modice 0a e npuyuUHa 3a MAXHAMA OM2OBOPHOCHL 3a PbKOBOOCmBo. IIpasnomo ocnosanue
30 OM20BOPHOCIIMA HA OAHBYHUSL KOHCYIMAHM MOodice 0a ce Hamepu npeou scuuxo 6 §§ 280 u 241 om
T'epmancxus epasxcoancku xooeke (BGB).

Knrwuoseu oymu: omeosoprocm 3a Oelicmeue, YNPAGIEHCKU 3a0ayu, KOHCYIMAHMCKU Hpoyec,
OM20BOPHOCH 3A NO2ILUAHE, OMEOBOPHOCHI
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