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ENHANCING EXECUTIVE SELECTION: THE IMPACT OF FORENSIC
PSYCHOLOGY ON PREDICTIVE VALIDITY AND ORGANIZATIONAL FIT

Lukas van Lengerich
University of Library Studies and Information Technologies

Abstract: Integrating forensic psychology principles into Human Resources (HR) practices significantly
advances modern recruitment, particularly in executive selection. This study develops a research model
to evaluate the impact of these approaches. By using techniques like integrity tests, situational judgment
tests, and behavioral interviews, the study explores their potential to improve predictive validity and
organizational fit. The methodology includes quantitative and qualitative analyses, with surveys given to
HR professionals, executive job applicants, and hired executives. The study hypothesizes that forensic-
psychological principles enhance predictive validity for job performance and reduce misemployment risk.
Key variables include the effectiveness of these techniques and their correlation with job performance,
organizational fit, and retention.Findings suggest that situational judgment and integrity tests effectively
assess candidate attributes, while techniques like the Forensic Assessment Interview Technique and
stress interviews present biases and negative candidate experiences. The study emphasizes the need for
appropriate technique selection, thorough training for HR professionals, and ethical application.The
research concludes that integrating forensic-psychological principles can improve executive recruitment
by enhancing hiring accuracy and cultural alignment.

Keywords: Forensic Psychology, Executive Recruitment, Candidate Assessment

INTRODUCTION

The evolution of interview techniques and the increasing integration of interdisciplinary approaches,
particularly from forensic psychology, into HR practices represents a significant development in modern
recruitment. This research aims to develop a comprehensive research model and questionnaire that allows
for the investigation of the impact and effectiveness of these approaches in the context of executive
selection. By carefully analyzing theoretical foundations and considering practical examples, this study
seeks to gain a deeper understanding of the potentials and limitations of forensic psychology in the
context of selection procedures.

Forensic psychology offers unique insights into human behavior, integrity assessments, and
psychological evaluations that extend beyond traditional interview methods. Incorporating these principles
into executive selection processes aims to enhance the accuracy of predicting future job performance
and organizational fit, thereby reducing the risks associated with misemployment and enhancing overall
organizational effectiveness.

RESEARCH METHODOLOGY

The core question of this research is to what extent principles from forensic psychology have
influenced and optimized the selection process for executives. Specifically, the effectiveness of these
principles in predicting job performance and determining organizational fit of candidates will be evaluated.
The research will explore whether and how the application of forensic-psychological techniques can
contribute to improved identification of leadership talents who not only have the necessary professional
skills but also the ethical and social competencies.
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HYPOTHESES

This study proposes that applying forensic-psychological principles to executive selection enhances
predictive validity for future job performance and organizational integration. Techniques like integrity
tests, situational judgment tests, and behavioral interviews can identify suitable candidates, improve
hiring accuracy, and ensure new hires align with company culture and ethical standards.

1. Predictive Validity: The first hypothesis posits that using forensic-psychological principles
significantly increases the predictive validity of job performance and organizational integration.
Candidates selected through these methods are likely to perform better and integrate more smoothly
into the organization. Integrity tests assess honesty and ethical behavior, while situational judgment tests
evaluate decision-making skills.

2. Misemployment Risk: The second hypothesis suggests that integrating forensic-psychological
techniques reduces misemployment risk. By matching candidates with the company’s values and ethical
standards, organizations can improve retention and satisfaction, maintaining a cohesive and motivated
workforce.

3. Personality Assessment: The third hypothesis highlights the value of forensic-psychological
interviews for assessing candidates’ personalities. These interviews reveal aspects of character not
typically covered by conventional techniques, offering insights into candidates’ integrity, reliability, and
ethical orientation.

VARIABLES

The study identifies variables to measure these hypotheses effectiveness. Independent variables
include the application of forensic-psychological principles and the type of techniques used, such as
integrity tests for counterproductive behaviors, situational judgment tests for problem-solving skills, and
behavioral interviews for assessing past behavior. Dependent variables are the predictive validity of the
selection process and organizational fit, measured by performance indicators and employee satisfaction
surveys. High predictive validity and organizational fit indicate effective hiring and employee retention.

Integrating forensic-psychological principles into executive selection can significantly improve hiring
outcomes. These methods enhance predictive validity and align candidates with organizational culture
and ethical standards, building a competent leadership team. Forensic-psychological interviews provide
a valuable tool for identifying trustworthy and reliable candidates, reducing misemployment risk, and
fostering a positive organizational environment.

DATA COLLECTION

A multi-stage research approach combining quantitative and qualitative research methods will be
employed. This enables a comprehensive analysis of the effects of forensic-psychological principles on
the selection process and offers the opportunity to gain deeper insights into practical applications and
associated challenges.

SURVEYS

The study involves the design and administration of three distinct surveys tailored to different cohorts
within the recruitment ecosystem: HR professionals/managers, executive job applicants, and successfully
hired executives. Each survey aims to capture demographic data, the frequency and perceived effectiveness
of various forensic-psychological techniques, and the challenges encountered during implementation.

RESULTS

Data was obtained through interviews with 46 HR professionals to determine whether they applied
forensic psychology methodologies in their recruitment processes for executive positions. The findings
provide insights into the prevalence and effectiveness of these techniques in the executive selection
process.
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DEMOGRAPHIC DISTRIBUTION

The surveys captured a wide range of demographic data to ensure a comprehensive understanding of
the respondents’ backgrounds and experiences.

— Experience: The average experience of respondents is approximately 6 years, with a range from
1 to 14 years. This variation provides insights from both relatively new and highly experienced HR
professionals.

— Current Role: Predominantly HR generalists, with a significant number of responses from the
engineering sector. This indicates a diverse perspective on the application of forensic-psychological
techniques across different industries.

— Application of Forensic-Psychological Methods: All respondents indicated using forensic-
psychological methods in the interview process, highlighting the widespread acceptance and
implementation of these techniques in modern HR practices.

RESULTS VISUALIZATION
To better understand the distribution and effectiveness of forensic-psychological techniques, the
following chart illustrates the average success rates and perceived effectiveness of each technique.

Distribution of Success Rates by Forensic-Psychology Technique Used

Behavioral interviews - 0

w

Forensic Assessment Interview Technique (FAINT) -

~

Integrity tests -

Psychological profiling -

w

Situational judgment tests -

Forensic-Psychology Technique

Statement Analysis -

Stress interviews -

Success Rate of Hires

Fig. 1. Heat map visualizing distribution of success rates

The heat map visualizes the distribution of success rates for each forensic-psychological technique
used. Each cell shows the number of respondents who rated the success of their attitudes within a specific
category for each technique:

— Series: Various forensic-psychological techniques.

— Columns: Categories of the success rate of hires, ranging from “1 — very unsuccessful” to “5 — very
successful”.

This visualization not only helps to understand which techniques are perceived as most effective (by
looking at the concentration of higher success rates), but also provides insight into the variability and
consistency of these perceptions. For example, techniques with a high concentration of responses in the
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categories “4 — reasonably successful” and “5 — very successful” can be considered more consistently
effective according to the respondents’ experiences.

Some techniques may show a wide distribution across success categories, indicating different
experiences among respondents, while others may have a focus on categories with higher success rates,
suggesting a more consistent positive score.

EFFECTIVENESS OF TECHNIQUES

The effectiveness of forensic-psychological techniques was evaluated based on their impact on the
selection process and organizational outcomes. The evaluation revealed distinct differences in how each
method is perceived and utilized.

— Situational Judgment Tests (SJTs): SJTs are seen as the most effective, valued for assessing
candidates’ decision-making and problem-solving abilities in work-related scenarios. These skills are
crucial for leadership roles, as they provide insight into how candidates might handle real-life situations
(Lievens & Patterson 2011).

—Integrity Tests: These are rated highly effective for measuring honesty and ethical standards, essential
for maintaining a positive organizational culture. By assessing traits like honesty and trustworthiness,
integrity tests help ensure employees uphold the company’s values (Ones, Viswesvaran & Schmidt 1993).

— Forensic Assessment Interview Technique (FAINT): FAINT is moderately effective, focusing on
truthfulness and deception risks, though concerns about potential biases exist (Jansen & Vinkenburg
2006). It should be applied with caution and supplemented by other methods.

— Stress Interviews: These are perceived as the least effective, as they may negatively impact the
candidate experience and lead to biased judgments. The anxiety induced by such interviews can result in
poor performance that doesn’t reflect candidates’ true potential (Jansen & Vinkenburg 2006).

CORRELATION ANALYSIS

A correlation analysis examined relationships between forensic-psychological techniques and
outcomes.

—Positive Correlations: Techniques like psychological profiling and SJTs showed positive correlations
with successful evaluations and organizational fit, suggesting they effectively identify candidates who
excel and fit well within the culture (Barrick & Mount 1991).

—Negative Correlations: FAINT and stress interviews correlated negatively with successful outcomes,
highlighting potential drawbacks or contextual challenges. Stress interviews may induce anxiety, leading
to poor performance, while FAINT’s focus on deception might introduce biases.

CONCLUSIONS/DISCUSSION

Forensic-psychological techniques differ significantly in their perceived effectiveness. Situational
Judgment Tests (SJTs) and integrity tests are considered the most effective, as they support hiring by
accurately assessing critical candidate attributes and helping maintain a positive organizational culture.
These methods are valued for their ability to evaluate decision-making skills, ethical standards, and overall
suitability for leadership roles.

However, techniques like the Forensic Assessment Interview Technique (FAINT) and stress
interviews present notable challenges. They can introduce potential biases and result in negative candidate
experiences, which may lead to poor performance evaluations that do not accurately reflect the candidates’
true potential.

Organizations should prioritize methods that enhance accuracy and create a positive candidate
experience, while carefully reevaluating those with significant drawbacks. By focusing on refining and
improving their selection processes, companies can ensure that they choose the best candidates who align
with their values and culture, ultimately contributing to organizational success. Continuous assessment
and adaptation of these techniques will be crucial to maintaining the effectiveness and integrity of the
recruitment process.
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IMPLICATIONS FOR HR PRACTICES

HR professionals require comprehensive training to apply forensic-psychological techniques
ethically and effectively. Understanding both the theoretical foundations and practical applications of
these techniques is crucial for maximizing their benefits (Schmidt & Hunter 1998). Regular feedback
and evaluation are essential to refine these methods continually, ensuring transparency and fairness,
which are vital for maintaining trust and integrity in the selection process (Archer 2008). By fostering
an environment of continuous learning and improvement, HR practitioners can better align recruitment
practices with organizational goals and cultural values.

CONCLUSION

The research emphasizes the importance of forensic-psychological principles in executive recruitment.
While these techniques can enhance predictive validity and organizational fit, they require careful
consideration, thorough training, and ongoing evaluation to maximize benefits and minimize ethical
concerns. HR practitioners should strategically integrate these techniques to improve the effectiveness
and integrity of executive selection.

Organizations should prioritize techniques with high predictive validity, such as psychological
profiling and situational judgment tests (SJTs), especially for roles requiring strategic decision-making
and ethical judgment. Ethical implementation, including candidate understanding of the assessment
process, can improve experience and perceived fairness. Regularly updating training programs and
incorporating feedback from candidates and HR practitioners enhance the techniques’ effectiveness over
time. Comprehensive evaluations of selection outcomes help identify the most effective techniques and
areas for improvement.

Strategically implementing and refining forensic-psychological techniques can significantly enhance
executive selection processes, leading to better hiring decisions and improved organizational performance.
Future research should expand sample sizes to include diverse industries and roles and conduct longitudinal
studies for deeper insights into long-term impacts. Integrating advanced data analytics and machine
learning could further optimize selection processes and improve predictive accuracy.
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IHOJOBPABAHE HA IIOABbOPA HA PBKOBOJAHHU KAZIPHU: BJIMSAHUETO HA
CBAEBHATA IICUXOJIOI'UA BHPXY ITPEJICKA3BAIIIATA BAJIMJAHOCT
N OPTAHU3AIIMOHHATA ITPUT'OAHOCT

Peztome: Unmeepupanemo na npunyunume Ha cvO0eOHAmMA NCUXONO2US 8 NPAKMuKume 6 obracmma
Ha vosewkume pecypcu (4P) 3nauumenno nooobpssa cvb8pemMeHHOmMo HAOUupaune Ha NepcoHal 0COOEHO
npu noobopa Ha pvKkosoOHU Kaopu. B nacmoswomo uszcneosane e paspabomen u3cied08amencKu
MOO€eN 34 OYEeHKA HA 8b30eUCmeuemo Ha me3u nooxoou. Upes usnonzeane Ha MexHUKU Kamo mecmoge
3a HAOENHCOHOC, MeCmose 3a NPEYeHKa HA CUmyayusma u no8e0eH4ecKy UHMepeoma npoy4eaHeno
u3Ccne08a mexuus NOMeHYyual 3a n000OPABAHe HA NPOSHOCMUYHAMA HAOEHCOHOCH U OP2AHUZAYUOHHAMA
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npueoonocm. Memooonozuama 6KI046a KOIUYECMBEeHU U KA4eCMEeHU AHAU3U, KAMO ¢d Npo8edeHU
NPOYUBAHUS CPeO CReYUANUCTIU NO YOBEUIKU PeCypCl, KAaHOUOamu 3a paboma Ha pbKOBOOHU ObHCHOCTIU
u Haemu pwvkogooumenu. Ilpoyusanemo uskazea xunomeszamad, de KPUMUHATHO-NCUXOTOSUYECKUME
APUHYUNY NOBUULABAIM NPOSHOCTNUYHAMA 8ATUOHOCT 3d USHBIHEHUEMO HA ONbICHOCIMA U HAMALA8AM
PpUCKa om HenpasuiHo Haemawe Ha paboma. Knouosume npomenausu exioyeam epekmusHocmma Ha
me3u mexHuKU U MaXHama Kopenayusi ¢ UsNwIHeHUemo Ha pabomama, Opeanu3ayuoOHHAmMa npu2oOHOCm u
3a0wpoicanemo Ha cayscumenume. Pezynmamume couam, ue mecmogeme 3a npeyenKa Ha CUumyayusama u 3d
HAO0eNCOHOC eheKMUBHO OYEeHABAM Kauecmeama Ha KaHouoamume, O0KAmo mexHuKy Kamo mexuuxama
3a UHMEPBIO 34 CbOeOHA OYEHKA U UHMEPGIOMAMa 3d Cmpec Cb30d6am npeopascvObyll U He2amueeH
onum 3a kanoudamume. IIpoyusarnemo noouepmasa HeodX0OUMOCMma om noOXo0aw u300p Ha MexXHUKU,
3a0b1004eHO 0byUeHUe Ha Cheyuarucmume no 408eulKy pecypcu u emudHo npuiazave. Mzciedeanemo
cmuea 00 3aKI0YeHUemo, Ye UHMeZPUPAHemo HA KPUMUHATHO-NCUXON02UYeCKUMe NPUHYUNU MOdice 0d
no0obpu noo0bopa Ha pbKOBOOHU KAOPU Upe3 NOSUULABAHe HA MOYHOCMMA HA HAeMaHe U KYImypHOmo
cvomeemcemaue.

Kntouoeu oymu: cvoebna ncuxonocus, noobop Ha pbKOBOOHU KAOPU, OYeHKA Ha Kanouoamume
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INDUSTRIAL BUILDINGS

Nicole Sertorelli
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Abstract: An analysis of the necessary input for the development of a sustainability strategy for global
industrial construction projects of international automotive supplier from Germany will be carried
out. In a first step, an analysis of internal and external stakeholders of the automotive supplier groups
and their assessment of their relevance for the construction project will be carried out, considering the
Group § sustainability strategy. In a second step, boundary conditions to be observed are analyzed, which
apply both in Germany and abroad, and boundary conditions that must be taken into account especially
for construction projects abroad. In a third step, the basic sustainability strategy for each construction
project must be decided, in which the findings from the previous steps are incorporated. The aim of this
process recommendation is to recommend action for companies in the automotive supplier industry to
consider all relevant stakeholders and specific boundary conditions in the development of sustainable
industrial buildings and to eliminate problems at an early stage of the project or to reduce them to a
minimum.

Keywords: stakeholder, sustainability, industrial buildings, input

INTRODUCTION

Global automotive suppliers place high demands on themselves and their suppliers in order to
make a comprehensive contribution to sustainability. An important area that has a major influence on
environmental and socially relevant criteria is the construction of new production properties.

Numerous national and international assessment and certification systems exist worldwide to prove
that buildings comply with certain sustainability aspects and criteria. These assessment and certification
systems are designed for specific building types and do not consider the specific requirements for
automotive suppliers’ production facilities or their Group’s own cross-divisional sustainability strategies.

Based on a study in which the conformity of existing international sustainability certificates with
the requirements for sustainability aspects of an automotive supplier was evaluated, the assessment and
certification system DGNB (German Sustainable Building Council) is used as the basis for a concept of
measures and evaluation for the implementation of new construction projects of sustainable production
facilities of automotive suppliers.

The main arguments in favor of a Group’s own sustainability action concept for its new production
facility projects are that the Group’s sustainability goals can be comprehensively taken into account, that
the production facilities of an automotive supplier maintain comparable qualities worldwide, and that
evaluation criteria can be adapted to local conditions.

RESEARCH METHODOLOGY

To create your own sustainability action concept, the relevant input must first be determined.

Ofparticular importance for determining the input is the knowledge of the relevant stakeholder groups
for the Group’s own construction projects. In a first step, all of the Group’s stakeholders are examined
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for their relevance for construction projects of automotive supplier production facilities. The stakeholder
groups are internal and external groups or individuals who can affect or is affected by the achievement of
the organization’s objectives (Freeman 2010, p. 46). A stakeholder group analysis is therefore intended to
investigate which stakeholder groups are important for the implementation of construction measures and
in what form they should be involved in the further procedural steps.

Based on a relevance matrix from Miiller-Stewens, which maps the influence on the own group
and the influenceability of the stakeholder groups itself, and a materiality matrix from Lohrie, which
determines the characteristics relevance of the stakeholder group and co-shaping competence, an own
matrix is applied. The characteristics of power, conflict potential and interest are recorded. Power defines
the means and possibilities of a stakeholder group to achieve or prevent successful implementation. The
potential for conflict describes whether a stakeholder group is fundamentally positive or negative about
the goals of the construction project. Interest represents the degree of participation of a stakeholder group
in the construction project. The stakeholder groups (SG) can thus be located in 8 areas.

SG 1: high power, high potential for conflict, high interest.

SG 2: high power, increased potential for conflict, less interested.

SG 3: high power, low potential for conflict, high interest.

SG 4: high power, low potential for conflict, low interest.

SG 5: low power, increased potential for conflict, high interest.

SG 6: low power, increased potential for conflict, low interest.

SG 7: low power, low potential for conflict, high interest.

SG 8: neither power, conflict potentials or interest.

To form the rankings within the three attributes power, conflict potential and interest, an ordinal
scale with a value spectrum (x) from O to 1 is used. 0 corresponds to weakly and 1 to a strong expression.
The results are evaluated by determining the median. Intermediate values, as they would result from the
calculation of the arithmetic mean, are not required. Due to the expected small size of the sample, the
median is less susceptible to fluctuations. The modal value is not appropriate, since in the case of the topic
of sustainable construction, which is subject to strong social discussions, the formation of two opposing
but almost equally strong “opinion groups” would be conceivable, which would result in the complete
embezzlement of the slightly weaker opinion group.

Thus, the following formula results for determining the median of the three attributes to be examined:

Formula 1: Calculation of the median

Emad,nrh‘ibur = X{&}
Lo

(1)

Based on the stakeholder group analysis, the relevant special features of the construction measures
are systematically recorded below. This includes the requirements from the analyzed stakeholder groups,
and aspects that are independent of them, such as the site characteristics, the construction method or
environmental influences. The phase is supplemented by the development of a sustainability strategy. It
serves to provide a uniform understanding of the topic of “sustainable building” and to prioritize existing
sustainability goals.

In the following, the three procedural steps mentioned above, which generate the necessary input for
the further procedure, are described in detail and serve as a basis for the development of further procedural
steps.

RESULTS

STAKEHOLDER GROUPS

Different stakeholder groups with different goals have an influence on the implementation of
construction measures. Knowledge of relevant internal and external stakeholder groups is important for
the success of construction projects. Internal stakeholder groups include a company’s internal circle of
management and employees, who can act as builders, owners, users, or operators. This group represents a
stable constant, whereas external stakeholder groups can be very different and their influence can change,
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which is why this group must be reviewed constantly and during the project. The external stakeholder
groups include, among others, suppliers, competitors, media, trade unions, customers, etc.

In construction projects, the analysis, evaluation and participation of relevant stakeholder groups are
used to try to prevent conflicts or minimise them as far as possible at an early stage. With the consistent
involvement of all stakeholder groups is expected not only to consider corporate goals that have been
defined in terms of sustainability and are pursued in the form of sustainability reporting, but also to
develop new objectives and correct irrelevant ones.

A fictitious construction project for the construction of a new production facility was analyzed. In
this context, the project sponsor was assessed as a C stakeholder group, as it has a high level of power and
interest in the construction project. His potential for conflict, on the other hand, is to be assessed as low,
as he formulated the need for this construction measure himself together with the user. The responsible
building administration was classified in the same way. The Supervisory Board was assessed as an A
stakeholder group because it has a high level of power and interest, but at the same time there may also
be potential for conflict resulting from the financing of the construction project. The user was assessed
as a G stakeholder group. He has a great interest, as he uses the building after completion, but his power
is limited. The potential for conflict is generally low, since he has defined the basic need himself in the
context of his needs assessment.

SYSTEMATIC RECORDING OF THE SPECIAL FEATURES

The special features of construction measures in Germany and abroad have a significant influence
on the process of holistic sustainability integration. The implementation of defined sustainability goals
is much more difficult for construction projects abroad, as construction requirements cannot be defined
uniformly, and each country has individual differences. A detailed consideration of characteristics is
therefore necessary. All the special features of industrial construction measures in Germany also apply
to construction measures abroad, but not all the special features of construction measures abroad apply
to domestic construction measures. Therefore, it is crucial that a systematic and as complete as possible
recording of all special features of the construction measures should be investigated.

COMMON FEATURES OF INDUSTRIAL CONSTRUCTION PROJECTS AT HOME

AND ABROAD

Laws: The consideration of all applicable laws is a basis for all projects in general and thus also for
the process for holistic sustainability integration in particular. All applicable laws must be identified at
the higher level and their influence on the objectives of the construction project must be described.

Stakeholder groups: Special features that result from special requirements of the relevant stakeholder
groups, for example on the basis of the objectives of internal regulations, guidelines or standards. The
consideration of special features can lead to certain qualities of a construction project being restricted or
even completely excluded. Stakeholder groups can also make requirements that have to be included in
the procedure as additional objectives.

Type of use: Different types of use usually also have different requirements for the individual aspects
of sustainable construction.

The location of a construction project is of fundamental importance, as it exerts an influence on all
achievable qualities. Especially abroad, the exact evaluation of the location is important, as there are
always structural requirements that must be implemented.

Technology and building materials: In less developed regions, there may be a shortage of necessary
technologies and building materials, which means that certain qualities are not achieved.

ADDITIONAL SPECIAL FEATURES FOR CONSTRUCTION PROJECTS ABROAD

Data: To prove compliance with the required qualities, a sufficient data basis is necessary. Without this
data, neither the planning can be meaningfully optimized regarding the sustainability of the construction
project, nor can transparent final documentation and evaluation be carried out.

Construction method: In the case of construction measures, if the availability of necessary
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technologies, building materials and data is limited, it must be determined whether the construction
project is to be carried out with local funds or whether these are to be imported in part or in full from third
countries. A change in the construction method results in a fundamental change in the achievable qualities.

Skilled personnel: To achieve the required qualities, the availability of the necessary specialist personnel
is usually required. However, this is not always available for construction work abroad. The availability of
specialist personnel must also be observed during the use phase to ensure that any maintenance measures
are carried out with local personnel if possible.

Environmental influences: Depending on the location, there can be very different environmental
conditions. These include climatic conditions, forces of nature and influences from the existing
environment. These environmental characteristics should always be discussed, as they have an influence
on the structural requirements and qualities of a building.

Culture, society, and religion: These peculiarities occur primarily in construction projects abroad.

The special features described represent a general selection, which must always be checked on a
project-specific basis. The early recognition of the special features of a construction project is of great
importance, as this has an influence on all further procedural steps. The systematic recording of the
characteristics described must always be reviewed on a project-by-project basis and adjusted if necessary.

DEVELOPING A SUSTAINABILITY STRATEGY

In addition to above mentioned analysis of the stakeholder groups and all special features, the definition
of the strategic orientation of a construction project forms the basis for its sustainable development.

In the first step, all strategic sustainability goals of the construction project are identified by the
relevant stakeholder groups. In the project development phase, the project promoters and users per se
represent relevant stakeholder groups. It is possible to add other stakeholder groups and is to be carried
out on a project-specific basis.

In the second step, concepts and measures are developed to implement the strategic sustainability
goals. Similar measures can be combined into packages of measures. Only packages of measures that
have a significant influence on the implementation of the Sustainable Development Goals are taken
into account. The categories of measures form the object system, the utility analysis to be carried out in
the third step. The target system for the utility analysis is formed by the protected goods of sustainable
construction: ecology, economy and socio-cultural aspects. The protected assets are weighted by the
stakeholders involved on a project-specific basis, considering their relevance. In a utility value analysis, the
interactions between sustainability goals, suitable measures (packages) and protected goods of sustainable
construction are then evaluated.

In the fourth step, the strategic sustainability goals are prioritized on the basis of the utility analysis.
Only prioritizing the sustainability goals is not expedient.

In the fifth step, the sustainability strategy is composed of clearly defined main goals and secondary
goals, which are positively influenced by the implementation of the main goal. With compensating and
supplementary measures, an optimal sustainability profile is developed for the construction project. A
comparison can be made at the quantitative level using the interactions already identified. Finally, a
preferred combination is defined as the decisive sustainability strategy.

In the sixth step, concrete specifications and tools for the planning of the respective construction
measure can be derived from the defined sustainability strategy.

CONCLUSION

By analyzing the necessary input, a common understanding of the required sustainability in
construction projects is created at an early stage in companies in the automotive supply industry, thus
developing processes and recommendations for action that include structured, content-related, and
realistically implementable goals in the user’s requirements planning. The focus of the analysis is not on
quantitative results, but on qualitative interpretations and use of the information to prioritize and harmonize
the sustainable development goals. This contributes to the development of sustainable industrial buildings
by eliminating or minimizing problems in early project phases. This allows the focus to be placed on
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achieving the sustainability goals at the development stage.
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PABPABOTBAHE HA BXOAHU JAHHH 3A Cb3JABAHE HA ITPOIIECH
3A YCTOMYHMBHU NPOMUIIJIEHU CTPAIHA

Peztome: [lle 6v0e uzsvpuien ananus Ha HeoOXOOUMUS NPUHOC 3d paszpabomeane Ha cmpameus 3d
YCMOUYUBOCM HA 2100ATHU UHOYCMPUATHU CIPOUMETHU NPOEKMU HA MeNCOYHAPOOeH A8MOoMOOUIeH
oocmasuux om I 'epmanusi. B nopsama cmvnka we 6v0e u36vbpuiler ananius Ha 8bmpeuHume U 6bHUHUMe
3auHMepPeco8anu CMpaHy om spynume 00CmMaguUyu Ha AMOMOOUIU U MAXHAMA OYEeHKA HA SHAYUMOCIMA
UM 3a CIPOUMENHUsSL NPOEKNM, KAMOo ce 83eme npedsud cmpamezusama 3a ycmouuusocm na epynama. Ha
8MOpPA CMBIKA Ce AHATUZUPAM SPAHUYHUME YCTI0BUSL, KOUMO MPs108a 0d ce CNa3éam u KOUmo ce npuiazam
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npeosud 0cobeHo 3a cmpoumennu npoekmu 8 uyxcouna. Ha mpema cmwvnka mpsabea oa ce onpedenu
OCHOBHAMA cmpamezust 3a YCMOUYUBOCH 3d 6CEKU CMPOUMENLeH NPOeKm, 8 KOmo 0a 6b0am 6KIHYEeHU
KoHcmamayuume om npeouwiHume cmuvnku. Llenma na maszu Hacoka Ha npoyeca e 0a ce npenopvLyam
Oeticmaust 3a OpyJcecmeama 6 ceKmopa Ha 00Cmasdyuyume Ha aemMomoounu, 3a 0a 63emam npeosuo
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au ceedam 00 MUHUMYM.
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Abstract: Internal control is a process designed to ensure that the corporate objectives defined by top
management are achieved. The main objectives are to increase the effectiveness and efficiency of business
processes, ensure the reliability of internal and external financial and non-financial reporting, and comply
with applicable laws and regulations. Internal control can also be analysed theoretically, in addition to
its practical application. The purpose of this article is to analyse the theoretical model of internal control.
According to studies, this model consists of three levels: functional, institutional, and instrumental level,
which are substantiated by internal control frameworks such as the COSO Internal Control Framework.
This article elaborates on these three levels and their relation to internal control. Future work should
follow on from this and, for example, extend the theoretical foundation of the construction model of
internal control with macro-theories or analyse the model against the background of current internal
control legislation.

Keywords: Internal Control, management control, risk management, Levers of Control Framework, Three
Lines of Defence, COSO Internal Control Framework

INTRODUCTION

“Internal Control is a process, effected by an entity’s board of directors, management, and other
personnel, designed to provide reasonable assurance regarding the achievement of objectives relating to
operations, reporting, and compliance” (COSO 2013, 3). This is the definition of internal control according
to the Committee of Sponsoring Organizations of the Treadway Commission (COSO). Internal control
refers to the principles, procedures, and measures introduced by management in a company to ensure
the organizational implementation of management decisions (cf. Bungartz 2020, 23). The objective is to
enhance the efficiency and effectiveness of business processes, ensure the reliability of internal and external
financial and non-financial reporting, and comply with applicable laws and regulations (cf. COSO 2013,
3). The term and concept of internal control originated from a strongly focused perspective on accounting.
Since the early 1990s, internal control has developed towards a broader governance perspective that
encompasses the entire organization, rather than solely focusing on accounting (cf. Maijoor 2000, 105).
Internal control can be understood as a conceptual model in terms of model theory, which includes the
relevant basic thematic concepts and their interrelationships (cf. Hunziker 2015, 29; Amshoff 1993, 77f;
Harbert 1982, 140f). The basic concept of internal control is a theoretical construct with corresponding
boundaries and delimitations, based on interrelationships (cf. Hunziker 2015, 29; Hahn/Hungenberg 2001,
266). This article analyses the conceptual levels of internal control from a theoretical perspective, using a
theoretical model. Subsequently, this article will categorise tasks and functions as internal control from a
theoretical model perspective and differentiate them from other aspects. The conclusion will summarise
the key findings and provide an outlook for future research.

RESEARCH METHODOLOGY
When establishing concepts in business administration, it is recommended to use a multidimensional
subdivision of the scientific construction model. This includes a functional, institutional, and instrumental
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level (cf. Winter 2008, 7f; Becker 1990, 300, 313). The following figure illustrates the three model-
theoretical levels in a sequential order and provides definitions for each level of the model (adapted from
Hunziker 2015, 29; Ossadnik et al. 2010, 18ff; Wall 1999, 18f):

Conceptual foundations, regulatory requirements and
internal control frameworks (e.g. COSO Internal Control Framework)

h 4

Functional level

A 4

Definition:

Delimitation of the tasks of Institutional level
internal control and — v
differentiation from other > Definition: Instrumental level

Identification of suitable
mternal control task owners

areas of responsibility

Definition:

Identification of suitable
internal control instruments for
task fulfilment

Fig. 1. The theoretical model of internal control

The following section analyses the three model-theoretical levels of internal control and provides a
comprehensive scientific-theoretical view of internal control.

RESULTS

The internal control’s functional level comprises the tasks of internal control. To fully comprehend
these tasks, it is recommended to briefly examine the history of internal control. In both research and
practice, internal control has traditionally been closely linked to accounting, resulting in a focus on this
area for an extended period. Since the early 2000s, the importance of internal control has been steadily
increasing (cf. Hunziker 2015, 50). This is due to the fact that internal control is now part of the audit
subject matter for auditors, leading to an increase in audits (cf. Hunziker 2015, 50; Holm/Laursen 2007,
323; Power 1997, 67, 83). This led to the so-called “audit explosion” (Maijoor 2000, 101). However,
internal control has evolved from a narrow focus on accounting to a more comprehensive approach (cf.
Maijoor 2000, 105). This process is driven by dynamic technological developments and competitive
pressures in a networked business world (cf. Stringer/Carey 2002, 62f). The construct of internal control
has been expanded by modern management approaches. Frameworks for internal control, such as the
COSO Internal Control Framework, have been published and some have become a quasi-standard in the
corporate world (cf. Hunziker 2015, 50f). Furthermore, the significance of internal control has grown
due to regulatory concretisation and tightening (cf. Hunziker 2015, 51). The responsibilities of internal
control are described similarly in academic literature, although slight differences between the narrower,
more traditional perspective and the broader organizational theory perspective can still be observed
(cf. Hunziker 2015, 51; Sommer 2010, 20f). The tasks of internal control are essentially based on the
definition provided by the COSO Internal Control Framework (cf. Hunziker 2015, 52). The following
figure shows the organisational theory tasks of internal control (adapted from Hunziker 2015, 52; COSO
2013, 3):
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Organisational theory tasks of internal control

Operations objectives Reporting objectives Compliance objectives

Increasing the Reliability of internal Compliance with

efficiency and and external financial .
. . applicable laws and
effectiveness of and non-financial .
. . regulations
business processes reporting

¥
Accounting focus

Fig. 2. The tasks of internal control

Corporate governance, management control and risk management are terms that are often mentioned
in the context of internal control, but they are thematically and definitionally distinct from it (cf. Hunziker
2015, 66).

There is no generally recognised and uniform definition of corporate governance (cf. Lentfer 2005,
27). The question of a definition can be answered by looking at the core elements of corporate governance:
Corporate management and monitoring that is orientated towards the value of the company, exercised by
the administrative bodies (internal corporate governance) and by the markets, especially the (equity) capital
market, on the basis of reliable corporate reporting (cf. Weber 2011, 29). When examining the various
definitions of corporate governance, it is essential to consider the two terms ‘corporate management’ and
‘corporate monitoring’ (cf. Weber 2011, 23). Corporate governance represents a system for managing and
monitoring companies (cf. Committee on the Financial Aspects of Corporate Governance 1992, numeral
2.5), which enables the recognition of the relationship to internal control (cf. Hunziker 2015, 67). In
the context of corporate governance, internal control is considered as central mechanism for monitoring
companies (cf. Rae/Subramaniam 2008, 106; Erfurt 2004, 53fY).

Management control is a term that lacks a clear and universal definition, too (cf. Hunziker 2015,
71). Instead, there are various definitions and concepts of management control that are relatively similar
and coexist (cf. Straull/Zecher 2013, 234; Berry et al. 2009, 2f). Many authors conclude that the two
concepts are very similar in terms of content and definition, as they are both mechanisms for allocating
resources and achieving objectives (cf. Fadzil et al. 2005, 846; Merchant/Otley 2007, 787). Other authors
define internal control as either a concept (cf. Rikhardsson et al. 2005, 13f) or an element of management
control (cf. Soltani 2007, 302f). Hunziker compares and contrasts these perspectives, concluding that they
are interdependent due to their shared aim of directing employee behaviour in line with the company’s
objectives. Furthermore, while they are not involved in the management decision-making process, they
do monitor the achievement of objectives and therefore have an indirect influence (cf. Hunziker 2015,
76). However, there are differences between them, as management control is more focused on influencing
decision-making, while internal control tends to support it. Management control is more oriented towards
strategy, while internal control is more transaction-oriented. Finally, it is worth noting that management
control tends to focus on behaviour, while internal control is more mechanistic (cf. Hunziker 2015, 76f;
Vaassen et al. 2009, 70).

According to the modern view, risk management is understood as a holistic approach with a strategic
focus. This is known as enterprise risk management (cf. Hoyt/Liebenberg 2011, 795). Risks typically arise
from a company’s objectives, management processes, and business processes. Risk management aims
to control all resulting risks (cf. Hahn 1987, 1371f). This involves identifying, assessing, and controlling
individual risks, as well as understanding the interdependencies and effects of these risks on each other.
It also includes controlling the overall aggregated risk of the company (cf. Gleiiner 2004, 350f, 357f;
Romeike/Hager 2020, 871, 121f, 130; Gleilner 2001, 111, 125f). Additionally, the holistic approach to
risk management takes into account non-quantifiable risks (cf. Mikes 2009, 25) and the risk/reward ratio
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(cf. Farny 1979, 17, 191f). It guides the company’s risk policy and promotes a healthy risk awareness
among employees (cf. Rogler 2002, 19ff; Hahn 1987, 139ff). The comparison between risk management
and internal control reveals both differences and similarities. Risk management is more strongly oriented
towards the company’s strategy: it defines the risk policy with risk preferences, examines risk potential,
evaluates and manages risks within the framework of the company’s individual risk portfolio, and
aggregates individual risks at the overall company level. These tasks are not typically included in internal
control as strategic risks are generally not managed at the operational business process level. Instead,
they usually arise from the corporate environment, which can be complex and difficult to capture through
control mechanisms (cf. Hunziker 2015, 84). Internal control primarily manages individual operational
risks (cf. Arwinge 2013, 85f; Schartmann/Lindner 2006, 43), while assisting risk management in
managing individual operational risks (cf. Schmid/Stebler 2007, 643f). Risk management focuses on
both internal and external strategic risks, while internal control focuses on internal risks with a strong
process orientation (cf. Hunziker 2015, 85; Arwinge 2013, 88f; Reichert 2009, 28; Ruud/Jenal 2005,
459).

It is difficult to distinguish internal control from management control and risk management due
to the absence of universally accepted definitions. In addition to the demarcation, there are overlaps,
conditional and complementary connections between the three disciplines (cf. Arwinge 2013, 80f; Power
2007, 60ff; Spira/Page 2003, 651f; Kinney 2000, 83). These connections merge into what is known
as the ‘control mix’ of the company (cf. Hunziker 2015, 87, based on Mikes 2009, 23). Winter (2008,
9) and Chmielewicz (1994, 18ff) recommend that authors choose their approach depending on the
research purpose and objective of their studies and publications when engaging in a scientific-theoretical
examination of the three subject areas.

The distribution of tasks to internal control task owners constitutes the institutional level of internal
control (cf. Hampel et al. 2012, 204). The Three Lines of Defence model (TLoD model) is considered a
comprehensive and widely applicable institutional framework and best practice approach for organizing
a company’s control (cf. Hunziker 2015, 52; Ruud/Kyburz 2014, 761; Eulerich 2012, 55). Particularly in
the financial and banking sector (cf. Welge/Eulerich 2014, 60). The TLoD model includes duty bearers
and bodies within the internal control and monitoring system, as well as their interfaces (cf. Eulerich
2012, 55ff). It describes the competences and responsibilities of task owners in monitoring for effective
and efficient internal control and risk management within the company context (cf. Hampel et al. 2012,
204). The TLoD model is presented below (adapted from Bungartz 2020, 572; Wullenkord/Rapp 2019,
179; Welge/Eulerich 2014, 61; Hunziker 2015, 53):

Board / Audit Committee

Senior Management

1%t Line of Defence

2" Line of Defence

3' Line of Defence
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Risk & Compliance

Auditors & Directors
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= Security
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Fig. 3. The Three Lines of Defence model
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The first line of defence in the TLoD model consists of conventional controls that are implemented
in the operating units. These controls are the responsibility of middle management or the respective
specialist departments as risk owners. Their purpose is to mitigate the company’s risks at the first level
(ctf. Wullenkord/Rapp 2019, 179; Schiel 2014, 130; Welge/Eulerich 2014, 61). Regarding internal control,
middle management is responsible for the processes and tasks of the operating units. It creates the
conditions for effective risk management in the respective units (cf. Wullenkord/Rapp 2019, 179). Middle
management identifies, assesses, manages, and monitors these risks on an ongoing basis, contributing to
the quality of internal control (cf. Schiel 2014, 130; Liick 1991, 23ff). Therefore, the first line of defence
is the foundation of internal control (cf. Eulerich 2012, 56).

The second line of defence regulates and monitors operational controls. This is carried out by various
functional units within the company: controlling, risk management, compliance unit, quality management
and IT security, but also by human resources and plant security (cf. Welge/Eulerich 2014, 62). The second
line of defence units assist middle management or risk owners in implementing effective and efficient risk
control structures. They shape the company’s risk strategy and policy, create guidelines and directives
for risk management, aggregate the control results from the first line of defence, prepare reports for top
management and other supervisory bodies, and initiate risk reduction measures if necessary (ct. Wullenkord/
Rapp 2019, 179; Schiel 2014, 130; Welge/Eulerich 2014, 62). Here, we can see an interlocking of the two
levels (cf. Kreipl 2020, 91; Ruud/Kyburz 2014, 762), which reduces the overall risks of the company once
again (cf. Kreipl 2020, 89).

The third line of defence consists of internal audit. It assesses the effectiveness and efficiency of the
first two lines of defence (cf. Kreipl 2020, 91). It specifically assesses the suitability, regularity, efficiency,
and expediency of the organizational and operational structures of the first and second lines of defence (cf.
Waullenkord/Rapp 2019, 179f). Internal audit plays a crucial role in identifying weaknesses in the control
system, creating benchmarks, and promoting good corporate practices overall (cf. Kreipl 2020, 91). It
serves as an essential interface between the units and bodies of the TLoD (cf. Eulerich 2012, 57f) and
occupies a significant position within the TLoD model (cf. Welge/Eulerich 2014, 60). Its role in supporting
the achievement of corporate objectives is to systematically analyse and evaluate the effectiveness of
internal control within the company (cf. Palazzesi/Pfyffer 2004, 7ff; Meyer et al. 2005, 31f). Internal audit
serves as the third line of defence, reducing any remaining risk and detecting any previously undetected
risks by the first two lines of defence (cf. Welge/Eulerich 2014, 62).

The internal control’s instrumental level includes the mechanisms that a company employs to ensure
that its employees implement the strategy defined by top management and achieve the company’s objectives
(cf. Merchant/van der Stede 2017, 9, 11). This level is linked to internal control, which should also
contribute to achieving the overarching objectives (cf. Hunziker 2015, 62; Bungartz 2020, 56; CoCo 1995,
4). As with the two model-theoretical levels of internal control mentioned earlier, there is no universally
accepted definition of the control mechanisms and their content (cf. Morris et al. 2006, 474). Instead,
there is a wide range of definitions, designs, and attempts at categorization: Direct controls, e.g. budget
controls (cf. Morris et al. 2006, 482; Bisbe/Otley 2004, 717) and flexible controls, e.g. principle of self-
control and social control (cf. Hunziker 2015, 64; Morris et al. 2006, 472f) or formal control mechanisms
that reward desired behaviour, e.g. bonus payments, formal control mechanisms that sanction undesired
behaviour, e.g. access controls, and informal control mechanisms, e.g. corporate culture (cf. Feichter/
Grabner 2020, 151) or results control (incentive and bonus systems), action control (time targets), cultural
control (group rewards), and personnel control (recruitment process) (cf. Merchant/van der Stede 2017,
33ff, 86ft, 951t, 971ff) or directive, preventive, detective, and corrective controls (cf. Ruud/Jenal 2005, 456)
are some examples of non-exhaustive measures. Robert Simons’ Levers of Control framework is a widely
recognised approach to categorising control mechanisms (cf. Reichert 2009, 37). He identifies four control
levers: the value system, which includes fundamental norms and goals; boundary systems, which consist
of social and technical restrictions; diagnostic systems, which incorporate feedback systems and business
plans; and interaction systems, which involve feedback and measurement systems (cf. Eisele/Steinmann
2015, 182f; Tessier/Otley 2012, 178; Mundy 2010, 505; Henri 2006, 533ff; Simons 1995, 33ff, 95f). The
Levers of Control framework, with its four control levers, is intended to serve managers as an instrument
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for carrying out management and control tasks. To ensure the framework’s effectiveness, the four control
levers should be used in a balanced and combined manner (cf. Mundy 2010, 502). The diversity and
complexity of the control mechanisms can be recognised. The objective is to integrate various control
mechanisms within the company, as they are interdependent. For instance, while detective controls
identify errors and undesirable events, they alone are insufficient at a holistic level without corrective
controls to rectify the situation (cf. Hunziker 2015, 65f; Moeller 2005, 72f).

CONCLUSION

The internal control construction model attempts to theoretically model and depict internal control
through its functional, institutional, and instrumental levels. The functional level includes the tasks of
internal control, which align with the objectives of the COSO Internal Control Framework: ensuring the
effectiveness and efficiency of operational activities, the reliability of reporting, and compliance with
laws and standards (cf. Hunziker 2015, 52). Internal control is also delineated at this level: corporate
governance is a comprehensive system for managing and monitoring companies. Internal control is a
central component of this system. Management control attempts to influence decision-making within
the company, while internal control supports the implementation of decisions. Risk management focuses
on both internal and external strategic risks, while internal control focuses on internal risks and has a
strong process orientation. These two components complement each other. The institutional level of
internal control includes the internal control function. The three lines of defence model is particularly
important here. The instrumental level of internal control comprises the various control mechanisms in
the company that are intended to ensure the implementation of the strategy defined by top management at
employee level and the achievement of corporate goals. Future research should utilise macro-theories to
expand the theoretical foundation of this internal control construction model for its specific application.
Additionally, this scientific-theoretical model should be evaluated in the context of current regulatory
requirements for internal control or recognised internal control frameworks used in practice, as both can
impact this model. Above all, the empirical validity of this approach is a fundamental consideration.
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TEOPETUYEH MOJEJI HA BBTPEIIHUA KOHTPOJI

Peztome: Bvmpewnusm Kowmponr e npoyec, NpeOHA3HA4yeH 0d 2apanmupa NoCmucamemo Ha
KOpnopamugHume yenu, onpeoeienu om ucuemo pwvkosoocmeo. OcHognume yeau ca nosuumasame
Ha eghekmueHocmma u egpukacHocmma Ha OusHec npoyecume, 2apaHMupane Ha HAOEHCOHOCMMA Hd
8bMpewHama U 6bHWHAMA QUHAHCO8A U HEPUHAHCOBA OMUEMHOCH U CHA36AHe HA NPULONCUMUME
3aKoHU U pasznopeodbu. BvmpewHusm KOHMpPoOn Modce 0a 0vb0e aHANU3UPAH U Meopemudto, 6
O0O0NBIHEHUe KbM NPAKMUYeckomo My npunodxcenue. Llenma na nacmoswama cmamus e 0a ce aHAIU3Upa
meopemudHusam Mooel Ha evmpeutus konmpoi. Cnopeo npoyusanusma mo3u Mooeil ce CbCmou om
mpu HUBA: QYHKYUOHAIHO, UHCIUMYYUOHATHO U UHCMPYMEHMAIHO HUBO, KOUMO ce 0O0CHO8A8aAMm
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om pamkume Ha bmpewiHus KOHmpoa, kamo Hanpumep Pamxama 3a evmpewen konmpon na COSO.
B nacmoswama cmamus ce pasenedxcoam me3u mpu HU6A U MAXHAMA 8PB3KA C 8LMPEUHUSL KOHMPOIL.
bvoewama paboma crnedsa oa npoowidicu Ha mazu OCHOBA U HANpUMeEp 04 PA3WUPU MeopemuyHama
OCHOB8A HA MO0 3a U32padicoane Ha bmpeuieH KOHMpOI ¢ MaKpo meopuu Uiy 0a aHaiusupa mooend
Ha ona na delicmeauyomo 3aKOHO0AMmMeNCmeo 6 00NACMMA HA 8bMPeu U KOHMPOIL.

Knwuosu dymu: svmpeuien KOHmpoa, ynpasieHcKu KOHmpoll, YApasieHue Ha puckd, pamka 3a KOHmpo,
mpu JUHUY Ha 3awuma, pamka 3a eempeuier konmpon COSO

®uinn Xopmaiicrep, JOKTOPAHT
VYHUBepcUTeT Mo OMOIUOTEKO3HAHUE U MH(POPMAIIMOHHH TEXHOJIOTHH
E-mail: p.hoffmeister@t-online.de
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ANALYSIS OF INFORMATION SYSTEMS IN THE INDUSTRIAL CONTEXT

Maximilian Renke
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Abstract: This paper explores the role of information systems like ERP, PLM, CRM, MES, and EAM in
driving digital transformation and improving operational efficiency within industrial organizations. The
study uses a methodology based on secondary research, including a review of literature, market reports,
and industry data, to analyze key system providers and their respective market shares. It identifies key
trends in cloud adoption, cross-platform integration, and market fragmentation, offering insights into
how these systems impact business operations.

Key findings highlight the growing adoption of cloud-based solutions, particularly among small and
medium-sized enterprises, due to their scalability and cost-saving potential. Cross-platform integration
is also becoming essential, with companies like SAP advancing efforts to streamline workflows across
different systems. Additionally, the study reveals significant market fragmentation in CRM and MES
sectors, creating opportunities for niche players to innovate and cater to specific industries or regional
needs.

Keywords: Digitalization, Cloud, Information Systems, Market Fragmentation

INTRODUCTION

The paper explores the role of information systems such as ERP, PLM, CRM, MES, and EAM in
modern organizations in the industrial context. Focusing on their contribution to digital transformation,
operational efficiency, and market competitiveness. By reviewing existing literature, market reports, and
industry data, the research provides an analysis of how these systems are evolving within businesses,
highlighting key providers and their respective market shares. This comprehensive methodology
incorporates both academic research and industry insights, offering a balanced perspective on the growing
importance of these systems in enhancing organizational processes.

The study’s data collection methods rely on secondary research, using reports from market intelligence
providers and academic sources to cross-reference and ensure the reliability of findings. The analysis
first examines the overall impact of each system category, followed by specific market data on leading
providers. Through a combination of quantitative and qualitative approaches, the research identifies
market dynamics and factors that contribute to the dominance of certain players, such as integration
capabilities, scalability, and industry-specific features. To guide the research, the following key research
questions have been identified:

1. What are the leading systems in each category?

2. What is their market share?

RESEARCH METHODOLOGY

The research methodology applied in this study involves a review and analysis of existing literature,
market reports, and industry data to evaluate the role of information systems such as ERP, PLM, CRM,
MES, and EAM in modern organizations. This method focuses on the identification of key system
providers, their respective market shares, and their influence on organizational processes. The study
incorporates both academic research and industry insights to form a balanced view of how these systems
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contribute to digital transformation, operational efficiency, and market competitiveness.

Data collection was conducted through secondary research methods, relying on publicly available
market research reports, academic publications, and relevant industry sources. These reports include
detailed market share analyses and insights into the competitive landscape of enterprise systems. To
ensure the credibility of the findings, data from multiple sources, such as IDC, 6sense, and other market
intelligence providers, were cross-referenced. By aggregating this information, the study provides an up-
to-date overview of system providers, their products, and the industries they serve.

The analysis is structured to first present the general impact of each system category on business
operations, followed by specific market data related to key providers. Quantitative data was extracted
from various market share reports to build a snapshot of the current standing of major players in each
category. This approach allowed the research to identify not only the leading providers but also the factors
contributing to their market dominance, such as integration capabilities, scalability, and industry-specific
functionalities. The methodology emphasizes both qualitative and quantitative aspects, providing a view
of the information systems landscape in the industrial context.

RESULTS

Information systems, such as Enterprise Resource Planning (ERP), Product Lifecycle Management
(PLM), Customer Relationship Management (CRM), Manufacturing Execution Systems (MES), and
Enterprise Asset Management (EAM), are part to the digital transformation of modern organizations. These
systems streamline core business functions like finance, supply chain, human resources, manufacturing,
and customer relations by providing integrated platforms that enable data sharing, operational efficiency,
and improved decision-making. Leading providers, such as SAP, Oracle, Microsoft Dynamics, and
others, offer customizable solutions to meet the specific needs of various industries, enhancing their
competitiveness in the global market.

Academically and within the industry, these systems are recognized as drivers of organizational
agility and collaboration across departments. ERP systems, for instance, help businesses integrate core
operations, improving productivity and lowering costs. Similarly, PLM and CRM systems support
innovation and customer-centric strategies, while MES and EAM systems focus on optimizing production
and asset utilization. This section presents an analysis of the key systems in each category: ERP, PLM,
CRM, MES, and EAM, and their respective market shares. It provides a detailed overview of leading
providers in each category, illustrating their influence on the market and the factors contributing to their
adoption. By examining these market dynamics, the following analysis sheds light on the competitive
landscape and the evolving role of enterprise systems in modern business operations.

ERP

Enterprise Resource Planning (ERP) systems are integrated software platforms designed to manage
and streamline an organizations core business processes, such as finance, supply chain, human resources,
and manufacturing. By consolidating these processes into a single, unified system, ERPs enable real-time
data sharing and improve efficiency, decision-making, and operational performance. ERP systems are
highly customizable, allowing organizations to adapt them to their specific industry needs, which makes
them popular across sectors like manufacturing, healthcare, and retail (Kumar & van Hillegersberg 2000).
Leading ERP solutions include SAP, Oracle, and Microsoft Dynamics, each offering a range of modules
to handle diverse business operations.

From an academic perspective, ERP systems are seen as essential tools for fostering organizational
integration and improving overall business agility. Research shows that successful ERP implementation
can lead to enhanced productivity, reduced costs, and better management of resources (Dezbar & Sulaiman
2009). However, ERP projects are complex and often face challenges related to high implementation
costs, user resistance, and the need for significant organizational change (Davenport 1998). As technology
evolves, ERP systems are increasingly integrating cloud capabilities, artificial intelligence, and machine
learning, making them more accessible and intelligent. The following Table 1 provides an overview of the
ERP market in 2023.
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Table 1. ERP provider and market share globally (6sense.com 2024)

System Provider Market Share 2023
SAP ERP SAP 9%

Oracle ERP Cloud Oracle 2%

Microsoft Dynamics Microsoft 25%

Workday Workday 17%

Sage ERP Sage 3%

Other Other 44%

As displayed in Table 1, in 2023, Microsoft Dynamics emerged as the leading ERP provider, commanding a
25% share of the global market. Its popularity is largely attributed to its seamless integration with other
Microsoft products and cloud capabilities, making it a strong choice for businesses of varying sizes.
Workday followed closely with a 17% share, benefiting from its focus on human capital management and
financial planning, particularly among medium to large enterprises.

SAP ERP, held 9% of the market in 2023. Its comprehensive and customizable suite continues to
attract large enterprises, especially in sectors like manufacturing and healthcare. Meanwhile, Oracle
ERP Cloud, known for its robust cloud-based solutions, accounted for 2% of the market, reflecting
steady adoption despite the overall competition. Sage ERP, with 3%, appeals to small and medium-sized
enterprises for its ease of use and affordability. The remaining 44% of the market is shared among various
other ERP providers.

PLM

Product Lifecycle Management (PLM) systems are integrated solutions that manage the entire
lifecycle of a product, from its initial conception, design, and manufacturing through its end of life,
including disposal or recycling. These systems provide a digital framework to streamline product-related
processes, allowing for the management of data, resources, and decision-making across various stages.
PLM systems enable cross-functional teams to collaborate on product development, improving efficiency,
reducing costs, and enhancing innovation capabilities. They support the integration of various software
tools, data, and workflows within a unified platform, making them critical for managing complex, multi-
disciplinary projects (Stark 2015).

Academically, PLM systems are often viewed as enablers of innovation and sustainability in
manufacturing and design. By fostering collaboration across multiple departments and organizations, PLM
enhances decision-making processes and improves product quality (Grieves 2006). Furthermore, PLM
systems promote sustainability by tracking product data throughout its lifecycle, ensuring compliance
with environmental regulations, and optimizing product designs for recyclability and reuse (Sudarsan,
Fenves, Sriram & Wang 2005). In doing so, PLM has become a cornerstone in the digital transformation of
industries seeking to compete in a global marketplace driven by efficiency, sustainability, and innovation.
The following Table 2 presents a snapshot of the competitive landscape of PLM systems by showcasing
the market share of key providers.
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Table 2. PLM provider and market share globally (Thibaud & Xavier 2021)°, (Abiresearch 2024)"

System Provider Market Share 2021
Siemens Teamcenter Siemens 22040

Dassault Systemes ENOVIA Dassault Systémes 29942

PTC Windchill PTC 10%*

Autodesk Fusion Lifecycle Autodesk 9%:?*

SAP PLM SAP 10%"°

Other Other 20%

As presented in Table 2, in 2021, Dassault Systémes ENOVIA claimed the largest share of the global Product
Lifecycle Management (PLM) market with 29%, positioning it as a leader, particularly in industries
requiring extensive engineering and design collaboration. ENOVIA’s integration capabilities and
collaboration tools have made it popular across sectors such as aerospace and defense. Following closely,
Siemens Teamcenter held a market share of 22%. Known for its capabilities in managing complex product
data and digital twins, Siemens Teamcenter has presence in industries like automotive and electronics,
contributing to its high adoption rate.

PTC Windchill accounted for 10% of the market in 2021, gaining traction due to its integrated product
data management (PDM) features, which are essential for industries like industrial manufacturing. SAP
PLM also held a 10% share, leveraging SAP’s expertise in enterprise resource planning (ERP) to integrate
PLM with broader business processes. Autodesk Fusion Lifecycle captured 9% of the PLM market, known
for its cloud-based solutions that appeal to small and medium-sized enterprises (SMEs). The remaining
20% of the market was held by various other providers.

CRM

Customer Relationship Management (CRM) systems are software platforms designed to help
businesses manage interactions and relationships with current and potential customers. By integrating
data from various touchpoints, such as marketing, sales, and customer service, CRM systems enable
organizations to track customer interactions, improve communication, and provide personalized service.
These systems are essential for managing the customer lifecycle, helping companies identify sales
opportunities, automate marketing efforts, and improve customer retention (Buttle & Maklan 2019).

CRM systems are recognized as key enablers of customer-centric strategies, enhancing both
operational efficiency and customer satisfaction. They offer businesses valuable insights into customer
behavior through data analysis and reporting, allowing for more informed decision-making (Payne & Frow
2013). Moreover, CRM systems support the integration of customer data across departments, fostering
collaboration and ensuring that teams have a comprehensive view of customer needs. As organizations
increasingly focus on digital transformation, CRM systems continue to evolve with the incorporation of
advanced technologies like artificial intelligence and machine learning, further enhancing their capabilities
(Mithas, Krishnan & Fornell 2005). CRM solutions as presented in Table 3 showcase the provider, their
systems and market share.

Table 3. CRM provider and market share globally (IDC 2024)

System

Provider

Market Share 2023

Salesforce CRM

Salesforce

22%

29




Maximilian Renke

Microsoft Dynamics 365 CRM | Microsoft 6%
SAP CRM SAP 4%
Oracle CX Cloud (CRM) Oracle 4%
Adobe CRM Adobe 4%
Other Other 60%

As showcased in Table 3, in 2023, Salesforce led the global CRM market with a dominant share of
22%. Salesforce has solidified its position as the top CRM provider through its comprehensive platform,
offering tools for sales, customer service, marketing, and analytics. Its widespread adoption is attributed
to its customization options and scalability, making it suitable for businesses of all sizes across various
industries.

Other players include Microsoft Dynamics 365 CRM, which held 6% of the market, known for its
integration with other Microsoft products and strong appeal in enterprise settings. SAP CRM, Oracle
CX Cloud, and Adobe CRM each captured 4% of the market, catering to specific business needs with
their CRM offerings, such as ERP integration for SAP and marketing-focused solutions for Adobe. The
remaining 60% of the market consists of various smaller CRM providers, highlighting the fragmented
nature of the CRM landscape, where niche and specialized solutions continue to play a significant role.

MES

Manufacturing Execution Systems (MES) are software solutions designed to monitor, track, and
control production processes on the shop floor in real-time. MES systems help bridge the gap between
Enterprise Resource Planning (ERP) systems and the physical manufacturing processes by capturing real-
time data from equipment, machines, and workers. By doing so, MES enhances production efficiency,
quality control, and regulatory compliance, giving manufacturers better insight into production schedules,
material usage, and labour management (MESA International 2016). Common features of MES include
production tracking, order management, machine monitoring, and performance analysis, enabling
manufacturers to optimize their production workflows and make informed decisions based on real-time
data (Jansen-Vullers 2006).

In research, MES are crucial for the development of smart manufacturing within the context of
Industry 4.0. MES solutions help bridge the gap between Enterprise Resource Planning (ERP) systems
and physical production processes by providing real-time monitoring and control of manufacturing
operations. This is achieved through the integration of technologies such as the Internet of Things, big
data, and artificial intelligence, which improve decision-making, operational efficiency, and overall
responsiveness (Kusiak 2018). By leveraging these technologies, MES enables manufacturers to track
production data, optimize equipment usage, and enhance predictive maintenance capabilities. MES
solutions as gathered in the following Table 4 showcase the provider, their systems and market share.

Table 4. MES provider and market share globally (6sense 11 2024)

System Provider Market Share
Wonderware AVEVA 44%

Fishbowl Inventory Fishbowl 8%

SAP Manufacturing Integration | SAP 15%

Siemens SIMATIC IT Siemens 1%

Other Other 32%

Following Table 4, the current market for MES, Wonderware, provided by AVEVA, holds the largest

30



Analysis of Information Systems in the Industrial Context

market share at 44%, making it a dominant player. Wonderware’s popularity stems from its capabilities in
process management and integration with other industrial systems, which has earned it widespread adoption
across various industries. Following Wonderware, SAP Manufacturing Integration takes another portion
of the market with a 15% share. SAP’s solution is known for its strong integration with other enterprise
systems, particularly its ERP offerings, making it a preferred choice for large-scale manufacturers who
require seamless integration across their business processes.

Fishbowl Inventory captures 8% of the market, mainly serving small to medium-sized businesses
with its inventory management and manufacturing control capabilities. Its user-friendly design and
affordability make it attractive for companies that don’t require the robust features of more complex MES
solutions. On the lower end of the market, Siemens SIMATIC IT holds only 1% of the market share.
Despite Siemens being a leader in automation technology, its SIMATIC IT MES product is niche, selected
for specific high-precision manufacturing applications. The remaining 32% of the market is comprised of
various other MES providers.

EAM

Enterprise Asset Management (EAM) systems are comprehensive platforms that help organizations
manage the entire lifecycle of their physical assets, from acquisition through maintenance and disposal.
EAM systems focus on optimizing asset performance, reducing downtime, and ensuring compliance with
industry regulations. These systems provide functionalities such as asset tracking, work order management,
preventive maintenance, and inventory control, all designed to maximize asset availability and reliability.
EAM systems are used extensively in asset-intensive industries such as manufacturing, utilities, energy,
and transportation, where effective asset management is crucial for operational efficiency and cost control
(Tsang 2002).

Recent advancements in EAM systems have incorporated smart technologies, such as Machine
Learning and Multi-Criteria Decision-Making, to enhance asset management capabilities. According to
(Gorski, Loures, Santos, Kondo & Martins 2021), these technologies enable EAM systems to improve
decision-making processes by analyzing vast amounts of data to predict asset failures, schedule
maintenance more effectively, and optimize resource allocation. The integration of these technologies
allows organizations to transition from reactive to predictive maintenance, leading to more efficient asset
utilization and reduced operational risks.

Table 5. EAM provider globally (marketsandmarkets 2024) (emergenresearch 2024)

System Provider Market Share
IBM Maximo IBM undisclosed
SAP EAM SAP undisclosed
Infor EAM Infor undisclosed
Oracle EAM Oracle undisclosed
IFS Applications IFS undisclosed
Other Other undisclosed

The key players in the EAM market, such as IBM Maximo, SAP EAM, Infor EAM, Oracle EAM, and
IFS Applications, hold significant positions due to their comprehensive solutions that cater to a wide range
of'industries. These platforms manage the entire lifecycle of physical assets, from procurement to disposal,
helping organizations maximize asset efficiency, reduce downtime, and ensure regulatory compliance.
IBM Maximo, for example, is renowned for its robust asset management and [oT integration capabilities,
making it popular in sectors like energy and utilities. SAP EAM, similarly, integrates with broader enterprise
resource planning (ERP) systems, offering a comprehensive solution for managing assets, maintenance,
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and business operations. Providers like Infor EAM, Oracle EAM, and IFS Applications each offer niche
advantages such as industry-specific functionalities, cloud-based flexibility, and advanced analytics,
further cementing their importance in the EAM space.

However, these companies typically do not disclose specific market share data due to the proprietary
and competitive nature of this information. Revealing precise market positions could impact their standing
in competitive bids or influence customer decisions by highlighting relative strengths or weaknesses.
This withholding of data helps providers maintain a strategic advantage by preventing competitors from
exploiting detailed insights into their market positioning. Additionally, the EAM market is dynamic
and evolving, especially with the rise of cloud-based systems, predictive maintenance technologies,
and IoT integrations. Providers often focus on delivering product innovations rather than releasing
detailed financial breakdowns, contributing to the difficulty in accessing precise market share data. For
a comprehensive understanding of the market, stakeholders usually rely on private market research
reports from firms like Gartner or Frost & Sullivan, which compile data from various sources but are not
available to the general public.

FINDINGS AND DISCUSSION

As businesses increasingly adopt cloud-based solutions across critical enterprise systems such as
ERP, CRM, PLM, MES, and EAM, the shift toward cloud-driven infrastructure is reshaping the market
landscape. Major providers like Microsoft Dynamics and Oracle ERP Cloud are capitalizing on the
growing demand for scalability and cost efficiency. Additionally, the push for cross-platform integration,
seen in systems like SAP, reflects a broader need for unified workflows and seamless data management
across diverse systems. Despite the dominance of large providers, the CRM and MES markets remain
highly fragmented, with numerous niche players thriving by addressing specific business needs, creating
space for innovation and further specialization.

INCREASING CLOUD ADOPTION ACROSS SYSTEMS

The growing integration of cloud capabilities across ERP, CRM, PLM, MES, and EAM systems
suggests a broader trend toward cloud-based enterprise solutions. Providers such as Microsoft Dynamics,
Oracle ERP Cloud, and Autodesk Fusion Lifecycle have seen success partly due to their strong cloud
offerings. As more businesses prioritize scalability, remote access, and lower infrastructure costs, cloud-
based enterprise systems will continue to gain momentum, particularly for small and medium-sized
enterprises.

CROSS-PLATFORM INTEGRATION

The success of systems like SAP, which holds notable market shares in both ERP and PLM, highlights
the growing importance of cross-platform integration. Businesses increasingly seek solutions that can
seamlessly integrate with other critical systems, such as CRM or MES, to enable smoother workflows
and unified data management. This trend is likely to drive further consolidation in the market, with larger
providers expanding their portfolios to offer end-to-end solutions.

FRAGMENTED MARKETS WITH NICHE PLAYERS

In both CRM and MES markets, the data indicates a high degree of fragmentation, with many niche
providers holding substantial portions of the market. For example, 60% of the CRM market and 32% of
the MES market are categorized under ,,Other* providers, suggesting that many smaller companies are
catering to specific business needs or regions. This fragmentation presents opportunities for innovation
and specialization, particularly in underserved industries or geographies.

CONCLUSION

In conclusion, the growing adoption of cloud-based solutions across critical enterprise systems is
reshaping the business landscape by offering scalable, cost-effective, and flexible infrastructure. Major
players like Microsoft and Oracle have capitalized on this trend, while cross-platform integration, as seen
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with SAP, has become a vital component for businesses seeking streamlined workflows and unified data
management. The continued growth of cloud capabilities is expected to benefit enterprises of all sizes,
particularly small and medium businesses that seek agility and cost savings.

Despite the dominance of large providers, the CRM and MES markets remain highly fragmented,
with numerous niche players occupying significant market shares. This fragmentation presents unique
opportunities for smaller companies to innovate and cater to specific industries or geographic needs,
driving further specialization in the market. As cloud adoption and cross-platform integration expand,
the enterprise technology landscape will likely see more consolidation, innovation, and tailored solutions
across sectors.
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AHAJIN3 HA THO®OOPMAIIUMOHHUTE CUCTEMHU B UHAYCTPUAJIEH KOHTEKCT

Pe3tome: B mosu doxnao ce paszenexcoa porsma Ha urpopmayuonnume cucmemu xkamo ERP, PLM,
CRM, MES u EAM 3a cmumynupate Ha yugposeama mpancghopmayus u nooobpasane Ha onepamugHama
ehexmusHocm 6 uHOycmpuaiHume opeanusayuu. B npoyuearnemo e usnonssana memooono2us, 0CHO8AHA
Ha 6MOPUYHU NPOYUEAHUS, GKIIOUUMEIHO npelied HA Iumepamypd, NasapHu OOKIa0u U OAHHU 34
UHOYCMpuAma, 3a 0d ce aHaIu3upam OCHOBHUMe 00CMABYUYY HA CUCTEMU U CbOMBEMHUmMe UM NA3APHU
osnose. To uoemnmughuyupa Ki0408U MeHOeHYUU 8 NpUeMaHemo Ha 00NaKA, UHMeSPaAyuUsma mexicoy
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naamghopmume u hpacmenmayusma Ha nazapa, Kamo npeonaza UHGoOpmayus 3a moea Kax me3u CUCmemu
enusaam evpxy ouznec onepayuume. OcHoGHUMeE 3aKIIOYEHUS NOKA3BAM HAPACMEAUWOMO NpUeMaHe Ha
peulenus, 6a3upanu Ha oONa4HU MEeXHON02UU, 0COOEHO cped ManKume U CpeoHU npeonpusmus nopaou
MAXHAMA MAWadupyemocm u NOmeHyua 3a Cnecmsagane Ha pasxoou. Mumezpayuama mexcoy pasnuyHu
niamgopmu cvwjo cmasa cvujecmeena, kamo komnanuu xamo SAP manpeosam 6 ycunuama cu oa
onmumusupam pabomuume npoyecu mexcoy paziuunu cucmemu. Oceen mosa usciedeanemo pasKpued
3Hauumenna nazapra gppaemenmayus 6 cekmopume na CRM u MES, koemo cv30asa 6b3modchocmu 3a
HUWMOBU U2payu 0d UHOBUPAM U Od OM208OPAM HA CReYUDUUHU UHOYCPUATHU UTU PESUOHATHU HYHCOU.
Kntwouoeu oymu: yugposusayus, oonax, undopmayuontu cucmemu, pacmMeHmayus Ha nazapa

Maxkcumuinan PeHke, 1OKTOpaHT
VYHHUBepcHUTET M0 ONOIMOTEKO3HAHHE U MH(DOPMAIIMOHHU TEXHOJIOTHU
E-mail: maximilian.renke@gmail.com
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OF MANAGEMENT REPORTING
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Abstract: In the age of digitalisation, various technologies are increasingly having a direct impact on
controlling processes. Robotic Process Automation (RPA) has a significant impact and some benefits
on the way companies create and manage their management reporting. Applying Robotic Process
Automation (RPA) technology to controlling and management reporting tasks can lead to cost savings,
improved process documentation, lower error rates and better report quality. The aim is to test this
hypothesis through a qualitative literature review. In the age of digitalisation, reporting is undergoing
major changes. Robotic Process Automation is repeatedly mentioned as one of the defining technologies.
The results of the study show that Robotic Process Automation brings benefits to the controlling process.
At the same time, it poses a risk to the competitiveness of companies that do not implement this technology.
Digitalisation can therefore be both an opportunity and a risk.

Keywords: Robotic Process Automation, Impact, Management Reporting, Controlling, Digitalisation

INTRODUCTION

Many CFOs and heads of controlling are currently working intensively on developing and
implementing plans for the future structure of their finance and controlling departments. They face the
complex challenge of simultaneously building new skills to continuously enhance the value offering for
internal customers while also reducing costs. Emerging digital technologies offer effective tools to achieve
these diverse goals. One of these technologies, Robotic Process Automation (RPA), can significantly
contribute to increasing the efficiency of finance and controlling functions. In corporate practice,
most common RPA applications are currently found in key controlling processes such as management
reporting, data management, cost, performance, and profitability accounting, as well as planning,
budgeting, and forecasting. These processes benefit from not only reduced personnel requirements but
also higher processing speeds, constant availability around the clock, and consistent quality through
robotic automation. As a result, the capacities of the affected controllers are freed up for more demanding,
high-quality tasks (Gleich 2020). Many companies in Germany, Austria and Switzerland have already
recognised the potential of Robotic Process Automation. An increasing number of companies are
implementing this technology in their finance and controlling processes (PwC 2020, 6).

In literature and practice, a comparatively high degree of application of RPA can be seen in the
controlling process ‘management reporting’. Therefore, it seems reasonable to specifically examine this
context. The present scientific work therefore deals with the impact of RPA technologies on the design of
management reporting in companies in Germany, Austria and Switzerland.

The purpose of reporting is to provide management with the information obtained from controlling.
It is therefore of great importance to the management that the data is prepared in such a way that all
information can be accessed in a compressed form. The reporting is adapted to the individual context and
the respective addressee, so that the reporting provides a targeted overview of the situation (Taschner
2019, 1). Management reporting occupies a special position among the various types of internal reporting.
It 1s used for reporting directly to the board or top management. For this reason, it has some special
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features, such as explanations of the information, which are designed to make it easier for management to
understand the facts. This is because they may not have direct access to the relevant departments, but still
need to gain an overall understanding of the company’s situation (Waniczek et al 2018, 6).

The topic of robotic process automation deals with programmable robots that automate and
autonomously handle entire processes in companies. The capabilities and functions can be expanded
depending on the software and process. The interaction of robotic process automation is intended to
serve as a replacement for a human part within processes. In principle, potentials such as increasing
efficiency and saving human resources should be utilized here. In the course of the dynamic digitalization
of processes and the simultaneous demand for continuous improvement, new technologies and systems
for automation and optimization are increasingly emerging. Robotic process automation is one such
innovative approach to meeting these requirements. The focus here is on minimizing necessary manual
activities in the company and thus achieving an increase in efficiency. Selected activities are to be taken
over by robots so that human intervention is no longer necessary. The activities are to be implemented
in such a way that no changes need to be made to the underlying processes. Manual human intervention
should be imitated as closely as possible without having to adapt systems and system logic on the robots.
This also makes it possible to use robotic process automation on existing systems, which is a significant
advantage. The special feature is essentially that manual process executions are digitized without the
need for high implementation costs. This technology is particularly attractive for companies with time-
intensive, repetitive activities (Czarnecki 2018, 113).

Innovative digitalization trends are creating new potential and changing requirements for management
reporting. The digital tools that will increasingly change reporting in the future include BI technologies
such as Robotic Process Automation (RPA) (Najderek 2020, 132).

RESEARCH METHODOLOGY

This paper is presented on the basis of a literature analysis. A literature analysis deals with the task
of systematically comprehending and analysing existing and published knowledge. It is an internationally
recognised research method, although it is mainly used in English-speaking countries. Existing works are
analysed with regard to a defined question. The added value lies in collating a large amount of relevant
research and thus answering a research question. Gaps in research can thus be closed. Various works of
literature were considered for this study. On the one hand, scientific papers were consulted to create a
theoretical basis. On the other hand, studies by the largest auditing and consulting firms were consulted
to establish a practical reference. First, the current state of research is reviewed. The study examines the
positive impact that RPA technologies already have on management reporting in practice. At the same
time, it provides explanations as to why their use in controlling is still limited. Finally, the possible future
development is evaluated.

RESULTS

The impact of robotic process automation on management reporting is currently still limited in
performance-oriented corporate management. The technology is primarily used in the automated
processing of standardized and repetitive processes (KMPG 2019, 12).

Robotic process automation is therefore often used in processes that have a high potential for
optimization through automation. On the one hand, overall efficiency can be increased through faster
processing of the tasks. On the other hand, the technology can be used to reduce errors because of
automation. If the technology is currently only used to a limited extent, the potential is considered to be
highly relevant. Digitalization can therefore be used even more in this context (Dillerup et al 2019, 49).

The advantages of software robots in the context of RPA technologies are manifold. Companies in
Germany, Austria and Switzerland cite the following aspects as one of the main advantages. More than
80 per cent of all respondents named time savings as one of the main objectives of automation. Other
aspects include more understandable processes, achieving higher levels of digitalization and using existing
resources for more interesting activities. In addition, learning effects, scalability and better compliance
were mentioned as advantages, but these currently play a rather minor role (PwC 2020, 15). It is clear that
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the full benefits are not yet apparent to everyone.

One of the main reasons why RPA is still rarely used in practice is the lack of knowledge and
education in the field. Although most companies have accepted digitization as an important topic, the RPA
technology is not yet widely recognized. Studies show that the upper management of many companies
misjudges the technology and overestimates the implementation costs. As a result, the potential of RPA is
not yet being fully utilized. This emphasizes the importance of education. The PwC study shows that over
half of all companies state that they have not yet looked in depth at RPA technologies. The main reasons
cited are the high level of implementation effort expected, the high level of complexity and difficulties in
understanding (PwC 2020, 9). In addition, many companies are experiencing a shortage of IT staff. Since
the IT department is often responsible for the introduction and ongoing maintenance of RPA technologies,
or at least has to provide support, this represents an obstacle for many companies. IT departments are
already working at full capacity and it is comparatively difficult to find qualified employees on the market
(PwC 2020, 21). This makes it clear that education and openness towards the technology could minimize
barriers and enable more companies to benefit from RPA. At the same time, it makes it clear that there is
a high potential for consulting or implementation services for experts in the field.

The use of RPA is seen in the literature as having great potential in this context. A significant effect is
seen here in the automation of repetitive processes. The use of software robots can significantly optimize
efficiency, use of resources and productivity. The challenges here lie primarily in the IT integration of
the applications into the respective systems. Here, however, the integration of robots proves to be an
advantage, as no completely new systems need to be developed, but the robots support existing systems.
In principle, the technology is suitable for the automated creation of reports and the preparation of data. It
can be assumed that this will increasingly simplify reporting and that the rapid analysis of large volumes
of data will continue to come to the fore in the context of controlling (Deloitte 2019, 31).

In future, robotic process automation (RPA) will also be an important part of the reporting process.
RPA refers to the automation of company processes that were previously carried out by employees. RPA
is seen as a software employee who executes company processes and thus replaces the employee. The
automation of manual tasks can therefore reduce costs in controlling and increase productivity (Heimel
2019, 423).

Ad-hoc reporting is used when management needs information on a specific occasion. Ad hoc
reporting usually deals with specific issues arising from a particular situation. As these situations can
often arise at short notice, controlling must be able to collect and process the data in a timely manner.
This form of reporting places greater demands on controlling structures, such as the IT infrastructure,
which are directly related to the evaluation and comprehensible preparation of data and information
(Waniczek et al 2018, 7). RPA technology can therefore offer significant added value, especially in ad hoc
reporting. Data can be captured and interpreted in real time.

A common criticism of automation is of an ethical and human nature. In connection with technologies
such as RPA, the potential risk that the technology will replace human labor and thus jeopardize many
jobs is often mentioned. A study by one of the leading consulting and auditing firms (PwC) cannot
confirm this connection. Around 75 per cent of the companies surveyed stated that they do not dispense
with human personnel as a result of RPA bots, but rather that additional opportunities arise. This is
another area where openness to technology can refute some of the prejudices (PwC 2020).

The technology can link data relevant for reporting, create interfaces and process it as needed.
However, within this controlling process, there are regularly self-contained ERP systems that cannot
interact with other systems. At these points, manual human intervention is required to keep the
applications in a functional state. The software also needs to be implemented and updated to ensure that
the best possible results are achieved (Alexander et al 2019). Humans are therefore not being completely
replaced, as some critics often claim.

CONCLUSION
Companies in the D-A-CH region have already recognized the potential of RPA technologies to
some extent. A large proportion of them are already using the solutions, at least in individual processes. It
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is clear that those who do not yet use the technology lack information and understanding. Overestimating
the implementation effort is one of the biggest barriers to using the technology. It can be assumed that
more and more companies will use this technology in the future. Digitization as a whole is increasing in
practice. RPA is one of the key terms in this context.

The advantages of RPA are diverse and almost obvious. Processes can be automated and handled
more efficiently. However, the advantages can go much further. It is clear that the use of the technology in
companies is only just beginning and that its full potential is far from being exhausted. It is also clear that
ethical risks have not yet been confirmed. This also speaks in favor of further promoting the technology.
So far, RPA has been used in companies primarily in controlling. Within this discipline, management
reporting has so far offered the most opportunities for the application of robotics and automation. In the
future, the technology will probably — and there are indications that this is the case — be used more and
more in other controlling disciplines.
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BJIMAHUE HA ABTOMATU3AIIUATA HA POBOTU3UPAHUTE ITPOLECH BBPXY
JIN3AMHA HA YIIPABJEHCKHUTE OTUETH

Peztome: B enoxama na yugposuzayusma paziudnume mMexHOLOSUU 6Ce Noseye OKA38am NpsiKo
8v30elicmaue 8bpxy npoyecume HA KOHMPOL. Asmomamuzayusma Ha podomuzupanume npoyecu
(RPA) uma 3nauumenno 6v30eticmeue u HAKOU NOJ3U 3d HAYUHA, NO KOUMO KOMIAHUUME Cb30a6am u
ynpaensieam ynpagienckama cu omuemuocm. Ilpunacanemo na mexHono2usima 3a asmomMamusayus Ha
pobomuszupanu npoyecu (RPA) kom 3a0auume no KOHMpoOauHe U YNpasieHCKa OMmYemHoCm Modce 0a
0o6ede 00 Hamanasaue Ha pasxooume, NOOOOPsBAHe HA OOKYMEeHMAayusima Ha npoyecume, HAMauA8ane
HA NPOYEeHma Ha 2pewku u no-00bpo kawecmeo na omuemume. Llenma e oa ce nposepu masu xunomesa
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Abstract: In recent decades progressive digitalization and networking of industrial plants have led to
considerable efficiency gains and innovations. At the same time, however, this development has also
massively increased the surface of attacks for cyber threats. Industrial plants, which used to be largely
isolated and protected by physical security measures, are now part of complex, globally networked
systems. This makes them vulnerable to various cyberattacks from criminal organisations and state
actors. 1o meet these challenges, numerous standards have been developed to strengthen cyber security
in the industrial environment. Two of the most important and widely used standards are IEC 62443-x
series and ISO/IEC 2700x series. The ISO/IEC 2700x series describes establishing and operating an IT
security management system (ISMS). This series of standards deals with information security and does
not differentiate between data in IT systems and intellectual property. The IEC 62443-x series focuses on
protecting industrial automation systems and is therefore assigned to the area of Operational Technology.
Keywords: information security, cyber security, vocabulary, requirements, guidelines

INTRODUCTION

IEC 62443-x is a series of standards developed specifically for the safety of industrial automation
and control systems (IACS). It provides comprehensive guidelines for implementing safety measures
throughout an industrial plant’s life cycle, from planning and design to operation and decommissioning.

ISO/IEC 27001, on the other hand, is an internationally recognised standard for information security
management systems (ISMS). It provides a systematic approach to managing sensitive corporate
information and aims to ensure its confidentiality, integrity, and availability. Although ISO/IEC 27001
is not specifically designed for industrial environments, it still provides valuable guidelines that can be
applied in these contexts.

By combining both standards, companies can develop a holistic security strategy that considers the
specific requirements of industrial systems and the general principles of information security management.

Scientific research and innovation in this area are essential to keeping pace with constantly evolving
threats. New technologies and approaches need to be developed and tested to continuously improve the
effectiveness of security measures. It is, therefore, vital that scientists, engineers, and security experts
work closely together to develop innovative solutions that ensure the protection of industrial facilities
against cyber threats.

To summarise, securing industrial facilities against cyber threats is one of the critical challenges of
our time. IEC 62443-x and ISO/IEC 2700x provide valuable tools to meet this challenge, and continuous
research and innovation in this area are crucial to ensure the security and resilience of industrial systems.

ISO/IEC 2700x series of standards

The ISO/IEC 2700x series of standards is a series of sixty sub-standards on information security
management systems (ISMS). The most important of these are ISO/IEC 27000, ISO/IEC 27001, ISO/IEC
27002, ISO/IEC 27003, ISO/IEC 27004, ISO/IEC 27005, ISO/IEC 27007, and ISO/IEC 27019.
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ISOIEC 27000
Overview and
vocabulary
ISO/IEC 27001 ISO/IEC 27006
Information organisation
Requirements security providing audit
management and certification of
systems ISMS
ISOIEC 27004 ISO/IEC 27005
ISII?{EIEC zg;)noz ISO/IEC 27003 monitoring, information ISO/MEC 27007
e C'tymlcaonuol ISMS guideance mesurement, security risk guideline for audits
evaluation management

ISOIEC 27019
Information
security controls
for the energy
utility industry

Fig. 1. Extract from the structure of the ISO/IEC 2700x series of standards (Kroeselberg 2017)

ISO/IEC 27000 first explains the technical terms used and then provides an overview of the other
standards in the series. The series of standards deals with the establishment of an information security
management system (ISMS). The standard focuses on information security to ensure the availability,
integrity, and confidentiality of information (ISO/IEC 27000 2018).

ISO/IEC 27001 defines requirements for ISMS. It specifies the requirements for introducing,
implementing, operating, monitoring, reviewing, maintaining, and improving formalised information
security management systems (ISMS) about an organisation’s overarching business risks. The content
includes, among other things, the organisation’s context, management leadership and commitment, the
company’s security policy, the organisation’s responsibilities and authorities, and measures for dealing
with risks and opportunities, including the improvement processes (ISO/IEC 27001 2022).

ISO/IEC 27002 is a guide for implementing information security measures. It provides specific
advice and best practice guidance on implementing measures specified in ISO/IEC 27001. These
include, for example, the assignment of access rights, user management, access management, password
management, data carrier disposal, physical security perimeter, protection against malware, and data
backup (ISO/IEC 27002 2022).

ISO/IEC 27003 guides the requirements for an information security management system (ISMS)
specified in ISO/IEC/IEC 27001 and gives recommendations and explanations for better understanding
(ISO/IEC 27003 2017).

ISO/IEC 27004 guides to help organisations evaluate the ISMS’s information security performance
and effectiveness to meet the requirements of ISO/IEC 27001. It addresses the monitoring and
measurement of information security performance, the monitoring, the measurement of the effectiveness
of an information security management system, including the processes and measures, and the analysis
and the evaluation of the results of the monitoring and measurements (ISO/IEC 27004 2016).

ISO/IEC 27005 contains guidelines for the risk management of information security. In addition
to supporting the general ideas outlined in ISO/IEC 27001, its goal is to facilitate the application of
risk-based information security. To fully comprehend, one must be familiar with the concepts, models,
procedures, and jargon covered in ISO/IEC 27001 and ISO/IEC 27002. This document pertains to all
categories of organizations (such as for-profit businesses, government agencies, and nonprofits) that plan
to manage risks that could jeopardize their information security. (ISO/IEC 27005 2022).

The requirements outlined in ISO/IEC 27001 provide guidance to organizations that must manage
an ISMS audit program or conduct internal or external audits of an ISMS. An audit can be conducted
against several audit criteria, for example, the requirements defined in ISO/IEC 27001; policies and
requirements specified by relevant interested parties; legal and regulatory requirements; ISMS processes
and controls defined by the organisation or other parties; and plans for achieving information security
objectives (ISO/IEC 27007 2020).
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ISO/IEC 27019 is of interest in the context of automation technology. This provides guidance based
on ISO/IEC 27002 and is applied to process control systems used by the energy supply industry to control
and monitor the production or generation, transmission, storage and distribution of electrical energy, gas,
oil, and heat, and to control the associated supporting processes. Nuclear facility process control is not
covered by ISO/IEC 27019. ISO/IEC 27019 also includes adapting the risk assessment and handling
processes described in ISO/IEC 27001 to the energy utility sector (ISO/IEC 27019 2017).

IEC 62443 series of standards

Based on the models and requirements of the ISO 2700x series of standards, the IEC 62443 series of
standards considers the special requirements of IT security in the production sector. Figure 2 shows the
structure of the standard series.

62443-1-1 62443-1-2 6244313 62443-1-4
Terminology, master glossary of System securi TACS security
concepts, and terms and 2 013;1 Fermron eit:ryix lifecycle and use
models abbreviations i3 case
62443-2-4 <
62443-2-1 - 62443-2-5
f Z 62443-2-2 62443-2-3 security program - B
Eae SRS LS ey UCSpich  leeain  mpemein
IACS asset owner protection ratings management IAp(;{S) ‘mqsoe asset OWIers
62443-3-1 6244332 i3 3.
technologies for risk assesments for 7 yui: T ag 4
IACS system design cquiren
security levels
pﬁ‘;’g;"';';;m 62443-4-2 62443-4-3 (draft)
technical security application to
e deﬁ'gocgﬁ?t requirements for industrial internet
requirements TACS compoents of things

Fig. 2. Extract from the structure of the IEC 62443 series of standards (DKE, 2020)

IEC/TS 62443-1-1 is a technical specification that defines the terminology, concepts and models for
the security of industrial automation and control systems (IACS). It forms the basis for the other standards
in the IEC 62443 series, and its components include risk assessment, the maturity level of the security
programme, policies, models, and reference architecture (IEC/TS 62443-1-1 2009).

IEC/TR 62443-1-2 defines all the terms used in the technical standards (IEC/TR 62443-1-2 2010).
IEC/TS 62443-1-3 defines the metrics for evaluating IT security in technical specification (IEC/TS 62443-
1-3 2014), and IEC 62443-1-4 describes the security lifecycle and use cases (IEC 62443-1-4 2018).

OPERATORS AND SERVICE PROVIDERS

IEC 62443-2-1 describes the requirements for an IT security management system, including the
definitions of security procedures, risk management, training requirements, business continuity plans,
access control, and the improvement process (IEC 62443-2-1 2024).

IEC 62443-2-2 guides how and in which areas these procedures will be implemented. It specifies a
framework for evaluating the protection of an IACS. It contains a method for combining the evaluation
of organisational and technical security measures in numerical values, the so-called “protection level”
(IEC-62443-2-2 2020). The framework forms the structure for evaluating the defence-in-depth strategy
of the IACS in operation based on the technical and organisational requirements specified in other
documents of the IEC 62443 series of standards (DKE 2020).

IEC/TR 62443-2-3 is dedicated to updating the software of automation systems for technical
standards. Patching is critical because improper procedures can lead to malfunctions (IEC/TR 62443-2-3
2015).

IEC 62443-2-4 deals with using service providers for commissioning and service from an IT security
perspective. It specifies requirements for IT security guidelines, procedures and practices that apply to
suppliers of industrial automation systems during the life cycle of their products and to maintenance

42



Cyber Security and Information Security

service providers (IEC 62443-2-4 2023).
IEC 62443-2-5 contains implementation instructions for operators (IEC 62443-2-5 2024). The
Processing status of IEC is in planning.

REQUIREMENTS FOR AUTOMATION SYSTEMS

IEC/TR 62443-3-1 first describes the underlying technologies, such as authentication, encryption,
filtering and logging for techical standards (IEC/TR 62443-3-1 2009).

IEC 62443-3-2 describes the entire safety analysis process and, based on this, the structuring of
a system into zones (isolated areas) and conduits (secured connections between the regions). This is
intended to divide an automation system into sub-areas, which are sealed off from each other (IEC
62443-3-2 2020).

IEC 62443-3-3 describes specific requirements for automation systems in the form of foundational
requirements. These Foundational Requirements (FR) define the IT security aspects of the system. This
part provides concrete instructions for planners and operators of automation systems about specific
technical measures and so-called security levels (SL) assigned (IEC 62443-3-3 2013).

Table 1. Security Level based of [EC 62443-3-3, 2013
SL  Description — security level defined
Protection against casual or coincidental violation
Protection against intentional violation using simple mean
Protection against intentional violation using sophisticates means

Protection against intentional violation using sophisticates means with extended resources

Specifies SL1 (low requirements) to SL4 (high requirements). Depending on the system’s protection
requirements, the requirements can be selected according to the desired security level (IEC 62443-3-3
2013).

REQUIREMENTS FORAUTOMATION COMPONENTS
IEC 62443-4-1 defines the development process that must be observed when developing components
for automation technology.

Security Management

Development process  Responsibilities  Qualification =~ Supplier  Process of improvement

M

Fig. 3. Secure development life cycle (Waldeck 2020)

Figure 3 shows the secure development life cycle described in the standard. This extends across
all phases of the development process. By implementing this standard, manufacturers of automation
components can build up the product development life cycle in accordance with the security-by-design
approach and thus lay the foundation for component certification. The abbreviations in the grey boxes
correspond to the requirement classes from the respective parts of the standard. Maturity levels from 1
to 4 are assigned for an organisation structured in this way.

IEC 62443-4-2 describes the technical requirements for the components of automation systems,
applications and functions. The structure of the requirements follows IEC 62443-3-3, but the requirements
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that the components must fulfil are described here. A distinction is made between component requirements
(CR) and further requirements (RE = Requirement enhancements). These requirements are derived from
the system requirements (SR). The components of an IACS defined in this document are the software
applications, host devices, embedded devices and network components (IEC 62443-4-2 2019).

IEC/TR 62443-4-3 has been published as a technical standard draft and deals with the Industrial
Internet of Things (IloT). It deals with components and products (IEC/TR 62443-4-3 2024).

Assignment of the IEC 62443-x standard parts to the players in the safety process

The operator Service provider is responsible for operating and maintaining a production facility.
The guidelines for operation and maintenance are relevant for these actors. The parts of the standard
that regulate the structure and operation of the ISMS (IEC 62443-2-1) and the involvement of service
providers (IEC 62443-2-4) are relevant here. IEC/TR 62443-2-3, which regulates updating the control
system software (patch management), is also appropriate for operators.

The role of the system integrator is to design and install the automation system. IEC 62443-3-3 is
relevant here, as it specifies the design and structure of the system. IEC 62443-3-2 can also be used for
safety risk assessment and system design. If a service provider carries out the planning process, IEC
62443-2-4, which describes the requirements for service providers, must also be observed. If the system
operator carries out the planning work themselves, the standards mentioned in this section also apply to
the operator in their role as system planner. The third role is that of the product supplier. IEC 62443-4-1,
which specifies the requirements for a secure development process (security by design), initially applies
to these suppliers. The requirements for the products developed by the product supplier are described in
IEC 62443-4-2 and IEC 62443-4-3, which has been published as a draft.

DELIMITATION OF IT SECURITY STANDARDS

Now that the two series of standards, IEC 62443-x and ISO 2700x, have been described in the previous
chapters, a distinction must be made between them regarding their applicability in the production sector.
Therefore, these requirements are described below, and the areas of IT (Information Technology and ISO
2700-x) and OT (Operational Technology ans ISO 2700x) are differentiated from each other.

Table 2. Delimitation of the IT and OT domains (Gartner 2024).

Domain  Definition Application examples

IT ”IT* is the common term for information processing e Client systems for personal
technologies,  including  software,  hardware, « Notebooks
communication technologies and related services. In  « Web server
general, IT does not include embedded technologies « Mail server
as long as they do not generate data for corporate use.  « SAP systems
« File Server
* Networks

oT Operational technology (OT) is hardware and software Programmable logic controllers (SPS)
that detects or causes a change by directly monitoring e« Display systems (touch panels)
and/or controlling industrial devices, systems, e Server for production control
processes, and events. ¢ Industrial robots

* Remote IO systems

* Real-time networks

Information security is defined by ISO/IEC 2700x as guaranteeing the confidentiality, availability,
and integrity of data. The term IT security is a sub-aspect of information security. It refers to the protection
of technical systems. The term “cyber security” or “ICS security” is often used for production systems
(BSI, 2014). This focuses on the security of production systems (OT). The term data protection is only
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mentioned here for the sake of completeness but has no relevance here. The different areas of application
of IT and OT also result in different requirements in terms of IT and OT security.

CONCLUSION

The ISO/IEC 2700x series describes the structure and operation of an IT security management system
(ISMS). The series of standards addresses information security in general and does not differentiate
between data in IT systems or intellectual property. The ISO/IEC 27001 standard is to be regarded as the
basic standard by which essential requirements for IT security, such as planning, responsibilities, risk
assessment, communication, resources, and internal audit) are defined. The focus is on the organisational
and process-related aspects of IT security. ISO/IEC 27002 defines specific requirements for IT security,
such as access control, network security, separation of networks, etc. One focus of the series of standards
is monitoring and evaluating the ISMS ISO/IEC 27004 and certification per ISO/IEC 27007. The standard
is generic and can be used for IT applications in the same way as for OT. However, the standard makes
no specific reference to the requirements of OT. One exception is IEC 27019, which refers to energy
supply systems.

The IEC 62443 series focuses on protecting industrial automation systems and is therefore assigned
to the area of Operational Technology (OT). Specific features of OT are taken into account. For example,
the requirements relating to service providers (IEC 62443-2-4) are considered, as is patch management
in production facilities (IEC/TR 62443-2-3). The aspect of setting up and operating an ISMS is also
included in the series of standards (IEC 62443-2-1), but the focus is on specific technical requirements
for automation systems (IEC 62443-3-3) and the components of automation systems (IEC 62443-4-2),
with the latter being aimed at the manufacturers of automation components.

Both series of standards have similarities. The basic concepts and technologies can be found in both
series of standards. However, it should be noted that the IEC 62443 series of standards clearly focuses
on automation technology, while the ISO/IEC 2700x series is more process-orientated and generic (Kohl
2018).
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KUBEPCUT'YPHOCT U UHOOPMAIIMOHHA CUT'YPHOCT

Peztome: Ilpez nocnednume Oecemuniemusi npocpecusHama yugposuzayus HaA NPOMUULIEHUME
NPeoOnpUAMUSA U C8bP36AHEMO UM 8 Mped#ca 008e00Xa 00 3HAYUMENHO NOBUWLABAHe HA eheKMUBHOCMA
u 00 unosayuu. B coupomo epeme obaue moea pazeumue ygenuyu 3HAYUMENTHO U NOLEMO HA AMAKUmMe
3a Kkubepzanaaxu. llpomuwinenume npeonpusamus, KOumo npeou 0axa 00 201AMa cmeneH U30IUpaHu u
3auumenu ¢ Quauyecku MepKu 3a CUSYPHOCM, ce2a ca 4acm om CIO0HCHU, 2N100ATHO C8bP3AHU 6 Mpedica
cucmemu. Tosa eu npagu ysa36uMu 3a pasiudHu KUOepamaxku om cmpana Ha NPecmvnHU OP2aHU3AYUY U
0vporcagnu cybekmu. 3a 0a ce 0meo8opu Ha me3u nNPeou3sUKAmenIcmed, ca papadbomeHu MHONCECEO
cmanoapmu 3a yKpensame Ha KubepcucypHocmma 6 uHOycmpuainama cpeoa. /[ea om Hau-eadxcHume
u wupoxo usnonzsanu cmanoapmu ca cepuume IEC 62443-x u ISO/IEC 2700x. Cepusma ISO/IEC
2700x onucea cv3oasaremo u YHKYUOHUPAHEMO HA CcUcmema 3a YnpasieHue Ha UHDOPMAYUOHHAMA
cueypnocm (CYHUC). Tazu cepusi cmanoapmu ce 3aHUMABA CbC CUSYPHOCMA HA UHGOpMayuama u He
npaeu paznuxa medxcoy oannume 6 UT cucmemume u unmenekmyannama coocmeenocm. Cepusma IEC
62443-x ce ¢hoxycupa 6vpxy 3awumama Ha cucmemume 3a UHOYCMPUATHA ABMOMAMU3AYUL U NOPAOU
moea e omueceHa KoM obiacmma Ha OnepamueHume mexHoI02Uu.

Knrwuosu dymu: ungopmayuonna cuzypnocm, KubepcueypHocm, pedHux, U3UCKEAHUSA, HACOKU
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HAITUOHAJIHA CUT'YPHOCT
NATIONAL SECURITY

MNAIIU®UCTUTE HE IPUEMAT BOWMHATA, A IPUEMJIUB JIU E MAIIU®U3IMBT?

Heno /Iumon
Yuueepcumem no bubruomexosnanue u UHGOPMAYUOHHU MEXHOLO2UU

Pe3ztome: He npuemanm 3a 8eposimuo 0a cvujecmeysam NCUXUYecky HOpMAIHU, pa3ymMHu U 30pasomMuciewy xopd,
Koumo 0a nookpensim eounama u uzoowo nacunuemo. Ho nacumuemo ece nax cvuecmgysa u meujo noseue,
Mo e NOCMOosHEeH CNLIMHUK 8 Jcugoma Ha 3emama. [laau e 8b3modcHo moga da ce npomenu? Iayugpucmxume
0BUIICEHUSL HACOUBAN YCUTUAMA CU UMEHHO 8 MA3U NOCOKA U CU NOCTNABAM 3a Yell 0a U30assim 408e4ecmsomo om
sounama u Hacuauemo. Tazu cmamust pasenexncoa paznuynume 6U00se NAYUPU3bM, KAKGUMO ca AOCOTIOMHUIM
U YCIOBHUAM, MAKCUMATHUAIN U MUHUMATHUAM, VHUBEPCATHUAM U OCOOCHUSM, CKeNMUYHUSAM U NPUBUOHUSMN
U HAKpas. mpascopmMayuoHHUusm, Kakmo u mexuume pasHoOSUOHOCTIU, 3 04 NOMBPCU OME080P HA BbNPOCA
o puemnus au e nayugpuzsmovm? . [vanomo omkazeéane om GoUHAMA KAMO CPeOCME0 3d pazpeuiasane Ha
KOHGIIUKMU, MOPATHOMO U OCIAHCOAHE, KAKMO U OCHICOAHEMO HA 8CAKO HACULUE, HEPASPUBHOMO 008bP36AHE HA
MUPA ¢ O0CMOUHCMBEOMO HA XOPAMA MO2AM Od ce PA3eiedcoam Kamo 61a20pooer u 8vb3suuien uoea. Jlanu mesu
Xybasu Hameperus, mosu 6b38ULLeH UOed, He Ca OCHOBAMA HA NOPeOHa Henpuaodcuma ymonus? M oanu netinomo
NPAKMU4ecko npuidaeamne He modxce 0a Hu 0ogede 0o kamacmpopa?

Knrouosu oymu: nayugpusvm, 6uoose nayugpusom, Mopai, emuxda, 6OUHA

BbBBEJEHUE

[Matmdu3MbT € MBIHOTO OTKA3BaHE OT BOWHATa KaTo CPEACTBO 3a pa3peliaBaHe Ha KOH(QIUKTH U IPHEMa, e
T, BOMHATA, ¥ HACWJIMETO Ca MOPAJTHO TpelIHy. ToBa ABMIKCHUE MPECTaBIsABa OCHK/IaHE Ha BCHUKU BOWHH, a
MUpa MpreMa 3a Hepa3puBHO CBBP3aH € JIOCTOMHCTBOTO Ha Xopara. Haii-o01mo Moxe 1a ce kaxe, 4ye nanudu3MbT
MMa TpU OCHOBHM 4acTh: pusiocodcka, mopainHa u peaurnosHa (Kellenberger 1987).

BbB duiiocodcko oTHoOlICHHE MOXe O Hal-cTapusT (puiocod manuducT e OCHOBATeIsAT Ha Jaou3ma Jlao
J13b, KOWTO Ka3Ba, Y€ ,, HAMA CAA6A 8 noDedama u 0d 8b3X6as6aul HelHama 3100a e ce eOHo da ce paosaul Ha
cmvpmma na xopama* (Andregg 2018). 3a cbBpeMeHHara (Gunocodus uuesata 3a ,, eeynus mup * Ha Vimanyen
KanT ce nosiBsia mpe3 X VIII B. Ciopen Hest ciieft KaTo € Bb3MOXKHO Pa3yMHO Ja C€ OIPEAEIAT OTHOIIEHUSTa BTpE
B €]lHa JIbpKaBa M Taka ce MOCTHIa BbTPEIICH MUP, TO O CIIEABAJIO O CHIIMS HAYMH J1a € Bb3MOKHO Pa3syMHO Ja
Ce OTpEeeNAT OTHOIICHHUATA M MEYK/IY Pa3IMYHUTE ABPIKABH, C KOCTO JIa CE TIOCTUTHE BHHIICH MUP. 3aiaraiiku Ha
pasyma u mopaiia, Kant cmsta, 4ye HsiMa Kak BoiiHaTa aa ObJe n3dpana mpex mupa'.

B mMopaiHo oTHOIIeHHE MaUpU3MBbT € OTXBBPIISIHE HA HACWIIMETO BbB BCHYKH YOBEIIKH OTHONICHUs. ToBa 10
roJisiMa CTENeH ChOTBETCTBA HA XPUCTHIHCKOTO pa3oupaHe 3a HeHacuine. B XpucThsTHCKaTa pesTurus € 3ajJokeHa
eTHKaTa Ha JII00OBTA, KOSITO CE ChABPIKA B pa3Ka3uUTe 3a KMBOTA U JyMUTE Ha XpucToc. Heroporo yueHue oueBUIHO
€ HEChbBMECTUMO C 0JJOOPEHHETO Ha BOWHATA.

[Marmmuduambr vecTo ce ChOTHACS € HIesATa 3a ONpPaBAaHO HAacWIHMe, JaBallo MOpajHaTa OCHOBAa Ha
cripaBe/inBara BoitHa.” EMH OT OCHOBHHTE BBIIPOCH € Jaii BOHATa MOXeE J1a Objie MOpasiHO onpasaana. lanu,
napaoKcaiiHo, MOXKE J1a ce TBBP/IH, Ye BOWHA, LeJsIIa MOCTUTaHe Ha MUP, B ChIHOCTTA cu ¢ nanuduzpm? Wnn
nanu@u3MbT U30010 OTpHYa BOHHATA, YMHTO OCHOBEH MOpaJieH MpoOieM € MpeJHaAMEPEHO, CUCTEMAaTHIHO H
MacoBO yOMBaHe Ha X0pa.

OTroBopbT Ha TO3U BBIIPOC HE € €IHO3HAUEH M IMEHHO MOpaJiy TOBa Malu(pU3MbT UMa JIBE OCHOBHH BEPCUU —
a0COJIIOTHA M OTHOCHUTENIHA. APTYMEHTBT Ha IIbPBaTa €, Ue ,, npu GCUYKU 0OCMOSAMENICMEA € SPEUHO 0d ce OmHemMa
yogewKy Hcugom *‘, a BTopara ce ChbCTOU B YOSIKIACHUETO, Y€ ,, 3IUHUME HA OUHAMA CA NOYMU BUHA2U NO-20NleMU,
OMKONIKOMO u3enexcoam ¢ momenma na weiunomo uzoyxeane “ (Russell 1943).

3a J1a MOXe TIO-SICHO J1a c€ M3Yy4H NManu(Hu3MbT, € BAXKHO JIa MOTVIeTHEM TI0-BHUMATEIHO HeroBara 1ei (Mupa),
KaKTO M TOBa, KOETO OoTpuya (BoiiHaTa). BoliHaTa 0OMKHOBEHO ce cMsTa 32 HaCWIIUEe MEXIy Abp:kKaBH (AHresoB
2022), a Moke J1a ce pa3miek]a U KaTo HACHICTBEH KOH(IUKT MexIy WHAWBUANA. OT CBOSI CTpaHa HACHIIMETO
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Heno lumos

HOPMAaTHBHO C€ OTIpe/ieisl KaTo HEMpaBOMEepHO HapaHsaBaHe MK Bpena. Ho ToBa caMo 1o cede cu JioIrycka, 4e MOXe
Jla IMa ¥ TIPaBOMEPHO HapaHsIBaHe.

MupsT e ChCTOSTHHE Ha He-BOIHA, He-HacHITue, He-yOuBaHe... ToecT e AepruHrpaH NpeMHO KaTo OTPUIIAHHE.
Haykara 3a Mupa e HampaBuia pasrpaHUYCHHE MEXIy OTPHIIATENICH W TOJOXHUTEJIeH MHp. [IbpBuUsT € nurcara
Ha HACWJIME WJIM BOWHA, a BTOPHUAT 0OXBalla OTHOIICHUS Ha CHTPYAHUYECTBO, CIIOKOWCTBUE, XapPMOHHUS H II0-
HIMPOKHUTE TPIIKH 32 YOBEIIKOTO MPOIb(TABaHE, MHTETPAIINS, ChCTOSHIE Ha ISUIOCT U 3aBBPIIEHOCT, COIMAAPHOCT,
B3aMMHO YBa)XCHHUE U 3370BOJIsiBaHe Ha Hyx)auTe (Boersema 2017). Moxke nopH J1a ce Kaxke, 4e MUPBT € YOBEIIKa
JI0OpoIeTeN U PUCHIIA IICHHOCT.

MupbT KaTO HaYHMH Ha )KUBOT BKITIOUYBA HEHACUIIHE CIIPSIMO ce0e CH U IPYTHUTE U CE PHKOBOIN OT ChTPYAHUYECTBO,
B3aMMHO YBa)XCHHE, TBOPUECKO pelllaBaHe Ha IPOOIeMHUTE, TIPEroBapsiHe Ha pa3nuansiTa u cberpaganne (Fox 2014).
Toa pa3dupane 3a MUp Ce BIMCBA B €THKATa Ha JJOOPOJETENTA, B KOSTO MUPOIOOUETO CE€ CBBP3BA ChC CKPOMHOCT,
TOJIEPAHTHOCT U MUJIOCHPJIUE.

OTpuyaHeTo Ha BOMHATA MOXKeE J]a C€ PA3IIMPHU C OTPUYAHETO HA BCAKO HACUIIUE, KATO OTPUYAHE HA CMBPTHOTO
Haka3zaHUe, JIOMAlTHOTO HACWIIME W TOBa HaJ JKMBOTHHTE, HAJl IPHpoJara U300Mo u mnpoyee. 3a 1a ce n3bderHe
MPEeKaJICHOTO pa3lIupsiBaHEe Ha TeMara, KOeTO KpHUEe PUCK OT pPa3BOJHSABAHE, IE CE€ 3aHWMAas CaMO C PAa3JINYHHUTE
BUJIOBE MarU(pU3bM, OTPUYAI] HAITBIHO WIIM YaCTUYHO BOWHATA WM KAaKTO OTOENsI3ax Mo-rope, abcoioTHATa 1
YCIIOBHA HEroBa BepCHsl.

BUJOBE NALIU®U3BM
ABCOJIIOTEH U YCJIOBEH NALIU®U3BM
AOCOTIOTHUAT NAaU(PU3bM € MAKCUMAIHO, YHUBEPCATIHO ¥ KATETOPUYHO OTXBBPIISIHE HA HACKIIMETO U BOWHATA.
3a MopasiHUsI a0COIOTU3BM MOPATHUTE NPUHIMIIK Ca BEYHH, HEIPOMEHJIMBU M 03 M3KIIoueHus. M3Xxoxaaiku
OT ToBa pa3bupane, aOCOTIOTHUAT MauM(pU3bM TBBPAHU, Y€ BOMHATA M HACUJIMETO BUHATU ca rpemHu. Mim nnave
Ka3aHO, HE € JOIYCTHMO C €JHH HEMOpPAJIHH JACHCTBHS J1a ce OOpUM C APYTH — OMIIM T€ MHOTO MO-HEMOpaiHu. B
EKCTPEMHUTE CH BapUaHTH JIOpU OTpHYa ujesTa 3a camo3ammura (Fiala 2014).

VYenoBHUAT naunGu3bM € 3HAYUTEITHO MO-Pa3HOo00pa3eH OT TOBA Ja € 3aIbJKUTEIICH CaMo 32 OIIpeielieHa Irpyna
XOpa 0 OTXBBPIIHE Ha onpeaesieHa BoenHa cuctema (Holmes 1999). 1lle pa3mienam mecT HErOBU pa3HOBHIHOCTH:

1. Haii-6mm3ko 10 abcomoTHHA nanudu3bM € To3H, KOWTO ce HaCOYBa KbM HauMHA Ha BOJIECHE HA KOHKpETHA
BOMHA M OTXBBPJSHETO HA OHE3W CPEICTBA HA BOACHETO HA BOWHA, KOWTO MpUeMa 3a HeMopaiHu. To3u
BapuUaHT MOXeE Ja M3IIEXKNa, 4ye ce AoOmmKaBa 0 TEOpHUsTa 3a CIpaBelIMBara BOWHA, HO BCBHIIHOCT
3HAUUTETHO IIOBEYE ce A0ONMKaBa 10 UaesATa Ha aOCOMIOTHUS MauU(H3bM, 3alI0TO HAH-BEPOATHO IIE
OTpeye BCSIKO CPEICTBO 3a BOACHE Ha BOWHA M 1O TO3W Ha4YMH IIe JOCTUTHE 10 abCcotoTHaTa 1 3abpana, 6e3
MOCIIETHOTO J1a CE 3asBSIBa JUPEKTHO.

2. Bropusar BapuaHT € TO3H, IPH KOWTO CaMO NPECTaBUTEINTE Ha OIIpeeIeHa rpyIa Wik TPYIH Xopa, KOUTO
ca 4acT OT JAaJICHU ChCIOBHS WM IPEACTABUTENN Ha ornpeesieHa npodecusi, TpsOBa Aa Ob1aT mauupucTy.
B To3u cnywait muponroOueTo ce mpuemMa Karo MopalieH Haeall, ¢ KOMTO Te3u, KOUTO TO H3MOBSBAT,
MPEeBB3XOKAaT octaHanuTe. IIpu TO3M MoaXox ChbBCEM peajHa € Bb3MOKHOCTTA 32 OCHXKIAHE WIIN JIOpH
MOpHILIaHUE Ha HEU3MOBSAABALIMTE MOpaa Ha nanudusma.

3. Cnensa BapHaHTBT, P KOWTO KOHKPETHA BOMHA WJIM KOHKPETHA MIJIMTAPUCTHYHA TOJIUTHKA € OOCKT
Ha OTXBbpIIsiHE OT nmanuducture. ToBa € OCHOBaHO Ha pa30MpaHETO, Y€ B KOHKPETHHS CIydall BoHHATa
WM TIOJIMTUKATa ca Hepa3yMHH. Ho pa3ymMHHM 10BOIM Morar Aa ce JaBaT KakToO B MOAKpena, Taka U 3a
OTXBBPJIAHE Ha naaeHa Te3a. [Ipu ToBa pasOupane Ha mammduiMa 3a pasyMHa ce NMpHeMa OLICHKaTa Ha
MOJI3UTE U BPEIUTE, KAaTO ChIIO Taka ce MPHEMa, Ye KOHKPETHATa BOMHA WM MUJIMTAPUCTUYHA [TOJUTUKA
11e AOBeJE /10 TOBEYE HETaTUBHH, OTKOJIKOTO TIO3UTHBHU PE3yITaTH.

4. TlonutuueckusaT naunu3bM € Ipyra pasHOBUIHOCT Ha yCJIOBHHUS. [IpuBbpIKeHUIINTE My OTXBBPIIAT U CE
MIPOTHUBOIIOCTABAT HA BCSKA MIJIMTAPUCTUYHA MTOJUTHKA. Hapedenu ,, evav6u *, Te HIMAT SICCH aHTa)KUMEHT
om0 KBM ,, cnpasedausama 6otiHa‘, OWIO KbM HeEHacwiInero u300mpo. [lo-ckopo monmuTwueckn ce
MIPOTHUBOIIOCTABAT HAa NPUBBPKCHULIUTE HA (PUHAHCHPAHETO HA BOCHHATA CUCTEMa, HAPCUCHH ,, Acmpeou .

5. YcnoBHuAT naunnu3zbM MOYXKE J1a pa3iiexk/ia M BOHHATa B TPUTE 1 eTara — IpaBoTo Ha BoiiHa (jus ad bellum),
MPaBOTO BBB BoitHaTa (jus in bellum) u mpaBoto cnex BoiiHara (jus post bellum). B mbppBus ciayvait moxe
na ObJe OTXBBbpJICHA BJIACTTA, KOSITO BOIOBA, /1a CE€ OCIOPHW CIPaBeUIMBOCTTA Ha Kays3aTa WM 4e He ca
W3YepraHd BCHYKU OCTaHAJIN CpeAcTBa. BbB Bropus ciydaii Ha mpuIes Ha yMepeHUTe Nauu(UCTH MOXKe J1a
€ TIOJIOKEHNETO Ha HEBOIOBALIOTO HACETICHNE, KOETO MOJKE /1a TOCTPajia KaKTo OT CAMHUTE BOCHHH JIeHCTBUS,
TakKa M OT IeHCTBUS HA BOGHHUTE (IPUMEPHO U3TE3aHUs1, NU3HACUIIBAHUS U rpouee). B TpeTus cnyyaii Moxxe
Jla ce TBBPAM, Ue BCAKa BOWHA MTOJKONABA ABJITOCPOUHHS MHUP, CIIPABEATIMBOCTTA U CTAOMIIHOCTTA.

6. [locregHuaT BapWaHT, KOWTO e pas3mienam, € ,JmOepaneH manuduspm‘. Mma ce mpensuj, ye KOHTO
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Tlayugucmume ne npuemam 6oUHama, a NPUEMAUE JU € NAUUDU3IMbmM 2

M3IOBS/IBA LICHHOCTUTE Ha JIMOepaniHaTa IeMOKpanus, He TpsOBa 1a moaxpens BoiiHara. B ocHoBara Ha
TOBa € WAesATa, Ye HUKOM HsAMa MpaBo Jia 3alloBs/Ba Ha JPYTUTE Ja YOMBAaT W HUKOW HE € ONpaBiaH Ja
yOuBa 1o KomMaHja.
OcBeH pa3zeneHreTo Ha a0CONIIOTEH M YCJIOBEH ChILECTBYBAT W APYrH BapuaHTu. Hali-uecTto cperianure
ca MaKCHUMaJieH W MHMHUMaJieH nanudusbM, yHHBEpCaJleH M OCOOCH, CKENTHYEH W NPUBUACH M HaKpas
TpaHC(OPMALIUOHEH.

MAKCHUMAJIEH 1 MUHUMAJIEH NAIITAU®U3BM

Pasnukara mpu Te3uw JBe BapHalMKd € CBbp3aHa ChC CTENEHTA, BUIOBETE M CYyOCKTHTE Ha HACHIIHETO.
MaxkcumanHusaT nanudu3bM Ha TpaKTUKa € JAPYyroto uMe Ha adcomoTHUS. Te BCHITHOCT HE C€ pa3iinyaBar.
MuHUMaTHUAT Manu@U3bM pas3Tiiexkia BCEKH ciydail mootaenHo. Toil e HacoueH Haii-Bede KbM CyOeKTHTE Ha
HACWIIME ¥ KOHKPETHHUTE YacTHHU Cllydau. BakHO mpW Hero e Kak ce ne(rHupa HACWIMETO M300I0 U BOiHATa
B YaCTHOCT. MUHUMATHHAAT MAU(PU3IbM pasriekaa pa3IudHu ASHCTBUS, KOUTO MOTaT J1a ObJaT ONMHCaHU KaTo
,,BoiHa". Te Morar ja Bapupar B AuanazoHa oT OyHTOBE JI0 TOTajHa sifpeHa BoitHa. ToBa BKIIFOUBA Ipaxk/IaHCKa
BOIfHa, TEPOPUCTUYHHU aTaKW, XyMaHHTapHA HaMeca, JIOKAJIHA BOMHA, IIBIIHOIIGHEH MEXIYIbPKaBEeH KOH(IIUKT,
CBETOBHA W Hakpas sipeHa BoiiHA. MUHHMMaIHWTE MAU(PUCTH IIE OTXBHPIAT JIOKATHHUTE, MEXTyHAPOIHUTE
Y CBETOBHUTE BOWHHU MO mojpa3Oupane. Ho ToBa He ce oTHAcs 3a CllydyauTe ¢ XyMaHHTapHAaTa Hameca WU
rpaxaaHcKuTe BoWHU. Tyk ce HamecBa BBIIPOCHT C MPUUUHUTE 32 HacwiIueTo. ChIeCTBEHA TPYAHOCT TP TO3U
BUJ] NaM(UCTH € CBbpP3aHa C KIFOYOBH I[EHHOCTH KaTO CYBEPEHHTET W THpPaHUs, IpaBa Ha YOBEKa U POOCTBO
u npoyee. KakTo Beye kazaxme, MaKCUMaJTHHUTE MAanU(UCTH IIe OTXBHPISAT BCEKH apryMEHT, KOWTO 3aIlUTaBa
KaKBOTO W Jla € Hacwive. Te MpUHIUITHO W Oe3alTepHATHBHO C€ MPOTHBOIIOCTABIT HA OTHEMAaHETO Ha JKUBOT.
Tyk MoXxeM J1a pa3IupUM TIXHOTO BIXKJIaHE KbM CMBPTHOTO HaKa3aHWe, abOpTUTE, Ye IOPHU U SICHETO Ha MECO.
MunnManHara Bepcus Ha manudu3ma e ciocoOHa Ja pa3inyaBa HACHITHHK H KEepPTBa, KaTo preMa 3a HeIOIyCTHMO
HACHWIIMETO HaJ| BTOpHTE. B TOBa ce Kpue 1 MPOTHUBOIIOCTaBIHETO Ha BOWHATA, TIPY KOSITO MHOTO HEBUHHU (KEPTBH)
ryosr xuBoTa cu. [lo chluTe NPUYNHA ce POTUBOTIOCTABAT HA CMBPTHOTO HaKa3aHHe U abopTa (OCBEH aKo He
€ 3aIBIDKUTEIICH 3a ClIacsBaHe Ha )KMBOTA HA Maikara). MOpaJIHOTO IPOTHBOIIOCTABSIHE Ha HACHIIMETO MOXE J1a
Ce pa3IupH KbM BCUYKH JKUBU CHIIECTBA ChC 3a0paHa 3a siIcHe Ha Meco, 3allliTa Ha JXUBOTHUTE OT KECTOKOCT U
npouee (Fiala 2018).

YHUBEPCAJIEH U OCOBEH NTALIU®U3BM

MopalTHHAT BBIIPOC, IPET KOMTO CE U3MPABAT TE3H JIBE Pa3HOBUAHOCTH Ha MAM(U3Ma, € 1IN BCEKH € JIThKEH
Ja e manuduCT, WK € BIPOC Ha JIndeH n30op. Hsma na e n3HeHana, ue B yHUBEpCAJIHUS CH BHJ] Ta3d BEpCUs Ha
nanudu3Ma He ce pazindaBa 0COOCHO OT aOCOIIOTHHS M MAacCKHpaHUs, 3al0TO a0COTIOTH3MBT € HeorpaHHYCHa
TOTAJIHA BJIACT, HE3aBUCUMO JAJI C€ OTHACS JI0 YOBEK, Win ujest. Toil He mo3HaBa HIOAHCH U M3KJIIOUEHHS. 3aTOBa
Y YHHUBEPCATHHAT Manu(pu3bM MprueMa, 4e Clie]l KaTo BOMHara € TpelHa 1Mo MPUHIMIL, TO TS IIe € rpenrHa 0e3
M3KITIOYCHHE U 32 BCHYKH. TOBa BKIIIOYBA OT CHCTEMara, Mpein3BrKaa BOIHATa, 0 BOHHUIMTE, y9acTBAIH B Hesl.
Ocobenara gopma Ha nanmdusMa ce MpUIbPKa KbM HIETa, e U300pBT € JINYCH, U HE ChAW BOWHHULIUTE, a B Haii-
KpaifHHs CH BAPHAHT HE CHJM U camMaTa BOCHHA cucteMa. ToBa MHOTO ce ToOKaBa JI0 UesiTa, 4e nanupu3MbT ce
M3UCKBA CaMo OT orpeesieHn npodecuu n/unm xopa. Paznnkara e B HaurHa, IO KOMTO ce MpueMa HeHACHITHETO, a
MMEHHO JIaJIM € MOPaJHa HEOOXOIUMOCT, WIIM ITPOCTO € MOPAITHO MO3BOJICH. 32 YHUBEPCATUHUTE OTTOBOPHT € JIECCH
— BOIHaTa M HACWJIMETO ca 3110, CICAOBATETHO Manu(pU3MbT € MOpPAITHO HeoOXoauM (3aabinkuTeneH). ToBa obade
He ce oTHacs 10 ocoOeHara Bepcus. Ts 1aBa mpaBoTO Ha manuQucTa Aa HE M3MON3Ba Hacwiue (1a He ydacTBa
BBB BOWHA HAlpUMeEp), HO 3a€THO C TOBA HE OCHXK/Ja OHE3M, KOMTO TO MPABST IPH ONPEICICHH YCIOBHS (OTHOBO
pasrpaHWYaBaiiKy KEpTBa U HACWIIHHK). B yacTHOCT YoBeK MOke J1a Bh3NpUEME €JMH BUJ ,JINUCH Malupu3bM™,
KOMTO He € HeoOXOaMMO J1a ce Mpuiara yHusepcaiHo. ToecT yOexkIeHneTo ce cBexaa A0 JndeH n3zdop. lagen
WH]IMBH MOXKE J1a TIPHEMeE, Ue TOBA € ITPAaBIITHO | Ja n30epe 1a € (JIMueH) naru@uUCT, KaTo ChIEBPEMEHHO MPOsIBSIBA
TOJIEPAHTHOCT KbM JIPYTH, KOUTO He TpaBsT chius n3bop (Reitan 2000).

CKEIITHYEH U TPUBUJAEH NALHU®U3BM

KakTo ka3ax B Ha4a10TO, MUPBT € ChCTOSIHUE HA HE-BOWHA, He-HAaCHJINE, He-yOuBaHe... ToecT naun(usmMsbT e
JnedUHUpaH NPeIUMHO KaTo OTPUIIAHUE, KOGTO HU Ka3Ba KakBO He TpsiOBa 1a npaBuM. ToBa MOXKeE /1a ce OIpeeiu
Karo ckenTH4Ha nosunus. Yeitnu Paitbi® cMsTa, e momkpensmuTe yoniCTBOTO HE MOTAr Jia apryMeHTHPAT Ta3u
CBOsI IO3UIIMSI ¢ HUKaKbB yoenuTesneH aprymMenT (Ryan 1983). Tosa TBbpaeHME BetHara HAMUpa MOPaJIHa OTIO3ULIHS
BBB BBIIPOCa C yOMICTBOTO IIpH camo3amuTa. Ciiel KaTo jkepTBara € yousia Harmajaress, TO O3HauaBa, 4e BTOPHST
HE € OCBLICCTBIII arpecBHOTO CH HaMmepeHue. Taka yOMHCTBOTO MPH CaMO3aIUTa Ce OKa3Ba HEMPOIIOPLHOHAIHO
Ha HaHEeCeHaTa Bpe/a, 3alll0To KepTBara He e Ouiia youTa, J0KaTo caMmaTa Ts U3BbpIIBa yOUicTBO. B TO3M ciyyaii
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CKEeNTHYHUAT Nanu(u3bM HE OmNpaBiaBa JIEHCTBUETO Ha jKepPTBaTa, 3alllOTO MpHeMa, 4e He ca OWiIHM H3uepriaHd
BCUYKH JPYTH Bb3MOKHOCTHU MIPENIU Aa CE€ CTUTHE IO HACUJIUE. 3a TAX BUHATH ChUICCTBYBAT IO-XyMaHHU CPEJCTBA,
KOWTO MOTAT J]a pelraT KOH(PINKTa TIPEIN Ja ce CTUTHE J10 Hacuiue. [ [peHeceH Ha Mo-ITpoKa II0CKOCT, TO3H ITOIXO0T
KPUTHKYBa MIJIUTapU3Ma U TIOAKperiaTa Ha BoiiHaTa. ToBa MoXe /1a ce pa3riekaa U KaTo NOJUTHYECKU MaupU3bM,
KOWTO TIpHeMa, 4e MpaBUTEIICTBATa HE 3aCiTy’KaBaT JOBEPHETO Ha TPaXKJIaHUTE CH, KOraTo MpOIaraHIupar BoiHa,
3aI10TO Te, MPAaBUTEJICTBaTa, YKpUBAT UCTHHATA. O1opa 3a Ta3u CBOS MO3HUIHS CKeTITUYHNTE Nanu(UCTH HaMHUpaT
B TBBPJICHUETO, Y€ UCTOPUUYECKHU TIOIJIETHATO MPABUTEICTBATA MAHUITYIUPAT, a 3all0 HE JAUPEKTHO JIHXKAT, 3a Ja
MOJTHKHAT rpakaannTe cu kbM BoriHa (Fiala 2010). [1o To31 HauMH Ha TPAaBUTEIICTBOTO CE BMEHSIBA 33 IBJKCHUETO
Jla JIOKa)ke HEOOXOAMMOCTTa OT HM3BBPIIBAHETO HAa HEMOPATHOTO JCHCTBHE BOWHA, KOETO BKIIIOYBA B cede cH
JIOKa3BaHEe, 4e BCUYKU alNTepHATUBU ca n3uepnanu. OT eHa cTpaHa, BpbLUIAHKU Ce KbM ClIydas ChbC CaMO3allUTaTa,
ce OKa3Ba, 4e JICWCTBUETO € ONPaBIaHo e[Ba KOraTo Bede € HeBb3MOXKHO, OT APYTa, Ce JAO0IMYyCKa, Ue IIPH OIPEIeIICHN
W3BBHPEIHH 00CTOATENICTBA U YOS TUTEITHH JI0KA3aTeJICTBa, BHIIPEKU Y€ € TpelllHa, BOHAaTa € ompaBaaHa. Broporto
MOXE JIa C€ OTIPEICITH KaTo MPHUBHJICH Mau()U3bM.

TPAHC®OPMAILIMOHEH NAIIM®U3BM

[Toxg ToBa ce pa3Oupa cTpeMex KbM (yHIAMEHTANIHA KyATypHa HpPOMsiHA, BOACIIA KbM OTXBBPIISHE Ha
HACHJIMETO U BoiHaTa. ToBa To3M B MAau(UCTH UCKAT Jja TOCTUTHAT, KaTO HACOYBAT YCHIIMATA CU KbM M3TPax1aHe
Ha IICUXOJIOTHYECKa, COLMalHa 1 MOpaJlHa 4yBCTBUTEIHOCT, HeJOMycKama Hacuiue. Llenra e upe3 pedopmupane
Ha 00pa30BaTeIHNTE U KyATYPHHUTE MPAKTUKH J1a Ce U3TPaJH CBAT, B KONTO BOMHATA /1a € OCTAHKa OT MUHAJIA, 110-
Manko nuBmiu3oBana enoxa (Fiala 2018). TakaBa mpakThka MOXKEM Jia BUJUM B YYCHHETO Ha XPUCTHSIHCTBOTO,
KOETO Ka3Ba: ,, ako HAKOU me yoapu no eOHama 0y3a, npednodxcu my u opyeama. Ako mu omueme epvxnama opexa,
ocmasu my u puzama cu* (EBanrenue Ha Jlyka 6:29). B mo-HOBO BpeMe ipuMep MOXKe J1a ce J1ajie C OHa3H 4acT OT
(eMHHN3Ma, KOATO € OCHOBAaHA Ha €TUKaTa Ha rpwxuTe. HellHUTE MpUBBPKEHUIN C€ TPOTUBOIIOCTABAT HA OHE3H
MBKKH pa30UpaHusi, KOUTO ca XapaKTepHH 32 BOWHCTBAIINTE KYITYypH, @ UMEHHO ,,MUTOJIOTHATA 32 MBKECTBECHHS
CIIpaBeNIMB BOWH, TOTOB Ha camoxepTBa u repondna cMbpT (Ruddick 1995).

3AKJIIOYEHHUE

Kakto BHIsfXMe, UMa MHOTO BHJOBE Manu(u3bM, MHHABAIIM OT aOCONIOTHA KPaWHOCT, Mpe3 pa3iuvHu
MOpaJTHU OTPABIAaHUs M H3BUHEHUS U HAKpast JOCTHUTAIH 70 uaesaTa 3a GopMHUpaHe Ha I[51a HOBA IMBUITU3AI[OHHA
KynTypa. B kpaiiHa cMeTKa mpecedHa TOYKa Ha BCHUYKH TE3W TCUCHUS € JIa CC 3aMCHU PCATHUSAT CBSIT, B KOWTO
JKHBEEM, C HIKAKbB MO-100bp, HicancH. ToBa H3ISJI0 Momnaja B cepara Ha yTonuuTe. byKBamHO yTOMHATA € MSACTO
(nmm B 1M0-00110TO pazbupaHe — wean), KOETo He ChIIECTBYBa (OT JPEBHOTPBIKH). AOCOMOTHUAT Manu(u3bM
HAITBJIHO CE MOKPHBA C UIEATA 32 HEMTOCTHIKUM HJIeall, KOCTO IO MPaBH KaTerOpHueH MPEJACTABUTEN HA YTOMNYHUTE
ujen. aeamHusaT Mup M3MCKBA UJICATTHU TbPXKABH, HACEISIBAHH OT WJICATHU XOpa, KOUTO Jia MPUTEKABAT HCaTHA
PasyMHOCT U alTPyU3bM, KAKTO ¥ MAHTAJIUTET, BOJACIIN 10 CIIOHTAHHO OTCHCTBHME HA HYXJa OT BBHHIIHA 3allUTa
(Griffith 1939). ITauupu3mMbT € HENPUIOKUM KaTO BCUUKH APYTH YTOIHMH, KOUTO CH IOCTABST 3a LEJT 1A 3aMCHST
peaTHUs CBAT C HIKAKBB UJICATICH.

Wnesra, 4e BCUYKM HAIMK HA 3eMATa CTHOBPEMEHHO MOTraT Ja C¢ OTKa)XaT OT BOWHATa, arpecusita u
W3MOJI3BAHETO HA CHJIA, U3IVICXK 1A JIOTUYHA U JIOPH IOPUMUYCSCKHU TPUITOKMMA, HO UMa €/IHA TOJISIMA U HETMPEOI0TUMa
c1ab0CT, KOATO € ICUX0JIOTMYeCKa.

Hue, xopara, ce oTHacsMe KbM ce0emoJJOOHUTE ¢ OTHOCHUTEITHO JI00pe OaJaHCUpaHO JTIOBEpHE W HE0BEpUE,
YBEPEHOCT U cTpax. ChIIOTO Ce OTHACS U 32 BPB3KUTE MKy YOBEUIKUTE TPYTIH, KaTO JIOPY MOXKEM Ja 3asiBUM, 4e
NPU TE3W B3aUMOOTHOIIICHHSI CTPAXBT € MOBEYe, JOBEPUETO Mo-Manko. [IpuunHa 3a TOBa €, 4e IPYIUTE KaTo IsU10
ca Mo-MaJjKO €THYHHU OT WHMBHIA. PasyMHO MOMIEIHATO, TOBA € pa3OMpaeMo, 3alloTO B HAIllaTa MPUPOJa UMa
KakTo J00pojeTeny, Taka ¥ mopoid. ChOTHOIIEHHETO MEXKIY TAX € JOCTaThYHO MPOMEHIINBO, Y€ JIa MPeIu3BUKa
KaKTo JIoBepure, Taka u crpax. ColmanHara OCHOBA Ha KUBOTA HHU TPEJIoJara Jila iMame JIOBEpHe IMOMEXKIY CH U
HHE CME CE¢ HAYYMJIM Ha HETO, 3al0TO B MPOTUBEH CIyYai CONMANHUAT KUBOT OW Oui yHumoxeH. Ho chiio Taka
MPOHUIATEITHOTO U MPOIBIDKATEITHO HATPYNBAHE HA OMUT € MOKA3aJ10, Ue ako JOBEPUETO € IOBEACHO JI0 KPAHOCT,
TO ChBCEM BB3MOXKHO € J1a MPEAM3BHKA arpecus U Jia MOJATHKHE KbM HEUYECTHOCT. ToecT HHEe CMe B MOCTOSHEH
compebk ¢ aBe cun. OT efHaTa CTpaHa ca CTPaxoBeTe, KOMIUIEKCHUTE, HECUTYPHOCTTA, KOUTO MOTaT HAIBIIHO J1a
VHHIIOXKAT CKIOHHOCTTA HU Ja ce AoBepsiBame. OT apyrara ca TBbPACHHUATA, Ye Xopara ca CKIOHHH jJa ObIar
TOBa, 32 KOCTO HHME T'M MHUCIHUM, Y€ Ca HAJCKIHU CaMO KOTaTro MM BsipBame, 4ye 00HuYaT camMo KOrato ca OOWYaHu.
[TpUBbPKEHUIIUTE HA TOBA MUCJICHE BHHATH CE CTPEMSAT HE MPOCTO JIa YKPEIAT CHIUTE Ha TOOPOJCTENTa, HO U 4
MPEOJIONICAT BCSIKO Pa3BUTHE HA 3JI0TO, KOETO HE € OCH3HAIO W OBIASAIO TO3M B3IVIE/. Pesynratutre oT momodeH
Tun puiocopuss MOXKEM Ja BHIAM MHOTOKPATHO Ha3aj B wcropusara. Heka camMo TPUMOMHUM KaTonnveckara
WHKBU3UIIHS UK CBPOIEHCKUTE TOTATUTAPHU PeKUME 0T XX B.
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Tlayugucmume ne npuemam 6oUHama, a NPUEMAUE JU € NAUUDU3IMbmM 2

Te3n, KOUTO TOAKPENAT Kay3aTa Ha Manu@us3Ma, Ha OTCHCTBHETO HAa HECHIPOTHBA M Ha B3aUMHO JOBEpUE,
HACTOSIBAT, Y€ aKO €IHA HalWs PELIM Jia ce€ Pa3opBXKH, C KOETO J1a JIEMOHCTpUpAa AOBEpUE KbM JPYTHUTE, TO T
YCIICIIHO MOJKE J1a TIOATUKHE CBOMTE ChCEAN KbM CHIIOTO JIOBEPHE, @ OTTaM U KbM pa3opbxkaBaHe. Ha nmpakTuka
TOBa € TOYHO IPOTHBOIIONIOKHOTO Ha Oa3wcHaTa KOHIENIus 3a HanuoHamHa Mot (enueB 2018; Anrenos
2024). Haii-sspkusar nmpumep 3a aOCOTIOTHATA OS3MMOYBEHOCT HA TOBA TBHPJCHHUE € PAa3UTPAHUST BAPHAHT MEXKIY
Opuranckusi npemuep u naunguct Hesun UemObpieiin u repmanckus kanwiep Anond Xutiep Ha cpemara B
Mronxen nipe3 1938 1. [IpocnoByTHAT NOKYMEHT ,, Mup 3a Hauiemo épeme “** TpsiOBa 1a MpeaoTBpaTH H30yXBaHETO
Ha HoBa BoitHa B EBpoma. ToBa e emmior Ha mocliefioBareHaTa OpUTaHCKa ,, HOIUMUKA HA YMUpPOmeopsieare ',
3anouHara cieq [IbpBara cBeToBHa BOIHA, KOSITO LIENU C OJIUTHYECKH, MKOHOMUYECKH M TEPUTOPHATIHN OTCTBIIKH
Ja ce n3berHe BbOPHKEH KOH(IUKT. YCIOPEIHO ¢ TOBAa MPOTHYA U MPOLEC HA pa3opbkaBaHe, KOUTO TpsOBa aa
CrieYeITH IOBEPHUETO Ha ChCeTHUTE AbpxkaBH. [10 moBoa JoKyMeHTa ,, Mup 3a nawemo épeme * YUHCTBH Ubpunir’®
ce o0pbIa KbM MpeMuepa ¢ MPOPOUYECKU TyMU: ,.Bue umaxme 0a uzbupame medxcoy ounama u nosopa. Bue
usopaxme nozopa. Ho eue we nomyuume u 6otinama!”. BepmHoCT manugucTkara MojJuTHKA, HaJOXKeHa CIIe]
[IbpBara cBeTOBHA BOIfHA, /10 TOJIsIMa CTENEH € B OCHOBara Ha karacTpodara, A0 KOATO HHM JoBene Bropara
CBETOBHA.

3amuTara Ha )KMBOTA, Ha IOCTOHHCTBOTO M HA COOCTBEHOCTTA HH € HEM3MEHHO NpaBo.’ Huma He € ecTecTBeHO
KBbM TOBa J1a 100aBUM Oopbara ¢ poOCTBOTO, C THPAHHATA U 32 cBOOoara. .. O1e cB. ABryCTHH OT XHUIIO’ Onpeiess
BOIHATa KaTo CHpaBeIINBa, KOraTo Kay3ara, 3a KOATO c€ BOIM, € CIIpaBeAuBa. B Halle BpemMe ToBa € pa3BUTO B
TeopusTa 3a ,, Cnpasediusama 6otina “, KOSITO ce OCHOBaBa Ha CIIpaBeANBa Kay3a. MiMeHHo Ts1, CnpaBemimBara
BOI{HA, € MOPAJIHUAT OTroBOp Ha [lanudusma.

BEJIEXKKHA

! TpsiOBa na otOenexum, ye camusT KaHT onpenenst Ta3u cBOsi TEOPHsl KaTo YTOMHYHA.

2 TeopwusiTa 3a ClipaBeUTMBaTa BOWHA ¢ €TUYHA paMKa, H3II0JI3BaHa 3a OIpPEIesIHe KOTa € IOMYCTHMO Ja Ce BOIH BoiHA. Ts
¢ 00BBp3aHa cbe ,, cnpasedausama kaysa ', Kosito Moxe 1a e 6opbara 3a cBo00/a, 3a 3alUTa Ha JOCTOHHCTBOTO, 3aIIATa HA
(dyHIaMEHTATHUTE YOBEIIKH MIpaBa U IpoJee.

3 Crapum Hay4eH chTpyqHUK B HCTHTYTA 110 eTiKa Ha OKCOPACKHS YHUBEPCHUTET.

4 W3BecTHO M Kar0 MIOHXEHCKO CIIOpa3yMEHHe, TO W3IIBIHABA NPETeHIWH Ha [epMaHWs 3a aHEKCHpaHe Ha YacTH OT
UYexocnoBakws, ¢ koeTo UeMOBpICHH ce HafsiBa a He ce CTUTHE JI0 BOWHA.

° BpuTaHCKM TOJMTHK M IbP)KaBHUK, MpeMuep Ha BennkoOpuTaHus mo Bpeme Ha Bropara cBeTOBHa BOWHA, €IMHCTBEHATA
JIbprKaBa, BOIOBasla ¢ XUTIEp Mpe3 HeHst MepHo/l Ha KOH(INKTA.

¢ O6mmoro cropanne Ha OOH mipe3 1948 r.; orie B rbpBHs aparpad ce Kas3pa, 4e ,, iPU3HABAHEMO HA YOBEUKOMO 0OCHOUHCME0
HA 6CUYKU XOPA € 8 OCHOBAMA HA CNPABEOIUBOCMA U MUpa 6 ceema .

7 CB. ABrycTHH 0T XHIO € €Ha OT Hai-Ba)KHUTE JUYHOCTH B PA3BUTUETO HA 3aIaJHOTO XPHCTHIHCTBO.
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PACIFISTS DO NOT ACCEPT WAR, BUT IS PACIFISM ACCEPTABLE?

Abstract: I do not consider it is likely that there are mentally normal, sane and sane people who would support war
and violance in general. But violence exists, and more, it is a constant companion in life on Earth. Is it possible to
change this? Pacifist movements direct their efforts in this direction and set themselves the goal of freeing humanity
from war and violence. This article examines the different types of pacifism, such as absolute and conditional,
maximal and minimal, universal and particular, skeptical and apparent, and finally transformational, as well as
their varieties, to seek an answer to the question “Is pacifism acceptable?”. The complete rejection of war as a
means of resolving conflicts, its moral condemnation, as well as the condemnation of all violence, the inextricable
connection of peace with the dignity of people can be seen as a noble and lofty ideal.Are these good intentions, this
lofty ideal, not the basis of yet another inaplicable utopia? And may not its practical application lead us to disaster?
Keywords: pacifism, types of pacifism, morality, ethics, war
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HAITUOHAJIHA CUT'YPHOCT
NATIONAL SECURITY

SAIIUTA HA JIMOATA, CUTHAJIM3UPAILIU 3A HEPEJHOCTH -
NPEIAN3BUKATEJ/JICTBA ITPEJ] HEOBXOAUMOCTTA OT ITO-COJIMAHA 3AIUTA
N Bb3MOKHUTE PEINIEHUA

Croiiuo I'eopruesn
Yuueepcumem no 6ubnuomexoznanue u UHGOpMAyUOHHYU MEXHONO02UU

Peztome: bes sasicnama ungopmayus, pazkpuma om nooamenume Ha CUSHAU 3a HEPEOHOCMU, SHAUUMENHA
yacm om Cv8peMeHHUme UHCMUMYYUOHAIHY U KOPROPAMUBHU CKAHOAIU, C8bP3AHU C HAPYULEHUS. CPeuLy
obwecmeenus unmepec, Hamauwe oa ce caydam. bBescnopho e, ue cuenanuzupanemo, 6eOHbIHC NYCHAMO
8 NYOIUYHOMO NPOCMPAHCMBO, € 8 CbCMOAHUE 0d NPUHUHU HENPeOBUOeHU U HENONPABUMU 8pedu U Od
HAOBUCHe Kamo 0amMoKle8 med 8 buocpagpusma Ha nooamenume, Koemo moxce 0a 0osede 00 3az2yoa
Ha paboOmHOMO MACMO UMU HA PUHAHCU, 04 3aAcecHe ACNeKmU Om JUYHUSL HCUBOM, d 8 HAKOU NO-
MeNCKU cyyau u 00 30pasociosru npoosemu. JJopu nooasawusm CucHal 3a Hapyuienue oa Oelcmed
000poCHLBECMHO, MOU PUCKYBA 0a ObOe NYOIUUHO OCHOEH U penymayusma My 0a ocmane onemHeHa om
aunca Ha adexsamua 3awuma. CucHaiusupawume auya mozam 0opu 0a 6voam 008edeHU 00 NbIHA
uzonayus uiu 0a Iamsam ¢ H¥CUGOMA Cu UlU ¢ mo3u Ha cemelicmeama cu. Mmam au docmvn 00 3awuma
me3u cybexmu u Kkakea e gpvkama Ha Komucusma 3a 3awuma na 1uyHume OaHHU 8 KAuecmsomo u Ha
YeHmpaneH opean 3a 6bHUIHO nooasare Ha cueHanu? Ilpu xakeu ycnosus nuye, no0asaujo CUSHAN 3d
HapyuleHus 4pe3 6bmpeuier il 6bHUleH KAHAL N0 CMUCHILA HA 3aKOHOOAMeNICMBOMO, We UMa npaso Ha
sawuma? Eeponetickuam cvio3 e NON0NMCUL OCHOBUME HA 3AKOHOOAMENCMBO CbC CbBPEMEHHU NPasuld
u peaynayuu ¢ yei no-00opa 3awuma 3a auyama, O0OKIA08awU 3a HepeOHOCMU, Upe3 8bBeNCOAHemo Ha
MPUCMPAHHA CUCTEMA 3d NOOABAHEMO HA CUSHAIU OM MAKb8 XApaKmep, 6b3npuema u npuidaeana om
OvcapcKume KOMNemeHmHu Opeamu.

Knwuoseu oymu: cucnanu 3a HepeOHOCMU, MEXAHUZMU 30 3AWUMA, 3AcecHamu auyd, 3auuma Ha
CUSHaIU3Upawume, SparicOaHcKo oouecmso

BbBEJIEHUE

B cbBpeMeHHUsT NHWHAMUYEH CBST KOPYMIIMOHHUTE JACHCTBUS M HEMPABOMEPHOTO TIOBEACHHE
POABIKABAT /1a C€ pa3mIekIaT KaTo CIOXKHHU SIBICHUS, CBbP3aHU OCHOBHO C MyOJIMYHUS XapakTep Ha
BJacTTa. B onpenenenu cutyannu Te€31 NpoIeCcH ce pa3BUBAT U B IEHHOCTTA HA YACTHUTE U IPAsKJaHCKUTE
opranuzanuu. [lo cBosTa CHIIHOCT Te cienBa Ja ce nedUHUpaT KaTo JEBHAHTHO MOBEIEHUE, KOETO Ce
pa3MuHaBa ¢ Bb3MPUETUTE OOIECTBEHN HOPMU. Te3u IeCTPYKTUBHU MOCTBHIIKM C OCHOBAHHWE CMYyIIaBatT
IpaKIaHCKOTO OOIIECTBO M B Ta3u Bph3Ka clieABa JAa ObAAT MPEANpPHETH KOPEKTHUBHHU IEHCTBHS OT
CTpaHa Ha 3aKOHOJATETHUTE M TMpaBONpUIIAraniuTe OpraHd, KOUTO Ja ObJaT aJeKBaTHU CHPSIMO
Ipeau3BHUKaTEICTBAaTa Mpe] 3allMTaTa Ha JUIara, NoJaBalld CUTHAIU WK MyOJWYHO OMOBECTSABAIIU
uHdOopMaIs 3a HapyIIeHHs (3acTpallaBailyd WK YBPEXK Ay OOIIECTBEHHS HHTEPEC) Ha OBJITapCKOTO
3aKOHOJIaTEJICTBO MJIM HA aKTOBE Ha EBpOINENCKuUs ChIO3.

OT ChbIIECTBEHO 3HAauY€HHE € JEHCTBUSATA HAa KOMIIETEHTHHTE OpraHud Ja ObJar chboOpa3zeHu u
CBINIACHO MEPCIEKTUBUTE, MPeJl KOUTO ca W3MPABEHU T'PakIaHUTE, MyOIMUYHUTE HHCTUTYIIMH U YaCTHUTE
OpraHM3aliy MpH MpUJIaraHe Ha CocoOUTe 3a JIOKJIa/IBaHe M MpHeMaHe Ha CUTHAJIM 3a HapylleHus. B
HACTOSIIOTO U3CJe/IBaHE Ce pasMIek/IaT HAKOM Ba)KHU aCMEKTH OT HAIlMOHAIHOTO U HAJHAIMOHAIHOTO
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3daKOHOAATCIICTBO, KaCaCIllX YCJIIOBUATA, pEAa U MCPKUTC 3a 3alllUTa Ha JIMIATa B HY6J'II/ILIHI/I$I 1 B 4YaCTHHUA
CCKTOpP, KOUTO II0AaBar CUIHAJIM HJIN HY6J'II/I‘IHO OIIOBECTABAT I/IH(I)OpMaI_II/IH 3a HCPCIHOCTH, U IIPpU
KaKBU YCJIOBUs CC IOAABAT U pA3ITICKAAT AOKJIAABAHUTC CUTHAJIH. I_[eJ'ITa Ha HacTodAlara crarusda € Jaa
CC HaIlpaBU OIIUT 3a CUCTCMATU3UPAHC HAa MUHHUMAJIHUTC CTAHAAPTH, HA KOHUTO CJICABa Aa OTroBapsAT
TE3U IPCAINIOCTABKH, N Aa CC M3CJICABAT Bb3HUKBAIIHUTC c1a00CTU U/WIHu HCAOCTAaTbUX B IIPAKTHUKATA
IO IPUJIaraHe€TO0 Ha TO3W HOB 3ad HallaTa CTpaHa MCXAaHHM3bM 3a 3allMTa Ha OIPCACIICH KPbI' JUIAd.
Hpe):[CTaBHT CC IPCAJIOKCHHA 3a HCCTAHAAPTHU U HCTPpAAUIIHUOHHU PCIICHUA 3a OTCTPAHABAHC HA 4acCT
OT HU3JIOKCHUTC OTPULATCIIHU ABJICHUA, KaTO CC ITOCOYBAT ,Z[O6pI/ITC IMPaKTHUKHW HA pa3JIM4YHHU HAIIUOHAJIHU
3aKOHOAATCJICTBA HA IbPIKAaBU KAKTO OT EC, TakKa 1 Ha CTpaHu C OPUCOAUKIWH U3BbH PAMKHUTC Ha Crr03a.

SHAYEHUETO HA JIMLOATA, IIOJABAIII CUTHAJIU 3A HEPEJHOCTHU, OTHOCHO

PASKPUBAHE HA HAPYHIEHUA B I1OJI3A 3A I'PA’KJAHCKOTO OBIIECTBO

NHcTuTyumoHamHUTE ¥ KOPIOPATHUBHU HApYLIEHUS HAa 3aKOHOAATEJICTBOTO Ca  TOJSMO
MPEIU3BUKATEIICTBO KAKTO B pa3BUBAILUTE C€, Taka U B Pa3BUTUTE MKOHOMHUKH, a JIMIATA, MOAABAIIU
CUTHAJIY 32 HApYIICHUS U HEPETHOCTH, 3aeMaT BaskHa POJIsl B pa3kpuBaHeTo UM. Ha mpakTrka BbIIpOCHT 32
3alUTaTa Ha Te3U JIMIA ce Bh3IIpHeMa C IPUOPUTET B MEXKIYHAPOAHUTE IpOrpamMu 3a 00p0a ¢ Kopynuusara,
HanpuMep B oOxBara Ha rpymnara ['-20, obeaunsaBama 20-Te Hail-ronemMu U Hail-Obp30 pa3BUBAIIH CE
nkoHoMukH, CpBera Ha EBpona, OUCP u MHOro apyru cbBpemMeHHU opranuzauuu. OT apyra cTpasa,
HAI[MOHAJTHYU 3aKOHO/IATEJICTBA 32 3alIMTAa HA TUIAaTa, CHTHAIU3UPAIIH 332 HEPETHOCTH, Be4Ye ChIIECTBYBAT
u B cTpanu karto bbarapus. Pesynararute mokasBar, ye 3amUrara Ha JIMIATa, CUTHAIM3UpAILIA 32
HEPETHOCTH, IEHCTBUTEIIHO HAChpPUaBa I0KJIaIBAHETO Ha HEMPABOMEPHOTO MOBE/IEHUE, HO MOCTIEAULIUTE
OT Ta3W 3alllMTa B 110132 Ha OTKPUBAHE U Bh3MHUPaHE HA JJEBUAHTHOTO MOBEJCHHE UMAT CIIOKEH MO CBOETO
€CTECTBO XapakKTep.

ITpoyuBanus, npoBezeHu ot EBpornetickara komucus npe3 2017 1., ycTaHOBSIBAT, Y€ HA TepeHa CaMmo
Ha 00IIIeCTBEHUTE OPHUKH IOIUIITHATA 3ary0a Ha MOTEHIIMATHH MTOJI3U 33 TPABUIHOTO (PYHKIIMOHUPAHE
Ha eIMHHUS Na3ap 1ie Obe B uana3ona ot 5,8 10 9,6 munuapaa eBpo. OCBeH TOBa camMo MO OTHOIIEHHE Ha
BB37CMCTBHETO BHPXY Oropkera Ha EC, mpeqHa3zHaueH 3a MpeBeHIUs Ha U3MaMU M KOPYTIIHS, TEKYIIUAT
PHUCK OT 3ary0a Ha IPUXOAU Ce OIeHsIBa HAa MKy 179 u 256 Mmunuapaa eBpo TOAMIIHO. 3aluTara Ha
JUIaTa, CUTHAIU3UPAIIHN 32 HEPEAHOCTH, € C HEOOXOAUMOCT J1a IOMPUHACS 32 MM0-€(PEKTUBHO JAHBYHO
obmnaraune B EC upe3s 6op0a ¢ n3bsreanero Ha qanblu. [lociaennoro Boau 10 3aryou Ha TaHbYHU IPUXOTU
3a appkaBuTe wieHKd M Cbro3a oT okono 50 mo 70 munuapaa eBpo roauinrHo. ToBa 10Ka3aTesncTBO
mpeanonara, 4e pa3kpuBaHETO Ha CHIUISCTBYBAIM HEPEAHOCTH M BB3MHUPAHETO Ha IMOTCHIIMAIHU
HapYyIICHUS HA 3aKOHUTE CJIeJBA 1a ObJaT C BUCOK MPUOPUTET 32 3aKOHOIATENIUTE U MOJIUTUIIUTE.

B geiictButenHOCT mpe3 MOCHEIHUTE TOAMHU CTaBa BCE MO-OYEBUAHO 3HAYCHHETO Ha JIMIATA,
MOJaBaIlld CUTHAJIM 32 HEPEIHOCTHU (KOUTO HE y4acTBaT B HEMPABOMEPHOTO MOBECHHE), 32 Pa3KpUBAHE
Ha HapyUIeHHs IIaBHO MOPaau JOCThIIAa UM JI0 BaxkHa MH(GOpMaIus (II0-CrelraIHo M0 OTHOILIEHUE Ha
HAPYIICHUATA, U3BBPIIBAHU OT CIIY>KUTEIH B MyOIMYHUTE WM YACTHU OPTaHU3AIIHH).

LAHpopmanusi 3a HapymeHue“? ¢ uHpOpMAIMs, BKIIOYBAIA OCHOBATEIHM ITOJO3PCHUS 3a
JEHUCTBUTENIHN WM MOTEHIIMATIHA HAPYIICHUS, KOUTO Ca U3BHPILICHU WM € MHOTO BEPOSITHO Ja Obaar
U3BBPILEHU B OPraHU3aLUATA, B KOSTO pabOTH WK € pabOTHIIO CUTHAIM3UPALIOTO JIHUIIE, WIH B Apyra
OpraHu3aiys, ¢ KOsITO TO € WM € OMJI0 B KOHTaKT MO BpeMe Ha padoTara cH, KaKTO M 3a OIMTHU 3a
NpUKpUBaHe Ha HapyuieHHus. CIyKHUTEeTuTe, KOUTO ChoOIIaBaT 3a HepeAHOCTH, 0OWYailHO 4yBCTBAT
MOpAJHO 3aAbJDKCHUE J1a TO HAMpaBAT, HO CTPaXbT OT OTMBIIECHUE HA KOJIETHTE WM PBHKOBOICTBOTO
YeCTO Ce OKa3Ba CWJICH Bh3nupail (akrop. B pesynrar Ha ToBa o61miaTa UM roTOBHOCT Jia ChOOIIIaBaT 3a
HENPaBOMEPHO MOBEJCHHE YeCTO OMBa Bb3MpHUEMaHa Karo HHUCKA. BenencTBue Ha Te3u MPEAnoCTaBKU
MPEMOPBKUTE 3a Hall-M0OPH MPaKTUKY Ha MEXIyHAPOJHUTE OPraHu ca B HACOKa 3a BceoOXBaTHa MpaBHA
3aluTa MNPy HAJIMYUE Ha OTBETHU PEMPECUBHU JCHCTBHS OT CTpaHa Ha pa300IMUEeHUTE HAPYITUTEIH.

Hsama chbmHeHue, 4e pa3o0auuuTenTe Ha MOTCHLIMATHN HAPYIIUTENN 3aciay)KaBaT CUJHA 3alluTa
¥ TOYHO B TOBA € 1LIeJITa HA ChbBPEMEHHHUTE perynanuu, 060cobeHu B 3akoHoaareiacTBoto Ha EC, kouto
MIPaBHU HOPMU Ca TPAHCIIOHUPAHU U aJalTHPAaHU KbM ObJIrapckara HoOpMaTMBHA Oasa.
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Cmotiuo I'eopeues

HAIIMOHAJIEH U HAJJHALOUOHAJIEH INPABEH MEXAHU3BM 3A 3ALHIUTA HA

JIMLATA, IOJABAIIIN CUTHAJIN

C en e eKTUBHU MEPKH 32 3aIllMTa HA JINIIaTa, KOUTO ChOOIIaBaT 32 HapyIIeHUs Ha MpaBoTo Ha Chio3a,
eBponeiickure 3akoHonarenu uznasar JAupextusa (EC) 2019/1937 na EBponeiickusi mapjiaMeHT H
Ha CobBera ot 23 oxromBpu 2019 r.} (T.Hap. Wistleblower Directive). B nupekrtuBara € ykaszaHo, 4e
€BpOMNEICKUTE 3aKOHOAATENU pas3IoyiaraT C JIB€ NOJMHM Ha HAIMOHAJIHO HUBO 32 TPAHCIOHUPAHE HA
pasnopeaduTe 1 B HAITMOHATTHUTE 3aKOHO/IATENICTBA 3a 3alllMTa Ha JINIaTa, CHTHAIM3UPAIIH 33 HAPYIICHHUS.
CbBpeMeHHaTa XapakTEpPUCTHKA HAa TO3M OCHOBEH IPABEH aKT 3a 3allluTa Ha MOJATEIUTEe Ha CUTHAJU €
3a1bJDKEHUETO 3a Ch3/1aBaHE Ha BBTPEIIHU KAHAJIM 3a CUTHAJIIM3UPAHE HA HEPEIHOCTH 32 IOPUIUYECKH
JUIa B MyONUYHHSI U YaCTeH CEKTOp ¢ Hai-manko 50 Wiu MoBede CIyKUTeNH. B myOnmuuHusS CEKTOp
IbPKABUTE WICHKH MOTar Aa 0cBOOOAAT oOuruHu ¢ mo-Manko ot 10 000 »xutenu win mo-Maiko ot 50
CITy’)KHTEIH, paOOTelIH B MyOIHMYHUS OpraH, OT 33AbDKEHUETO 32 Ch3IaBaHe HAa KaHAIM 3a CUTHAIIM3UPaHE
Ha HapylleHHus. B 0OSCHUTETHHS MEeMOpaHAyM* KbM MpeIoKeHaTa TUPEKTHBA ca M30POCHH HAKOJIKO
MOJIOKUTEITHH UKOHOMUYECKH e(peKTa OT BKJIIOYBAHETO Ha MpaBHJIA 3a 3all[UTa Ha JUIATa, MMOJaBallu
CUTHAJIM 32 HEPETHOCTH.

C uen TpaHCIOHUPAHETO pa3nopeAduTe Ha TUPEKTHBATa B OBJITApPCKOTO 3aKOHOIATENCTBO Ha 27
ssayapu 2023 1. 48-oto HaponHo crOpanue npueMa 3aKkoH 3a 3alIUTA HA JIMIATA, MOJIABAIIA CUTHAIU
WIH MyOJINYHO onoBecTsABamy nHpopmanus 3a Hapymenus — 33JIIICIIOUH® (T.Hap. Wistleblower
Protection Act). 3akonbT € o6HapoaBaH B Op. 11 Ha ,,JIpp>kaBeH BecTHUK OT 2 (heBpyapu 2023 1. u BiIM3a
B 3aKOHHAa cuia Ha 4 mail 2023 . C T0o3u 3aKOH ce ypeKaaT yCIOBHATA, PEABT U MEPKUTE 3a 3alluTa Ha
JuIara B MyOMMYHUS U B 4aCTHHS ceKTop B PemyOmnuka brarapusi, konTo mofgaBaT CUTHAIH WIH ITyOTUIHO
oroBecTsIBaT MHGOpMAIIHs 32 HApYIISHHs Ha ObITapCKOTO 3aKOHOAATEICTBO UJIH Ha akToBe Ha EBpomeiickust
CHI03, KOUTO 3aCTpalliaBaT WK YBPEXKIaT OOIIECTBEHHSI MHTEPEC, KAKTO U PEIBT U YCIOBHSITA 32 MTOJJaBaHE
U pa3mIekIaHe Ha TAKMBA CUTHAIIW WM ITyOJIMYHO ONoBeCTeHa HH(popMaliys. 3aKOHBT € IIMPOKOOOXBATEH
¥ MMa 32 1171 1a OCUTYPH 3allluTaTa Ha JTUIaTa B MyOJUYHUS U B YACTHUS CEKTOP, KOUTO MOJaBaT CUTHATIN
WIM TMyONUYHO OTOBECTABAT MH(MOpMAIMs 3a HApYIICHUs HAa OBJITapCKOTO 3aKOHOAATEICTBO WM Ha
akToBe Ha EBpomnelckus cbio3, CTaHajda UM WM3BECTHA MPHU WM MO MOBOJ M3MBIHEHUE HA TPYHOBHUTE
WIH CITy>)KEOHUTE UM 3aJbJDKEHUS, WIH B JAPYr pabOTeH KOHTEKCT, KaTo pa3nopeaduTe ca choOpa3eHu
u3isuio ¢ aupekruBara. Cnen npuemaneTo Ha 33JIIICITIOUH v Bb3HUKHATUTE MHOXKECTBO 3aTPYIHEHUS
U HESICHOTH IO TOBOJ MPHUJIAraHETO MYy B MPAaKTHUECKaTa IEHHOCT Ha MyOJUYHUS U YACTHHS CEKTOp Ce
Hajiara HeroBOTO M3MEHEHHUE Ha HAKOJIKO IIbTH, KaTo NocieIHoTo € oT 20 okromMBpH 2023 1.

METO/IU 3A U3BBbPUIBAHE HA ITPOBEPKHU U ITPEAIIPUEMAHE HA AJJEKBATHU

JIEMCTBHUS IO BCEKA MOCTBHIINJ CUTAHAJI

ITo oTHOmIEHNE HA UICHTU(UIMPAHETO HA PUCKOBETE KaHAJIMTE 3a JIOKJIAJBAaHE HA HEPEIHOCTH ca
CPEACTBO 3a MOANOMAaraHe npy YCTaHOBSBAHETO HA HAPYIICHUS B YaCTHUSA U MyOnuunus cexrop. [lopaau
TOBA € C XapaKTep Ha 3aJbJDKUTEIHOCT 3a BCUUKU OpraHu3alliy, KOUTO OKPHUBAT YCJIOBUATA HA 3aKOHA
(M mpernopBUMUTENIHO 33 TE3U, KOMTO ca ChC CTPYKTypa M (popMa Ha ynpaBlieHHE W3BbH HAJOKEHUTE
U3MCKBaHU), YCTAHOBSIBAHE HAa KaHAJM 3a JOKJaJBaHEe Ha JIMIA, MMOJaBallld CUTHAIM 32 HEPEJHOCTH,
HE3aBHCHUMO JIaJIU T€3U KaHAJIM ca IO0J] HaJ[30pa Ha 3BEHA 32 YOBEILIKU PECYPCH, ITPABEH OTAEI, JTUPEKIIH
3a OJIUT, HAJA30PEH OpPTaH WM MO BCAKAKBA Jpyra CTpyKTypHa popma Ha pyHkunonupane. Kananure 3a
JIOKJIa[IBAaHE HAa HEPEJHOCTHU MOraT Jia MO3BOJIAT Ha MOJATEINTE Ha CUTHAIMU J1a TU JENO3UpaT MHUCMEHO
(upe3 crenuamHO M3TOTBEH 3a KOHKPETHOTO JeiictBue (opmynsp, onmodpen ot K3JIJI), BKItounTENnHO
ype3 eNeKTPOHHA Mola (T.€. Ype3 JIOKJIaJBaHe Ha HEPEIHOCTHU MO KaHaj, YCTAaHOBEH B MHTEPHET W/WIH
UHTpAHET Ha KOMIAHMUATA) WIM YCTHO (10 TeseOH MM Ype3 JIPyTd CUCTEMH 3a IJIACOBU ChOOIICHHUS),
WIH B IPYTH CIIy4dau MOAATENAT MOXKE J1a CE CBBPIKE ChC CIIYKUTEN, OTTOBOPEH 3a MOJTy4YaBaHe Ha JOKJIAIU
3a CUTHAJIM3MpaHe B 3aBUCUMOCT OT OpraHu3alroHHaTa (popMa Ha HHCTUTYLUSATA.

Ot npyra cTpaHa, ako ChIIECTBYBa OCHOBATEIHO MPEANOJIOKEHUE, Y€ 3a CUTHAIU3UPAILOTO JIULIE €
HaJIMLIE PUCK OT OTBETHH, AUCKPUMHUHHUPAILN IO AEUCTBUS, KAKTO M Y€ BEPOSATHOCTTA 3a MpEANpUEMaHe
Ha e(eKTUBHM MEPKHU 3a MPOBEpPKA HA CUTHAJIA HE € BUCOKA, ChIIECTBYBA Bb3MOXKHOCT CHIIMAT J1a ObJe
NOJa/IEH Ype3 KaHaJl 32 BHHIIIHO [10/1aBaHE HAa CUTHAJIM [0 CMHUCHJIA Ha 3aKOHOJATENCTBOTO. LleHTpanen
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Opras 3a BbHIITHO M0JJaBaHe HA CUTHAJIM U 32 3allUTa Ha JTUIaTa, Ha KOUTO TaKaBa 3allluTa ce MPeaoCTaBs
CBINIACHO 3aKoHa, ¢ KoMucusiTa 3a 3ammmra Ha JITUYHUTE JaHHMU.

[IpenocrtaBen e u Apyr crnoco0 3a CUTHAJU3WpaHE 3a HapyLICHHs 4pe3 MyOIWYHO OMOBECTSIBAHE
Ha uHOpMAIUA 32 HEPEIHOCTH, KAaTo JIMIaTa, KOUTO MyOIMYHO OMOBECTSBAT TakaBa MH(OpMaius,
OCBEH ChC 3aKpHiiaTa Ha 3aKOHA 3a 3allluTa, Ce MOJI3BaT U ¢ ycTaHoBeHaTa B KOHCTUTYLMATA 3aKpuia 3a
CcBOOOJIHO pasnpocTpaHsiBaHe HA MHPOPMALIUATA.

MHOro BasKHO yCIIOBHE € BCSKO 00pa00TBaHe HA TMYHU JAHHU, U3BBPIICHO 110 CUJIaTa Ha TO3U 3aKOH,
BKJIFOYUTEITHO OOMEH WJIM MpeJaBaHe Ha JIMYHU JaHHU OT KOMIIETEHTHHUTE OpraHH, /1a C€ M3BbPIIBA B
cvorBeTcTBUE ¢ Persiament (EC) 2016/679°, a xoraro B mpeaaBaHETO ydacTBaT MHCTUTYIMH, OPTaHH,
ciry:xOm wim areHiu Ha EBponeiickus cbio3 — B chorBeTcTBHE ¢ Peritament (EC) 2018/17257, xakTo u
ChC 3aK0HA 32 3aIMTA HA JuuHuTe Januu — 33JIJ18.

BxrouBaneTo Ha KaHalM 3a JOKJIaJBaHE 3a JIMIA, CUTHAIM3UPAIIY 32 HAPYIICHUS, Upe3 CUCTEMHU
3a ymnpaBjeHHE HAa CUTHAJIM 32 HEPETHOCTHU HE € HEeIIO HOBO M OTJaBHA CE€ CUMTA 32 OCHOBEH E€JIEMEHT
B CTPYKTYPHHUTE PaMKU Ha e(EeKTUBHU MPOTrpamMH 3a CHOTBETCTBUE C MUHUMAIHUTE CTAHIAPTU 3a
U3MIBJIHEHNE B HOpMaTHBHATA 0a3a, CiIy’Kella 3a 3allliTa Ha IPaKIaHCKOTO OOIIECTBO Ha BCSIKA IbpKaBa
— unenka Ha EC. Paborara ¢ moparennte Ha CUTHAJIM B €BPOMNEHCKUTE MyONMYHU UHCTUTYLUU H
MYJATHHAIIMOHAIHUTE KOMIIAHUH € MHOTOCTPAaHHA U CE CUMTA 32 YHUKAIHA [0 CHJIaTa Ha CaMUsl IPEIMET,
THH KaTo JHIlaTa, MOAaBally CUTHAIN 32 HEPEJHOCTH, MPUHAJIEKAT KbM PA3IUYHU KYyATYpH, OpOsT U
KaueCTBOTO Ha (DYHKIIMUTE Ha FPAKIAHHUTE, Y4acTBalld B 0OPMSHETO Ha CUTHAIUTE, CA PA3HOPOIHU.
Ot gpyra cTpaHa, peIM3BUKBA UHTEPEC U Bb3IEHCTBUETO, KOETO MOXKE Ja Ob/ie MPUYUHEHO OT *kanoa,
nojajieHa ot juile (mojgaren Ha CUrHalla), BbB Bph3Ka C MOCIEABAILIY MPOSBU HAa PErpecHs OT CTpaHa
Ha 3acernarute Jynia. Ciaeaa ja ce WMa NpPEABU, Y€ ,,3aCErHATO JUIe 1Mo CMUCHIA Ha 3aKOHA €
(bu3MYECKO WIIN IOPUIUYECKO JTUIE, KOETO C€ MOCOYBa MPH MOJaBAHETO HAa CUTHAJA WX MPU IMyOIUYHOTO
OTOBECTsBaHE Ha MH(OPMAIIHSI KaTo JUIIE, Ha KOETO Ce MPUIUCBA HAPYIIEHUETO WK C KOETO TOBA JIUIE
€ CBbP3aHO.

Bb3HUKBAHIIU ITPOBJIEMU U HE/JOCTATBHIUU BHB BPH3KA C OCUT'YPABAHETO

HA ITOBEPUTEJIHOCT U HAJJEXKXJHA 3AIIIUTA HA JIMIATA, CUTTHAJIU3UPALLIA

3A HEPEJHOCTH

ChIvIacHO H3IOXKEHOTO JOTYK MOXKE Jla Ce M3BEAe 3aKJIIOueHHE, Y€ HACTOSIIUTE CIOCOOM 3a
noknaasane o 33JIIICIIOUH ca agexBatHu, ThI KaToO JMLATa, CATHAIM3UPAILH 332 HEPEIHOCTH, UMAT
BB3MOXKHOCTTA JIa CUTHAJIM3UPAT, HAIIPUMEp 1O €JIeKTPOHHA M0IIa, TeledOoH U Ype3 NUPEeKTHa cpelia ¢
KOMIIETEHTEH CIIYXKHUTEJ, MPUTEKaBall] MPaBOMOIINS MO0 CMUCHJIA Ha 3aKOHA. ToBa HUBO HAa CUTYPHOCT
KOJIKOTO U IIMPOKOOOXBATHO Ja € o0aue, He ChOTBETCTBA 3a MOKPUBAaHE M3UCKBaHUATA Ha [lupekTuBara
3a 3aluTa Ha JUIaTa, KOUTO ChOOIIaBaT 3a HAPYIICHHUS.

CurnHanu3upaHeTo 4ype3 JUYEH, a JOpU U CiayxeOeH MMen aapec wiM mo TeiedoHa BKIIOYBA
MIPU BCUYKU TOJIOKEHUS Pa3KpUBaHE Ha CAMOJIIMYHOCTTA WM € C PUCK OT JIECHO MACHTU(UIIMPaHE Ha
nojaress Ha curuasua. ToBa 06CTOSTEICTBO MOXKE J1a Bb3IPE Pa300IMUUTEINTE TOPATU YECTO 003eMaIITHs
I'M OCHOBATEJICH CTpaxX OT MOCIETUIIUTE OT UACHTUPHUIIPAHETO.

Brompekn ToBa omnepupaHeTo 4Ype3 HABIHO aHOHMMHA IuiaTdopma 3a JIOKJIaJBaHEe IIe MOXE Ja
MPEIOCTaBU Bb3MOXKHOCTTA 32 U3TPaKIaHE HA IOBEPUE MEXITY CUTHAIM3UPAIIHS U OpraHU3aIUATa, KaTo
M0 TO3W HAYMH CHOTBETHO IIE CE€ YBEINYU OpOST Ha cUTHANUTE. B IBITOCpPOYEH IJIaH TOBA CE 0YepTaBa
Jla € MOJIXO/IAII HaYKMH JIa Ce rapaHTHpa, Y€ OPraHu3aluuTe I11€ MOTaT J1a OCHIIECTBABAT IEHHOCTTA CU B
CIIOKOITHA 00CTaHOBKA U 0€3 HAIMYUETO Ha KOPYHIIMOHHU MPAKTUKH.

bbarapckoTo 3aKOHOIATENCTBO KaTo ISJ10 U3UCKBA JIUIIATa, MOIABaIll CUTHAIHN 32 HEPEIHOCTH, /1a
ce unentuduupar. Ynen 9 or 33JIIMICIHOUH npennocrasst npedku 3a oOpa3yBaHe Ha MPOU3BOACTBO
M0 AHOHMMHU CUTHAJM U CUTHAJM, OTHACAIIM C€ 0 HapyLICHHs, U3BHPILECHU MPEAU MOBEYE OT JBE
ronuHu. EBponeiickara TUpeKTHBa ChIIO Taka OCTaBi OTBOPEH BBIIPOCA 32 aHOHUMHHUTE AoKiIaau. Tosa
€ Bb3MOXKHOCT, KOATO BCSIKA AbprKaBa WiICHKa TPsOBa Ja B3eMe KaTO PElIEHUE ChIVIACHO COOCTBEHOTO
CH 3aKOHO/IATEJICTBO. AKO Abp:KaBUTE pa3pelaBaT aHOHUMHU CUTHAIHM, T€ BCE MaK IIe cje/Ba aa Obaar
00eKT Ha crienuanHu npaBuia. ChIlIacHO JEHCTBAIIUTE Pa3NoOpeI0n Ha 3aKOHA MOAATEeNSIT Ha CUTHATIA €
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JUTBKEH J1a IPEJOCTaBH CBOETO UME U aJpec U Aa JeKIapupa, ue IpaBu yYBEAOMICHUETO T0OPOCHBECTHO
3a 00CTOsTEICTBATa, 332 KOUTO MMa 3HAHMS WM OCHOBATEIIHM IMPUYHMHHM Ja CMsTa, Y€ ca JOCTOBEPHH,
KaTo Ha CHIIUA CE MPEJOCTABAT ONpeIeIeHH IpaBa. EqHa OoT Hal-BaXKHUTE pa3nope 101 Ha 3aKoHa 00aye
€, Y€ aKO CUTHAJIHM3UPALIUAT HE MPEJOCTaBH CBOETO MME M aJIpec, MOJYYWINTE CUTHANIA OpraHU3aluu
uMar IpaBoOTO J1a C€ BB3IbPXKAT OT pasciiefBaHe 1o Hero. ToBa oueBUAHO HE 00CTYyBa UHTEPECUTE Ha
Pa300JUYUTENHNTE, KOUTO MTO-CKOPO MPEANOYUTAT AaHOHUMHOCTTA.

HabnronaBar ce u Ipyru HEOCTATHIM B 3aKOHOJATENIHATA paMKa, KaTo HAlpUMEpP CUTHAIU3UpAII,
KOWTO pa3kpuBa CUJIHO YyBCTBUTEIHA HH(OPMAIUS WK KIAaCU(PHUIIMPAHU 101 HUBO HA CUTYPHOCT JJaHHU
U MaTepuasy, KOUTO He pasloliara chbC CrocoOu 3a crenuaina 3ammura. Ot apyra cTpaHa, OTHOCUTEIHO
HE3aIIUTCHH OCTABAT U T€3H, KOUTO ChOOIIABaT 3a HEMPABOMEPHHU JICHCTBUS UPE3 MEIUUTE WU U3BBPIIIBAT
HSKaKbB BHUJ HapylleHHE B CiIy)XeOHaTa cu JEHHOCT, 3a Jia ce CHaOIAT ¢ pelieBaHTHA MH(opMaIus
OTHOCHO JIOKJIaJIBAHETO 33 M3BBPIIBAHE HA HEPEIHOCTU W UAeHTU(ULIMpaHe Ha HapymwuTenuTe. He Ha
MOCJIEHO MSICTO Ca M CIYXKUTEIUTE Ha MPABOOXPAHUTEITHUTE U MPABO3AIIUTHU OpPraHU3alluu, KOUTO U
KbM HACTOSIIHSI MOMEHT YyBCTBAT HECUTYPHOCT 3a MOJaBaHE HAa CUTHAJ IIPU MOJIOKEHUE, Y€ HapyIllaBaT
IpaBuiaTa Ha ChbOTBETHATA CTPYKTYpa Ype3 CIOCOOMUTE 3a CUTHATU3UpaHe 3a HepeaqHOCTH. Beuuku Te3un
JMIIA C pa3NuyHU Tpodecuu u IeHHOCTH PUCKYBAT J1a IIATST TBbPE BUCOKA [IEHA IIPU B3€MaHe Ha PellieHue
Jla TIPEACTaBAT UCTUHATA Mpes] oOmecTBeHocTTa. B KHurara ,,Pazo0inuaBane Ha mpoMsiHaTa' aBTopKaTa
Tarsna ba3zuuenu (ocHoBaten u gupektop Ha Disruption Network Lab B bepnun) onucsa paszmuyHu
HCTOPHUH 32 XOpa ChC celubuIHU MPodheCHH, KOUTO ca IMPOMEHUIH U3IISII0 )KMBOTA CH, Y€CTO CPEIIaiKh
collMajiHa CTUTMATU3alKs U IPaBHO IpeciieiBaHe ciell AoKIaaBaHe 3a HapymeHus (Bazzichelli 2021).

CpaebHaTa IpakTUKa B bbarapus KbM HACTOSIIIIAS MOMEHT € U3KJIFOUUTETHO OCKBAHA OTKBM ChJACOHM
peuienusi, cebp3anu ¢ npousBojacTsa 1Mo 33JIMICIIOUH, Tbhil kato nuIaTa, KOUTO Ca MOJATWA CHUTHAI
WK yOJIMYHO ca OMOBECTUIU MH(OpMalKs 32 HapyILIEHUE, OYEBUIHO HE XKENasT J1a e BB3IMOI3BAT OT
TOBa CBOE IpaBo. Bce mak ca Hanmuile HAKOJIKO ChACOHM PEIICHHMsI, KOUTO 3aCThIIBAT JIO0 HAKAKBA CTECTICH
MarepusiTa Ha cpaBHUTENHO HOBUS 3akoH (Pemenue Ne 187 ot 16.01.2024 1. Ha Paiionen cba — Bapna no
rpakaancko aemo Ne 1938/2023 1. mo omnrca Ha ¢h/ia, TOTBBPJICHO B ONIPE/IEIICHH HETOBH YacTh ¢ Permenue
Ne 310 ot 26.03.2024 1. Ha OkpbxkeH cbll — BapHa no rpaxkaancko neino Ne 415/2024 r.; OnpenencHue
Ne 11161 ot 08.07.2024 1. Ha AgmunuctparuBeH cba — Codus-rpaa mo aemno Ne 3772/2024 r., kacaeniu
Ka3yCH, CBbP3aHHU C UCKAHE 3a 3alUTa), HO BbIPEKH U3MUHAINSA OTHOCUTEIHO MPOIBIIKUTENEH CPOK OT
BJIM33aHETO B CHJIa HA 3aKOHA, HE c€ HAaOJII0/IaBa CEpUO3HO HAJIMYKME HA IMMPOU3BOICTRA 1O HETO.

Ta3u ¢akTrdecka OOCTAaHOBKA TPH JIMIICA HA CHTHAJIW M IPOM3BOACTBA JIOKa3Ba, 4e JIMIIATA,
CUTHAJIM3UPAIIH 32 HEPEAHOCTH B bbarapus, mpearnoynTar aHOHUMHOCTTA U HE JKeJIasT J1a Ce Bb3I0JI3BaT
OT [IPaBOTO J1a MOJCUIIAT OOIIECTBEHU S MHTEPEC 32 HAaMaIIBAaHE Ha HUBOTO HA HAPYIICHUS U KOPYTIIMOHHU
NEHUCTBUSL.

3aKOHBT CBINO Taka HE NPEIOCTaBs BBb3MOKHOCTH 3a (DMHAHCOBA IOJKpENa 3a IMojaTeluTe Ha
CUTHAJIM, KOUTO Ca M3IPABEHU MPE]l OTBETHU PEIPECUBHU MepKH. [loBeueTo eBponeicKky mpaBUTEIICTBA
OTJaBHA CE€ YyBCTBAT HEYyAOOHO OT HMJesATa 3a M3IUIAlaHe HA MapUYHU Harpaay Ha JIMLaTa, MO/aBallu
CUTHAJIM 32 HEPEIHOCTH, BBIIPEKH Y€ UMa HIKOU 3a0CJICKUTETHN U3KITIOUCHUS, BKITFOUUTEITHO YHTapHs,
Cnosakus u Ilomma. Ocen ToBa JlupexktuBata Ha EC 3a pa3zo0nuvaBaHe, KOATO cera € MPUIoKEHa B
uenus EBponeiicku cbio3, He IMpeaBUkK/a Bb3HArpakJaBaHe HA CUTHANIM 3a HepenHocTH. CuTyarusita
e paznuyHa B ChEIMHEHUTE IIaTH, KHJIETO MMa YETUPH OCHOBHHU IPOrpaMHu 3a Bb3HAIPAKICHHUE HA
JUIaTa, CUTHAJIM3UPAIY 32 HEPETHOCTH B ChOTBETHH MKOHOMUYECKH CEKTOPH, C Pa3JIMYHU IpaBUjIa U
IPOLEAYPH, KaTo OAOOHHN CXEMU 32 Bb3HATPAKICHHUE ca BH3MPHUETH OT KaHAJCKUTE, aBCTPATHUICKUTE U
1oxHOKopeickute perynatopu. B CALLl Te3u nporpamu U3MUTBAT Bb3XOAIIA TEHACHIUS B OTYUTAHETO
Ha TOJIOKUTENHU pe3yntatu. B kpad Ha 2022 r. nmporpamara SEC Ha KoMmucusara 1o 1eHHUTE KHUXA U
donnosute 6opcu Ha CAIIl chobmiaBa, ye e usmiatwia 1,3 mupa. goiapa Ha 328 pa3oOIuIUTeNH IIpe3
MOCJIEHOTO JIECETUIIETHE, KaTO Te3U PEKOPIHU CyMH HEM30€KHO (OKyCHpaT BHUMAHUETO BbPXY BbIIpOCa
Jand € TMPaBUIHO Ja ce CTUMynHpa (UHAHCOBO pazobiauMvaBaHeTo. B JombiHeHHe, MpPOy4YBAHUATA,
MIPOBEJICHU TIPE3 IMOCJSAHUTE TOJWHH, MOTBBPIKIABAT, Y€ MPOrpaMUTEe 3a Bh3HArPaKJICHHE Ha JIUIATa,
nofaBamu curHanu 3a HepenHoctu B CAILl, ca pabotwiu no0pe U ca yBEIMYWIM Pa3KpPUBAHETO U
BB3MHUPAHETO HAa MPECTHITHOCTTA MO UKOHOMHYECKH e(pekTuBeH HaunH. OT M3BBLPIICHUTE U3CIICIBAHMSI
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U IIPOYYBAHMS B MOCJEIHUTE FOAMHU CTaBa SICHO, Y€ CTPAHUTE, KOUTO Ipejiarar Harpajau, U3npaar
MO3UTUBEH CUTHAJI KbM JIUIATa, MOJAaBallll CUTHAIIM, Y€ TAXHaTa MHPOpMAIHs € [IeHHA U Y€ TEXHUTE
npasa U 3aluTa ce MpUueMar cepuo3Ho.”

Bb3moxkHNTE pelieHusi ca MyOIMYHUTE WM YaCTHU OPTaHU3alluY, IPU KOUTO MOCTHIIBA CUTHAIBT,
Jla pasmosiarar ¢hbC cBOOOZAATa Ja pelaBaT Jaj Jla MpeiokaT HauMH 33 aHOHMMHO WM YaCTUYHO
aHOHMMHO CHUTHAJM3MpaHe, ThH KaTo 3aKOHONATENAT HE € YCIsul Ja JIedUuHUpa TaKbB BapUaAHT.
BbTpemnusaT kaHal 3a JOKJIaBaHe ChIIIO Ce/IBa 1a MMa CIOCOOHOCT 1a 00pad0oTBa aHOHMMHU CUTHAIIH,
KaTo (popmara Ha CaMOJIUYHOCT Ha JIMIIATa, CUTHAJIU3UPAILU 32 HEPEIHOCTH, U JIMIATa, 3aCETHATH OT
JIOKJIaJa, a MojjIexar Ha ClieliMalIHa 3aKkpuiia. M3kiiroueHus cieqiBa 1a ca Bb3MOXKHU caMo ITPU HAJIMYue
Ha yCJIOBHSI 32 HaKa3aTeJIHO MIPECIEIBAaHE HA CUTHAIIM3UPAILIOTO JIMLE UM KOTaToO JULETO Ch3HATEIIHO €
MOJAJI0 CUTHAJ C HEeBsipHA WH(GOpMAIUS WK MyOIHMYHO € OMOBECTHIIO HEBsIpHA MH(pOpMAIUs, T0Ka3aHO
C TIpollelypa Ype3 CrpaBeAIuB ChAeOCH MPOILIeC.
Ot gpyra crpana, 3amo bbiarapus aa He mocienBa JOOpPHUTE MPAKTUKH HAa MOCOYEHHUTE IO-TOpe B
U3II0KEHHUETO IbpKaBu, HaMupaiu ce u3BbH EC, U 1a cb3naje 3aKkoHoJaTeaIHa OCHOBA 32 (PMHAHCOBO
CTUMYJIMpaHe Ha JJULaTa, [10/1aBallld CUTHAIIN 32 HepenHocTU. Hsikou crpanu B EC Bede ycneniHo npuiarat
MEXaHU3MHU 32 U3IUIAIIAHE Ha TAPUYHU HArpaJiv [pH ,,pe3yJITaTHO TOKIaABaHe 3a HapyleHus. Thil Kato
MoJaTeIuTe Ha CUTHAIM CTPAJaT JIMYHO U MPo(eCHOHATHO NPU YCI0BUE, Ye peLuaT Aa rOBOPAT OTKPUTO,
T€ 4ecTo ry0sT paborata cu U Morat aa ObJaT oTTbYeHH OT mpodecusta cu. B pe3ynrar Ha ToBa MOXe
Jla UM C€ HaJIOKH Ja 3aIulaTAT 3HauYMTEeIHA JIMYHA LIEHa, KaTo Ce MPEeBbpPHAT B YYACTHULM B MPOILEC C
MPOABIKUTETHOCT OT MHOTO FOAMHU. Hsikou nHUIIMATOpU HA MPOYyYBaHUS B 00JACTTa Ha JOKIIABAHETO
3a HapyUIeHHs MOAIbPKaT Te3ara, ye (MHAHCOBUTE HATPaJ Ha pa30OJMUUTEIUTE 1IE TH MMOIMOMOTrHAT
3a MpeMUHaBaHeTo npe3 Ta3u (puHaHcoBa TexecT. Tom Miosep, aBTop Ha KHUrara ,,Kpusa Ha chbBecTTa:
pazobnruaBaHe B emoxa Ha u3Mama“, muie, 4e Harpajara e rpemHsara gyma (Mueller 2019). [Tucarensr
noauepraBa, 4e BcsAka (PMHAHCOBA KOMIIGHCAIMSl 32 pa3o0auMuuTenuTe Ou Ouia mo-godpe omnucaHa
KaTo ,,HETHO HACTOAIIO IUIAIIAaHE Ha eHOKpaTHA CTOMHOCT 3a 3aryoeHa kapuepa““. CrnemoBaTesHO UMa
BB3MOXKHOCTH 3a BHeIpsiBaHE Ha IiardopmMa 3a MpeaoCTaBsSHE HA MapUYHU CTUMYIHU B CIIPaBEIJINB
pa3Mmep Ha JiMla, KOUTO He ca aHOHUMHU U ca pa3Kpuiiu nHGOpMaIus 3a HEPAaBOMEPHU ACHCTBUS WIN
snoynotpedu no pena Ha 33JIMICIIOUH. ITnardopmara e uma 3a 1€l Ja MOCTUTHE OalaHC MEexay
MIPEIOCTABSIHE HA aTPAaKTUBHU CTUMYJIM U CEPUO3HHM CAHKLUU CPEILy KIEBETH, JIbXECBUIETEICTBAHE
WIM TIOJBEXK/IAII0 MpeAcTaBsiHe HAa MH(OpMalMs, Karo ce MmpuemMar CTPOTH CTaHAapTH Ha JOKa3BaHE
Cpellly yMHIIUIEHA 3JI0ynoTpeda ¢ MpeJoCTaBeHUTe Ha pa300IMuuTeNnTe IpaBa. B ciyyail ue HIKOIKO
JUA €JHOBPEMEHHO CUTHAJIM3UPAT 32 €/IHA U ChlIa HEPEIHOCT WM Bb3HUKBAHE HA 3aKOHOHAPYIIEHUE,
YOpaBISBALIMAT OpraH cje/1Ba 1a UMa Bb3MOXKHOCTTA J1a pas/iesiv GMHAHCOBHSI CTUMYIT CPel MHOXKECTBOTO
CUTHAJIM3UpPAIIH JIULA CIIOPE] PUHOCA UM B IIPOLieca Ha Pa3KpUBAHE U €IMMUHUPAHE HA MOCICAUIUTE
OT HApPYLIECHUETO.

3AK/IFOYEHUE

B ceramnara 1elicTBUTEIHOCT MPU HATMYUETO Ha ,,0€30p0oii* MyOIUYHU U TPaXkIaHCKU OpTaHU3aI1H,
MPUTEKABAIIN HEU3MEPUMO BIMSIHUE BbPXY B3€MaHETO Ha U3KJIFOUMTEIHO BaXKHU M OTTOBOPHU PEIICHUS,
CBBP3aHH C O0IIECTBEHO-UKOHOMHYECKHSI )KUBOT, KAKTO U ONEPHUPAIIH C KOJIOCATHU MAPUYHU KalTUTaIH,
€ OT OrpOMHO 3HAau€HHWE MEXaHM3MHTE 3a 3allMTa Ha JIMIATa, CUTHAJIM3HMpAIId 32 HEPEAHOCTH, Ja
OCHUTYpsIBaT B IIbJIEH 00XBaT 3aKpHJia OT MOCJIEABAIIN PEPECUBHU U 3JI0HAMEPEHU JICHCTBUSL.

Ot He3HauuTenHHsT OpOMl MONMydeHH cUTHAIM (CHOTBETHO M OOpa3yBaHU IMPOU3BOJCTBA) CIIE/IBA
HECHbMHEHUAT W3BOJ, Y€ JIMIICATa Ha TOMYISPHOCT M y4yacTHE Ha 3aMHTEPECOBAHUTE CTPAHHU BOIU
0 HeeeKTUBHO 3aKOHOAATEICTBO C MHOXECTBO MPEAU3BUKATEICTBA, CBHP3aHU C MPUIAraHeTo
Mmy. XKenarenHo e qa ObJarT Ch3AaJACHU YCIOBHS 32 YJASCHEHHE M HAChpYaBaHE HA JIMIATa, MOJABAIIU
CUTHAJIM 332 HEPETHOCTH, KaKTO M Jia ObJaT MPOBEXKAaHMU Crelu(UIHN KaMIaHUM 32 UH(QOpMHpaHE
Ha OOIIeCTBEHOCTTa 3a 00moTo O1aro. OcHOBHATA 1ieJ € Mpena3BaHe Ha OOIIECTBOTO OT MPOSBU Ha
MKOHOMHYECKH BpeIu U JEeMOpaTU3UpAIId ACHCTBUSI, 0COOCHO B CTpaHH Karo bwarapus, KbaeTo Bce
Ollle HUBUIM3AIUOHHOTO BB3MPHUIATHE 32 PAa300JUUUTEIUTE € OTPULIATESIHO M Te MPOAbJDKABaT [a
ce pas3miexJar Karo JOHOCHHIM WM JOpU HIMHOHU. be3crmopHO € 00CTOosATeNncTBOTO, Ye 0e3 cuiiHa U
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G(I)CKTI/IBHa 3aluTa Ha Junara, 1nogaBallid CHUI'HaJId HIIN HY6HI/I‘IHO OIIOBECTABAII I/IH(1)OpMaLII/I$I 3a
HEPCAHOCTH, KOPpYIILMATA U HCIIPABOMCPHUTC ﬂeﬁCTBHH MoOrar ga €€ pa3BHBAT JOpU B CpcCla, B KOATO
Apyru CY6CKTI/I Ca Has’CHO C TC3W IPOTHUBOIIPABHU SABJICHUA. Hopam/l HU3JI0KCHUTC HCTAaTHMBHU H3BOAU
cJicaBa Jia €€ U3MCHAT U AOIIBJIHAT HAKOW OT IMPCAIIOCTABKHUTC 3d 3alllMTa HAa CUI'HAJIMU3UPAIIUTC JIUMLa C
orjica IMpueMaHeTO Ha €AUMH COJMUIACH IMPaBCH 4KT, KOCTO IIC 6’LI[6 ChIICCTBCHA CTBhIIKA KbM OCUT'YPCHA
3allUTa Ha I'paXKIaHUTC U UHCTUTYHHUUTC OT 3.]10y1'[0Tpe6I/I W HCTATUBHU IIPOsABH. B ABJITOCPOYUCH ILIaH
MMPUEMAHCTO HAa HAACKIACH IMPABCH MCXAHU3BM IIC T'apaHTHUPA, Y€ OPraHU3aAlUUTC U YUPCIKICHUATA LIC
Morar aa oCblICCTBABAT HeﬁHOCTTa CH IMPO3pPAYHO U 0e3 KOPpYHNIIMOHHU IPAKTUKH, KOCTO OT CBOSA CTpaHa
e JICruTuMupa B”bJ'Il"apI/Iﬂ KaTo NpeABUANUM CTPATCTUYCCKU MAPTHHOP CbC CbBPECMCHHO U KOHKYPCHTHO
3aKOHOAATCJICTBO 3a 3allliTa Ha I'paKJ1aHCKOTO O6H_IGCTBO 1 HCTOBUTC MHCTUTYIIUU.
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PROTECTION OF WHISTLEBLOWERS — CHALLENGES FACING THE NEED
FOR STRONGER PROTECTION AND POSSIBLE SOLUTIONS

Abstract: Without the important information disclosed by whistleblowers, a significant proportion of
contemporary institutional and corporate scandals involving violations against the public interest would
not have occurred. It is undeniable that whistleblowing, once released into the public space, is capable of
causing unforeseen and irreparable harm and hanging like a sword of Damocles in the biography of the
senders, which can lead to the loss of a job or finances, affect aspects of private life, and in some more
severe cases to health problems. Even if the whistleblower acts in good faith, he or she risks being publicly
condemned and his or her reputation tarnished by a lack of adequate protection. Whistleblowers may even
be placed in total isolation or pay with their lives or those of their families. Do these individuals have access
to protection and what is the relationship of the Commission for the Protection of Personal Data in its
capacity as a Central Whistleblowing Authority? Under what conditions will a person reporting violations
through an internal or external channel in the sense of the legislation have the right of protection? The
European Union has laid the foundations for legislation with modern rules and regulations to better
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protect whistleblowers by introducing a tripartite whistleblowing system adopted and implemented by
the Bulgarian competent authorities.

Keywords: Signals of irregularities, protection mechanisms, affected individuals, protection of
whistleblowers, civil society
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HAITUOHAJIHA CUT'YPHOCT
NATIONAL SECURITY

SYSTEMATIC RISK MANAGEMENT IN GERMAN MUNICIPALITIES

Jonas Heesch
University of Library Studies and Information Technologies

Abstract: The article analyzes the importance and necessity of systematic risk management in German
municipalities. It is established that local authorities, like companies, are exposed to a variety of risks,
including financial, personnel, IT and reputational risks. Despite these risks, unlike private companies,
there are no legal requirements for systematic risk monitoring in the public sector. The following section
provides a rough description of the structure of municipal risk management, from the creation of a risk
mission statement and risk inventory through to risk assessment and the implementation of measures.It
is pointed out that both preventive and detective measures are required for effective risk management.
In addition, the importance of a risk culture within the administration and the active involvement of
managers and employees is emphasized. Particular attention is paid to the need for the use of IT-supported
systems in larger administrations, while existing measures are often sufficient in smaller municipalities.
The article concludes by stating that an unprepared crisis situation such as the recent pandemic leads to
avoidable errors and inefficiencies.

Keywords: Municipality, risk monitoring, risk management system, risk mission statement, risk inventory,
risk assessment

INTRODUCTION

German municipalities also face risks, just like companies. Slumps in trade tax and staff problems can
lead to reputational damage.

Many local authorities initially appear to be insufficiently prepared for the latest risks. Even outside
of the recent pandemic, municipal action is associated with risks. The retirement of the baby boomer
generation, the demands of digitalization and the risks of climate change could lead to staff shortages in
the near future. However, financial risks or IT security risks have not yet been taken into consideration.

It is striking that public bodies, unlike the private sector and public companies, have no statutory
requirements for risk monitoring and management. Although the municipal budget regulations of the
federal states often require statements on opportunities and risks in the management report/financial
report, in practice these statements are often limited to generalities and the obvious. For example, it is
pointed out that cost increases in construction projects are possible and that there is a threat of interest rate
increases for municipal loans, but there is no systematic basis.

In contrast to private-sector companies, insolvency is ruled out by law for municipalities, cities and
districts. Nevertheless, the risks to which they are exposed should be analyzed systematically.

RESEARCH METHODOLOGY

The occurrence of events that result in a negative deviation from a specific target, is referred to as a
‘risk’. An ‘opportunity’ is an event that brings you closer to your goal than expected (Seidel 2011, 26).
For this reason, risks and opportunities are not limited to the financial side of a municipality. Reputational
risks, IT risks, political risks and personnel risks must also be taken into account. The primary task of risk
management is to systematically avoid the unprepared occurrence of these and other risks.zu vermeiden.
Successful risk management in the municipality requires a risk culture, which should be described in a
mission statement for the municipality (Romeike/Hager 2020, 135). It should be emphasized that the topic
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of ‘risk management’ is of fundamental importance for the municipality’s managers. It is essential that
the municipality’s management board not only talks about risk management, but also supports and helps
shape the process. Managers and employees should also be involved by acquiring expertise at different
levels and transferring responsibility to the operational level.

Financial risks can cause public administrations to lose their ability to manage themselves. The
higher-level authority (municipal supervisory authority) can take supervisory measures ranging from the
obligation to draw up a budget protection concept to forced administration if a municipality is unable to
balance its budget over several financial years. However, reputational risks can have a more subtle but
equally lasting effect on the municipality.

Late-recognized cases of embezzlement in local government often lead not only to direct financial
losses, but also to a loss of trust in the administration on the part of citizens. This can lead to a decline
in voluntary commitment and less identification with the local authority. To prevent these risks, it is
advisable to implement a municipal risk management system. The operational implementation of the risk
management system begins with the risk inventory following the adoption of a risk mission statement by
the local authority.

The aim of the risk inventory is to systematically identify potential risks, developments and trends
that could jeopardize the realization of municipal objectives (Graf 2011, 35).

In order to identify risks, it is advisable to use existing systems within the municipality, for example
the organizational structure at department, division or office level. This structural risk identification within
the organization helps to clearly address the risk. This organizational structural risk identification supports
a clear addressing of the risk to a department and its managers as the ‘risk owner’. Risk identification is
illustrated below using an example process (risk inventory).

Table 1. Risk inventory (process)

Department Environment Object Explanation Responsible person

Building Authority | Allocation Supplements Significant Max Mustermann
supplements that
are equivalent to
a new contract
award are subject
to repeated
tendering.

The next step involves a more detailed description of the identified risk and an initial rough assessment.
An assessment is made as to whether the risk is relevant in the analyzed period or whether it cannot
currently be taken into account. It must be taken into account that the expenditure for risk mitigation must
always be commensurate with the consequences in the event of a risk materializing.

Table 2. Initial risk assessment (compliance risk)

Explanation Detailed risk Existence Note

Supplements are Lack of technical expertise Relevant
erroneously updated on
the basis of old contracts | Different evaluation of
offers

A detailed assessment of the relevant risks should follow a rough risk assessment. The hazards to
which the municipality is exposed without countermeasures must be documented (Gleifiner 2022, 216).
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In this phase, the probability of occurrence and the potential for damage are determined for each identified
risk.

Table 3. Risk assessment (gross risk)

Probability of occurrence Risk class Potential
damage

Frequency | Complexity Personnel Technical
qualification support

Frequent High to very high complexity | Low qualification | Not available | Very high
to very

frequent
annually.

Risk management can only be effective if there is an appropriate response to risks. Those responsible,
both managers in the administration and those responsible for risk, must determine which measures have
already been taken in the administration to manage risk. New measures should be established where
there are gaps. For example, further training (Seidel 2011, 45) can be installed as an effective category of
compliance measures (see Table 4).

Table 4. Measures (compliance measure category (Part 1)

Measure Previous Enquiries Possible measures
Category measures
Preventive Detective
Fortbildung keine Employee Contract award audit by
training, follow- | Internal Audit
up by Internal
Audit

It is advisable to divide the measures into preventive and detective measures. Preventive measures
help to avoid risks from the outset, while detective measures help to uncover risk situations that have
already been realized.

It is often necessary to take additional measures to deal with risks that have not yet been taken
into account (Diederichs 2023, 301). Finally, an assessment of the risks should be carried out after the
application of measures (see Table 5).

Table 5. Measures with net risk (compliance measure category (Part 11)

Net risk
Result Realization Controls Risk class
Personalresponsibility | Delegation
Employee training Contract award audit by | Internal audit medium
Internal Audit

It ensures that risks are systematically avoided or minimized by categorizing them and linking them
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directly to measures and responsibilities.

A risk management system is not a rigid construct. Ongoing monitoring is required to regularly
assess the effectiveness of the existing monitoring procedures both internally and externally (by internal
audit) (DIIR Auditing Standard No. 2 2023, 14). Monitoring should essentially be a part of the risk
management process that was planned in advance.

Incorporating the described processes of a risk management system into day-to-day municipal work
requires a considerable amount of work. Those responsible must always bear in mind that local authority
employees must be able to deal with risks. All local authorities have a large number of instructions and
guidelines, such as the ‘four-eyes principle’, which in some cases has been extended to 12 or more eyes.
However, there is often a lack of systematization and documentation.

During the last pandemic, it became clear that an unprepared crisis inevitably leads to avoidable
errors and inefficiencies in dealing with the situation.

In larger administrations, I'T-supported systems must be used. In smaller municipalities, however, it
is often sufficient to record, structure and, if necessary, expand existing measures.

RESULT

There is an urgent need to establish systematic risk management in German municipalities in order
to be prepared for a variety of challenges. In particular, financial risks, staff shortages due to demographic
change, IT security threats and reputational risks require a structured approach. Although many local
authorities recognize risks, there is often a lack of systematic and legally regulated risk monitoring,
which can lead to inefficient action in crisis situations.

Preventive and detective measures and the establishment of a strong risk culture are crucial to the
success of a risk management system. Managers and employees must be actively involved in the process
and risk management processes must be consistently monitored and adapted. In larger administrations
in particular, IT-supported systems should be used to optimize management, whereas in smaller local
authorities, simplifying and structuring existing measures can often be sufficient.

CONCLUSION

In view of the increasing complexity of challenges such as digitalization, climate change and
demographic change, the importance of professional risk management will continue to grow in the
coming years. Local authorities must continuously develop their structures and processes in order to not
only respond to risks, but also to recognize and exploit opportunities. New technologies such as artificial
intelligence and machine learning could enable even more precise risk identification and assessment in
the future. It may also become necessary to establish legal requirements for risk monitoring in public
administration in order to ensure uniform standards and better prepare local authorities for future crises.
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CUCTEMHO YIIPABJIEHUE HA PUCKA B 'TEPMAHCKUTE OBIIIMHU

Peztome: Cmamusima ananusupa 3Ha4eHuemo u HeobxooumMocmma om CUCMEMHO YNPAsieHue Ha PUCKA 6
2epmanckume oowuHU. Yemanogeno e, ue mecmuume 61acmu, NOOOOHO HA OPYHCECMBAMA, CA U3NONCEHU
HA pa3iudHu Puckose, GKIIOUUMENIHO (DUHAHCO8U, ceébp3anu ¢ nepconara, UT u ¢ penymayusma.
Bwnpexu mesu puckose, 3a paziuxka om uacmuume KOMNAHUU, 6 NYOIUYHUS CEKMOP HE CbUyecmeysam
3AKOHOBU USUCKBAHUSL 30 CUCEMAMUYeH MOHUMOPUHE HA pucka. B credsawus pazoen e npedcmageno
NPUOIUZUMETHO ONUCAHUE HA CIPYKIYPAMA HA YNPAGIEHUEeMO HA PUCKA 8 00WUHUMEe — OM Cb30A6AHEmMO
Ha OeKAapayusl 3a MUCUSIMA U CNUCHK HA PUCKOGeme 00 OYEeHKAMA HA PUCKA U NPULASAHEMO HA MEPKU.
Ilocousa ce, ue 3a ehekmusHOMO ynpasieHue Ha PUCKA ca HeoOX0OUMU KAKMO NPEGAHMUSHU, MAaAKa
u mepku 3a Habensizeanemo my. Oceen mosa ce usmMvKeéa 3HAYEHUEMO HA KYImypama HA pUucka 8
AOMUHUCMPAYUAMA U AKMUBHOMO Yuacmue Ha pvKosooumenume u ciyscumenume. Ocobeno Humanue
ce 06pva Ha HeoOXOOUMOCMMA OMm U3NON36AHe HA cucmemu, nooovpocanu om UT, 6 no-conemume
AOMUHUCIMPAYUU, OOKAMO 8 NO-MAIKUMeE OOWUHU CbUeCmE8Y8auume MepKu Yecmo ca 00CMAamvyHu.
Cmamusima 3a8vbpuiea ¢ KOHCMAmMayusima, de Iuncama Ha noo20mMeeHOCm 3d KPUSUCHA CUMYayusl,
Kakeamo Oewie HeOMOABHAWHAMA NAHOeMUs], 800U 00 2pewKu U HeegheKMUEHOCH, KOUmo mMo2am oa
b6voam uzbecnamu.

Knrwuosu oymu: odwuna, MOHUMOPUHE HA PUCKA, CUCMEMA 30 YAPAGIEHUE HA PUCKA, MUCUS 34 PUCKA,
ONUC HA PUCKA, OYEHKA HA PUCKA
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Abstract: This paper explores the development of attachment within systemic paradigms, offering a mul-
tidisciplinary perspective on the complexity of attachment processes. While classical attachment theory
focuses primarily on the relationship between child and caregiver, this article expands the understanding
by including familial, social and cultural systems. Based on an extensive literature review that integrates
studies from developmental psychology, family therapy and comparative cultural psychology, this paper
highlights how systemic and cultural influences shape attachment styles and practices. The findings
highlight the need to consider attachment theory within a broader social and cultural context and point
to the importance of a multidisciplinary approach for a comprehensive understanding of human attach-
ment processes. These findings offer important implications for research and practice by emphasising the
complexity of factors that influence the development of attachment.

Keywords: Attachment Theory, Systemic Paradigms, Multidisciplinary Perspective, Cultural Influences,
Family Structures

INTRODUCTION

Attachment theory, pioneered by John Bowlby in the late 1950s and early 1960s, has become a cen-
tral concept in developmental psychology. Bowlby’s postulate that the need for closeness to an attach-
ment figure is a fundamental biological need that is crucial for survival and psychological development
forms the basis of attachment theory (Bowlby 1991). The continuation and empirical underpinning of this
theory by Mary Ainsworth, particularly through the development of the “Strange Situation” procedure,
has contributed significantly to the understanding of different attachment styles (Ainsworth et al. 1979).

In recent decades, however, research has increasingly recognised the limitations of a purely dyadic
perspective on attachment. The growing recognition of systemic and cultural factors shaping attachment
development has necessitated an extension of classical attachment theory (Minuchin 2018). Urie Bron-
fenbrenner’s ecological systems model, which emphasises the multi-layered nature of environmental in-
fluences on human development, provides a framework for integrating these broader perspectives (Bron-
fenbrenner 1979). This model underscores the interaction between different environmental systems, from
the immediate family to broader cultural and societal influences.

In addition, comparative cultural studies have shown that attachment patterns and practices can vary
considerably depending on cultural norms and values (Van IJzendoorn & Kroonenberg 1988). These
findings shed light on the variability of attachment processes and challenge the assumption of univer-
sal attachment patterns. Recognising this diversity requires a multidisciplinary approach that combines
psychological, sociological, anthropological and cultural perspectives in order to paint a comprehensive
picture of the factors that shape attachment relationships. The work of Patricia Crittenden (2013) and
Hildenbrand (2014) makes a decisive contribution to this expansion. Crittenden (2013) develops the
understanding of attachment theory further by emphasising the role of socio-economic factors, family
structures and social support networks. Bruno Hildenbrand expands on attachment theory with his gen-
ogram work, which involves analysing three generations (Hildenbrand 2018). This approach enables a
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deeper understanding of family decision-making processes and their influence on attachment patterns by
reconstructing life practices individually and collectively across generations. Hildenbrand’s methodology
thus offers new insights into the complexity of attachment constructs within familial and socio-cultural
contexts (Hildenbrand 2014).

This thesis aims to examine the concept of attachment within a systemic framework by looking at
these multi-layered influences that go beyond the immediate relationship between child and caregiver. By
integrating insights from different disciplines, it aims to provide a more comprehensive understanding of
attachment development that reflects the complexity of human relationships within a broader social and
cultural context.

RESEARCH METHODOLOGY

This thesis employs a comprehensive literature review. This method identifies the current state of
knowledge, highlights research gaps, and proposes directions for future research. The primary aim of the
thesis is to achieve a convergent synthesis of multidisciplinary perspectives on attachment theory. This
systematic investigation was carried out with the aim of bringing together the interdisciplinary strands of
research that deal with attachment theory in the context of systemic and cultural paradigms. The focus
here was particularly on studies that deal explicitly with the interactions between systemic approaches and
cultural factors influencing attachment processes. The methodological approach to identifying relevant
literature included a targeted and structured search in leading academic databases. This search was guided
by the use of specific key terms such as ‘attachment’, ‘systemic theory’, ‘family structures’ and ‘cultural
influences on attachment’ to ensure that the studies searched were relevant in content and aligned with the
specific questions posed in this article. The careful selection of literature included both classic works that
laid the foundations of attachment theory and more recent research that explores innovative systemic and
cultural perspectives on attachment phenomena.

RESULTS

The integration of systemic perspectives into the study of attachment processes requires a detailed
consideration of the multi-layered environmental factors that influence the development of attachments.
Within this framework, Bronfenbrenner’s (1979) ecological systems model offers a robust theoretical
basis for understanding the intricate interactions between individuals and their environments. Bronfen-
brenner’s model articulates the existence of multiple interconnected system levels, ranging from direct
interactions in the immediate environment to more abstract, overall societal influences. The microsystem
includes immediate environments such as family and school, which are essential for the formation of
emotional bonds (Berk 2003). The mesosystem refers to the interactions between these microsystems and
their influence on attachment quality (Bronfenbrenner/Morris 2007). The exosystem, including paren-
tal working conditions and legal frameworks, has an indirect effect on development (Bronfenbrenner &
Morris 2007). The macrosystem includes cultural norms that shape attachment practices (Keller 2022),
while the chronosystem considers temporal changes and their effects (Bronfenbrenner & Morris 2007).
Applying Bronfenbrenner’s ecological systems model to attachment theory provides a multidimensional
understanding of how different levels of the environment, from family interaction to cultural norms, inter-
act to reciprocally influence the development of attachment relationships.

In addition to Bronfenbrenner’s systems model, comparative cultural studies also emphasise the im-
portance of cultural influences on attachment patterns. The groundbreaking meta-analysis by Van 1Jzen-
doorn and Kroonenberg (1988) marks a significant turning point in attachment research by revealing
profound cross-cultural differences in the prevalence of attachment styles. Their systematic investigation
of attachment behaviour in different cultural contexts makes it clear that cultural characteristics have a
considerable influence on the development of attachment styles and patterns. The authors found that the
distribution of secure, avoidant and ambivalent attachment styles differs significantly between cultures,
indicating the formative role of cultural practices and social norms in the development of attachment re-
lationships. These findings express the critical need to take cultural contexts into account when analysing
attachment processes and point to the limitations of universal assumptions in attachment theory (Van
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[Jzendoorn/Kroonenberg 1988).

Since then, numerous studies have further differentiated and deepened the findings of Van [Jzendoorn
and Kroonenberg. In particular, the work of Keller (2022) has shown how culturally specific parenting
practices, values and beliefs influence expectations of attachment relationships and actual attachment
behaviour. Keller postulates that cultural contexts not only shape the interactions between parent and
child, but also influence the interpretation and evaluation of attachment behaviour. For example, in some
cultures, independence-promoting practices may prevail that favour the development of an avoidant at-
tachment style, while in other cultures closer physical proximity and greater dependence are seen as an
expression of secure attachment (Keller 2022).

Cultural variations in attachment expression and evaluation underscore the necessity of examining
attachment processes within their specific cultural contexts. Instead, they require a differentiated ap-
proach that takes culturally specific practices, norms and values into account.

The consideration also includes sociological and anthropological perspectives by highlighting the
role of social structures and institutions. For example, research shows that socio-economic factors, fami-
ly structures and social support networks are important determinants of the quality and security of attach-
ment relationships (Crittenden 2013). Patricia Crittenden’s work in the field of attachment theory is well
known for her developments and adaptations of the original attachment model, particularly through her
dynamic maturational model (DMM) of attachment and adjustment. Crittenden’s research emphasises
how individuals from early childhood develop adaptive strategies to cope with stress and danger in their
environment, and how these strategies are influenced by socioeconomic conditions, family structures
and the availability of social support networks (Crittenden 2013). Crittenden’s work expands the under-
standing of how children and adults process and respond to information in dangerous or unsafe situations,
and how these processing and response patterns develop into complex behavioural strategies over time.
These strategies can affect the quality and security of attachment relationships by impacting how individ-
uals regulate closeness and distance in relationships.

In addition, Crittenden (2013) stresses the importance of the socio-cultural context for the develop-
ment of attachment strategies. She argues that the cultural and social environment in which an individ-
ual grows up has a decisive influence on which types of adaptive strategies are considered acceptable
or useful (cf. Crittenden 2013). This implies that socioeconomic factors and family structures not only
affect the availability of attachment figures and the quality of attachment, but also the types of adaptive
strategies that individuals develop to deal with stress and uncertainty.

The sociological perspective on attachment emphasises the role of social structures and institutions.
It examines how social agreements and conflicts, such as the distribution of resources and opportunities,
influence the living conditions and experiences of individuals (Thompson 2016). Sociological approach-
es, such as functionalism and Marxism, offer different perspectives on these dynamics and their impact
on attachment relationships.

The renowned clinical sociologist Bruno Hildenbrand (2014) also sets himself apart from conven-
tional approaches, particularly in systemic (family) therapy, in three key respects with his modern con-
cept of genogram work. Firstly, the nuclear family and its internal relationship triangles are regarded as
the central unit of analysis. Secondly, Hildenbrand emphasises the consideration of family structures by
analysing ‘objective’ data such as birth, marriage and occupational data over at least three generations.
Thirdly, illness is seen as an attempt to solve problems in crisis situations, which makes it necessary to
analyse the genogram data sequentially. For almost two decades, the author has been intensively involved
with genogram work in order to explore its fundamentals in greater depth than before. In 2018, this led
to the publication of a book that presents advanced techniques of genogram work and emphasises a view
of humanity that highlights the individual’s creative possibilities within a given framework (Hildenbrand
2018). In this way, genogram work implies attachment patterns, as it offers insights into the emergence
and transmission of attachment behaviour through the in-depth analysis of family histories and structures
across generations. By recognising recurring patterns in family relationships, behaviour and attachment
styles that are deeply rooted in the family history become visible, which could contribute to the clarifica-
tion and possible treatment of attachment problems.
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CONCLUSION

The extensive study of attachment theory, initiated by John Bowlby’s and Mary Ainsworth’s ground-
breaking work (Ainsworth et al. 1979; Bowlby 1991) has been significantly expanded through the integra-
tion of systemic and cultural perspectives, illustrates the complexity of attachment development beyond
the dyadic relationship between child and caregiver. By applying Bronfenbrenner’s ecological systems
model (Bronfenbrenner 1979), it becomes clear how the fusion of different environmental levels, from
intimate family interactions to far-reaching cultural influences, characterises the shaping of attachment
relationships. The meta-analysis by Van [Jzendoorn and Kroonenberg (1988), complemented by Keller’s
comparative cultural work (Keller 2022), emphasises the need to consider the diverse cultural influences
and their effects on attachment styles, which calls into question the universal validity of attachment pat-
terns. This provides fresh insights into the ongoing debate on independence and interdependence within
modern societies, revealing the profound impact of cultural values and practices on individual and collec-
tive perceptions of autonomy and connectedness (Johnson 2021). The inclusion of sociological and an-
thropological insights, as presented in the work of Crittenden (Crittenden 2013) and Hildenbrand (2018),
further emphasises the role of social structures and belief systems in shaping attachment relationships,
creating a multifaceted picture of the determinants of attachment, while also providing a valuable tool for
holistic consideration with the work of Hildenbrand (2014/2018). In view of this multidisciplinary per-
spective, it is clear that future research should shed further light on the dynamic interactions between the
various levels of influence in order to gain a comprehensive understanding of the processes of attachment
development. It is also important to explore the effects of modern developments such as digitalisation on
attachment relationships. In practical terms, this comprehensive analysis emphasises the importance of
culturally sensitive approaches in educational and therapeutic contexts in order to meet the diverse needs
of individuals in a global context and thus promote the well-being of families worldwide.
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IMPUBbP3AHOCT B KOHTEKCTA HA CUCTEMHUTE ITAPAJIUI'MU:
MYJITUIUCHUIIJINHAPHA ITEPCIIEKTUBA

Peztome: Tazu cmamusa pasenedxtcoa pazeumuemo HA NPUEbP3AHOCMMA 8 PAMKUME HA CUCTNEeMHUMe
napaouemu, Kamo npeonaza MyImuOUCYUNIUHAPHA NePCReKMUBa 3a CIOXCHOCMMA HA Npoyecume Ha
npusvpzanocm. [Jokamo Kiacuveckama meopus HA NPUBLP3AHOCMMA ce QOKyCUpa NPeoUMHO 8bpX)Y
BPB3KAMA MeNHCOY 0ememo U pudcewjuss ce 3a He2o, Mmasu Cmamus pa3uupsasad pasoupanemo, Kamo
BKIIOUBA CeMeliHume, Coyuannume u Kyimypuume cucmemu. Bv3 ocnHoeéa nHa obwiupen numepamypen
npeaineo, KOUmo uHmezpupa u3Cieo08anus om NCUXoio2uAma Ha passumuemo, cemelinama mepanus u
CPaBHUMeNHAma KyamypHa NCUXON02Us, MA3U CMAamus nooyepmasd KaK cucmeMHume u KyamypHume
BIUAHUA OhOpMAM CmuI08eme U npakmuxume Ha npusvpsanocm. Koncmamayuume noovepmaeam
HeobXxooumMocmma om pas2nexcoane Ha meopusama 3a NPUSbP3AHOCIMA 6 NO-WUPOK COYUALeH U
KYIMYpeH KOHMEKCH U NOCOY8AM 3HAYEHUEMO HA MYTMUOUCYUNIUHAPHUA NOOXO00 34 YALOCMHO pazoupane
Ha npoyecume Ha Yogewikama npuevpzarocm. Tesu KOHcmamayuu npeonrazam 6aiCHU NOCIeouyu 3d
HayyHume u3Cie08anus U NPaAKmukama, Kamo noouepmasam CIlONCHOCMMA HA akmopume, KOUMO
BIUSAAM 6bPXY PAZGUMUEINO HA NPUBHPIAHOCMMA.

Knwuoeu oymu: Teopus mna npuevp3aHocmma, CUCMEMHU NAPAOUSMU, MYTMUOUCYUNIUHAPHA
nepcnekxmuea, KyimypHu 6IUAHUA, CeMetHU CMPYKMypu
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Abstract: This article examines the evolving relationship between privacy and blockchain technology,
examining the challenges and innovations in the context of decentralized finance (DeFi) and smart con-
tracts. It explores the complex interplay between blockchain's transparency and the necessity for user
privacy, drawing insights from previous research, including the works of Michele Finck and Primavera
De Filippi, who analyze the impact of GDPR and the dichotomy of decentralization and privacy. The
article further delves into recent proposals, notably Vitalik Buterin et al.’s ‘Privacy Pools’, addressing
the balance between privacy and regulatory compliance through the use of cryptography. It concludes
by acknowledging ongoing privacy challenges while highlighting promising developments, suggesting a
possibility of blockchain technology reaching a harmonious co-habitation with privacy principles.
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INTRODUCTION

Blockchain technology can be defined as a “decentralized ledger (or state machine) that relies on
cryptographic algorithms and economic incentives in order to ensure the integrity and legitimacy of every
transaction (or state change)”. A fundamental aspect of the technology is that a copy of the blockchain
is shared amongst all nodes (or computers) connected to the network, comprising the history of all valid
transactions. Then, “each transaction is recorded into a ‘block’, which is appended sequentially to the
previous block of transactions” (De Filippi 2017). The technology has proven to be among the ground-
breaking innovations of the past few decades due to its potential to revolutionize numerous sectors with
its unique technical and social attributes, notably decentralization, transparency, and immutability.

Originally conceptualized for digital currency transactions, its application has since expanded far
beyond, permeating various fields such as finance, art, healthcare, and governance. However, this rapid
integration brings forth significant privacy concerns. As blockchain networks often operate on public and
permissionless ledgers, the balance between transparency and user privacy becomes a complex issue,
particularly in the context of stringent data protection regulations such as the EU’s General Data Protec-
tion Regulation (GDPR 2020). Generally, to better understand the difference between permissioned / per-
missionless and public/private blockchains, by using the Bitcoin blockchain as an example, see Michele
Finck’s article Blockchains and Data Protection in the European Union, where the author explains how
“[t]he original Bitcoin blockchain is a public and unpermissioned (or ‘permissionless’) blockchain, which
means that it is open-source and open-access so that anyone can create a Bitcoin address and download or
design software to run nodes” (Finck 2018).

Moreover, the rise of decentralized finance (or DeFi, refers to a “set of newly emerging financial
products and services that operate on decentralized platforms using blockchains to record and share data”.
Furthermore, “DeFi products and services are conducted without a trusted central intermediary” such as
a bank, and they include various services like payments, lending and borrowing, trading and investments,
capital raising (crowdfunding), and insurance, among others (Carapella et al. 2022). and the implementa-
tion of smart contracts have further complicated the privacy landscape.
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Smart contracts, although not legal contracts but instead self-executing lines of code, already pose
unique legal challenges, including data protection and user privacy. While there isn’t a unified agreement
reached around the definition of a smart contract, for the purposes of this article, we may understand
smart contracts as ‘automated software agents hosted on blockchains that are capable of autonomously
executing transactions on the triggering of certain conditions’ (Goldenfein and Leiter 2018). While they
offer automation and efficiency, they also raise questions about the control and confidentiality of personal
data. An intriguing aspect of the broader discussion around blockchain and privacy is the status of smart
contracts in the context of the limitations around automated decision-making and solely automated data
processing under the GDPR. See, for example, Michéle Finck’s article Smart contracts as a form of solely
automated processing under the GDPR, in which the author argues that “[s]mart contracts indeed appear
to qualify as a form of solely automated data processing under Article 22(1) GDPR” (Finck 2019).

In addressing these challenges, this article will delve into the intricate relationship between block-
chain technology and privacy. Drawing from the works of experts such as Michele Finck and Primavera
De Filippi and considering the latest proposals from Vitalik Buterin et al., we will explore the current
state of privacy in blockchain, the ongoing challenges, and the promising solutions on the horizon. The
objective is to provide a comprehensive understanding of where blockchain stands in terms of privacy
and what the future may hold for this rapidly evolving technology.

OVERVIEW OF PAST DEVELOPMENTS

Even though the introduction of blockchain technology predates that of the GDPR, the fragile rela-
tionship between an infrastructure that is by design transparent and the concerns around personal data
protection has been ongoing since the very genesis of the technology. The Bitcoin whitepaper, authored
by the pseudonymous Satoshi Nakamoto, addresses the issue of privacy on-chain, however, primarily in
the context of the anonymity of transactions. It further emphasizes that while the transaction flow is pub-
lic on the blockchain, the identities of the parties involved in transactions are not directly linked to their
public keys. According to the author(s) of Bitcoin’s whitepaper, this design offers a level of privacy by
keeping users’ identities separate from their transaction history, although it is not completely anonymous.
The whitepaper discusses methods to increase privacy, such as using new addresses for each transaction.
However, it also acknowledges that linking public keys to real-life identities can potentially reduce this
privacy (Nakamoto 2008). Furthermore, the reason for this fragile relationship can be traced back to the
design of both blockchain and GDPR, as “[w]hereas the GDPR was fashioned for a world where data
is centrally collected, stored, and processed, blockchains decentralize each of these processes” (Finck
2018).

Beyond that, the evolution of the concerns around privacy in blockchain technology can further
be traced through seminal works of research conducted in the past decade, such as the publications of
Michele Finck and Primavera De Filippi — although far not the only researchers in the fields, those two
authors have been chosen to be highlighted here as their seminal research not only lay at the intersection
of technical and legal analysis, without focusing disproportionately on one of the two but also covers and
analyses a significant number of other publications.

In a nutshell, Michéle Finck’s studies examine the intersection of blockchain technology with data
protection laws, particularly focusing on the European Union’s GDPR. In her work, Finck highlights the
complexities of categorizing blockchain within existing legal frameworks, emphasizing the challenges
posed by the decentralized and immutable nature of blockchain data. As described above, she also delves
into the concept of smart contracts, exploring their designation as a form of solely automated data pro-
cessing under the GDPR and discussing the implications for user privacy and data protection rights.

Below are listed some of the conclusions of her work that are considered crucial for the current un-
derstanding of the conflict between privacy and blockchain and, therefore, also fundamental for finding
solutions to this conflict.

According to Finck, “[m]ost DLTs [short for distributed ledger technologies] contain two types of
data: (1) the header which includes the timestamp, the identity of the data’s source such as an address and
the previous block hash, whereas (ii) the block content (or payload) contains the data to be stored (on the
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Bitcoin blockchain this would be the relevant transactions as well as the coinbase transaction). Whereas
the header is usually not encrypted, the payload normally is” (Finck 2018).

It is important to mention here that according to Opinion 04/2014 on Anonymization Techniques,
0829/14/EN, by Article 29 Working Party (the organization is a precursor of the currently active European
Data Protection Board), encryption is considered a pseudonymization technique under EU data protection
regime given that the data subject can still be indirectly identified (Article 29 Data Protection Working
Party 2014). Therefore, the use of encryption would not preclude the application of GDPR but instead
would deem all encrypted personal data as pseudonymized. Nevertheless, considering that the European
Data Protection Board has included the drafting of new Guidelines on Anonimyzation in its work program
for 20232024, the topic is worth revisiting once those guidelines are published (European Data Protec-
tion Board 2023).

In terms of potential solutions, Finck stresses on multiple occasions that personal data could (and
should) be stored off-chain and merely linked to the blockchain “through a hash pointer” (without going
into too many technical details, hash pointers can be defined as a “data structure containing the previous
block’s hash value and a pointer to that block™, basically meaning that the data is chronologically ordered
in a manner that makes it difficult to tamper with information without altering subsequent blocks on the
blockchain. The term “hash” refers to a cryptographic hash function, such as SHA256). “In such a scenar-
10,” Finck explains, “personal data is recorded in a referenced encrypted and modifiable database and not
on the blockchain,” solving, to a large extent, the fundamental issue of blockchain and data protection, as
no personal data will be stored on-chain and would therefore be visible to practically anyone with an in-
ternet connection. Nevertheless, Finck is careful to point out that “[d]evelopers working on such solutions
must, however, be careful to ensure that metadata is also treated appropriately as it can reveal personal
information even where personal data is not directly stored on-chain”.

Furthermore, Finck concludes, “[b]lockchains are a technology that might in the future achieve some
of the objectives inherent to the GDPR through technological means, although through mechanisms dis-
tinct from those envisaged by the legal framework itself”. The possibility of such future achievements is at
the very heart of the current analysis, as it traces the earlier concerns expressed by academia and technical
development alike and finds them within the solutions currently developed in the blockchain space (see
Section 3 below).

Therefore, Primavera De Filippi’s research deserves a special mention in this article, as it takes a
broader view, analysing the interplay between decentralisation and privacy in blockchain technologies.
In a nutshell, in her article titled “The interplay between decentralization and privacy: the case of block-
chain technologies”, De Filippi underscores the tension between the inherent transparency of blockchain
and the need for user anonymity, particularly in the context of decentralized finance. Her work brings to
light the challenges in maintaining privacy in decentralized systems and the potential trade-offs between
decentralization, security, and privacy.

De Filippi concludes that “in spite of the obvious benefits they provide when it comes to data sover-
eignty, decentralized architectures also present certain characteristics that — if not properly accounted for
— might ultimately impinge upon users’ privacy,” further adding that while such architectures are capable
of preserving the confidentiality of data, they cannot “easily protect themselves against the analysis of
metadata”. Therefore, if not properly designed, “decentralized infrastructures intended to promote indi-
vidual privacy and autonomy might turn out to be much more vulnerable to governmental or corporate
surveillance than their centralized counterparts” (De Filippi 2017).

Further, De Filippi explains the fundamental differences between centralized and decentralized ar-
chitectures, paving in the process also our current understanding of the dichotomy between privacy and
blockchain as a conflict between a framework aimed at minimizing centralized control over data and a
technical architecture created to make central control impossible:

“[D]ecentralised systems are much more difficult to implement than centralized platforms. In order
to allow for an effective coordination amongst a distributed network of peers, decentralized architectures
generally rely on the disclosure of everyone’s interactions. Hence, if the price of centralization is trust (as
users need to trust centralized operators with their data), decentralization comes at the price of transpar-
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ency (as everyone’s interactions are made visible to all network’s nodes).” Echoing Finck’s delineation
between blockchain’s two types of data, De Filippi further adds that “while decentralized architectures
can provide more privacy at the content layer (to the extent that content has been encrypted), they cannot
protect themselves against the third parties’ analysis of data (or metadata) which are publicly disclosed
on a decentralized network”. Therefore, the possible solution would be to implement additional technical
means to protect the confidentiality of online communications, such as advanced cryptographic tech-
niques, leading to a future where “in spite of the apparent dichotomy between transparency and privacy,
there is no real conflict between the two.”

The analysis of these foundational works is crucial, as, to a large extent, they set the stage for un-
derstanding the current blockchain privacy challenges that must be addressed for its future development.
They are, in a sense, also a blueprint for finding solutions.

LATEST PROPOSALS ON PRIVACY AND BLOCKCHAIN

Apart from the theoretical concerns, it is no less important to highlight the significant developments
taking part in the technical side of blockchain applications, occurring since the articles highlighted above
were published.

The co-creator of Ethereum, Vitalik Buterin, has been directly involved in fixing some of the issues
around the Ethereum blockchain, key among which was the migration to a more ecologically friendly con-
sensus mechanism through the adoption of Proof-of-Stake (Ethereum 2024). However, he has also been
focusing on addressing concerns about privacy in blockchain. In the “Blockchain Privacy and Regulatory
Compliance: Towards a Practical Equilibrium” article, authored by Buterin and a collective of technical
experts (further referenced as Buterin et al.), the authors call for creating a balance between maintaining
user privacy and fulfilling regulatory compliance through the development of “Privacy Pools”, citing the
currently insufficient privacy on-chain as the rationale behind their work (Buterin 2022).

These pools utilise advanced cryptographic techniques, such as zero-knowledge proofs (a ze-
ro-knowledge proof, or ZKP, is a cryptographic method which makes it possible to prove the validity of
a statement without revealing the statement itself. In the ZKP context, the ‘prover’ is the party trying to
prove a claim, while the ‘verifier’ is responsible for validating the claim (Ethereum May 2024) and, in
particular, the ZK-SNARKSs (the so-called ZK-SNARKSs, a General-purpose zero-knowledge proofs that
allow a prover to prove mathematical claims about some combination of public data and private data that
the prover holds in such a way that satisfies two key properties: “Zero-Knowledge: nothing about the
private data is revealed, aside from the fact that the private data satisfies the claim that is being proven”
and “[s]uccinctness: the proof is short (in bytes), and can be verified very quickly, even if the underlying
claim being proven involves a heavy computation that takes a very long time to run.”), to ensure trans-
actional privacy while adhering to regulatory requirements (such as, potentially, to the GDPR by the cre-
ation of custom privacy pools that would align with the regulation’s requirements without exposing any
personal data). As described by the authors themselves, the core idea of the proposal is to “allow users
to publish a zero-knowledge proof, demonstrating that their funds (do not) originate from known (un-)
lawful sources, without publicly revealing their entire transaction graph”. The above can be achieved
by membership in custom association sets that are able to satisfy certain properties required by regula-
tion — for example, GDPR — as well as social consensus and agreements, with privacy pools merely
giving “additional options by extending the users’ action set. [The users] can still provide more detailed
proofs to specific counterparties, if needed” (Buterin 2022). Therefore, participation in such a custom
association should not preclude the rights of the data subjects to exercise control over the data they share
with other parties. Instead, it would allow for the execution of on-chain transactions without exposing its
content or metadata.

Furthermore, this approach would represent significant strides in addressing other privacy challeng-
es in blockchain, particularly in the context of decentralized finance and the use of smart contracts. Its
basis is the introduction of two sets of smart-contract-based “proofs”, or association sets that can be used
interchangeably: membership proofs (“I prove that my withdrawal comes from one of these deposits”)
or exclusion proofs (“I prove that my withdrawal does not come from one of these deposits) which are
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then used “to reach a separating equilibrium between honest and dishonest protocol users” (Buterin 2022).
It is important to note that the privacy pools as described exist beyond the theoretical ideation and are
already available to the Ethereum blockchain users — with more information provided on the website pri-
vacypools.com and by accessing the documentation required for their execution on-chain from a GitHub
repository — https://github.com/ameensol/privacy-pools.

In more legal terms, their proposal will likely still fall within the current scope of the GDPR, as
zero-knowledge proofs and their sub-category ZK-SNARKSs would still be considered an encryption
mechanism. Nevertheless, the “Privacy Pools” concept provides an interesting solution to the privacy on
blockchain conundrum — one that is based on data subjects exercising control over their data and active-
ly participating in the process of its placing in a specific pool by also following its rules and incentive
mechanisms. What is more, the de-linking between the pooled deposit and the original deposit provides
a solution to Finck’s on-chain data storage issue, as no personal data will be shared publicly due to the
use of validation mechanisms that don’t rely on data exposure. However, as is the case with many such
proposals, despite the positive outlook, time and adoption will show the exact benefits of this solution in
practice.

CONCLUSION

In conclusion, while there are significant challenges regarding privacy in the realms of blockchain,
decentralized finance, and smart contracts, there is also substantial and promising work underway to
address these issues. The insights and proposals from experts like Michéle Finck, Primavera De Filippi,
and the work by the likes of Vitalik Buterin highlight a dynamic field where technological innovation
is continually being balanced against privacy concerns and regulatory requirements. As the technology
evolves, these ongoing efforts are crucial in shaping a blockchain ecosystem that upholds privacy without
compromising on the decentralized principles that grant it with the potential of being a truly transforma-
tive technology. It is, therefore, also crucial that the topic is often revisited in order to interpret the legal
and privacy implications of the latest technical developments, ensuring that the blockchain ecosystem not
only evolves but does so in a manner that aligns with core principles of user privacy and data protection.
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TEMATA 3A IOBEPUTEJTHOCTTA B KPUIITO: TEKYIIU MMPEAU3BUKATEJICTBA
U (FbJEIN) PEIIEHUS

Peztome: Ta3m crartus mpociensBa pa3BHBallaTa ce€ BpPb3Ka MEXIy 3allMTaTa Ha JMYHUTE JaHHU
U OJIOKYCHH TEXHOJIOTUATA, KaTo pas3Miiex]a IpeIu3BUKATEICTBaTa M WHOBALMUTE B KOHTEKCTa
Ha paeueHTpanusupanutre ¢uHancu (DeFi) u unrenurentHure norosopu. M3ciensa ce CIOXKHOTO
B3aUMOJICHCTBUE MEX[y IMpO3payHOCTTa Ha OJIoKYeiiHa M HEeOOXOAMMOCTTA OT 3allluTa Ha JIUYHUTE
JAaHHW Ha TMOTpPeOuTeNs, CTHIBAWKU BbPXY H3BOAUTE OT NPEAMIIHM HU3CIEIBAHUS, BKIIOYUTEITHO
TpynoBete Ha Mumen ®unk u [Ipumasepa Jle @wnmnnu, Kouto aHanusupar Bb3aercteueto Ha GDPR
U IUXOTOMHMATA Ha JICLEHTPAIU3ALUATA U TOBEPUTENHOCTTA. CTaTuaTa JOBJIHUTEIHO ce 3abI00ouaBa
B CKOPOLUIHHU MPEUIOKEHHs, MO-CIEeHAaIHO ,,Privacy pools* Ha Butanuk Bytepun u 1p., HacoueHH KbM
OanaHca MeXJly MOBEPUTEIIHOCTTA U CHOTBETCTBUETO C HOPMATUBHUTE U3UCKBAHUS UPE3 U3MOI3BAHETO
Ha Kpunrorpadus. AHaIM3BT BKIIOYBA 0030p Ha MPOIBIDKABALIUTE MPEIN3BUKATENICTBA, CBBP3aHU C
MOBEPUTETHOCTTA, KaTO ChIIEBPEMEHHO Mo{4epTaBa o0emaBaluTe pa3BUTHs, KOUTO AaBaT Bb3MOKHOCT
Ha OJOKYEeHH TEXHOJOTrMATa Jia MOCTUTHE XapMOHMYHO CHKUTEJICTBO C NMPUHLMIUTE 3a 3allWTa Ha
JUYHUTE JTaHHU.

Knrwuoeu oymu: 6noxueiin, noepurennoct, GDPR, noka3zarenctsa ¢ HyneBo 3HaHUe, Privacy pools
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