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Abstract: The article analyzes the importance and necessity of systematic risk management in German
municipalities. It is established that local authorities, like companies, are exposed to a variety of risks,
including financial, personnel, IT and reputational risks. Despite these risks, unlike private companies,
there are no legal requirements for systematic risk monitoring in the public sector. The following section
provides a rough description of the structure of municipal risk management, from the creation of a risk
mission statement and risk inventory through to risk assessment and the implementation of measures.It
is pointed out that both preventive and detective measures are required for effective risk management.
In addition, the importance of a risk culture within the administration and the active involvement of
managers and employees is emphasized. Particular attention is paid to the need for the use of IT-supported
systems in larger administrations, while existing measures are often sufficient in smaller municipalities.
The article concludes by stating that an unprepared crisis situation such as the recent pandemic leads to
avoidable errors and inefficiencies.
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INTRODUCTION

German municipalities also face risks, just like companies. Slumps in trade tax and staff problems can
lead to reputational damage.

Many local authorities initially appear to be insufficiently prepared for the latest risks. Even outside
of the recent pandemic, municipal action is associated with risks. The retirement of the baby boomer
generation, the demands of digitalization and the risks of climate change could lead to staff shortages in
the near future. However, financial risks or IT security risks have not yet been taken into consideration.

It is striking that public bodies, unlike the private sector and public companies, have no statutory
requirements for risk monitoring and management. Although the municipal budget regulations of the
federal states often require statements on opportunities and risks in the management report/financial
report, in practice these statements are often limited to generalities and the obvious. For example, it is
pointed out that cost increases in construction projects are possible and that there is a threat of interest rate
increases for municipal loans, but there is no systematic basis.

In contrast to private-sector companies, insolvency is ruled out by law for municipalities, cities and
districts. Nevertheless, the risks to which they are exposed should be analyzed systematically.

RESEARCH METHODOLOGY

The occurrence of events that result in a negative deviation from a specific target, is referred to as a
‘risk’. An ‘opportunity’ is an event that brings you closer to your goal than expected (Seidel 2011, 26).
For this reason, risks and opportunities are not limited to the financial side of a municipality. Reputational
risks, IT risks, political risks and personnel risks must also be taken into account. The primary task of risk
management is to systematically avoid the unprepared occurrence of these and other risks.zu vermeiden.
Successful risk management in the municipality requires a risk culture, which should be described in a
mission statement for the municipality (Romeike/Hager 2020, 135). It should be emphasized that the topic
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of ‘risk management’ is of fundamental importance for the municipality’s managers. It is essential that
the municipality’s management board not only talks about risk management, but also supports and helps
shape the process. Managers and employees should also be involved by acquiring expertise at different
levels and transferring responsibility to the operational level.

Financial risks can cause public administrations to lose their ability to manage themselves. The
higher-level authority (municipal supervisory authority) can take supervisory measures ranging from the
obligation to draw up a budget protection concept to forced administration if a municipality is unable to
balance its budget over several financial years. However, reputational risks can have a more subtle but
equally lasting effect on the municipality.

Late-recognized cases of embezzlement in local government often lead not only to direct financial
losses, but also to a loss of trust in the administration on the part of citizens. This can lead to a decline
in voluntary commitment and less identification with the local authority. To prevent these risks, it is
advisable to implement a municipal risk management system. The operational implementation of the risk
management system begins with the risk inventory following the adoption of a risk mission statement by
the local authority.

The aim of the risk inventory is to systematically identify potential risks, developments and trends
that could jeopardize the realization of municipal objectives (Graf 2011, 35).

In order to identify risks, it is advisable to use existing systems within the municipality, for example
the organizational structure at department, division or office level. This structural risk identification within
the organization helps to clearly address the risk. This organizational structural risk identification supports
a clear addressing of the risk to a department and its managers as the ‘risk owner’. Risk identification is
illustrated below using an example process (risk inventory).

Table 1. Risk inventory (process)

Department Environment Object Explanation Responsible person

Building Authority | Allocation Supplements Significant Max Mustermann
supplements that
are equivalent to
a new contract
award are subject
to repeated
tendering.

The next step involves a more detailed description of the identified risk and an initial rough assessment.
An assessment is made as to whether the risk is relevant in the analyzed period or whether it cannot
currently be taken into account. It must be taken into account that the expenditure for risk mitigation must
always be commensurate with the consequences in the event of a risk materializing.

Table 2. Initial risk assessment (compliance risk)

Explanation Detailed risk Existence Note

Supplements are Lack of technical expertise Relevant
erroneously updated on
the basis of old contracts | Different evaluation of
offers

A detailed assessment of the relevant risks should follow a rough risk assessment. The hazards to
which the municipality is exposed without countermeasures must be documented (Gleifiner 2022, 216).
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In this phase, the probability of occurrence and the potential for damage are determined for each identified
risk.

Table 3. Risk assessment (gross risk)

Probability of occurrence Risk class Potential
damage

Frequency | Complexity Personnel Technical
qualification support

Frequent High to very high complexity | Low qualification | Not available | Very high
to very

frequent
annually.

Risk management can only be effective if there is an appropriate response to risks. Those responsible,
both managers in the administration and those responsible for risk, must determine which measures have
already been taken in the administration to manage risk. New measures should be established where
there are gaps. For example, further training (Seidel 2011, 45) can be installed as an effective category of
compliance measures (see Table 4).

Table 4. Measures (compliance measure category (Part 1)

Measure Previous Enquiries Possible measures
Category measures
Preventive Detective
Fortbildung keine Employee Contract award audit by
training, follow- | Internal Audit
up by Internal
Audit

It is advisable to divide the measures into preventive and detective measures. Preventive measures
help to avoid risks from the outset, while detective measures help to uncover risk situations that have
already been realized.

It is often necessary to take additional measures to deal with risks that have not yet been taken
into account (Diederichs 2023, 301). Finally, an assessment of the risks should be carried out after the
application of measures (see Table 5).

Table 5. Measures with net risk (compliance measure category (Part 11)

Net risk
Result Realization Controls Risk class
Personalresponsibility | Delegation
Employee training Contract award audit by | Internal audit medium
Internal Audit

It ensures that risks are systematically avoided or minimized by categorizing them and linking them
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directly to measures and responsibilities.

A risk management system is not a rigid construct. Ongoing monitoring is required to regularly
assess the effectiveness of the existing monitoring procedures both internally and externally (by internal
audit) (DIIR Auditing Standard No. 2 2023, 14). Monitoring should essentially be a part of the risk
management process that was planned in advance.

Incorporating the described processes of a risk management system into day-to-day municipal work
requires a considerable amount of work. Those responsible must always bear in mind that local authority
employees must be able to deal with risks. All local authorities have a large number of instructions and
guidelines, such as the ‘four-eyes principle’, which in some cases has been extended to 12 or more eyes.
However, there is often a lack of systematization and documentation.

During the last pandemic, it became clear that an unprepared crisis inevitably leads to avoidable
errors and inefficiencies in dealing with the situation.

In larger administrations, I'T-supported systems must be used. In smaller municipalities, however, it
is often sufficient to record, structure and, if necessary, expand existing measures.

RESULT

There is an urgent need to establish systematic risk management in German municipalities in order
to be prepared for a variety of challenges. In particular, financial risks, staff shortages due to demographic
change, IT security threats and reputational risks require a structured approach. Although many local
authorities recognize risks, there is often a lack of systematic and legally regulated risk monitoring,
which can lead to inefficient action in crisis situations.

Preventive and detective measures and the establishment of a strong risk culture are crucial to the
success of a risk management system. Managers and employees must be actively involved in the process
and risk management processes must be consistently monitored and adapted. In larger administrations
in particular, IT-supported systems should be used to optimize management, whereas in smaller local
authorities, simplifying and structuring existing measures can often be sufficient.

CONCLUSION

In view of the increasing complexity of challenges such as digitalization, climate change and
demographic change, the importance of professional risk management will continue to grow in the
coming years. Local authorities must continuously develop their structures and processes in order to not
only respond to risks, but also to recognize and exploit opportunities. New technologies such as artificial
intelligence and machine learning could enable even more precise risk identification and assessment in
the future. It may also become necessary to establish legal requirements for risk monitoring in public
administration in order to ensure uniform standards and better prepare local authorities for future crises.
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CUCTEMHO YIIPABJIEHUE HA PUCKA B 'TEPMAHCKUTE OBIIIMHU

Peztome: Cmamusima ananusupa 3Ha4eHuemo u HeobxooumMocmma om CUCMEMHO YNPAsieHue Ha PUCKA 6
2epmanckume oowuHU. Yemanogeno e, ue mecmuume 61acmu, NOOOOHO HA OPYHCECMBAMA, CA U3NONCEHU
HA pa3iudHu Puckose, GKIIOUUMENIHO (DUHAHCO8U, ceébp3anu ¢ nepconara, UT u ¢ penymayusma.
Bwnpexu mesu puckose, 3a paziuxka om uacmuume KOMNAHUU, 6 NYOIUYHUS CEKMOP HE CbUyecmeysam
3AKOHOBU USUCKBAHUSL 30 CUCEMAMUYeH MOHUMOPUHE HA pucka. B credsawus pazoen e npedcmageno
NPUOIUZUMETHO ONUCAHUE HA CIPYKIYPAMA HA YNPAGIEHUEeMO HA PUCKA 8 00WUHUMEe — OM Cb30A6AHEmMO
Ha OeKAapayusl 3a MUCUSIMA U CNUCHK HA PUCKOGeme 00 OYEeHKAMA HA PUCKA U NPULASAHEMO HA MEPKU.
Ilocousa ce, ue 3a ehekmusHOMO ynpasieHue Ha PUCKA ca HeoOX0OUMU KAKMO NPEGAHMUSHU, MAaAKa
u mepku 3a Habensizeanemo my. Oceen mosa ce usmMvKeéa 3HAYEHUEMO HA KYImypama HA pUucka 8
AOMUHUCMPAYUAMA U AKMUBHOMO Yuacmue Ha pvKosooumenume u ciyscumenume. Ocobeno Humanue
ce 06pva Ha HeoOXOOUMOCMMA OMm U3NON36AHe HA cucmemu, nooovpocanu om UT, 6 no-conemume
AOMUHUCIMPAYUU, OOKAMO 8 NO-MAIKUMeE OOWUHU CbUeCmE8Y8auume MepKu Yecmo ca 00CMAamvyHu.
Cmamusima 3a8vbpuiea ¢ KOHCMAmMayusima, de Iuncama Ha noo20mMeeHOCm 3d KPUSUCHA CUMYayusl,
Kakeamo Oewie HeOMOABHAWHAMA NAHOeMUs], 800U 00 2pewKu U HeegheKMUEHOCH, KOUmo mMo2am oa
b6voam uzbecnamu.

Knrwuosu oymu: odwuna, MOHUMOPUHE HA PUCKA, CUCMEMA 30 YAPAGIEHUE HA PUCKA, MUCUS 34 PUCKA,
ONUC HA PUCKA, OYEHKA HA PUCKA
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