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Abstract: The aim of the paper is to examine and answer the question of whether and to what extent
economic crime can be minimised by teaching standards and values within the company. To answer the
research question, a literature review was conducted. The study shows that the decline of social values can
be seen as a major cause of economic crime and that the willingness to commit crimes within a company
is inhibited when there is a high level of acceptance of norms and values, as well as a high level of social
morality and loyalty to the company. The study also showed that, with regard to the causes and possible
prevention strategies, communicating standards and values in one’s own company has a high crime-
preventing effect in the area of economic crime. However, a prerequisite for successful prevention is that
the communication of standards and values is sustainably integrated into the company s processes. A code
of conduct is essential for this, a corporate governance that puts it into practice, including ‘tone at the top’
(leadership commitment) and a supportive, efficient and controlling compliance management system and
an integrity management system that is tailored to the corporate culture.
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INTRODUCTION

In recent years, serious violations by top managers have once again brought economic crime to the
international spotlight and it is becoming an ever-greater problem for both the companies affected and
for society. Not only is there considerable media interest in economic crime, but it has also mobilised
the judiciary and legislators. Prior to the Wirecard scandal, the strict US regulations in particular had an
impact on internal company requirements (Bussmann 2010, p. 57). In response to the Wirecard scandal, the
Financial Markets Integrity Strengthening Act was passed in Germany. In addition to strengthening balance
sheet control and the independence of the auditor, and tightening liability, it has given the Federal Financial
Supervisory Authority (Bundesanstalt fiir Finanzdienstleistungsaufsicht, BaFin) extended audit rights for
the purpose of monitoring and enforcing the regulations. It also regulates the duties of listed companies to
set up and operate an appropriate and effective internal control system and risk management system (Miiller
2021). As a result, extensive requirements and obligations for prevention have been placed on companies,
which also affect the design of corporate governance and existing compliance management programmes
(Velte und Graewe 2021, p. 80). These programmes include a wide range of measures for crime prevention
in companies. In addition to the current developments in the area of economic crime, there are many social
discussions about the decline of values. The media often speak of a real loss of values that has a negative
impact on a wide range of areas of life. In criminology, socialisation, in the course of which values and
norms should also be imparted, is certainly attributed a significance for the development of crime (Schwind
2021, p. 236). Accordingly, socialisation through the professional environment also takes place within the
framework of secondary socialisation. (Bussmann 2016, p. 320). This raises the question of the extent to
which crime in the company can be countered by suitable internal preventive measures and what role the
communication of standards and values, in particular through corporate guidelines (code of conduct), can
play in this. The aim of this paper is therefore to investigate and answer the question of whether and to what
extent economic crime can be minimised by communicating standards and values within the company.
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RESEARCH METHODOLOGY

The research methodology used for this paper includes a review and analysis of the existing literature.
In this context, the already existing literature is not only screened, but also summarised and evaluated. In
doing so, both academic literature and current studies by auditing firms are consulted in order to be able to
generate a balance between economic findings, current affairs and the state of scientific research. The data
collection is carried out as part of a secondary research and also includes an examination of the statistics
provided by the German government. The consideration of government statistics and studies by auditing
firms enables a presentation of the relevance and development of economic crime that is as up to date as
possible, also taking into account the companies. By contrast, academic literature can be used to gain much
more information on how the research situation has developed. In addition to an overview of scientific
results in relation to the crime-preventing effect of internal corporate compliance management measures,
insights into the crime-preventing effect of corporate guidelines can also be expected based on the literature
analysis.

RESULTS

Relevance of economic crime and development

Economic crime is of particular relevance to companies as it poses significant risks to the company
and can cause serious material and immaterial damage. In Germany, there is no legal definition for the term
economic crime. In criminology, there are different definitions for the term economic crime. The original
definition of Edwin H. Sutherland of ‘white-collar crime’, which assumes a highly respected person from
the ‘upper class’ who commits crimes in the course of his or her professional activities, is now outdated,
because people from lower classes can also commit economic offences (Enste und Potthoff 2024, p. 6).
In its latest concepts, criminology is pushing for a definition that is no longer defined by the person. The
differentiation between crimes committed in the economic interest of companies (corporate crimes) and
crimes that serve the self-interest of the perpetrator but are committed in the course of their occupation
(occupational crimes) is now widespread (Meier 2021, p. 328). For the purposes of orientation and to ensure
that their statistics are standardised, the police authorities use the catalogue of criminal offences set out in
Section 74 ¢ (1) Nos. 1 to 6b of the German Court Constitution Act (Gerichtsverfassungsgesetz — GVG),
which regulates the jurisdiction of the regional courts in matters of economic crime. For this reason, those
offences that fall under the catalogue of criminal offences are generally classified as economic crime. These
include, for example, fraud (including computer fraud), embezzlement, corruption, violation of accounting
obligations, competition offences and insolvency offences. Companies affected by economic crime face
risks from a loss of trust, reputational damage, the endangering of business relationships, negative effects
on employee engagement and, possibly, the risk of repeat offences if there is a lack of strict reaction to the
crimes committed (Bussmann 2004, p. 36). The damage caused by economic crime is immense. However, it
is virtually impossible to provide precise information on the actual material damage caused (Schwind 2021,
p. 632). The background to this is that a considerable dark field (dark figure) must be assumed. Surveys in
the context of victim surveys often fail due to the motivation of the respondents to provide information.
They not only represent their own interests, but also the interests of a company that may suffer a loss
of prestige and financial losses after providing information about economic crime within the company.
Especially as only those offences can be investigated that a company is aware of. However, the surveys
of some auditing firms can be used for orientation (Meier 2021, p. 331). In a study conducted in 2020,
5,000 executives from 99 countries were surveyed. During the survey, more than 11,500 cases of economic
crime were reported, resulting in a total loss of 42 billion US dollars. (PricewaterhouseCoopers GmbH
Wirtschaftspriifungsgesellschaft 2020, p. 3). In another study concerning Germany, 75 of the companies
surveyed stated that they had suffered losses of around 40 million euros. In contrast, 26 per cent of all
the companies surveyed were unable to put a figure on the monetary damage resulting from economic
crime. However, the figures reported relate to offences that have been discovered. In this context, it must
be assumed that there is a considerable dark figure in the area of economic crime. The actual number of
cases must therefore be many times higher (KPMG AG Wirtschaftspriifungsgesellschaft 2023, p. 16). It is
realistic to assume, also on the basis of models that assume a loss amounting to 10 per cent of the gross
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domestic product, that this will run into the billions in Germany alone. In the context of the Wirecard
scandal alone, there is talk of losses amounting to 3.2 billion euros, which Wirecard borrowed for corporate
financing. Not to mention the substantial losses incurred by investors. Based on the highest prices in 2019,
shareholders have lost around 25 million euros (Schenker et al. 2023, p. 476).

An evaluation of the police crime statistics (German) illustrates the extent of the material damage. It
should be noted here that the police crime statistics only include offences that have actually come to the
attention of the police (Bundesministerium des Innern und fiir Heimat 2024, p. 4). According to police
crime statistics, 38,925 cases of economic crime were registered in Germany in 2023, which represents
only 0.66 percent of the total recorded crime (Bundeskriminalamt 2024b; Bundeskriminalamt 2024a). The
damage caused by economic crime rose by 28.6 per cent and was responsible for 35.7 per cent of the total
damage caused by all crimes recorded (Bundeskriminalamt 2024d, p. 8). This is particularly noteworthy
because the number of cases of economic crime registered by the police has almost halved compared to the
previous year (73,114). Although the number of cases in the area of economic crime generally fluctuates
considerably, the large number of offences in the previous year (2022) was due to a bulk proceedings in
which 33,738 cases were registered, resulting in a total loss of 17.7 million euros. (Bundesministerium des
Innern und fiir Heimat 2024, p. 22). In addition to the monetary losses, further intangible losses can arise
from economic crime. These include competitive distortions, a loss of trust in the integrity of the financial
market, and a loss of reputation for companies or even entire industries (Bundeskriminalamt 2024d, p. 8).
Further monetary losses for companies can also arise from the consequences for share prices on the stock
exchange or from the management of criminal matters within the company (Bussmann 2010, p. 62). For
example, additional communication efforts for possible clarifications in the media, internal investigations
or the commissioning of external experts. The clearance rate for economic crime is very high. In 2023,
85.2% of reported offences were solved. The high rate of detection is due in particular to the fact that the
majority of the offences recorded in the police crime statistics are those for which the complainant often
knows the name of the suspect and can be named (Bundeskriminalamt 2024d, p. 8).

Economic criminality in Germany
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Fig. 1. Number of cases and offences recorded (Bundeskriminalamt 2024b, p. 1)

Causes and theories of economic crime

Effective crime prevention requires an understanding of the causes of economic crime (Hlavica et al.
2017, p. 62) therefore, the causes of economic crime are to be examined below with regard to criminological
and socio-economic aspects. From the author’s point of view, the most important criminological aspects
are the rational choice approach, the theory of differential control and the so-called fraud triangle. One of
the most well-known theories of criminal behaviour, the theory of rational choice, can also be adapted to
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the area of economic crime. Before committing an economic crime, the offender weighs up the costs and
benefits. An economic crime is then committed if the expected benefit to the offender from committing the
offence appears greater than the benefit of behaving in a compliant manner. However, the theory of rational
choice has been criticised because it does not take into account the opportunity structure and the situation
in which the offence is committed (Meier 2021, p. 338). The theory of differential control was published
as early as 1939 by Edwin H. Sutherland and focuses on the fact that criminal techniques and skills, as
well as values and attitudes, can be learned just like any other behaviour. This learned behaviour takes
place in the communication process in a group and both skills and norms are adopted. The decisive factor
here is whether the social norms and laws in the group are considered positive or negative. Depending on
the significance that the group attaches to legal norms, crime will or will not occur (Bock 2019, p. 65).
The willingness to commit economic crimes increases when criminal behaviour and breaking the law are
tolerated in a team. The fraud triangle was developed by Donald Cressey. According to this, the probability
that an employee of a company will come to criminal attention increases when three factors are present. On
the one hand, there must be an opportunity to commit a crime, and on the other hand, the offender must have
an incentive or feel compelled or under pressure. The final factor is that the offender must be able to justify
the delinquent behaviour to themselves. (Cleff et al. 2011, p. 6). Fraudulent acts regularly occur when these
three factors coincide in the person of the offender. The motives and triggers for fraudulent acts can be
financial problems and motives (debt, greed), but also non-financial motives (seeking recognition, pressure
to perform). Opportunities for economic crime are provided by ineffective internal controls and complex
and unstable organisational conditions (organisational structures) (Hlavica et al. 2017, p. 66). Furthermore,
the perpetrator only takes an opportunity if, on the one hand, he assumes that the probability of detection
is minimal and, at the same time, he has the authorisations and abilities to actually take advantage of the
opportunity (Knull 2023, p. 275). In order to justify an economic crime, the person committing it must be
willing to do so in terms of their character and ethical moral values. On the other hand, the existing corporate
culture is essential for the individual perception of prohibited actions or their justification. The willingness
to act criminally is encouraged when employees attach little importance to ethical corporate values and
guidelines (Hlavica et al. 2017, p. 66). In particular, it is easier for the perpetrator to justify the offence
because some economic crimes (e.g. corruption or price fixing) only have abstract victims. The perpetrator
does not have to face a victim ‘face to face’, which further lowers the inhibition threshold for committing
the offence (Noll 2020, p. 70). In practice, it can be particularly helpful to use crime theories or the fraud
triangle as a guide to analyse and structure the problem. However, the relationships between the different
factors are neglected. Schneider’s ‘Leipzig Model of Economic Crime Behaviour’ attempts to meaningfully
combine the individual aspects (Schneider 2008). In order to carry out an economic crime in a company, the
possibility of the commission of the offence must first be recognised and evaluated. After the evaluation,
one’s own action is triggered. First of all, a situation must be identified as a security gap or a favourable
opportunity. The question then arises as to whether the employee regards the situation as a security risk or
perceives it as a ‘good opportunity’. A ‘good opportunity’ is only seen if personal risk factors are present,
such as a poor relationship with money or frustration and resentment (Bock 2019, p. 374). According to the
Leipzig Process Model, if a person experiences frustration or humiliation in their professional environment,
e.g., there is a risk of fraudulent actions in order to compensate for the negative feelings resulting from the
humiliation. (Cleff et al. 2011, p. 6) also see the subjective emotional world as a central condition for the
emergence of economic crime. A lack of recognition and appreciation, as well as frustration, increase the
probability of a crime being committed. Whereas the risk of committing a crime decreases among satisfied
actors, in addition to the criminological aspects, there are also other socio-economic aspects that can be cited
as causes of economic crime. One major factor in the increase of economic crime is the growing complexity
of companies, which usually have a deficit in the organisational structures (Hlavica et al. 2017, p. 68). This
in turn leads to an increased risk of information deficits and accounting irregularities, which in turn often
provide opportunities for fraudulent activities (Hofmann 2008, p. 43). A growing corporate complexity, with
the resulting increased opportunities for economic crime, is caused not only by complex corporate structures
but also by internationalisation (KPMG AG Wirtschaftspriifungsgesellschaft 2023, p. 10). Furthermore, the
opportunities for fraud by technically skilled perpetrators are increasing with the ongoing development of
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international networks (PricewaterhouseCoopers GmbH Wirtschaftspriifungsgesellschaft 2022, p. 10).

Characteristics of economic criminals

In addition to external groups of perpetrators, a particular risk group for economic offences are a
company’s own employees. Even the management itself is sometimes among the group of perpetrators,
since the opportunities for circumventing controls and the expertise are greatest here (Bussmann 2004, p.
40; PricewaterhouseCoopers GmbH Wirtschaftspriifungsgesellschaft 2020, p. 5). It is hardly surprising
that economic criminals are often latecomers to crime (Schneider und John 2010, p. 160). The majority
of perpetrators are around 40 years old. One reason for this could be that for some economic offences, a
certain position in the company must first be reached, with knowledge of the business processes, in order
to be able to commit the offence at all. A ‘latecomer to crime’ also implies that the offender often has
no previous criminal record. Furthermore, the ‘typical business criminal’ is well educated, married and
disproportionately often male (Neubacher 2020, p. 189). The fact that women are underrepresented in the
field of crime is also confirmed by the police crime statistics. Of 26,125 suspects, only 6,646 were female.
The age structure is also reflected in the police crime statistics. Most suspects can be categorised as being
between 30 and 40 or between 40 and 50 years old (Bundeskriminalamt 2024c). Furthermore, economic
offenders are often socially unremarkable and have very good networks (Miiller 2014, p. 15). In addition to
the social profile, a number of empirical studies have shown that the personality of the perpetrator is also a
decisive factor in the commission of an economic offence. A large number of empirical studies come to the
conclusion that economic offenders often display a strong sense of narcissism (Noll 2020, p. 94). Although
a certain narcissism seems to be common in management, extreme narcissism can also develop into a
narcissistic personality disorder. A narcissistic personality disorder can be characterised by a number of
attributes that fit the profile of an economic criminal. In addition to a pronounced sense of self-importance
and a willingness to take risks, a lack of empathy and an exaggerated desire for recognition and success, a
narcissistic personality disorder is also characterised by a lack of impulse control and the ability to deceive
and manipulate. Since narcissists are often found at higher levels of the hierarchy, they also have access to
resources that tend to be used for personal enrichment rather than by non-narcissistic individuals (Enste und
Potthoff 2024, p. 16). Further studies have also shown a lack of self-control. This refers in particular to the
ability to endure the deferral of rewards. If this ability is not particularly well developed, the person tends
to acquire the reward independently through an economic (criminal) offence (Noll 2020, p. 94). Although
a certain type of offender can be identified, some studies also show that there are economic criminals who
deviate entirely from the offender profile. In their research, Schneider and John refer to this type of offender
as the “Krisentdter” (crisis offender). In this case, a private or professional event leads to the inability to
maintain the previous status or lifestyle, and the commission of a crime to compensate (Schneider und John
2010, p. 165).

The importance of norms and values for economic crime

It is not only personality traits and character traits that shape a person’s behaviour; value orientation
and beliefs also have an impact on a person’s behaviour (Noll 2020, p. 95). To explain criminal behaviour,
it is therefore essential to also consider the effect of norms and values, since a criminal act is defined ‘by the
breaking of norms and the violation of intersubjectively shared values’ (Translation of: “durch den Bruch
von Normen und die Verletzung intersubjektiv geteilter Wertvorstellungen’’) (Mehlkop 2011, p. 83). From
criminological research, we know that a deficient sense of values has a significant impact on the commission
of a property offence (Bussmann 2008, p. 123). Since all individuals are part of a value culture, crimes are
not committed as a rule simply because people consider it ‘wrong’ and ‘indecent’, regardless of a possible
opportunity to do so or existing security gaps. In addition to committing a crime due to a deficient sense of
values, today’s generation is also characterised by a different way of looking at norms. It depends on the
context and situation in which a person finds themselves whether norms are accepted and applied. Actions
and behaviours that are considered wrong and wrong in a private context can be approved of and legitimised
in a professional context (Bussmann 2008, p. 124). These contradictions in values are also reflected in other
ways. If high standards of loyalty and honesty are applied in the family environment, these standards are
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far less likely to apply in dealings with banks, the state or even employers (Noll 2020, p. 97). The existing
‘peer groups’ in the company also have an impact on the acceptance of norms. If colleagues approve of or
encourage criminal behaviour, the individual also feels confident about committing an offence (Bussmann
2008, p. 124). In addition to an environment that legitimises crime, personal experiences of victimisation
as a result of property crimes can also reinforce a lack of commitment to norms (Meier 2021, p. 338).
From an empirical point of view, Eckhard Burkatzki (Burkatzki 2008) in particular has used a standardised
survey to examine whether a certain value orientation or value system increases the willingness to commit
economic crimes. To do this, he first defined three social systems in which economic crime can be used.
Community (regulated by informal control and solidarity among members), state (control is exercised
through the threat of sanctions and criminal law) and market (competition between several competitors
for economic success). The aim is to identify how high the acceptance of the norm-related orientations is
in the three areas. Study participants who consider community-related norms to be important show a high
level of community orientation. A nomo-centric (law-centred) orientation is present when a subject attaches
particular importance to law-abiding behaviour and, with a strong orientation towards competition and
profit maximisation in the market, an economic orientation is present. (Noll 2020, p. 95). By combining
the value orientations, prototypical subgroups can be formed from the study participants. On the one hand,
there is the ‘norm-oriented market activist’ (Translation of: “normorientierter Marktaktivist™). This subject
places a strong focus on economic success, coupled with an above-average sense of community and legal
norms. Economic success is important to this type of person, but it can be controlled and moderated by
means of a sense of duty and a sense of community. On the other hand, there is the type of the ‘radical
market activist’ (Translation of: “radikaler Marktaktivist”). Here, too, the focus is on economic success.
However, the orientation towards the community and legal norms is far below average. In this typology,
the radical market activist is the one who strongly neglects the importance of formal legal and social
concerns and instead radically puts his own market interests in the foreground (Burkatzki 2008, p. 158).
Although the radical market activists are the smallest subgroup in the study, at 14 per cent, they show
an exorbitantly high willingness to commit crimes compared to the other subgroups (Noll 2020, p. 96).
The decline in social values is also considered to be a major cause of economic crime within companies.
This includes a decline in employee loyalty and a disregard for applicable codes of conduct (KPMG AG
Wirtschaftspriifungsgesellschaft 2023, p. 22). In an environment in which standards, social values and
morals play no or only a subordinate role, the willingness to engage in criminal behaviour within one’s own
company increases. By contrast, a high level of acceptance of standards and values and a strong emotional
and social bond with the company can inhibit the exploitation of criminal opportunities and offer a certain
degree of protection against damage (Hlavica et al. 2017, p. 70). To answer the question of how a cause-
oriented fight against economic crime in the company can be carried out and what role the communication
of norms and values in the company and a corporate ethic play in this, the reactionary options and the
internal company prevention concepts for avoiding economic crime must be examined in detail.

Combating economic crime in the company

The most obvious reaction of the affected companies to economic crimes is to file a criminal complaint
and leave further criminal prosecution to the police, public prosecutor and courts. However, in reality, only a
small percentage of companies file a criminal complaint immediately, often for fear of reputational damage
(Harz 2012, p. 6). The reluctance of companies to press criminal charges in cases of economic offences
is based on four main reasons: Criminal charges pose unpredictable risks for companies, particularly due
to unmanageable investigations; criminal prosecution is seen as inefficient; the unpredictable effect of
penalties is considered to be too low; and threats of criminal charges are considered to be dysfunctional
for the detection and investigation of economic offences (Bussmann 2004, p. 37). The main reason for this
is the complexity of preliminary proceedings in the area of economic crime. Due to convoluted corporate
structures, there are often a large number of suspects and witnesses to question and an enormous amount
of documents to sift through. Due to the complexity of the issues and the expertise of the perpetrators, the
authorities often also have to call in auditors and tax experts for the investigations. All these factors make
criminal proceedings very lengthy (Neubacher 2020, p. 187). In order to conserve resources and to avoid
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inflating the duration of commercial criminal proceedings, the commercial criminal divisions often offer
‘deals’ in which some charges are disregarded if confessions are made in other charges. However, this
different treatment of economic criminals and other criminals inevitably leads to a dwindling reputation of
the criminal proceedings in general (Burkatzki und Lohr 2008, p. 15). Furthermore, criminal proceedings
can only be conducted to the extent that legal interests are also protected by criminal law. Although the
first law to combat economic crime was enacted in Germany as early as 1976 (Schwind 2021, p. 646),
there are still accusations today that legal norms are formulated in too vague a manner and are insufficient,
and that this is accompanied by imprecise legislation (Bock 2019, p. 375). Increased asset forfeiture and
the confiscation of the proceeds of crime, which a perpetrator would have to fear if they were discovered,
could help here. This approach could have a particular influence on the perpetrator’s cost-benefit analysis
before the offence (Meier 2021, p. 340). However, this is not the responsibility of companies, but of the
judiciary and politicians, who must create an effective legal framework for this. Alternatively, the company
can initiate its own investigation and implement and impose internal sanctions. The company can impose
civil, labour and even criminal sanctions. Such sanctions imposed by the immediate environment of the
perpetrator are usually more effective than criminal penalties. (Dannecker und Biilte 2020, p. 82). Internal
investigations can help to assert civil and insurance claims and prevent repeat cases. Internal investigations
are independent of possible criminal proceedings but can also be conducted in a similar manner (Siifle
2018, p. 350). In addition to interviewing employees, premises may also be searched, documents seized
and e-mails analysed. The investigating units then prepare protocols of interviews or investigation results,
which are also used by law enforcement authorities. However, German courts have not yet reached an
agreement on the use of evidence in criminal proceedings (Siile 2018, p. 354). However, it must also be clear
that legally trained personnel are needed for internal investigations and that investigations by compliance,
internal audit or corporate security, as well as by external law firms or consulting firms, are associated with
a high expenditure of time and money. In the light of the criticism of the criminal proceedings, the question
inevitably arises as to what companies can do to prevent crime and thus avoid economic crime within
the company itself, in addition to conducting internal investigations, which often only begin once a legal
violation has already occurred. The question also arises as to what role the communication of norms and
values, in particular through value-oriented corporate policy, corporate ethics and ethically based codes of
conduct, plays in the company.

Internal corporate crime prevention programmes to avoid economic crime

The overarching framework is derived from value-oriented management within the framework of
corporate governance. There is still no standardised global definition of corporate governance. Generally
speaking, corporate governance is understood to mean the legal and factual framework for managing and
supervising a company. According to the German Corporate Governance Code, good and responsible
management of the company in the interest of the company (continued existence of the company and
its sustainable value creation) requires not only legality, but also ethically sound, responsible behaviour
(Regierungskommission 2022, p. 2). The purpose of corporate governance is thus to minimise information
imbalances, eliminate conflicting goals and build trust by means of appropriate regulations (Velte und
Graewe 2021, p. 1). Accordingly, corporate governance involves compliance with laws and regulations as
well as recognised standards and recommendations, and the development of a company’s own guidelines.
The prerequisite for this is the unconditional willingness of the company’s leadership to personally accept
the standards to which the company is committed (tone at the top), as this is the only way to ensure that
governance is actually practised (Harz 2012, p. 3). Corporate governance is intended to strengthen trust in the
company’s management (Regierungskommission 2022, p. 2). By creating organisational arrangements and
procedures that determine good corporate governance, incentives, constraints and motivation for criminal
behaviour can be reduced or eliminated (Noll 2020, p. 18). Good, responsible and ethically sound corporate
governance can also serve to communicate norms and values to employees in order to reduce the risk of
economic crime in the company. To this end, the aim should be outlined of effectively preventing and punishing
economic crimes that could be committed from within the company (Noll 2020, p. 195). Corporate social
responsibility can be an important part of corporate governance. Corporate social responsibility is a voluntary
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concept for corporate social responsibility that pursues the aspect of sustainability and links the three pillars
of economy, ecology and social affairs with concrete entrepreneurial action. CSR thus encompasses a wide
range of activities undertaken by companies in the areas of social, ethical and environmental responsibility,
with which sustainable development is implemented in the company’s day-to-day operations (Hlavica et
al. 2017, p. 73). By taking CSR seriously and imposing social responsibility on themselves, companies can
also help to prevent economic crime. This can also improve their image and maximise profits (Theile 2008,
p. 417). Furthermore, good corporate governance also has a compliance management system. The focus
of compliance is on adherence to laws, ordinances and regulations, as well as internally self-imposed and
formulated rules and guidelines, which may substantiate and tighten laws and ordinances, but not disable or
weaken them (Velte und Graewe 2021, p. 24). To ensure compliance, companies implement employees or
departments that develop internal preventive and sometimes also repressive procedures to enforce internal
rules, regulations and laws independently of government law enforcement agencies. This may be, on the
one hand, the implementation of compliance training or the threat of criminal and labour law sanctions and,
on the other hand, the operation of a whistleblower system (Meier 2021, p. 341). Furthermore, codes of
conduct or codes of ethics are now par for the course, particularly in large companies. These self-imposed
rules of conduct provide employees with corporate values and corporate rules and stipulate these for each
employee. These codes of conduct are specified by corporate guidelines that are formulated for individual
departments or tasks and contain detailed specifications (Velte und Graewe 2021, p. 28). The aim is to
communicate the values and norms set out in them to employees and to serve as a guide for their decision-
making and actions, particularly to avoid undesirable behaviour, especially behaviour that is criminally
relevant. In this respect, company guidelines serve the purpose of internal social control and are thus an
instrument of secondary crime prevention (Theile 2008, p. 411). Infringements of the Code of Conduct and
behavioural guidelines must also be investigated and sanctioned by internal control mechanisms (audits,
internal investigations, whistle-blower system). Only in this way can an effective prevention concept be
achieved (Wachter 2012, p. 458). The purpose of the safeguards and controls provided by compliance is
to ensure that the company’s activities are in line with all social guidelines and values, as well as with
morals and ethics. However, this requires practical implementation through appropriate training measures
and monitoring of compliance with the company’s internal ethics and compliance programme. Overall, the
rules of conduct and ethical guidelines must be formulated, communicated and embraced in the company
in a sufficiently specific manner (Hlavica et al. 2017, p. 72) Only by integrating the company’s values
into its business processes in a sustainable way can corporate ethics be stabilised and fraud successfully
prevented (Thome 2004, p. 53) In this context, the communication of norms and values through an effective
compliance management system is of great importance in terms of crime prevention. However, it should also
be noted that an exaggerated compliance culture can have negative consequences. Excessive bureaucracy,
in particular, can lead to demotivation and the development of a culture of mistrust (Noll 2020, p. 8). This,
in turn, can have an impact on the entire corporate culture, which can influence not only the emergence
of economic crime but also the success of compliance measures (Bussmann 2010, p. 70). A compliance
system 1is therefore only effective and generates credibility among other stakeholders if it is operated
seriously, without getting out of hand in bureaucracy. This is particularly not the case if compliance is used
merely for reasons of delinking and for advertising purposes. Rather, a strong compliance system requires
a firm conviction on the part of management and employees that compliance with laws and internal rules
is part of a company’s self-image (Griininger 2016, p. 9). For this reason, values and integrity management
is often implemented as a supplement to win over employees to a general value system that promotes
a good reputation and suggests the integrity and fairness of a company to stakeholders by emphasising
moral principles (Noll 2020, p. 211). Integrity management can be considered even more ambitious than
compliance management. In the context of integrity management, companies want to use the intrinsic
motivation of employees to act in a value-oriented manner and to do ‘the right thing’. The employee should
thus act according to the ‘right’ values of their own accord and out of full conviction. To this end, companies
rely on targeted training to sensitise employees to the possibility of moral conflicts in their day-to-day
work and to show them possible solutions (Noll 2020, p. 196). However, training for managers is far more
important. This is because ensuring integrity in a company is a challenging and ongoing management task
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that requires, in particular, a consideration of employees in terms of compliance and morale, but also self-
reflection. To achieve this, it is essential that managers are trained in how to promote integrity in their area
of responsibility and how to make the right decisions in conflict situations. This is because compliance and
integrity can only succeed if executive management is aware of their role model function. (Griininger 2016, p. 10).

CONCLUSION/DISCUSSION

The decline of social values can be seen as a major cause of economic crime. In contrast, the willingness
to commit economic crimes within the company is inhibited if there is a high level of acceptance of
norms and values, as well as a strong emotional and social bond with the company. The study showed
that communicating standards and values within one’s own company has a high crime-preventing effect
in the area of economic crimes with regard to the causes and possible prevention strategies. However, a
prerequisite for successful prevention of crime is that the communication of norms and values is sustainably
integrated into the corporate processes. A code of conduct is essential for this, as is corporate governance
that puts it into practice, including ‘tone at the top’ and a supportive, efficient and controlling compliance
management system and an integrity management system tailored to the corporate culture. These are
prerequisites for systematically, preventively and sustainably counteracting fraudulent activities within the
company. Internal corporate crime prevention concepts that are based on the communication of norms and
values and implemented in the manner described are thus an appropriate instrument for crime prevention
and thus for minimising corporate economic crime.

It is in the nature of things that the communication of norms and values in the company is only suitable for
minimising economic crimes committed by internal perpetrators. Although there is often also a collaboration
between the internal and external perpetrators, or crimes are committed entirely from the outside. The
study also revealed that successful crime prevention consists of different puzzle pieces. Effectiveness is
therefore not only dependent on the communication of norms and values or the introduction of measures
to increase the risk of detection for perpetrators. Rather, successful crime prevention within a company
can only be achieved if corporate governance, compliance management and integrity management are
interwoven, and mutual functionality is guaranteed. The main focus here is on management. Compliance
can only effectively counteract economic crime in a company if the workplace culture is also coherent.
What is needed, therefore, is a vibrant culture of values that is characterised by the value of integrity and
is supported by the company’s management. It is also clear that effective and sustainable prevention of
economic crime can only be achieved through a combination of state legislation and sanctioning on the one
hand and corporate prevention and combating crime on the other.
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YCTAHOBSABAHE HA CTAHIAPTU 1 HEHHOCTHU KATO HHCTPYMEHT
3A ITIPEBEHIUSA HA ITPECTBIIHOCTTA B KOMITAHUATA

Pesztome: Llenma na cmamusima e 0a ce npoyyu u 0a ce OMeo60puU HA 8bNPOCA OAlU U 00 KAK8A CMeNneH
UKOHOMUYeCKama npecmvnHOCm Modice 0a Oboe c8edeHd 00 MUHUMYM upe3 obyyeHue 8 obiacmma
Ha cmanoapmume U YyeHHocmume 8 KoMnaunusma. 3a 0a ce omeo8opu HA U3CIe008AMENCKUSL 8bNPOC, €
HanpaseH tumepamyper 0630p. Ilpoyusanemo noxassa, we ynaovKvm Ha COYUATHUME YEeHHOCMU Modice 0d
ce pasenexcod Kamo 0CHOBHA NPUYUHA 30 UKOHOMUYECKAMA NPECMbNHOCH U Ye HCELAHUCMO 3d U36bPUIBAHE
HA NpecmuvnieHus: 8 pamKume Ha NPeonpusmueno ce 6b3npensmcmed, Ko2amo € HAIuye SUCOKO HUBO
Ha npuemane Ha HOpMume U YeHHOCmume, Kakmo u 6UCOKO HUBO HA COUUATEH MOPAL U JOSIHOCH KbM
npeonpusimuemo. IIpoyusanemo noxkasa cvwo maxa, ye no OMHOUEHUE HA NPUHUHUME U 8b3MOICHUME
cmpameeuu 34 NPeseHyuss CbOOWABAHEMO HA HOpMUMe U YEeHHOCmume 6 COOCMeeHama KOMNAHUsL
UMa BUCOK npesanmueen egekm 6 obracmma Ha uKoHomuueckama npecmwvnnocm. Ilpeonocmaska
3a ycnewina npegenyusi obaye e KOMYHUKayusima Ha cmanoapmume u yewHocmume 0a 6voe mpatiHo
unmezpupana 8 npoyecume Ha xomnawusma. Om covuecmeeHo 3HAUeHue 3a Moea cad KOOeKCbm 3d
nosedeHue, KOpnopamusHoOmo YnpaeieHue, Koemo 20 Npuilazd Had Npakmukd, SKIOYUMETHO ,,MOH HA
svpxa’’ (AaH2AXNCUPAHOC HA PBKOBOOCMBOMO), KAKMO U NOOKPensd, epexmuena u KOHMpOIupaua
cucmema 3a ynpagienue Ha CbOmeemcmeueno u CUcCmemda 3a YnpasieHue na uHmezpumemd, cb00paseHa
¢ KOpnopamusHama Kyamypd.

Knwuoseu oymu: uxonomuuecka npecmvnHocm, KOOeKC 3a Nnogedenue; KOPHNOPAMUBHO YNPAGLeHUe,
VApasieHue Ha CbOMBEMCMEUENO, YIPAGIeHUe Ha UHmezpumema
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