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Abstract: This paper examines the importance and further development of a stable risk culture as
a key prerequisite for effective risk management in banks and thus for national security. Based on
a comprehensive literature review, it shows that regulatory reforms following the 2008 financial
crisis have improved structural conditions, but often fail to adequately address the underlying
cultural and behavioral factors. Risk culture, understood as collective values, assumptions and
behaviors in dealing with risks, has a significant impact on risk perception and decisions in organ-
isations. An effective risk culture requires clear communication of risk appetite and tolerance by
management, continuous training, transparent reporting channels and a constructive error culture
without fear of sanctions. The integration of risk management into strategic and operational de-
cisions and regular evaluations strengthen organisational resilience in the long term. Banks with
a proactive, learning-oriented risk culture are better able to identify emerging risks at an early
stage, increase their resilience and thus secure both their own stability and that of the financial
system in the long term, resulting in a stable situation with regard to national security.
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INTRODUCTION

The increasingly volatile, uncertain, complex and ambiguous environment in which we op-
erate is also referred to as the “VUCA” world. In this context, the examination of non-financial,
immaterial success factors in organizations is also becoming increasingly important. In addition to
strategy, structure and processes, corporate culture in particular is becoming the focus of scientific
and practical discussions. It is a central factor influencing organizational performance. Closely
linked to the corporate culture is the risk culture. This, in turn, has received increased attention,
especially in the context of financial crises, claims and wrong business decisions.

At the same time, implementation and further development of risk management at many banks
has accelerated considerably, partly as a result of the banking crisis in the mid-2000s, which had a
considerable impact on national security as well as economic consequences for countries worldwide.
Especially the aftermath of the 2008 global financial crises caused an increase in the development of
risk cultures in organizations. It has also caused financial authorities to demand financial institutions
for guidance on risk management, including risk culture, to regain their financial stability (Kanu
2020, p. 13). The financial system is a complex network of institutions, markets and regulations
that controls the flow of capital in an economy. Banks play a central role as intermediaries between
capital supply and demand. A stable financial system fulfils its central macroeconomic functions
smoothly and at all times. In particular, this includes the efficient allocation of financial resources
and risks as well as the provision of an efficient and secure financial infrastructure. Financial sys-
tems are therefore not only an essential component of national security, they also lead to a more effi-
cient allocation of resources as they reduce the cost of moving funds between borrowers and lenders
and ensure that the information asymmetry between borrowers and lenders is overcome. If they do
not work well, the economy cannot function efficiently and economic growth is negatively affected
(Afreen et al. 2025, p. 99). It was already clear beforehand that banks are an integral part of the fi-
nancial system. However, historical developments have also highlighted their direct importance for
financial security of the state as part of national security. Over time, but especially during the post-
2008 economic crisis, there have been changes in regulation to control risks in the financial sector
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which never targeted the root of some issues. In this context, risk culture in banks is a key factor
for national security, as weaknesses in internal risk awareness and behavior can intensify systemic
and procedural vulnerabilities. The 2008 financial crisis demonstrated that failures were not only
rooted in insufficient frameworks but also in weak risk cultures that allowed excessive risk-taking.
Strengthening risk culture therefore contributes to the resilience of financial institutions and helps
to ensure the stability of the whole economic and security environment.

Risk management as a framework is therefore quite easy to define. Risk management is un-
derstood to mean systematically identifying, recognizing, analyzing, treating and controlling the
company’s risks. The corresponding handling of risks is also referred to as risk management. If
this is successful, the risks are managed. As part of risk management, critical situations within
the company’s activities should be recognized as early as possible in order to avoid them and/or
reduce the risk. Ideally, this reduction and the ability to plan will also enable a company to better
manage unforeseeable risks. A well thought-out and functional risk management system therefore
also represents an early warning system for the company.

Now, globally, key regulators are focusing on developing the risk culture that drives enterprise
risk management (ERM) and can impact all other risk types. Risk culture is hard to define, hence
the range of approaches to address it. Ultimately, the best risk culture might be one that learns
through stress. The onus of risk culture development should shift from regulators to Boards, where
remuneration linkage could speed up this transfer. All regulators have embedded the incentive as
one of the key elements of developing a risk culture. However, its administration is the key to its
success. For proper development of risk culture, all elements should be carefully crafted, fitted to
the jurisdiction, and reviewed often (Kumar 2025, p. 62). This raises the question of the impor-
tance of risk culture in risk management and throughout the company and the extent to which it
can be further developed and improved.

In fact, there is a growing number of empirical studies that demonstrate the connection be-
tween risk culture and economic performance factors. Although it is difficult to compare the results
of the various studies, as both parameters are multidimensional constructs, correlations have been
identified (Sackmann 2002, p. 141). There are still some challenges in practical implementation.
Even if clearly defined rules for decision making exist, people are prone to be influenced by unre-
lated factors, which leads to biased judgment and decision mak- ing. Such biases can stem from
various sources such as the influence of emotions and affective reactions in the judgments of risks
(Eller & Streicher & Zimmermann 2018, p. 224). Furthermore, current developments suggest that
innovations in this area are far from over. Due to recent developments in cyber security, topics
related to risk culture, operational resilience and an efficient, comprehensive risk management
framework will also gain in importance in the future (Iyer & Raji 2025, p. 748).

Regulators are also paying increasing attention to the topic of risk culture. Following a transi-
tion in recent years from siloed risk management procedures to a holistic, integrated risk manage-
ment approach, the focus is now increasingly on improving risk culture in order to strengthen risk
management and resilience in companies in the long term. (Kumar 2025, p. 55).

In addition to internal organizational aspects, regulatory authorities have increasingly em-
phasized importance of a sound risk culture within financial institutions. International regulatory
bodies such as the Basel Committee on Banking Supervision and the Financial Stability Board
have repeatedly highlighted that effective risk governance cannot be achieved only through formal
rules and capital requirements. Instead, behavioral and cultural aspects within institutions must
also be addressed as well. Following the financial crisis, it was recognized that many failures in
risk management were not caused by a lack of formal frameworks but rather by weaknesses in
the risk culture and therefore in the implementation and internalization of these frameworks. As a
result, supervisory authorities now expect banks to demonstrate that risk awareness is embedded
in in the company and that risk considerations are integrated into strategic planning, performance
evaluation and incentive structures. This regulatory shift reflects the growing recognition that a
sustainable financial system requires not only technical risk management instruments but also a
corporate culture that promotes responsible and transparent risk behavior.
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RESEARCH METHODOLOGY

This article’s findings on the relevance and development of a risk culture in banks mainly stem
from a literature review. The literature was researched using various online databases. The attempt
was to use sources that were as up-to-date as possible as well as some well-known basic literature.
The goal is to assess the current state of and provide readers with a roadmap on how to develop
the risk culture within banks.

The literature search was conducted using several widely recognized academic databases, in-
cluding Scopus, Web of Science, and Google Scholar. These databases were selected because they
provide access to a broad range of peer-reviewed journal articles, books, and conference papers in
the fields of management, finance, and organizational studies. The search process focused on the
most recent publications that address the conceptual foundations, practical implementation, and
implications of risk culture in organizations.

To identify relevant publications, a set of key search terms was used. These included terms
such as “risk culture,” “corporate culture”, “risk management”, and “risk governance”. In addition,
combinations of these keywords were used to ensure a comprehensive coverage of the relevant
literature. Particular attention was given to studies that analyze the role of risk culture within the fi-
nancial industry, especially within banks and other financial institutions, as these organizations
operate in highly regulated environments and face more complex risk structures compared to other
industries.

While the concept of corporate culture and its theoretical models are applicable across a wide
range of industries, the analysis in this article primarily focuses on literature addressing the finan-
cial sector in order to reflect the specific regulatory, organizational, and operational characteristics
of banks. At the same time, general theoretical contributions on corporate culture were also in-
cluded in order to provide a broader conceptual foundation for understanding the development and
impact of risk culture in organizations.

RESULTS

Corporate culture refers to the totality of all shared values, norms, beliefs and fundamental
assumptions that shape and influence the thinking, feeling and acting of the members of an or-
ganization. One of the most well-known and influential definitions comes from Edgar H. Schein,
who describes corporate culture as a pattern of shared assumptions. This pattern is learned by
a group and passed on to new members. Culture thus functions as a kind of informal control
system. It complements formal regulations by reducing behavioral uncertainties and regulating
expectations.

The three-level model developed by Edgar H. Schein distinguishes between artifacts, beliefs,
and basic assumptions:

1. Artifacts comprise all visible, explicit, and accessible behaviors, structures, norms, pro-
cesses, outcomes, and the like. Members are aware of artifacts and they are obvious to outsiders.
Accordingly, artifacts are easy to observe and to measure.

2. Beliefs and values reflect the strategies, agendas, goals, philosophies, and principles asso-
ciated with risks. Members are aware of them, yet they are not necessarily observable from the
outside.

3. Basic assumptions include feelings, affects, un- or subconscious influences of personality
and temperament, cognitive states and representations, thoughts, implicit group norms, hidden
agendas, and shared implicit learning experiences.

In particular, the basic assumptions guide actions and are difficult to change. They form the
basis for specific characteristics such as innovation, performance or risk culture.

Risk culture refers to the set of shared values, attitudes and behaviors in dealing with risk and
uncertainty within an organisation. It determines how risks are perceived, communicated, assessed
and managed. In contrast to formal risk management, which includes processes, methods and in-
struments, risk culture describes the informal dimension of dealing with risks. It answers questions
such as:
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e Are risks openly addressed or concealed?

e [s misconduct sanctioned or covered up?

e Are calculated risks seen as an entrepreneurial opportunity?

Risk culture is thus a specific form of corporate culture with a focus on risks, uncertainty and
decision-making behavior.

With reference to the theory of corporate culture just described, the risk culture would there-
fore be located at the level of the basic assumptions. It touches on central beliefs, e.g.:

¢ Image of the human being (trust-oriented vs. control-oriented)

¢ Dealing with mistakes (learning opportunity vs. blame)

e Time horizon (short-term profit orientation vs. long-term stability)

For example, a company with a strong hierarchical background will tend to be less open in risk
communication than a hierarchically flatter organization.

Leadership plays a decisive role in creating and sustaining a sound risk culture within an or-
ganization. In particular, the concept of “tone from the top” highlights the importance of senior
management and board members as role models in establishing a desired behavioral standard. Em-
ployees often act not only according to formal rules but are also influenced by the implicit signals
transmitted by leadership behavior. If management prioritizes short-term financial performance
while neglecting risk considerations, employees may feel encouraged to take excessive risks in
order to achieve performance targets. At the same time, leadership that consistently communicates
the importance of responsible risk-taking and long-term stability can significantly strengthen the
risk awareness of employees. In this context, governance structures such as independent risk com-
mittees, clearly defined responsibilities and transparent reporting lines contribute to strengthen a
culture in which risks are openly communicated and discussed.

Therefore, when exploring risk culture, it is essential to dig deeply beneath the surface of arti-
facts into the in-depth understanding of basic assumptions. Unfortunately, from a methodological
point of view, basic assumptions are some- times subconscious to members of a risk culture and
not obvious to outsiders. In principle, risk culture refers to how people handle risks in a specific
social context such as an organization. Risk culture is shaped by, for example, formal structures
including shared expectations, experiences, beliefs, and values, as well as individual states and as-
sumptions. At the same time, the risk culture of a specific social category (i.e., group, organization,
society) influences how members of this social group perceive, assess, and handle risk. According-
ly, one could argue that risk culture determines how people and organizations respond to risks, and,
therefore, it is essential to understand the relevant factors of risk culture and their interactions, in
order to enhance risk competence (Eller & Streicher & Zimmermann 2018, p. 219).

However, if we examine the psychological factors involved in dealing with mistakes and risks
today, we find that there is a general fear of mistakes and failure in today’s society (Fortmann
& Kolocek 2018, p. 118). Yet the importance of mistakes for human development should not be
underestimated. It can even be said that mistakes are part of being human (Witte 2019, p. 93). In
recent years in particular, there has been intensive reflection on the topic of error culture (Fortmann
& Kolocek 2018, p. 119). It would be fatal to believe that dealing with mistakes and the resulting
consequences and psychological effects are exclusively a feel-good factor. It is also a highly rel-
evant factor in economic terms (Fortmann & Kolocek 2018, p. 119). Therefore, a bank’s cultural
orientation is also of considerable importance when it comes to influencing risk decisions and
improving risk management. (Gani & Mashamba, p. 8).

In a sense, risk culture is stable yet changeable. For example, the societal risk culture regard-
ing traffic risks is stable for a medium period of time, but changeable over a longer period of time.
Second, risk culture includes shared learning experiences. For example, society has learned that
driving unbuckled results in an unacceptable death rate, and, therefore, taking these specific risks
should be avoided. Third, risk perceptions, assessment, and behavior of people, either as individ-
uals or as members of a social group or organization, are modeled by risk culture. Accordingly,
risk culture is a major force for explaining differences in risk perception and behavior between
individuals, groups, and organizations (Eller & Streicher & Zimmermann 2018, p. 234).
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A sound risk culture provides a solid base for the implementation of an efficient risk manage-
ment. Risk culture should be managed and developed in full alignment with the risk appetite and
the risk framework to improve organizational performance. These shall enable the promotion of
a risk-aware culture and ingraining risk-related measures into performance management that help
drive the organization forward (Kanu 2020, p. 13). Risk culture is not only the basis for the stand-
ard processes within a company, but also for projects and all other aspects within the company
(Lorch 2025, p. 14). As risk is something that has potential harms to the company due to the occur-
rence of a certain event. The importance of risk management, especially in insurance companies,
can provide opportunities for companies to avoid these risks or minimize the impact of losses that
occur. The effectiveness of risk management depends on how it is integrated into the governance
of an organization and significantly influenced by the characteristics of the organization Successful
risk management is supported by the development of a risk management culture whereas employ-
ees and stakeholders realize the importance of monitoring and managing risks (Mita & Ramadh-
any 2025, p. 2582).

That being said, an organization can have an overall positive culture but still lack a sound
risk culture because most of the employees see risk management as a compliance issue and not a
means of arriving at sound business decisions (Kanu 2020, p. 14). Nowadays, the demand to fully
deal with uncertainty and complex risks more efficiently not only stems from the finance and in-
surance industry but from society in general, as well as organizations operating in a complex and
uncertain context. Accordingly, organizations recognized the contribution of social psychological
insights on risk perception, risk judgment, risk behavior, and potential pitfalls (Eller & Streicher
& Zimmermann 2018, p. 233). Despite the strong need to integrate ERM and risk culture, their
implementation in organizations remain fragmented. Risk practitioners are increasingly focused
on designing and implementing risk management frameworks with less consideration to the ini-
tial establishment of sound risk culture (Kanu 2020, p. 14). Ultimately, the main question is what
measures can be taken to improve the risk culture within the company in order to make risk man-
agement more efficient and resilient.

The further development of risk culture in companies requires a holistic approach that takes
both structural and behavioral aspects into account. A key prerequisite is clear communication of
a company-wide risk and value orientation by management in order to establish a common un-
derstanding of risk appetite and tolerance. Training and awareness-raising measures promote risk
competence among employees and strengthen their ability to identify risks at an early stage and
address them appropriately. In addition, a transparent reporting and feedback system should be es-
tablished that enables open discussion of mistakes and critical events without fear of sanctions. The
integration of risk management processes into strategic and operational decisions ensures that risk
considerations are not viewed in isolation, but rather as an integral part of corporate management.

Regular evaluations and adjustments to measures can improve the risk culture in the long term
and adapt it to changing conditions.

While risk culture often evolves as an organization grows, organizations can and should con-
duct self-assessments, surveys, and use other techniques to understand the current state of risk cul-
ture (Mita & Ramadhany 2025, p. 2582). On this basis, it is then possible to continuously develop
and optimise the risk culture.

Despite its growing relevance, measuring risk culture remains a challenge. Unlike quantita-
tive risk indicators, cultural aspects are difficult to capture using traditional metrics. Nevertheless,
organizations increasingly attempt to assess risk culture through a combination of qualitative and
quantitative approaches. These may include employee surveys, structured interviews, behavioral
indicators, internal audits and the analysis of decision-making processes. In addition, key risk
indicators related to conduct, compliance breaches or operational incidents can provide indirect
insights into the underlying cultural environment. The objective of these assessments is not only to
diagnose potential weaknesses but also to identify areas for improvement and to monitor cultural
change over time. A systematic evaluation of risk culture can therefore support management in
aligning behavioral patterns with the organization’s overall risk strategy and risk appetite.
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CONCLUSION

Risk culture should not be understood as an isolated category, but rather as a component within
the overall corporate culture. It is shaped by and interacts with various organizational dimensions:
for instance, a strong strategic orientation toward innovation tends to promote a higher willingness
to take risks, while centralized or authoritarian power structures can inhibit open communication
about risks. At the same time, an ethics-oriented, value-based culture strengthens compliance, in-
tegrity, and a more sensible approach to risk-taking.

A discrepancy between the formal risk strategy and the lived culture therefore leads to incon-
sistencies. For example, a company may officially propagate “zero tolerance” for rule violations,
while implicitly high sales and sales targets encourage risky behavior.

Corporate culture forms the foundation. An informal control system of an organization. On
this basis, the risk culture develops as a specific manifestation of the collective handling of uncer-
tainty. While formal risk management systems define structures and processes, the lived culture
determines how risks are actually perceived and treated.

A sustainable and constructive risk culture requires consistency between strategy, incentive
systems, leadership and lived values. In an increasingly dynamic environment, it is thus becoming
a decisive competitive factor — not only for avoiding crises, but also for consciously exploiting
entrepreneurial opportunities.

An analysis of the relevant literature and various theoretical approaches shows that a stable
risk culture is a key prerequisite for effective and sustainable risk management in banks.

While regulatory measures in the wake of the 2008 financial crisis have contributed to a more
comprehensive risk management framework, it is clear that purely structural compliance require-
ments are not sufficient to address the underlying behavioral and cultural factors that influence
risk-related decisions. However, a further development of precisely these aspects becomes par-
ticularly clear against the background that the crisis of 2008 not only had economic consequences,
but also had an impact on national security for society as a whole. The effective development of an
appropriate risk culture depends largely on consistent support from senior management, transpar-
ent communication and psychological mechanisms that enable mistakes and critical events to be
dealt with openly without fear of sanctions. A culture of error management that promotes mutual
trust makes the company faster and more flexible. In order to establish such a culture of trust, trust
must be generated at various levels (von Au 2017, p. 148).

It can be said that risk culture is both stable and adaptable; its further development therefore
requires regular evaluations, learning from past events and adaptation to changing conditions.
Banks that manage to establish a proactive and learning-oriented risk culture are better able to an-
ticipate emerging risks at an early stage, strengthen their resilience and ensure long-term stability
— for their own organisation, for the financial system and for national security as a whole.

The increasing digitalization of financial services and the growing importance of cyber risks
further underline the relevance of a strong risk culture within banks. Technological innovations
such as digital banking platforms, artificial intelligence and automated decision systems create
new opportunities but also introduce complex and evolving risks. In such environments, rule-
based risk management approaches may prove insufficient, as emerging risks cannot always be
fully anticipated or regulated in advance. A well-established risk culture can therefore function as
a complementary mechanism that guides employees in situations where formal rules only provide
limited orientation. Therefore, risk culture is increasingly regarded not only as a compliance re-
quirement but also as a strategic capability that enhances the resilience and adaptability of finan-
cial institutions.
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SHAYEHHUE U PASBBUTHUE HA KYJITYPATA HA PUCKA B BAHKHUTE
KATO ®AKTOP 3A HAIUOHAJIHATA CUT'YPHOCT

Peztome: B nacmosiyama cmamuisi ce paszenevncoam 3HaveHuemo u no-HamamvsutHomo paseumue Ha cma-
OUIHA KYIMYpa HA PUCKA KAMO KII0Y08A NPeONnoCmAasKka 3a eoekmusHo ynpasienue Ha pucka 6 6ankume u
10 MO3U HAYUH 34 HAYUOHAIHAmMA cucypHocm. Bv3 ochosa na uzuepnamenen npeaied Ha aumepamypama
ce noxasea, ue peayramopnume pegopmu cied unancosama kpusa om 2008 e. ca nooobpuiu cmpykmyp-
HUme YCL08UsL, HO HeCmO He YCHA8am 0d ce CAPA6sam d0eK8amHo ¢ OCHOGHUME KVIMYPHU U NOBEOCHYECKU
Gaxmopu. Kynmypama na pucka, pazoupana kamo KoIeKmueHU YeHHOCU, NPEONOI0NCEHUs U NOGEOeHUE
npu CRPABIHEmMo ¢ PUCKOGeme, UMA 3HAYUMETHO GIIUSTHUE GbPX) 8b3NPUEMAHENO HA PUCKA U B3EMAHENO HA
pewenus 6 opeanuzayuume. Egexmusnama kynmypa na pucka usuckea sichHa KOMYHUKAYUsL HA PUCKOBUS
anemum u MoAePaAHMHOCH OM CMPAHA HA PLKOBOOCMBOMO, HENPEKbCHAMO 00yYeHUe, NPO3PAYUHU KAHA-
S 34 QOKAAOBAHE U KOHCMPYKMUBHA KYAMYypa HA epeuwlku be3 cmpax om cankyuu. Unmeepupanemo na
VAPAGNEHUEMO HA PUCKA 8 CMPAMeSUHecKume u OnepamueHume pPeueHus: U pe0oGHUme OYeHKu YKpen-
64 OP2AHU3AYUOHHATA YCIOUHUBOC 8 ObA20CPOHEeH NIAH. bankume ¢ npoakmusHa, opueHmupana Kvm
VUeHemo pUcKkoga Kyumypa ca 8 CbCmosiHue no-006pe 0a UOeHMupuUuupam 6b3HUKEAWUme pPUuckoge Ha
pawen eman, 0a Y8enuyam ce0sima yCmoudueoCm u no mo3su Hauun 0d OCUSYPAm KaKmo cooCmeeHama cu
CMAabUIHOCM, MAaKka U Ma3u Ha PUHAHCOBAMA CUCEMA 8 ObI20CPOUEH NAH, KOemo 600U 00 CMaOUIHA
cumyayusi N0 OMHOWEHUE HA HAYUOHATIHAMA CUSYPHOCTI.

Knrouoseu oymu: puckosa xynmypa, ynpaeienue Ha pucka, 0anku, HayuoHaIHd CUcypHOCm
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