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Abstract: The increasing complexity of information security risks creates significant challenges 
for organizations in risk management. ISO 27005 provides a normative framework but does not 
explicitly specify how to implement individual process phases methodologically. While the use of 
artificial intelligence (AI) in risk management is gaining attention, consistent process-oriented 
integration has yet to be achieved. This article explores how to systematically integrate AI into 
the risk management process in accordance with ISO 27005 to ensure compliance with standards. 
Through document analysis of the standard and a systematic literature review, an AI-supported 
reference process was developed that positions AI support functions across all process phases and 
establishes clear decision and validation points. The findings indicate that AI is mainly useful for 
organizing and analyzing risk-related information, while humans retain responsibility for deci-
sions with normative implications.
Keywords: ISO 27005; Artificial Intelligence; Information Security Risk Management; Large-Lan-
guage-Models (LLM); Reference Process

INTRODUCTION
The importance of systematic risk management has grown significantly in nearly all organiza-

tions in recent years. The ongoing digitalization and interconnectedness of business processes are 
creating risk environments characterized by high complexity, dynamic dependencies, and increasing 
amounts of risk-related information. Particularly in information security, traditional manual methods 
for identifying, analyzing, and prioritizing risks are increasingly reaching their limits. In this context, 
many scientific studies highlight that conventional risk analysis methods and models are becoming 
inadequate. These models typically rely on subjective expert assessments and static evaluation frame-
works. Such models cannot keep up with the constantly evolving dynamics of modern risk scenarios. 
Meanwhile, artificial intelligence (AI) has proven to be a powerful tool for analyzing complex data 
and decision-making situations and is increasingly discussed as a potential aid in risk management.

ISO 27005 offers a well-established framework for information security risk management, but 
deliberately does not specify particular methods or tools for carrying out individual process steps. This 
flexibility enables adaptable applications but often leads to diverse approaches and a heavy reliance 
on personal expertise. Although the number of contributions on the use of AI in risk management is 
increasing, there is still a lack of a process-oriented, standard-compliant concept that systematically 
integrates AI into the process phases of ISO 27005 and clearly defines the limits of automation.

This study fills this gap by creating an AI-supported reference process for risk management 
based on ISO 27005, derived from a systematic literature review. The reference process links AI 
application areas to specific phases of ISO 27005 and emphasizes key decision points and valida-
tion checkpoints. This article intentionally does not aim to maximize automation in risk manage-
ment. Instead, the reference process functions as a control and governance framework that ensures 
the standard-compliant, traceable, and responsible integration of AI.

RESEARCH METHODOLOGY
This study adopts a conceptual-analytical approach. Methodologically, it combines a docu-

ment analysis of the standard with a systematic review of literature on the use of AI in information 
security and IT risk management. In the first step, ISO 27005 was analyzed to understand the nor-
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mative process structure of risk management and identify process phases where the standard inten-
tionally does not specify detailed methodological guidelines. This openness provides the founda-
tion for exploring potential AI integration points within the normative framework. Based on these 
findings, a systematic literature review was carried out focusing on AI applications in information 
security and IT risk management. The review included relevant scientific publications that explic-
itly mention risk analysis, assessment, and management processes. The initial search yielded about 
80 relevant papers. Through a multi-stage selection process, non-specialist contributions, purely 
technical studies lacking process references, and papers not applicable to the context of ISO 27005 
were excluded, leaving 47 papers for analysis. During the analysis, the publications were assessed 
based on the normative process phases of ISO 27005. The individual studies were intentionally 
not evaluated for quality. Instead, the goal was to create a structured overview of AI use cases 
described in the literature. The following five analytical perspectives guided the literature review:

(1)	Assignment of the contributions to the individual process phases,
(2)	Identification of AI-supported tasks and the functional role of AI,
(3)	Survey of relevant input and output artefacts,
(4)	Identification of explicit decision and validation points, including human-in-the-loop re-

quirements
(5)	Recording of the stated prerequisites and limitations of AI use
The results of this analysis were summarized into a cross-phase synthesis, from which the 

AI-supported reference process was developed. The selected works are chosen to cover a repre-
sentative range of AI application areas across the ISO 27005 process phases, without trying to be 
exhaustive regarding individual method classes.

RESULTS
The results of this article include the development of an AI-supported reference process for 

risk management aligned with ISO 27005. The following sections demonstrate how AI support 
functions, process artifacts, and decision and validation points can be systematically positioned 
along the individual process phases. The reference process is thus not presented as a collection of 
isolated AI use cases but as a coherent, process-oriented framework. It should be viewed as a con-
trol and governance structure that defines the conditions, limitations, and validation points for AI 
use within a normative risk management process. The assignment of AI support functions is based 
on a detailed assessment of process characteristics. Of particular importance are the normative 
influence of an activity, its context dependency, the reversibility of the generated results, and the 
stability and availability of the underlying data.

These differentiation criteria, shown in Table 1, are the result of a cross-phase analysis of the 
literature and the normative process logic of ISO 27005. They unify recurring arguments about 
the role of AI, responsibility assignment, and the management of uncertainty and data dependency 
into a consistent basis for evaluation. Based on this, the reference process distinguishes between 
AI support and human decision-making.

Table 1. Demarcation criteria AI vs. human

Criterion Suitable for AI Human required
Normative influence Structuring, aggregation Acceptance, prioritisation
Context dependency Generic patterns Organisation-specific meaning
Reversibility Preliminary results Binding decisions
Data stability Structured, historical Uncertain, incomplete

Figure 1 illustrates the AI-supported risk management process as defined in ISO/IEC 27005. 
The diagram shows AI support functions at each process stage and highlights decision-making and 
validation points for human actors.

An AI-Supported Reference Process for Risk Management in Accordance with ISO 27005
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Fig. 1. Reference process (own illustration)

Context establishment forms the starting point of the risk management process according to 
ISO 27005 and defines the organizational, technical, and regulatory framework within which risks 
are identified, analyzed, and evaluated. These framework conditions include defining key reference 
points, such as scopes, risk criteria, and protection requirements, which significantly impact the 
further course of risk management (DIN Deutsches Institut für Normung e. V., 2024). The exam-
ined literature shows that AI methods are primarily used to establish context to support the organi-
zation and integration of diverse information. It focuses on describing AI-supported techniques for 
analyzing large documents, guidelines, system descriptions, and technical artifacts. The goal is to 
create a clear, understandable starting point for subsequent steps in the process. AI’s role is limited 
to pre-structuring, categorizing, and aggregating activities. In this context, special attention is giv-
en to how taxonomies, ontologies, and knowledge graphs are used to ensure consistent mapping of 
organizational and technical contexts (Lourenço et al. 2025; Szczekocka 2024) and linking gov-
ernance, risk and control structures (Eisenberg et al. 2025). Additionally, normative and risk theory 
contributions emphasize that defining context parameters always involves implicit value assump-
tions that cannot be resolved automatically (Aven 2016). Further work emphasizes the importance 
of early governance and architecture decisions in defining the context of AI-supported systems and 
explicitly prioritizes these before addressing the actual risk analysis (Bodnari and Travis 2025; 
Bogdanov et al. 2024; Tabassi 2023). Kandasamy (2024) also highlights that definitions of context 
are always shaped by implicit assumptions about system boundaries and knowledge availability. 
Relevant input artifacts include guidelines, process descriptions, architecture overviews, and asset 
lists. Structured context information is produced as output artifacts. These serve as a basis for iden-
tifying risks. However, defining risk criteria, protection requirements, and organizational scopes 
requires normative decisions that are directly linked to the organization’s strategic objectives and 
responsibilities. These decisions are highly context-dependent and cannot be fully formalized. In 
this phase, humans are responsible for the definitive definition of context, while AI only performs 
preparatory and supportive functions. 

In the risk management process, according to ISO 27005, risk identification marks the 
shift from describing the context to conducting operational analysis. During this phase, potential 
threats, vulnerabilities, and undesirable events are systematically documented to establish an ini-
tial foundation for the subsequent risk analysis (DIN Deutsches Institut für Normung e. V., 2019, 
2024). The reviewed literature describes the application of AI to risk identification, particularly in 
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data-heavy settings where large volumes of diverse security-related information must be assessed. 
AI techniques facilitate automated analysis of internal and external data sources, including logs, 
monitoring data, vulnerability details, and external threat intelligence. The goal is to generate 
structured indicators of potential risks by detecting patterns, anomalies, and correlations among 
indicators. These include, in particular, approaches based on NLP and LLM for extracting risks 
from unstructured text sources (Begam et al. 2025; Hassani et al. 2024; Liu et al. 2025), as well 
as knowledge-based and graph-supported techniques for structured risk derivation (Bahr et al. 
2025). Additionally, several papers describe using AI as a tool to expand the identification of 
the risk spectrum, such as through simulation-, evolution-, or scenario-based approaches. These 
methods are particularly aimed at identifying previously unknown or emerging risks (Chocka-
lingam et al. 2017; Dass and Siami Namin 2020; Kalejaiye 2025; Kioskli et al. 2024; Takko et 
al. 2023). At the same time, empirical studies show that generative approaches specifically carry 
risks like hallucinations or misclassifications and therefore do not offer a reliable foundation for 
autonomous risk assessment (Collier et al. 2025; Esposito et al. 2024). The output artifacts of this 
process are pre-structured risk indicators or preliminary risk lists used as input for risk analysis. 
However, these indicators do not represent risks in the normative sense. The decision on whether 
identified indicators should be regarded as relevant risks depends on their classification within the 
organizational and regulatory context, as well as on implicit knowledge of business processes and 
dependencies. This validation cannot be fully automated and remains the responsibility of humans, 
while AI plays only a decision-preparatory role in risk identification.

As part of the risk analysis, the identified risks are evaluated based on their likelihood of 
occurrence and possible impact. This phase involves systematically organizing and modeling un-
certainty, which provides the analytical foundation for the subsequent risk assessment. The ex-
amined literature indicates that AI methods are primarily used to support complex analysis and 
modeling tasks in risk analysis. Data-driven, probabilistic, and model-based approaches are dis-
cussed, considering historical incident data, dependency structures, or scenarios. AI consistently 
processes assessment parameters, organizes relevant influencing factors, and simulates potential 
developments. Examples include fuzzy-based and Bayesian models for representing uncertainty 
(Abdymanapov et al. 2021; Savchuk 2023) as well as graph- and deep learning-based methods for 
modeling risk dependencies and propagation mechanisms (Chhetri and Namin 2025; Shanthi et al. 
2025). Additionally, several studies emphasize the importance of explainable models to ensure the 
traceability of analytical results (Enríquez 2023; Giudici and Raffinetti 2022). Furthermore, oth-
er studies employ probabilistic, Bayesian, and hybrid modeling approaches to explicitly address 
uncertainties, dependencies, and incomplete data sets in risk analysis (Ding and Liu 2012; Lezzi 
et al. 2025; Wang et al. 2024). The identified risks, relevant contextual information, and historical 
data serve as input. The output artifacts generated include the calculation of evaluation parameters, 
the creation of scenarios, and the recording of modeling results. However, interpreting these re-
sults requires managing uncertainties, assumptions, and data gaps that cannot be fully formalized. 
Assessing the significance and relevance of the modeled results relies on organization-specific 
knowledge and normative beliefs. Therefore, the interpretation and plausibility checking of the 
analysis results remain the responsibility of humans.

Risk evaluation aims to categorize and rank analysis results based on established criteria, pro-
viding a solid foundation for future risk management decisions. It marks the shift from analytical 
modeling to normative decision-making. The literature reviewed describes how AI is used during 
this phase, particularly to assist in comparing and structuring risks. AI techniques are employed 
in various areas, including aggregating assessment outcomes, prioritizing risks, and performing 
consistency checks. Based on this, AI creates structured summaries or rankings but does not make 
independent decisions. These approaches range from multi-criteria assessment methods to ensem-
ble-based prioritization models (Campos et al. 2025; Giudici and Raffinetti 2022). Empirical stud-
ies show that LLMs, in particular, produce inconsistent results in numerical evaluation and scoring 
tasks and therefore do not offer a dependable basis for decision-making (Collier et al. 2025). Fur-
thermore, risk theory emphasizes that quantitative risk values must always be interpreted within 

An AI-Supported Reference Process for Risk Management in Accordance with ISO 27005



138

the context of the underlying knowledge base (the strength of knowledge). Although AI can model 
probabilities and impacts, assessing epistemic uncertainty, implicit assumptions, and the robust-
ness of available data requires human judgment (Aven 2016; Erdogan et al. 2021). Additionally, 
multiple studies have demonstrated that AI-based prioritization heavily relies on the fundamental 
assessment logic and data quality. Without human plausibility checks, this can lead to systematic 
biases (Ablayeva 2025; Kunle-Lawanson 2022). Relevant output artifacts include prioritized risk 
lists and aggregated assessment overviews. However, the decision on risk acceptance, escalation, 
or treatment remains a human responsibility, as it involves normative, strategic, and organizational 
aspects that cannot be fully formalized. The role of AI in risk assessment is therefore strictly lim-
ited to supporting structured decision-making processes.

Risk treatment involves choosing and applying measures to reduce, transfer, or accept risks. 
This stage marks the shift from assessment to action and is directly connected to organizational 
responsibility. The reviewed literature highlights the use of AI in risk treatment mainly to support 
the analysis and organization of potential measures. AI-supported techniques help, for example, 
assess measures based on their effectiveness, dependencies, and cost-benefit ratios, and provide an 
overview of alternative options. These include, in particular, methods for analyzing and optimiz-
ing security measures (Eke and Onyejegbu 2024; Finistrella et al. 2025) as well as AI-supported 
methods for generating and evaluating textual proposals for security measures (Xia et al. 2021). 
However, several studies emphasize that selecting and implementing measures cannot be auto-
mated because of their regulatory, economic, and organizational implications (Collier et al. 2025). 
Previous work has shown that although algorithmic optimization of policy options can lead to effi-
ciency gains, the final choice must account for organization-specific trade-offs (Kirt and Kivimaab 
2010). Relevant output artifacts include structured policy options and comparative overviews. The 
selection, prioritization, and implementation of specific measures require weighing effectiveness, 
costs, and feasibility and assessing regulatory requirements. This weighing is highly context-de-
pendent and involves organizational responsibility and potential consequences. Accordingly, these 
decisions remain the responsibility of humans, with AI playing only a supporting role.

Risk monitoring and communication ensure that risks are continuously observed, assessed, 
and addressed to relevant stakeholders. This phase does not follow a sequential process but serves 
as ongoing feedback for all previous steps. The reviewed literature describes the use of AI in this 
phase, notably to support the continuous evaluation and processing of risk-related information. AI 
techniques can analyze real-time monitoring data, update risk assessments, and automatically gen-
erate reports or alerts. Additionally, learning-based approaches to anomaly and attack detection are 
discussed (Joshi and Shandilya 2024; Rihan et al. 2023; Yang et al. 2023) as well as explainable AI 
models to assist in alarm interpretation (Dilhara 2025; Zhang et al. 2022). Multiple studies show that 
without human validation, false alarms and alarm fatigue can happen (Almadhor et al. 2025; Sharma 
et al. 2025). Studies on the use of AI-based monitoring and alerting systems show that, especially 
in complex system landscapes, human interpretation remains necessary to prevent false alarms and 
contextless escalations (Alexandrov 2025; Korniszuk and Sawicki 2024). Humans remain respon-
sible for assessing consequences, adapting measures, and communicating risk-relevant decisions. 
Particularly in communication, the literature highlights the importance of transparency, traceability, 
and interpretation suitable for the target audience. These requirements extend beyond the analytical 
capabilities of AI systems, making human control and responsibility essential in this phase.

The cross-phase evaluation demonstrates that the use of AI in risk management, as defined in 
ISO 27005, can be systematically differentiated along functional and normative boundaries. While 
AI helps structure, analyze, and consolidate risk-relevant information in all process phases, deci-
sions with normative implications remain the responsibility of humans throughout. The reference 
process derived from this clearly shows this distinction by consistently placing AI support func-
tions, process artifacts, and decision and validation points across all process phases. The reference 
process is therefore not meant as an architecture for automating risk decisions but as a framework 
for structuring and controlling the norm-compliant integration of AI into risk management, in ac-
cordance with ISO 27005.
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DISCUSSION
The results of the study show that AI can be effectively used in risk management, in line 

with ISO 27005, as part of a process-oriented approach, provided its role is clearly defined and 
integrated into existing governance structures. Organizing the literature findings by individual 
process phases makes it clear that AI should not be seen as an isolated technology but rather as 
a supporting element within a normative risk management process. At the same time, the review 
of the existing literature reveals significant variability in the attribution of automation levels and 
responsibilities. This variability is less due to fundamental deficits in AI processes and more to dif-
ferences in data situations, application goals, and organizational contexts. The developed reference 
process addresses these findings by consistently positioning AI as a decision-preparatory element 
and explicitly including human decision-making and validation points in all process phases.

Regarding LLMs in particular, current research increasingly highlights specific limitations. 
Empirical studies indicate that when LLMs are used in numerical assessments and scoring tasks, 
such as in FMEA-like procedures, results are often inconsistent or methodologically unreliable 
(Collier et al. 2025). While such models can efficiently organize textual information and describe 
risks linguistically, their effectiveness for quantitative risk assessments is still limited. Meanwhile, 
studies show that human experts generally offer more accurate and context-aware evaluations. AI 
systems, however, excel in speed, scalability, and providing action-oriented preliminary struc-
turing, such as aggregated, prioritized, or similarly prepared information. (Esposito et al. 2024). 
These findings support the distinction made in the reference process between AI as an assistant 
and not as a decision-making authority. Furthermore, the results show that the use of AI is always 
linked to organizational, normative, and governance-related framework conditions. The reference 
process intentionally does not prescribe a single set of methods but allows for a context-dependent 
selection of suitable AI procedures. This flexibility reflects the different requirements of individual 
process phases and varying levels of maturity and data availability across organizations. Methodo-
logical diversity is viewed not as a weakness but as a necessary condition for the practical integra-
tion of AI. Another important aspect concerns the traceability and explainability of AI-supported 
results. Non-transparent models pose the risk that results will either be accepted uncritically or 
rejected outright. The reference process addresses this tension by positioning explainability not as 
an extra technical feature but as a procedural necessity for risk monitoring, communication, and 
governance. Consequently, explainability becomes essential to responsible decision support.

The article adds conceptual value by turning existing, often fragmented AI application areas 
into a consistent, standardized process logic. However, the reference process has limitations: it 
relies on a synthesis of the literature and has not been empirically tested in specific organizational 
settings. Different levels of maturity, data availability, and regulatory environments necessitate 
organization-specific adjustments. Promising directions for future research include empirical eval-
uations of the reference process, detailed analyses of individual process phases, and studies of 
specific regulatory or cultural conditions. Alternative approaches that aim for extensive automa-
tion of risk assessments or decisions are critically evaluated in light of the results of this article. 
These approaches often implicitly embed normative assumptions into models without making 
them transparent or verifiable. Under ISO 27005, however, risk decisions are closely tied to or-
ganizational responsibility and accountability. Therefore, the developed reference process consist-
ently positions AI as a supporting, rather than a primary, element within normatively guided risk 
management.

CONCLUSIONS
This article explores the possibility of systematically integrating artificial intelligence into 

the risk management process in line with ISO 27005 without compromising normative principles, 
responsibilities, and decision-making structures. Based on a document review of the standard and 
a systematic review of the literature, an AI-supported reference process was developed that con-
sistently assigns AI support functions to the different process phases while also establishing clear 
boundaries for automation.
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The study’s findings indicate that applying AI in risk management is especially important 
when a large amount of diverse information needs to be processed into a clear, analytical, and 
concise format. However, decisions with normative implications, particularly regarding the as-
sessment, acceptance, and handling of risks, must still be made by humans. The reference process 
explicitly enforces this distinction and makes the decision and validation points visible throughout 
the entire process phases.

The main scientific contribution is not evaluating individual AI methods but rather the pro-
cess-oriented synthesis of existing research into a norm-based control-and-governance framework. 
Therefore, the reference process should be seen not as an architecture for automated decision-mak-
ing but as a guideline for the structured, transparent, and responsible integration of AI into risk 
management. Since the reference process is built on a synthesis of the literature, empirical studies 
on its practical application and context-specific adaptations in different organizational and regula-
tory environments are natural starting points for future research.
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ПОДПОМАГАН ОТ ИЗКУСТВЕН ИНТЕЛЕКТ РЕФЕРЕНТЕН ПРОЦЕС 
ЗА УПРАВЛЕНИЕ НА РИСКА В СЪОТВЕТСТВИЕ С ISO 27005

Резюме: Нарастващата сложност на рисковете за информационната сигурност създава значи-
телни предизвикателства за организациите в управлението на риска. ISO 27005 предоставя норма-
тивна рамка, но не посочва изрично как да се прилагат методологично отделните фази на процеса. 
Въпреки че използването на изкуствен интелект (ИИ) в управлението на риска привлича все по-го-
лямо внимание, все още не е постигната последователна интеграция, ориентирана към процеси-
те. В тази статия се разглежда как систематично да се интегрира ИИ в процеса на управление 
на риска в съответствие с ISO 27005, за да се гарантира съответствие със стандартите. Чрез 
анализ на документацията на стандарта и систематичен преглед на литературата е разработен 
референтен процес, подкрепен от ИИ, който позиционира ИИ поддържащите функции във всич-
ки фази на процеса и установява ясни точки за вземане на решения и валидиране. Резултатите 
показват, че ИИ е полезен главно за организиране и анализиране на информация, свързана с риска, 
докато хората запазват отговорността за решенията с нормативни последствия.
Ключови думи: ISO 27005; изкуствен интелект; управление на риска за информационната сигур-
ност; големи езикови модели (LLM); референтен процес
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