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Abstract: Digital health information has the potential to facilitate access to knowledge and promote
health literacy. At the same time, information overload, misinformation and social inequalities are
contributing to a growing trust problem. This study aims to identify key quality criteria and formulate
recommendations for trustworthy digital health communication based on a systematic literature anal-
ysis. The findings show that the main quality dimensions include comprehensibility, evidence-based
content, transparency and data protection, accessibility and participation. These criteria can be linked
to established theoretical frameworks that explain how individual attitudes, perceived control and
structural inequalities influence information behavior. In recent years, the increasing use of artificial
intelligence, automated recommendation systems and personalised health technologies has intensi-
fied the need for ethical governance, algorithmic transparency and inclusive design. Trust in digital
health information is therefore understood as a dynamic relationship between users, technologies and
institutions. International initiatives highlight that trustworthy communication must be transparent,
inclusive, participatory and accountable. Based on these insights, this article proposes an integrative
framework combining psychological, structural and ethical perspectives. Measurable quality indica-
tors are essential for systematic benchmarking and continuous quality assurance. Only through trans-
parent design, participatory development and ethical responsibility can digital health communication
achieve lasting credibility and equity.
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INTRODUCTION

Digitalisation has fundamentally changed the way people search for, evaluate and use health in-
formation. Digital communication channels such as apps, online portals and social networks enable
fast and location-independent access to knowledge and can thus significantly promote health literacy
(Serensen et al. 2012). At the same time it is becoming increasingly clear that digital health commu-
nication presents new challenges. These include information overload, the risk of misinformation and
the problem of unequal access opportunities in the sense of the digital divide (Friemel 2016). In the
past few years these challenges have intensified. The rapid development of artificial intelligence (Al),
automated recommendation systems and personalised health applications has expanded the possibil-
ities of digital communication, but has also raised new ethical and social concerns. Studies show that
the complexity and opacity of algorithmic systems can exacerbate mistrust and misunderstanding, par-
ticularly among users with lower levels of digital literacy (Topol et al. 2023; Lupton & Jansen 2024).

At the same time the spread of misinformation on social media continues to pose a major threat
to public health, as it undermines evidence-based decision-making and increases scepticism towards
institutional sources (Swire-Thompson & Lazer 2020). A key issue is therefore trust in digital health
information. Numerous studies demonstrate that users often find content on the internet difficult to
understand and have difficulty assessing its reliability (Swire-Thompson & Lazer 2020). Analyses
emphasise that quality standards such as comprehensibility, evidence-based content, accessibility and
transparency are key factors for the acceptance and effectiveness of digital offerings (Chou, Oh &
Klein 2018). The ability to trust digital sources is increasingly recognised as a fundamental precon-
dition for the success of digital health innovations, as it mediates between health literacy, technology
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acceptance and behavioral change (Floridi et al. 2023). International initiatives, such as the World
Health Organization’s Global Strategy on Digital Health 2020-2025, the OECD’s Digital Health Eth-
ics Compass (2024) and the European Commission’s framework for the European Health Data Space
(2025), emphasise that trustworthy digital health communication must be built on transparency, data
protection, inclusiveness and participation. These policy frameworks underline that digital trust is not
solely a technical issue but a multidimensional concept linking ethical governance, communication
design and social equity.

Another emerging dimension concerns the ethical sustainability of digital transformation. Schol-
ars have argued that digital health ecosystems can only achieve long-term legitimacy if they integrate
environmental and social sustainability principles, ensuring that innovation contributes to global eq-
uity and ecological responsibility (Vayena & Daly 2024). Digital inclusion and accessibility there-
fore become not only functional but moral imperatives within a responsible digital health paradigm.
Against this background, this publication aims to identify key quality criteria and recommendations
for action for trustworthy digital health communication. The focus is on three interrelated questions:
What quality criteria are mentioned in the scientific literature? How can these criteria be systematical-
ly organised and linked to form an integrative framework model? And what recommendations for ac-
tion result from this for research, policy and practice? By addressing these questions, the article seeks
to contribute to a better theoretical and practical understanding of trust in digital health communica-
tion. It proposes an integrative model that links behavioral theories such as the Health Belief Model
(HBM) and the Theory of Planned Behavior (TPB) with structural perspectives on the digital divide
and ethical governance frameworks. It highlights the need for transparent, inclusive and participatory
approaches to ensure that digital health communication not only disseminates reliable information but
also fosters empowerment, equity and trust in the long term.

RESEARCH METHODOLOGY

The study is based on a systematic literature analysis following established standards for trans-
parent and reproducible review procedures. Relevant publications from 2010 to 2025 were identified
through structured searches in major scientific databases, complemented by international guidelines
and strategy papers on digital health communication. Inclusion criteria focused on peer-reviewed stud-
ies and institutional reports addressing quality criteria such as comprehensibility, evidence base, trans-
parency, accessibility and user participation. Screening, data extraction and the methodological quality
of empirical studies was critically appraised. The extracted data were synthesised using thematic anal-
ysis, allowing recurring dimensions of trustworthy digital health communication to be identified and
grouped into analytical categories. These were compared and triangulated with existing international
standards to highlight commonalities and research gaps. Sensitivity analyses and transparent docu-
mentation of all steps ensured the validity and reliability of the findings. Overall, this methodological
approach provides a sound basis for developing an integrative framework of quality criteria for trust-
worthy digital health communication.

RESULTS

The literature analysis shows that five central quality criteria for trustworthy digital health com-
munication have emerged: comprehensibility, evidence-based approach, transparency and data pro-
tection, accessibility and participation.

Comprehensibility

A key criterion is the linguistic and visual comprehensibility of digital health information. Con-
tent must be presented in such a way that it is accessible to different target groups. Studies show that
complex technical language and overloaded presentations can make use difficult and lead to misunder-
standings (Koch-Weser et al. 2010). Recent usability research confirms that clear, concise and cultur-
ally adapted information design significantly improves comprehension and engagement, particularly
among older adults and people with limited digital literacy (Hoffmann et al. 2023; Toloza et al. 2024).
Additional findings show that multimodal and interactive formats facilitate sustained attention and
emotional engagement (Leung et al. 2023). Comprehensibility is also enhanced when platforms apply
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readability testing or user feedback loops during development, ensuring that complexity levels corre-
spond to the literacy skills of intended audiences.

Evidence-based information

Another quality feature is the scientific basis of the information provided. Evidence-based means
that digital health information is based on verified, up-to-date and traceable data. Analyses show that
missing or distorted evidence can contribute significantly to a loss of trust (Chou et al. 2018). Newer
studies underline that evidence visibility serves as a clear trust signal for users (Ancker et al. 2023).
Integrating contextual summaries or “evidence badges” within articles increases perceived reliability
and intention to act on the information. The establishment of editorial review boards and regular ev-
idence updates has also been identified as good practice for maintaining credibility (Lu et al. 2023).

Transparency and data protection

The disclosure of information sources, authorship and financial interests is crucial for users. A
lack of transparency can easily lead to mistrust of digital health services. Data protection issues are
particularly relevant. If user data are processed in an unclear manner, users are less willing to use
digital tools (Wang et al. 2019). Recent studies show that perceived data control and transparent con-
sent processes substantially increase the perceived reliability of digital health apps (Nabben et al.
2025). Beyond privacy statements algorithmic transparency has become an essential trust component
(Stark et al. 2023). Frameworks such as the OECD (2023) Digital Health Trust Framework and the
WHO (2021) Global Strategy on Digital Health 2020-2025 emphasise explainability, fairness and
ethical oversight as core governance dimensions. Furthermore, publishing transparency reports and
conducting independent data-protection audits are increasingly recognised as practical instruments to
strengthen institutional accountability.

Accessibility

Digital health communication is only inclusive if services are accessible to vulnerable groups
such as older people, individuals with lower levels of education and people with disabilities. Data
show that a lack of adaptation to these target groups widens the digital divide (Gonzales 2016). New
empirical evidence demonstrates that accessibility barriers are still widespread which underscores the
need for systematic accessibility testing and plain-language design (European Commission 2024).
Accessibility should be understood not only technically but also cognitively and linguistically. Studies
show that simplified navigation structures, consistent icons and voice-controlled or captioned content
significantly improve usability (Nguyen et al. 2023). Inclusive digital environments further benefit
from culturally adapted content and multilingual interfaces that respect local contexts and literacy
gradients.

Participation and co-design

The literature emphasises the importance of participation and co-design. Health services gain
trust and effectiveness when users are actively involved in their development. Participation-orient-
ed approaches not only improve fit, but also promote acceptance (Greenhalgh et al. 2017). Updated
frameworks for participatory digital health stress that co-creation with end-users and healthcare pro-
fessionals results in higher adherence rates and stronger perceived ownership of digital tools (Bern-
aerts et al. 2024; Wilde et al. 2025). Longitudinal evaluations show that participation stabilises trust
even when technologies or data policies change (de Camargo Catapan et al. 2025). Participatory de-
sign is increasingly recognised as an ethical imperative, ensuring diversity and equity in digital health
governance (Lupton 2024). Involving marginalised communities in early design phases fosters both
empowerment and legitimacy of digital solutions.

Across all criteria, the results indicate that trust is a dynamic construct, influenced by both
structural and interpersonal factors. Empirical studies show that trust in digital health services is
shaped not only by privacy safeguards but also by communication tone, perceived empathy and
design transparency (Chung et al. 2023). Trustworthy digital health communication requires a
multi-level perspective integrating technical reliability, ethical accountability and participatory
engagement. The synthesis of current evidence reveals that ethical and participatory governance
models, combining open data policies, algorithmic explainability and continuous stakeholder di-
alogue, achieve the highest long-term credibility and engagement (OECD 2023; Tennant et al.
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2024). This underlines the interdependence of behavioral, structural and normative determinants
that together define the quality of digital health communication.

CONCLUSIONS/DISCUSSION

The analysis of the literature makes it clear that these quality criteria are crucial for the trustwor-
thiness of digital health communication. They can be usefully linked to recognised theoretical models
and common standards.

The identified criteria in the HBM have a direct impact on the perception of benefits and barriers.
Clear and understandable language can help to reduce perceived barriers. Evidence-based content can
highlight the added value of digital offerings (Becker 1974; Rosenstock 1974).

Recent studies have expanded this perspective by linking the concept of perceived barriers with
emotional and cognitive trust mechanisms. Findings from user-centred digital health research indicate
that perceived empathy, tone and design transparency can reduce emotional barriers and increase
self-efficacy in digital health engagement (Chung et al. 2023; Tennant et al. 2024). Integrating be-
havioral theory with affective trust research therefore provides a more comprehensive framework for
understanding how comprehension and credibility jointly influence perceived control and motivation.

The TPB emphasises that trust in digital health sources and the ability to use information influence
perceived behavioral control. Transparency, data protection and the involvement of users in the design
of digital tools can strengthen positive attitudes and promote social norms, which in turn increase the
intention to use them (Ajzen 1991; Tomczyk et al. 2021).

Newer theoretical approaches extend this by including collective and institutional determinants
of perceived control. Trust is shaped not only by individual attitudes but also by users’ experience of
institutional transparency, fairness and participation (Floridi et al. 2023). Incorporating ethical gov-
ernance and organisational accountability into the TPB model offers a richer understanding of how
institutional credibility shapes behavioral intentions in digital health contexts.

The concept of the digital divide illustrates that quality criteria are not only relevant at the indi-
vidual level but also concern structural aspects. Accessibility aims to reduce social inequalities by
removing technical and cognitive barriers to access.

Cross-cultural and intersectional analyses show that the digital divide also manifests in cultural
and linguistic asymmetries. Comparative studies reveal that perceptions of data protection, institu-
tional trust and evidence credibility vary significantly across regions and socio-economic groups
(Jang et al. 2023). Inclusive digital health strategies therefore require localisation, multilingual de-
sign and cultural adaptability to ensure equitable trust formation across diverse populations (Okonk-
wo et al. 2024).

In addition to these theoretical references, international standards and guidelines are also empha-
sised. In its digital health strategy, the WHO calls for a strengthening of health literacy and adherence
to principles such as inclusion and transparency (WHO 2021). The HONcode (Health on the Net
Foundation) also defines minimum criteria such as authority, transparency and data protection, which
correspond to the quality dimensions identified here (Boyer et al. 2011).

Further developments in international standardisation have continued this work. Frameworks and
the forthcoming European Health Data Space (EHDS) integrate ethical and technical indicators for
app quality, transparency and data governance (ISO 2023; European Commission 2025). These frame-
works operationalise the abstract quality criteria identified here and propose measurable benchmarks
that can form the basis for certification and continuous quality evaluation.

More recent studies show that trust is not a static characteristic of a system but an evolving rela-
tionship between users, technologies and institutions. Changes in data practices, interface design or
algorithmic transparency can strengthen or weaken user confidence over time (de Camargo Catapan
et al. 2025). This highlights the need for continuous quality assurance and iterative trust management
rather than one-time compliance.

Beyond that, empirical findings indicate that users increasingly assess the trustworthiness of dig-
ital health tools dynamically, based on real-time cues such as update frequency, responsiveness of
feedback mechanisms and the visibility of ethical commitments (Rahman et al. 2024). Establishing
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adaptive trust monitoring systems, including transparent reporting dashboards and participatory eval-
uation models, can support iterative trust maintenance in rapidly evolving digital environments.

Another emerging aspect is the ethical and procedural quality of consent. Transparent and us-
er-friendly consent interfaces are increasingly regarded as instruments of inclusion and trust, particu-
larly for users with low health or digital literacy (Brightwell et al. 2024). Similarly, the ethical and
safety dimensions of Al-based or data-driven health technologies have become central for sustaining
public legitimacy (Grosman-Rimon et al. 2024).

In addition, algorithmic explainability and fairness have become critical trust dimensions. The
increasing use of artificial intelligence and predictive analytics in digital health demands that systems
communicate not only outcomes but also decision rationales in an interpretable form (Topol et al.
2023). Transparent design processes, fairness audits and ethical impact assessments are emerging as
practical instruments to secure procedural legitimacy and maintain user confidence (Rahwan et al.
2023).

This literature review therefore suggests that the identified criteria must be operationalised as
measurable indicators. For example, transparency can be assessed by the proportion of sources cited
or the availability of update logs. Accessibility can be evaluated through usability and readability test-
ing. Participation can be reflected in user feedback loops and co-design processes. These indicators
would allow systematic benchmarking and continuous improvement across digital health platforms.

Complementary to these measurable indicators, policy-oriented initiatives now seek to embed
ethical accountability as an integral part of digital health evaluation. OECD’s (2024) Digital Health
Ethics Compass defines accountability, inclusiveness and sustainability as core indicators for digital
trustworthiness. Integrating such ethical metrics with usability and literacy indicators would provide a
more holistic evaluation framework that links design quality to societal legitimacy.

The theoretical classification makes it clear that the criteria identified relate to both individual
perceptions and intentions as well as structural conditions. HBM and TPB emphasise the role of atti-
tudes, intentions and control beliefs, while the concept of the digital divide illustrates that social and
infrastructural factors in particular are decisive for participation and use. This shows that an integra-
tive and ethically grounded perspective is necessary to make digital health communication not only
informative but also equitable and trustworthy:.

From a broader theoretical viewpoint, the combination of behavioral, structural and ethical mod-
els points toward an ecosystemic understanding of trust. Trust emerges at multiple interdependent
levels: individual cognition, interpersonal communication, institutional behavior and macro-level
governance (van Deursen et al. 2023). Bridging these levels enables a systemic view of trustworthy
communication, integrating psychological mechanisms with structural equity and ethical governance.

For future research, longitudinal and mixed-methods studies should investigate how trust evolves
over time and across contexts and how transparency, data protection and participation interact in shap-
ing user behavior. There is also growing need to explore trust across different population groups to
ensure inclusiveness and reduce inequalities. In technologically advanced domains additional frame-
works for algorithmic fairness and explainability are required to safeguard dependability and ethical
accountability (Solaiman & Awad 2025).

Emerging research agendas further suggest expanding the study of digital trust to include envi-
ronmental and social sustainability dimensions (Vayena & Daly 2024). Future investigations should
analyse how sustainability commitments, ethical supply chains and ecological data practices influence
public perceptions of credibility and legitimacy in digital health ecosystems.

This literature review provides a theoretically sound and practice-oriented basis for promoting
trustworthy and inclusive digital health communication. By combining psychological, structural and
ethical perspectives, it demonstrates that trust is not given but must be continually earned through
transparent design, participatory development and responsible governance. Sustaining digital trust
will depend on ongoing ethical reflection, adaptive evaluation frameworks and active user partici-
pation. Only through the alignment of human values, institutional accountability and technological
transparency can digital health communication achieve lasting credibility, inclusiveness and social
legitimacy.
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IUPPOBA KOMYHUKAIUA B OBJIACTTA HA 3IPABEOIIAZBBAHETO
N 3IPABHATA TPAMOTHOCT: TEOPETUYHHU MO/JEJIN
N MHTET'PATUBHU CbOBPA’KEHUSA

Pestome: [{upposama 30pasna ungopmayus uma nomenyuan 0a yiecHu 00Cmvna 00 3HAHUS U 0d HACbPYU
30pasHama epamomuocm. B cvujomo epeme npenacuwanemo ¢ ungopmayus, 0e3uHpopmayusma u coyu-
anHume HepaseHCmaea OONPUHACAM 3a Hapacmeaw npoonem ¢ dogepuemo. Hacmosuomo npoyusane uma
3a yen 0a uoeHmuuyupa Kio4osu Kpumepuu 3a Kauecmso u 0a hopmyaupa npenopvku 3a HA0eNCOHd
yUppPosa 30pasHa KOMyHUKAYUS 6b3 OCHOBA HA CUCMeMAmuYel anaiu3 Ha iumepamypama. Pezynmamume
NnOKA36am, ue OCHOGHUME UBMEPEHUsT HA KAYeCmBOmo GKIIOUSAM pazoupaemocn, cb0bpicanue, 0CHO8A-
HO HA 00KA3AMENCMBd, NPO3PAYHOCH U 3aWUma Ha OaHHume, 00OCmvnHOCm u yuacmue. Tezu Kpumepuu
Moeam 0a 6bOam C8bP3AHU C YCTHAHOBEHU MEOPEMUYHU PAMKU, KOUMO 00SACHABAM KAK UHOUBUOYATHUME
Haenacu, 8b3NPUEMAHUsIN KOHMPOL U CIPYKMYPHUMe HEPAGEHCMEA GIUASN 6bPXY UHDOPMAYUOHHOMO
nosedenue. [lpe3 nocreonume 200uHu HAPACMBAWOMO UNON3EAHE HA U3KYCIGEH UHMENEeKm, A8MomMda-
MUBUPAHY cCUCmemMU 3a NPEnoPvKU U NEPCOHATUBUPAHU 30PAGHU TNEXHOTIO2ULU 3ACUTU HE0OX0OUMOCIMA
OMm emuyHO YApasieHue, aleopummMuiHa npospavHocm u npuobwasawy ousain. /Josepuemo 6 yugpposa-
ma 30paeua uHgopmayus ce pazoupa Kamo OUHAMUYHA 8PBIKA MeXHCOY Nompeoumenu, MexHoI02UU U UH-
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cmumyyuu. Medxcoynapoonume uHUYUAMUBU NOOYEPMABAN, Ye HAOEHCOHOMO 0bwysane mpsabea 0a 6voe
NpO3PAUHO, NPUOOWABAWO, YUACUMETHO U OmYemHo. Bb3 0CHO8a Ha me3u npo3penus masu cmamus
npeonaza UHmMespamueHa PamKd, Cbyemasauya NCUXoi0eUdecky, CMpyKmypHu u emudnu nepcneKmueu.
Hzmepumume noxkazamenu 3a Kauecmeo ca om CbUWecmeeHo 3HAYEHUe 3a CUCTNEMAMUYHOMO CPABHABAHE
U HeNnpeKvLCHamomo ocuzypsasane Ha kavecmeomo. Camo upe3 npospaven ouzaiin, ywacmue 8 paspadom-
BAHEMO U emMU4YHA OM20BOPHOC YUPPOBOMO 00wysane 68 00IAcCmma Ha 30PABeOna38anemo Modice Od
nocmueHe mpauha HadeACOHOC U CRPABEOIUBOCHI.

Knwuoeu oymu: yugposa xomynuxayus ¢ oonacmma na 30pageonazéamnemo, Kpumepuu 3a Kawecmeo,
yughposa epamomnocm 6 obnacmma Ha 30paseonassanemo, 000CHOBKA C OOKA3AMENCMEA, OUSUMATHO
pasoenenue
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