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THE VOPA+ MODEL AS A GUIDELINE FOR TRANSFORMATIVE LEADERSHIP

Alexander Manuel Boschuk
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Abstract: Digital transformation and increasing volatility are presenting new challenges for manag-
ers and leaders. Traditional leadership approaches are reaching their limits in VUCA environments.
This article analyzes Buhse and Petry s VOPA+ model as a framework for transformative leadership
and examines its relevance for change management processes. Based on a systematic literature anal-
ysis of German and international publications on digital leadership and VUCA environments, the
five principles of the model are examined.: networking as the basis for digital collaboration, openness
as the key to innovation, participation to involve employees, agility for flexibility in dynamic environ-
ments, and trust as a fundamental element. The analysis shows that the five dimensions are closely
interlinked and that trust serves as a foundation without which the other principles are ineffective.
Implementation requires a comprehensive cultural change that goes beyond merely introducing dig-
ital tools. Managers must change their role from that of the sole decision-maker to that of facilitator
and enabler. The VOPA+ model offers a valuable framework for transformation processes, although
the specific design must be context-dependent, depending on the industry, size and organizational
culture. Further empirical research on the measurability of success is necessary.

Keywords: VOPA+; VUCA; Digital Leadership, Transformation;, Change Management

INTRODUCTION

The current working world is characterized by increasing uncertainty and volatility. A global
survey of 4,701 CEOs conducted by PricewaterhouseCoopers clearly shows that macroeconomic
fluctuations (35%), geopolitical tensions (27%) and cyber risks (24%) are perceived as key threats
for 2025 (PricewaterhouseCoopers 2025). German CEOs also see these risks as particularly rele-
vant, with the shortage of skilled workers being highlighted at 21 per cent (ibid.).

Volatility Of The Economy in 2025

Sodal inequality

Climate change
Technological disruption
Geopolitical conflicts
shortage of skilled workers
Cyberrisks

Inflation

Macroeconomic fluctuations

=]

10 20 30 40

Fig. 1. CEOs concerned about economic volatility
Source: PwC Annual Global CEO Survey 2025

Not only global CEOs, but also German CEOs are feeling a growing sense of uncertainty.
In January 2026, 84% of the German population stated that the current situation was cause for
concern (Infratest dimap 2026). This mood and these developments are reflected in companies. In
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2016, over 58% of executives surveyed in a study stated that the complexity of collaboration was
a particular challenge (Hays 2017, p. 15). Increasing digitalization and flexible working models,
generally referred to as “new work”, also pose new tasks for managers.

Current studies show that today’s working world and its environment can no longer be de-
scribed as purely linear or predictable, and this is also how those affected and involved perceive it.
The working world is characterized by volatility, uncertainty, complexity and ambiguity. The VUCA
framework provides a systematic approach to understanding the challenges of modern leadership
(Lippold 2019, p. 25). These dilemmas can be exacerbated by the challenges of digital transforma-
tion. According to McKinsey, 90 per cent of companies worldwide are now implementing digital
transformation in some form (Rachytski and Runets 2025). In Germany, the DIHK Digitalization
Survey 2025 shows that many companies are actively engaged in transformation processes, with 54
per cent citing complexity and 60 per cent citing a lack of resources as key challenges (DIHK 2026).
This is where traditional management approaches, which originated in other eras such as the second
or third industrial revolution, reach their limits and fade into the background.

New leadership approaches are replacing outdated models because they appear better suited to
today’s requirements. These new leadership models, such as digital leadership, combine techno-
logical, strategic and emotional skills, as they are particularly relevant (Boschuk 2024, p. 7). The
VOPA+ model, introduced by Willms Buhse and expanded by Thomas Petry, offers a systematic
framework for modern leadership. The aim of this article is to analyze the model’s principles and
highlight their relevance to the design of change management processes.

This article will first provide a rough overview of new leadership approaches and describe the
VOPA+ model, as well as substantiate its relevance for the current challenges faced by managers.
Recommendations for action round off this work.

RESEARCH METHODOLOGY

This article is based on a systematic analysis of literature and publications from German-speak-
ing and Anglo-Saxon countries on digital leadership, the VUCA environment, and VOPA+. The
acronym VOPA is only found in German-language literature, which is why the analysis was sup-
plemented with the term’s ambidextrous leadership and ambidexterity. The theoretical foundations
are supported by selected sources from the current scientific discussion, such as specialist journals
and online articles.

RESULTS

New leadership approaches in the context of digital transformation

The demands of digital transformation have triggered a fundamental reassessment of traditional
leadership approaches. Leadership research distinguishes between various models, each with a differ-
ent focus, and understanding these models makes it easier to classify the VOPA+ model. The trans-
actional leadership approach is based on the principle of exchange. Performance is rewarded and
deviations from this are corrected (Bass and Riggio 2006, p. 8). It is suitable for stable, clearly struc-
tured environments, but reaches its limits in dynamic transformation processes. The transformational
leadership approach goes beyond this. It aims to change employees’ values and attitudes, emphasizing
vision and inspiration. Individual development is also anchored in this leadership approach (ibid., p.
6). Situational leadership models, such as that of Hersey and Blanchard (1969), emphasize the need to
adapt the leadership style to employees’ maturity level (Lippold 2019, p. 21). Servant leadership views
the manager primarily as an enabler who puts employees’ needs first (Simsa, p. 140).

These approaches form the basis for digital leadership as an integrative approach to the pres-
ent. Digital leadership is not an entirely new theoretical construct, but rather a further development
of proven leadership concepts for the digital age. It combines technological competence and stra-
tegic foresight and is thus specifically geared towards volatile, networked and rapidly changing
organizational environments (Petry 2024, p. 56). The VOPA+ model operationalizes digital leader-
ship by identifying five specific leadership dimensions that managers can use to guide their actions
in the digital transformation process.
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The principles of the VOPA+ model

The VOPA+ model is a framework developed in response to the new challenges of a world
characterized by VUCA or BANI factors. The original VOPA model was presented by Willms Bu-
hse in his 2014 book “Management by Internet: New Leadership Models for Companies in Times
of Digital Transformation”. It describes the key principles highly relevant to managers in an in-
creasingly digitalized and networked world. The acronym VOPA stands for networking, openness,
participation and agility (Buhse 2014):

Networking as the basis for digital collaboration in the context of leadership

Networking is a central component of digital transformation. It encompasses interaction
between people as well as connections between humans and machines or between machines
themselves, for example in the Internet of Things (Buhse 2014, p. 24). Comprehensive inter-
net-based networking, now a global infrastructure for information exchange, serves as the basis
for countless other technologies (Baltra et al. 2023, p. 2). Social media platforms such as Insta-
gram, LinkedIn and X build on the basic technology of the Internet and not only enable private
and professional communication, but also promote the establishment of networks, knowledge
transfer and the organization of global communities (Lippold 2019, p. 27). Cloud technology
and collaboration software, such as Confluence, are also noteworthy in a professional con-
text as tools for networking and promoting digital collaboration. This networking, accelerated
by digitalization, now enables global interaction, collaboration, and knowledge integration.
Knowledge can thus be used today regardless of location. In addition, young technologies such
as blockchain enable highly networked storage of data and information. They are increasingly
influencing both the world of work and the private sphere. This technological dimension of
networking is therefore crucial to modern leadership approaches. Nevertheless, people remain
at the heart of successful leadership. An organizational culture is predominantly shaped by
consistent interpersonal relationships (Schein and Schein 2017, p. 7), and trust between man-
agers and employees is rooted in interpersonal interaction (Mayer, Davis and Schoorman 1995,
p. 711). In the context of this article, it should be emphasized that these forms of networking
among managers must be used strategically to enable not only technological but also interper-
sonal collaboration.

Openness of leaders as the key to innovation

In this context, openness, or “opening up,” refers to transparency and a willingness to share
knowledge and embrace new ideas. In earlier times, when processes and structures were less com-
plex, it was not necessary to share knowledge to ensure a company’s long-term success. In today’s
knowledge society, which, as described above, is also characterized by factors of uncertainty and
non-linear predictability, sharing and pooling knowledge is of fundamental importance. Intellectu-
al capital is created by combining the knowledge and experience of different actors, which requires
exchange between them (Nahapiet and Ghoshal 1998, p. 248). On the other hand, employees must
also be able to accept new knowledge and change, i.e. be open to it. Managers must create a cor-
porate culture in which employees can communicate openly and perceive change not as a threat
but as an opportunity (Buhse 2014, p. 25). Petry emphasizes that openness is a crucial infector to
successful digital transformations, helping reduce resistance and fostering an atmosphere condu-
cive to innovation (Petry 2024, p. 306f).

Openness is therefore a two-sided issue and manifests itself in various dimensions of leader-
ship. On the one hand, it means communicative transparency, as managers should openly share
information about strategic decisions, corporate goals and challenges with their teams. According
to Kotter, this transparency creates trust and enables employees to understand the big picture of
their work and identify more strongly with the company’s goals (Kotter 2011, p. 74f). On the other
hand, openness also includes the willingness to accept feedback and to deal with it in a construc-
tive manner, at the very least. Today’s managers should recognize that valuable ideas can come
from all levels of the organization and create appropriate channels for mutual exchange.

Openness plays a particularly important role in change management processes and digital
transformations, as it underpins the acceptance of new technologies and ways of working.

10
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Participation in leadership: employees as co-creators

Participation refers to employees’ involvement in decision-making processes, as well as to
active promotion and co-creation. Modern managers recognize that it is not enough to operate
solely a top-down leadership style with rigid hierarchical structures; employees can make valuable
contributions through their expertise and perspectives. In concrete terms, this means that managers
should encourage employees to take on responsibility and give them the necessary freedom and
authority to do so (Petry 2024, p. 307).

However, the concept of participation goes beyond traditional forms of employee involve-
ment. It encompasses not only the opportunity to have a say in decisions, but also the active shap-
ing of processes, products and strategies. In concrete terms, in the digital world of work, this can
mean that employees, for example through design thinking workshops, innovation labs and agile
working methods, are directly involved in the development of new solutions, just like customers
and other stakeholders. This form of participation and collaboration not only improves the quality
of results but also strengthens commitment and identification with the company (Brandenburg and
Thielsch 2009, p. 226).

It should be noted that managers’ participation requires a changed understanding of their role.
They act less as sole decision-makers and more as facilitators who create and moderate spaces
for creativity. Against this backdrop, in particular, a change in corporate culture and in manager
training may be necessary to ensure that the wrong emphasis is not placed. Although managers
still bear a large share of the responsibility, they must relinquish power and place trust in their
employees’ competence. Recent studies show that participatory leadership in change management
processes and digital transformations is a key success factor in increasing acceptance of change
and strengthening employees’ sense of self-efficacy (Petry 2024, pp. 315-317).

Agility as a leadership skill in dynamic environments

Neither academics nor experienced practitioners agree on the meaning of agility. However,
all explanations agree that agility refers to the ability to respond quickly and flexibly to change
(Maehrlein 2020, p. 17). Greater agility is supposed to help companies navigate complex and dy-
namic markets more effectively and develop better responsiveness. Agility is described in current
literature as a key leadership skill (Maehrlein 2020, p. 51). Agile leaders create structures that en-
able quick decisions and iterative processes and promote the use of agile methods such as Scrum,
Kanban or design sprints.

Agility in leadership means more than just applying agile methods. Rather, an agile mindset
is necessary, i.e. an attitude that encourages experimentation, rapid learning from mistakes and
continuous adaptation. Agile leaders create environments in which teams can work independently
and are empowered to make decisions without being held back by complex approval processes or
strong hierarchies (Maehrlein 2020, p. 18f).

In practice, agility manifests itself in various dimensions: cross-functional teams or matrix
organizations make organizational structures more flexible. By shifting decision-making authority
to lower levels, decision-making processes can be significantly accelerated (Bushuyev et al. 2023,
p. 7). Planning processes are designed to be iterative, i.e. with short planning cycles, rapid feed-
back loops and regular adjustments based on newly gained insights. This form of agility enables
companies and organizations to respond more quickly to market changes and better meet customer
needs, thereby securing competitive advantages (Petry 2024, p. 320).

Trust as a foundation: The leadership essence of the VOPA+ model

For Petry, it was crucial that the original four elements of the VOPA model could be effectively
implemented only if complemented by a stable foundation of trust (Petry 2024, p. 305ff). Trust
is not only a prerequisite for the success of each individual element, but also the key to enabling
interaction and collaboration in a digitalized working environment.

Without trust, it is difficult to build genuine networks, as employees and managers may be
reluctant to engage in open, transparent processes. Similarly, the willingness to participate and be
agile depends on whether there is an environment in which mistakes are seen as learning opportu-
nities and new ideas can be introduced without fear of sanctions. By adding the “+” for trust, Petry
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emphasizes the essential role of this factor and makes it clear that modern leadership cannot suc-
ceed through technological or methodological approaches alone, but is based on a value-oriented,
trust-based culture (Petry 2024, p. 307).

Research shows that trust-based leadership can create psychological safety in teams. Psycho-
logical safety describes a state in which team members feel safe to take risks, exchange ideas, give
feedback and engage in help-seeking behaviors without fear of negative consequences. (O’Dono-
van and McAuliffe 2020, p. 2; Huerta et al. 2024, p. 639).

The dimensions of the model described above — networking, openness and participation —
build on this foundation and can thus unfold.

Managers can build trust in different ways: by demonstrating integrity through consistency
between words and actions. Through transparent communication, they create predictability, and
by recognizing mistakes as opportunities to learn, they promote a constructive culture of error
management (Kotter 2011, p. 82; Maehrlein 2020, p. 91). Especially in digital transformation pro-
cesses, which are characterized by uncertainty and fear of change, trust is a crucial factor that can
make the difference between success and failure.

Practical application of the VOPA+ model in leadership contexts

This model can be implemented in a variety of ways in business practice. Previous chapters
have already outlined a few measures, which are supplemented below by further concrete ap-
proaches:

Organizations can use digital platforms such as Microsoft Teams, Slack, or Workspace to
promote networking and enable continuous information and knowledge exchange. Furthermore,
regular cross-functional meetings and interdisciplinary work in project teams can promote collab-
oration across departmental boundaries. By participating in industry events and conferences, co-
operating with universities and forming strategic partnerships, external networks can be profitably
integrated into the organization.

The second dimension, openness, can be strengthened by establishing an open error culture in
which regular feedback rounds take place at all hierarchical levels. Town hall meetings, in which
management provides transparent information about strategic decisions and challenges, create
trust and provide orientation. The author himself has already used this format several times in the
context of transformation processes to create transparency. Internal communication platforms that
give all employees access to relevant information can also be helpful.

Participation can be encouraged through innovation workshops and design-thinking sessions
that actively engage employees in developing new products and processes. Active idea manage-
ment also enables employees to contribute and develop their ideas and suggestions. Delegating
decision-making authority and promoting self-organized teams strengthen personal responsibility
and foster greater self-efficacy. In addition, regular retrospectives can give teams the opportunity
to continuously reflect on their working methods and performance and derive improvements.

Agility manifests itself in the implementation of agile methods such as Scrum, Kanban or
OKR. These methods can make an organization more flexible and increase its responsiveness
through rapid iterations, working in fixed cycles and continuous adaptation. Short decision-mak-
ing paths and decentralized decision-making authority also accelerate processes. Regular learning
formats, such as Lunch&Learn or hackathons, promote continuous learning and experimentation.
In addition, targeted training and further education can promote an agile mindset.

Trust, the foundation of the model, is built through consistent and coherent leadership be-
havior, in which managers not only communicate their values but also live by them. A culture of
psychological safety, in which employees can express their opinions without fear of negative con-
sequences, is essential. Regular one-to-one meetings between managers and employees can also
promote strong personal and professional relationships.

DISCUSSION
Analysis of the VOPA+ model shows that it can provide a comprehensive framework for
modern leadership amid digital transformation. The five principles — networking, openness, par-
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ticipation, agility and trust — are not isolated concepts but interact closely with one another. Trust
creates the foundation on which the other four principles can be effectively built.

It is important to note that implementing the model is no trivial task, as it first requires a
substantial cultural change in many organizations, which not only takes time and resources, but
above all requires a long-term commitment from management. Simply introducing digital tools or
agile methods is not enough. At the same time, the underlying values and attitudes must also be
changed, which this paper broadly addresses under the term ‘agile mindset’.

Another aspect open to discussion is whether this model is universally applicable or requires
adjustments by industry, size, and culture. Although the basic principles are widely accepted and
have been described by other authors and in other publications, their concrete implementation is
likely to vary widely depending on the application and context. For example, a start-up with a few
employees may experience the dimensions of networking and agility very differently from a cor-
poration in a highly regulated environment with more than 10,000 employees.

There is also the question of how to measure success. How can we determine whether imple-
menting the VOPA+ model leads to better results? Further empirical research is needed to examine
the model’s impact on various dimensions of success, such as innovative strength, employee and
customer satisfaction, and financial performance.

Nevertheless, the VOPA+ model offers a valuable framework for managers navigating an
organization through the challenges of digital transformation. This is because it focuses on the
essential dimensions of modern leadership and, with its concrete starting points, offers scope for
designing the necessary change management processes.

CONCLUSION

The VOPA+ model described here offers a clear, structured approach to transformative lead-
ership amid increasing digitalisation. The five principles of the model — networking, openness,
participation, agility and trust — form a holistic framework that can guide managers in successfully
navigating their organisation through change management processes.

The analysis has shown that the five dimensions of the model cannot be viewed in isolation,
but are closely interrelated and, in some cases, mutually dependent. Trust is the central element,
without which the other four principles cannot be effective. Only a leadership culture based on
trust will promote openness to new ideas, willingness to participate and agility in dealing with
change.

In practice, implementing the VOPA+ model means understanding it as a holistic transfor-
mation process, and that introducing individual components, such as digital collaboration tools
for networking or agile methods to increase agility, will not achieve the desired effect. Rather, it
requires a comprehensive and lengthy cultural change that must not only be exemplified by top
management and Leaders, but also promoted and demanded. This must also be deeply embedded
at all levels of the organisation.

However, the challenges of the VUCA world — volatility, uncertainty, complexity and ambi-
guity — require a new understanding of leadership, because managers can no longer rely solely on
their role as sole decision-makers. They must also act as facilitators, coaches and enablers, creat-
ing conditions in which employees can act independently, think innovatively, respond flexibly to
change and develop resilience.

The model described should not be understood as a rigid scheme, but rather as a framework for
orientation that must be adapted to the specific contexts and needs of an organisation. The specific
characteristics depend on the industry, the size of the company, its stage of development and its
corporate culture, and vary considerably.

In summary, the VOPA+ model has made a valuable contribution to the discussion of new,
modern leadership approaches, as it integrates technological, methodological, and cultural aspects
into a holistic framework and offers practical starting points for designing transformation process-
es. Managers who internalise the principles described and align their leadership actions according-
ly can lead an organisation more effectively and successfully into the digital future.
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MOJIEJBT VOPA+ KATO PBKOBOJICTBO
3A TPAHC®OPMAIIMOHHO JIMAEPCTBO

Peszrome: L{ugpposama mpancgopmayus u napacmeawama HeCmaduIHoCm NOCMAesam HO8U NPeou38UKa-
mencmea nped menuddxcvpume. TpaouyuonHume nooxoou KoM IUOEPCMEOmMo 00CMueam ceoume pauu-
yu v VUCA-xapaxmepusupanume cpeou. Taszu cmamusa ananuzupa mooena VOPA+ na Buhse u Petry
Kamo pamxa 3a mpanc@hopmayuoHHo 1U0epcmeo U U3cieosa He2o8ama peleeanmHocm 3a npoyecume Ha
ynpasnenue Ha npomaHama. Bv3 ocnosa na cucmemamuuen ananus Ha IUMeEpamypama om 2epMaHcKu
u mexcoyHapoonu nyonuxayuu 3a yugposo audepcmeo u VUCA-cpedu ce usciedsam nemme npunyuna
Ha MOOeNa: Mpexico8o 63auMOo0elcmaue Kamo 0CHO8A 34 YUPPOoBo CompyoOHULeCcmeo, OMEOPEHOCH KAmo
KII0Y KbM UHOBAYUUMeE, YYACMUEe 34 AH2AXHCUPAHe HA CAYICUmenume, b8KA6OC 3a A0anmugHOCm 6 Ou-
HamMuuHu cpeou, KaKkmo u dogepue Kamo GyHoameHmanen eremenm. AHanusvm nokasea, ye nemme usme-
PeHUsi ca MACHO C8bP3AHU NOMENCOY CU U 008EPUEMO CIIYIHCU KAMO OCHOBA, 6e3 Kosimo Opyaume npuHyunu
He ca egpexkmusnu. [Ipunazanemo u3UCK8a YALO0CMHA NPOMANA 8 KVIMYPAMA, KOSIMO HAOX8bP/A NPOCMOMO
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8veedicoane Ha yugpposu uncmpymenmu. Pvrkosodumenume mpsbsa 0a npomensm poisima cu Om eOum-
CcmeeHu 83emawyu pewenust 1uya KoM gacurumamopu u yiecuasawu auya. Mooenvm VOPA+ npeonaca
YEHHA OPUEHMAYUOHHA PAMKA 3a MPAHCHOPMAYUOHHU NPOYeCU, Kamo KOHKpemHama gopma mpsoea oa
ce onpeoens 8 3a8UCUMOCIT O KOHMEKCMA, OMPAchid, pazmepa U opeanusayuornama xyamypa. Heobxo-
OuUMU ca OONBAHUMETHU eEMIUPUHHU UCTCO8AHUSL 30 USMEPUMOCIMA HA YCHexd.

Knrouoseu oymu: VOPA+; VUCA, yughposo rudepcmeo,; mpaunchopmayus,; ynpasieHue Ha npomMmeHume

Auexkcanabp Manyea boumyk, 10KTOpaHT
https://orcid.org/0009-0008-6290-1767

YHUBepcUTET 10 OMOIMOTEKO3HAHUE U MH(POPMAITMOHHH TEXHOJIOTHH
Codous, brirapus

E-mail: alexander@boschuk.de

15



Obpaszosanue, nayunu usciedsanus u unosayuu ~ Vol. IV, Issue II, 2026 ~ Education, Scientific Research and Innovations

OBILIIECTBEHH KOMYHUKAILIHU H HH®OPMAIITHOHHH HAYKH
PUBLIC COMMUNICATIONS AND INFORMATION SCIENCES

CORPORATE PURPOSE AS COMPETITIVE ADVANTAGE? A QUALITATIVE
LITERATURE ANALYSIS OF PURPOSE IMPACTS

Antonia Zedler
University of Library Studies and Information Technologies
https://doi.org/10.70300/DNXJ4600

Abstract: Today s organisations are judged by profit and their impact. Corporate purpose, goals
extending beyond profit maximisation, serves as a strategic asset.

A qualitative literature review shows that purpose indirectly raises profitability by attracting com-
mitted employees who accept lower wages and by improving return-on-assets when purpose is
clear. In innovation, purpose aligns strategy and expands leaders’ opportunity-recognition, foster-
ing architectural change and long-term transformation. Regarding sustainability, purpose anchors
stakeholder-oriented actions, reshapes value creation, and bolsters organisational resilience. For
employees, purpose raises motivation, engagement, and autonomous commitment, though its ef-
fect on self-determination is inconclusive. Overall, a genuine, well-communicated purpose inte-
grated into organisational identity constitutes a competitive advantage, with the strongest effects
observed in employee behaviour and sustainability. Further quantitative research is needed to
clarify the purpose’s impact on innovation and financial outcomes.

Keywords: Corporate Purpose; Purpose Impacts;, Competitive Advantage, Literature Review

INTRODUCTION

The world as it is, is in a state of constant change. The ongoing changes affect every area of life.
This distresses the labour market as well as every other market that organisations are operating in.
Back in the 1970s and 1980s, organisations operated under the doctrine of shareholder value max-
imisation, therefore aiming to satisfy their shareholders by maximising profits (Salter 2019, p. 22).

Even back then, Peter Drucker fought against this and emphasised the importance of mission
and corporate purpose (Pollman 2021, p. 1444). But only in the 1990s, Bartlett and Ghoshal ac-
knowledged that it is not the financial corporate objectives that are the main motivators of employ-
ees, but it is what an organisation does in addition, thereby acknowledging the corporate purpose
(Bartlett and Ghoshal 1994).

During the last 30 years, a lot has evolved regarding the perception of the role of the organ-
isation within society. In 2019, the Business Roundtable acknowledged society as a stakeholder
of every organisation that needs to be taken care of (Clarke 2020, p. 26). The World Economic
Forum also recognised the responsibility of organisations for sustainable value creation as part of
the purpose in 2020 (Ferrarini 2020, p. 7).

The concept of corporate purpose is brought into the spotlight, especially by institutions such
as the Business Roundtable and the World Economic Forum. However, the debate extends beyond
these institutional statements. Corporate purpose is increasingly discussed as a moral guideline,
but also a potential source of strategic differentiation and competitive advantage.

Against this background, this paper examines the impact of corporate purpose using a qual-
itative literature analysis. The aim is to critically assess whether corporate purpose can actually
function as a competitive advantage and to identify the conditions under which it contributes to an
organisation’s success.

RESEARCH METHODOLOGY

This study employs a qualitative literature-based approach to examine the impact of corporate
purpose. Rather than attempting to provide an exhaustive account, the analysis focuses on a tar-
geted selection of academic contributions that reflect current debates in four thematic dimensions.
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The dimensions were selected based on important factors for organisations and their stakeholder
and overall relevant topics. Therefore, this analysis of corporate purpose impacts will cover the
effects on financial performance, innovation, sustainability and employee behaviour.

The approach follows the principles of qualitative content analysis. The method serves to
summarise conceptual insights and empirical findings, enabling a structured comparison of per-
spectives and the identification of overarching patterns. The publications were examined in terms
of their theoretical foundations, empirical evidence, and practical implications. By structuring the
literature according to the four key dimensions, the study provides a coherent framework for as-
sessing whether corporate purpose can serve as a source of competitive advantage.

To be able to examine the impacts of corporate purpose, it has to be defined first. Therefore,
the second chapter will firstly cover the definition of corporate purpose before focusing on the
impacts of corporate purpose.

Definition of Corporate Purpose

Originally, the corporate purpose of an organisation was assumed to be profit maximisation
(Slintak and Dvorsky 2018, p. 16). Only in the 1990s did the organisational objective shift towards
serving society (Kaufman et al. 1998, p. 32). Today, there are many different definitions of corpo-
rate purpose and all of them include it as a goal or direction for an organisation (Hurth et al. 2018,
p- 7).

Due to this condition, the definition of Henderson and van den Steen will be applied in this
paper. They defined corporate purpose as “a concrete goal or objective for the firm that reaches
beyond profit maximization” (Henderson and van den Steen 2015, p. 327).

Furthermore, it is important not to mix corporate purpose with mission, vision, or even cor-
porate social responsibility. With corporate purpose, mission, and vision, each statement serves
its own role, while only together they form a brands identity and provide parameters for decision
making within an organisation (Fitzsimmons et al. 2022, p. 208).

An organisation’s vision describes the desired state within five to ten years and depicts the fu-
ture (Collins and Porras 1991, p. 42). The mission of an organisation describes the what and why
behind an organisation (Bruce and Jeromin 2020, p. 26). Corporate social responsibility generally
takes the form of limited, stand-alone programmes, in contrast to corporate purpose, which is con-
ceived as a fundamental element of corporate strategy. (Fitzsimmons et al. 2022, p. 208).

Impacts of Corporate Purpose

Having established a definition of corporate purpose, its potential impacts can now be as-
sessed. Despite more than three decades since Bartlett and Ghoshal brought the concept into prom-
inence (Bartlett and Ghoshal 1994), research on its impacts remains comparatively limited.

This paper attempts to summarise the current state of knowledge regarding the impact of cor-
porate purpose in four categories that are particularly relevant to organisations, stakeholders and
society: financial performance, innovation, sustainability and employee behaviour.

Within each category, two important contributions to existing research were critically exam-
ined. The results of this analysis are presented in the following chapter.

RESULTS

Purpose Impacts on Financial Performance

Henderson and van den Steen were the first to acknowledge a possible impact of corporate
purpose on financial performance. Although their research focused on the organisation’s role as
carrier of identity and reputation, they had positive findings regarding the impact on financial per-
formance. Their initial goal was to find out why organisations have a corporate purpose in the first
place. To research this, a quantitative study was conducted (Henderson and van den Steen 2015,
p- 329).

The authors concluded that organisations with an implemented corporate purpose operate
more profitably than organisations without a corporate purpose (Henderson and van den Steen
2015, p. 327). However, it should be noted that no financial metrics were used for these analyses.
Instead, this finding was based on the fact that an implemented corporate purpose strengthens em-
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ployees’ identity with the organisation and creates a shared identity and reputation (Henderson and
van den Steen 2015, p. 327). As a result, such organisations tend to employ people who support the
purpose of the business and are therefore willing to accept lower salaries for the same work while
putting more effort into their jobs (Henderson and van den Steen 2015, pp. 327-328). According
to the analysis by Henderson and van den Steen, this enables these organisations to operate more
profitably.

Gartenberg et. al. intentionally researched the connection between corporate purpose and fi-
nancial performance. As a base for their quantitative study, they used the Great Place To Work raw
data, focusing on publicly traded companies, including all applications from 2006 through 2011,
from the US (Gartenberg et al. 2019, p. 5).

At first, the authors tried to match corporate purpose and financial performance, represented
as Return on Assets (RoA). However, there was no evidence found that corporate purpose directly
impacts the RoA (Gartenberg et al. 2019, p. 7).

The broad scope of the raw data allowed the authors to not only evaluate data for corporate
purpose, but also to identify other factors. This made it possible to examine whether corporate
purpose, in conjunction with other factors, influences financial performance. The factor analy-
sis revealed four factors: Management, which primarily addresses the perception of management
and the relationship between management and employees; purpose camaraderie, combining ques-
tions about the degree of camaraderie among employees with questions about purpose perception;
non-discrimination, the pure exclusion of discrimination in the workplace; and purpose clarity,
combining questions about purpose perception with questions about the clarity of leadership con-
cerning strategy and goals (Gartenberg et al. 2019, p. 8).

The authors then analysed whether the factors in combination with corporate purpose have an
impact on the financial performance. Of all four factors, only purpose camaraderie and purpose
clarity showed an impact, with the impact of purpose camaraderie being very low (Gartenberg et
al. 2019, p. 8). Nonetheless, it could be proven that corporate purpose, with the factor purpose clar-
ity, has a positive impact on the financial performance (Gartenberg et al. 2019, p. 8). The authors
explain that this circumstance arises primarily because purpose clarity ensures a high degree of
clarity concerning the importance of one’s own work, thus making the organisation’s expectations
clear, which in turn can ensure that the organisation primarily employs people whose personal
goals align with the organisation’s goals (Gartenberg et al. 2019, pp. 8-9).

Purpose Impacts on Innovation

In 2021, Henderson questioned how far corporate purpose can support organisations in estab-
lishing architectural innovation (Henderson 2021, p. 5480). Architectural innovation is defined as
“innovation that changes the architecture of a product while keeping many of its components rel-
atively unchanged” (Henderson 2021, p. 5480). The author argues that pursuing such innovation
will be the key to solving many current problems (Henderson 2021, p. 5479).

Henderson defines an organisation as purpose-driven if it is publicly committed to a goal be-
yond profit maximisation and sacrifices profits in the short term to pursue it (Henderson 2021, p.
5479). According to the research, a shared purpose increases strategic alignment (Henderson 2021,
p. 5481). Furthermore, managers who are actively embracing the corporate purpose are more like-
ly to identify new opportunities as the purpose broadens their view of the world (Henderson 2021,
p. 5481). Additionally, the author acknowledges that not only managers benefit but also every em-
ployee, since the embrace of corporate purpose increases the perceived meaning of one’s work and
creates a strong sense of shared identity (Henderson 2021, p. 5482). This might lead to an increase
in trust, which correlates with the ability to tackle architectural change (Henderson 2021, p. 5482).

Henderson summarises that corporate purpose increases the probability that an organisation
sees the need for architectural innovation. This is supported by a shared strategy due to the corpo-
rate purpose, hardworking employees and more trust within the organisation. (Henderson 2021,
p. 5485)

Henderson and Serafeim hypothesised that fighting the ongoing climate change requires the
help of corporate purpose, especially in supporting organisations in making innovations to accel-
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erate the process of decarbonisation (Henderson and Serafeim 2020, p. 178). The authors argue
that authentic corporate purpose increases an organisation’s capacity to tackle systemic challeng-
es. Purpose-led organisations are more willing to invest in long-term transformation, even at the
expense of short-term profitability, because they benefit from increased productivity and strategic
alignment. (Henderson and Serafeim 2020, p. 178)

Furthermore, intrinsic motivation among employees thrives when a genuine corporate purpose
is implemented and supported by appropriate employee treatment, enhancing both the perceived
meaning of work and sense of identity (Henderson and Serafeim 2020, p. 178). Purpose-driven
organisations tend to attract prosocial employees who share their values, enabling them to manage
ambiguity and risk more effectively (Henderson and Serafeim 2020, p. 179).

The authors highlight that such organisations are well-positioned to lead cooperative efforts
and spearhead innovation. They conclude that this could be a potential starting point to use Cor-
porate Purpose in developing innovation to fight climate change. However, they caution that new
performance metrics are needed to align investor expectations with the broader goals of purpose
beyond profit maximisation. While costly in the short term, purpose is seen as a long-term strategic
asset. (Henderson and Serafeim 2020, pp. 179-180)

Purpose Impacts on Sustainability

Duell et. al. researched corporate purpose as a possible way to reach corporate sustainability.
The authors deem corporate purpose as one way to embed actions that matter to the stakeholders
and long-term financial performance in parallel (Duell et al. 2022, p. 26). They argue that corpo-
rate purpose can function as a powerful tool to address systemic flaws in traditional capitalism. Ac-
cording to Duell et. al. corporate purpose aims to resolve the four key corporate failures: inequality
and distrust, technological challenges, the intangible nature of companies, and environmental deg-
radation (Duell et al. 2022, p. 27).

By embedding a corporate purpose, organisations can take the opportunity to rethink standard
practices and adjust them and at the same time avoid unintended social and environmental con-
sequences of technological progress (Duell et al. 2022, p. 28). Therefore, the corporate purpose
offers an opportunity to rethink the way value is created and measured, while at the same time
building trust (Duell et al. 2022, p. 28).

The authors conclude that corporate purpose is not merely a rhetorical device but an essential
strategic tool for achieving sustainable, resilient and socially responsible outcomes in today’s com-
plex business environment (Duell et al. 2022, p. 36).

Florez-Jimenez et. al. researched the connection between corporate purpose, corporate sus-
tainability, and organisational resilience. In general, they argue that both corporate sustainability
and organisational resilience can be acquired more easily by defining a corporate purpose since it
serves as a foundation for the strategy and helps an organisation to survive in a rapidly changing
environment (Florez-Jimenez et al. 2025, p. 68). In sum, the authors argue that corporate sustaina-
bility, organisational resilience and corporate purpose seem to be related and together explain how
an organisation achieves long-term prosperity (Florez-Jimenez et al. 2025, p. 69).

To link corporate purpose to corporate sustainability, they argue that purpose-driven or-
ganisations tend to adapt goals according to the triple-bottom-line (environmental, social, eco-
nomic), which encourages efficient innovations and long-term prosperity (Florez-Jimenez et al.
2025, p. 69). Linking corporate purpose to organisational resilience, they argue that corporate
purpose helps to build a risk-aware culture, therefore enabling organisations to anticipate and
manage high impacts and retain their identity during such disruptions (Florez-Jimenez et al.
2025, p. 70).

An authentic corporate purpose supports shared alignment and organisational resilience, en-
abling organisations to persist, maintain their purpose, and develop a mission (Florez-Jimenez et
al. 2025, p. 83). It strengthens stakeholders’ identification with the corporate identity, which is
reflected in positive behaviours towards the organisation (Florez-Jimenez et al. 2025, p. 85). By
aligning employee behaviour with this purpose, organisations create a high level of synergy that
strengthens cohesion and collective performance (Florez-Jimenez et al. 2025, p. 85).
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Purpose Impacts on Employee Behaviour

Van Tuin et. al. focused their research on the impact of corporate purpose on employee mo-
tivation and work engagement. They emphasise that the role of corporate purpose is often over-
looked, yet it remains only as strong as stakeholders’ belief in it (van Tuin et al. 2020, p. 2).

The authors lay out self-determination theory (SDT) as a possible explanation for how corpo-
rate purpose might accelerate motivation and work engagement. In this theory, every human being
acts as a social agent who draws on life experiences within social contexts to construct meaning
and develops a coherent sense of self-identity (van Tuin et al. 2020, p. 2). Therefore, corporate
purpose might accelerate motivation and work engagement when it fits into the beliefs that people
hold (van Tuin et al. 2020, p. 3).

SDT explains that when an extrinsic motive like corporate purpose is internalised into the
self-identity, it becomes autonomous motivation (van Tuin et al. 2020, p. 3). This could foster
work engagement as employees are willing to take on tasks that align with their values and the
intrinsic motivation might enhance (van Tuin et al. 2020, p. 3). Therefore, the authors hypothesise
that corporate purpose associates positively with autonomous motivation and work engagement
(van Tuin et al. 2020, pp. 3-4).

Various studies in a Dutch organisation were performed to test the hypotheses. The results
showed a positive relationship between corporate purpose and autonomous motivation and be-
tween corporate purpose and work engagement (van Tuin et al. 2020, p. 6). The findings indicate
that employees who feel inspired by their organisation’s corporate purpose report a stronger work
engagement, a sense of contributing to its realisation and a desire to make the world a better place
(van Tuin et al. 2020, p. 8). It was shown that they show a higher level of work engagement, there-
fore supporting the assumption that a clearly defined corporate purpose functions as an antecedent
to employee engagement (van Tuin et al. 2020, p. 8).

Parmar et. al. explored how employee self-determination and well-being are affected by cor-
porate objectives (Parmar et al. 2019, p. 13). The hypothesis is put forward that a corporate goal
that focuses on creating value for multiple stakeholders, such as a clearly defined corporate pur-
pose, improves the satisfaction of employees’ psychological needs (Parmar et al. 2019, p. 14).

As before, SDT is used as a possible explanation for the mode of action of corporate purpose.
Based on SDT, the authors argue that individuals want to satisfy three central psychological needs:
autonomy, competence and relatedness. When these needs are supported in an organisational con-
text, they promote intrinsic motivation, facilitate the internalisation of extrinsic goals and increase
the likelihood of positive organisational outcomes (Parmar et al. 2019, p. 14). A stakeholder-orient-
ed approach promotes autonomy by giving employees at various levels the opportunity to decide
for themselves how to shape their actions and which stakeholder outcomes to prioritise (Parmar et
al. 2019, p. 17). It also strengthens competence by actively involving stakeholders, with success-
ful interactions reinforcing employees’ sense of making a meaningful contribution (Parmar et al.
2019, p. 17). Finally, relatedness is promoted by creating and maintaining connections between
the organisation and its stakeholders, with shared purpose possibly catalysing greater employee
self-determination (Parmar et al. 2019, p. 18).

Several studies were conducted exploring the relationship between corporate purpose and em-
ployee well-being and self-determination. There was no evidence found that a corporate objective
focusing on a shared purpose is associated with a higher level of self-determination (Parmar et
al. 2019, p. 28). This might suggest that the impact of a purpose-driven approach on employee
self-determination differs depending on the context. However, it was noted that higher levels of
self-determination were observed when participants could directly compare between purpose-driv-
en and instrumental stakeholder framings (Parmar et al. 2019, p. 24). Furthermore, increased psy-
chological need satisfaction, linked to a clear, people-oriented corporate purpose, was associated
with greater job satisfaction, reduced turnover intention, and stronger discretionary effort (Parmar
etal. 2019, p. 29), highlighting purpose as a potential motivational lever in organisational settings.
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DISCUSSION

In the previous chapter, two research papers were examined for each of the overarching topics:
financial performance, innovation, sustainability, and employee behaviour, highlighting their respective
insights into the impact of corporate purpose.

With regard to financial performance, both papers were able to demonstrate that corporate purpose
has a fundamentally positive impact on financial performance. Gartenberg et al. included RoA, a real
measurable indicator, in their study. However, this finding was only established after an extended factor
analysis. Corporate purpose alone does not have a positive effect on RoA, but only in conjunction with
clear communication on the part of management. Henderson and van den Steen recognised that organ-
isations with corporate purpose are more profitable because they often employ people who are willing
to accept lower salaries due to the values they represent. It can therefore be concluded that a positive
impact of corporate purpose on financial performance has been established. Nevertheless, the recurring
factor in the authors’ argument was the identity and values represented, which were strengthened by the
corporate purpose.

It has been established that the current environment brings with it a high demand for innovation.
Research into the impact of corporate purpose on innovation shows that a clearly defined corporate
purpose can support organisations by strengthening their authenticity and promoting strategic align-
ment. However, both analysed studies emphasise that their findings are only a starting point and that the
insights gained so far are limited. Further research is therefore needed in this area before a clear answer
can be given.

Concerning sustainability, it is generally acknowledged that both individuals and organisations
have a duty to take responsibility. The analysis of both studies shows that corporate purpose has a pos-
itive impact and can be seen as a key driver of corporate sustainability. It also has an indirect effect, as
sustainability boosts organisational resilience, which in turn strengthens corporate purpose and keeps it
stable, especially during times of disruption or crisis. This interaction highlights how important a clearly
defined corporate purpose is for long-term stability and credibility. Nevertheless, it should be noted that
there are currently no concrete examples from organisations and no case studies have been conducted,
meaning that the theoretical assumptions have not yet been substantiated by empirical evidence.

Two studies were also analysed concerning employee behaviour and the impact of corporate pur-
pose on it. Both used SDT as an explanatory framework, suggesting that they might arrive at similar
results. In fact, corporate purpose was found to have a positive influence on employee work motiva-
tion and engagement. In the second paper, however, the connection with self-determination could only
be confirmed when participants were given an alternative condition for comparison. Thus, despite an
identical theoretical basis, the two studies did not lead to identical results. Nevertheless, the authors em-
phasise that corporate purpose acts as a motivational boost, especially when it aligns with employees’
personal values. In this case, they develop a personal interest and autonomous motivation to actively
participate in its implementation.

CONCLUSION

This study aimed to examine the impact of corporate purpose on financial performance, innovation,
sustainability and employee behaviour. The results show that corporate purpose has a positive impact
on financial performance; however, these findings are based less on concrete comparisons with finan-
cial indicators and more on the willingness of employees to support the corporate purpose and even ac-
cept lower salaries in return. An open research question therefore, remains as to how corporate purpose
actually translates into financial metrics.

Concerning innovation, both studies found that corporate purpose can significantly support organi-
sations. Nevertheless, there is a lack of reliable data to date, so further in-depth research is needed.

The impact of corporate purpose on sustainability proved to be very positive. It was also found that
the combination of corporate purpose and corporate sustainability strengthens organisational resilience,
especially in times of disruption. An accompanying case study would be a valuable approach for future
research in this area. The conclusion summarises the information presented in the research paper, the main
conclusions and contributions of the author, and gives directions for future work on the research problem.
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There is also a positive impact on employee behaviour: corporate purpose has a beneficial effect on
work motivation and work engagement. However, no clear statement could be made regarding employ-
ee self-determination, which highlights the need for further research.

In summary, it can be said that corporate purpose has positive effects in all four areas examined,
although additional empirical studies are needed to substantiate these findings.

REFERENCES

BARTLETT, C. A.; GHOSHAL, S., 1994. Beyond strategy to purpose. Harvard Business Review, November—Decem-
ber. [viewed 26 November 2025]. Available from: https://hbr.org/1994/11/beyond-strategy-to-purpose

BRUCE, A.; JEROMIN, C., 2020. Corporate purpose — das Erfolgskonzept der Zukunft: Wie sich mit Haltung Ge-
meinwohl und Profitabilitdt verbinden lassen. Wiesbaden: Springer Fachmedien Wiesbaden; Imprint Springer Gabler.
CLARKE, T., 2020. The contest on corporate purpose: why Lynn Stout was right and Milton Friedman was wrong.
Accounting, Economics, and Law: A Convivium, vol. 10, no. 3.

COLLINS, J. C.; PORRAS, J. I, 1991. Organizational vision and visionary organizations. California Management
Review, vol. 34, no. 1, pp. 30-52.

DUELL, D.; FRANCO, I. B.; IMENEZ, D.; LAMONT, S., 2022. Corporate purpose: an emerging approach to corpo-
rate sustainability. In: FRANCO, 1. B. (ed.). Corporate approaches to sustainable development. Singapore: Springer
Nature Singapore, pp. 25-39.

FERRARINI, G., 2020. Corporate purpose and sustainability. European Corporate Governance Institute, no.
559/2020.

FITZSIMMONS, A. B.; QIN, Y. S.; HEFFRON, E. R., 2022. Purpose vs mission vs vision: persuasive appeals and
components in corporate statements. Journal of Communication Management, vol. 26, no. 2, pp. 207-219.
FLOREZ-JIMENEZ, M. P.; LLEO, A.; RUIZ-PALOMINO, P.; MUNOZ-VILLAMIZAR, A. F., 2025. Corporate sus-
tainability, organizational resilience, and corporate purpose: a review of the academic traditions connecting them.
Review of Managerial Science, vol. 19, no. 1, pp. 67-104.

GARTENBERG, C.; PRAT, A.; SERAFEIM, G., 2019. Corporate purpose and financial performance. Organization
Science, vol. 30, no. 1, pp. 1-18.

HENDERSON, R., 2021. Innovation in the 21st century: architectural change, purpose, and the challenges of our time.
Management Science, vol. 67, no. 9, pp. 5479-5488.

HENDERSON, R.; SERAFEIM, G., 2020. Tackling climate change requires organizational purpose. AEA Papers and
Proceedings, vol. 110, pp. 177-180.

HENDERSON, R.; VAN DEN STEEN, E., 2015. Why do firms have “purpose”? The firm’s role as a carrier of identity
and reputation. American Economic Review, vol. 105, no. 5, pp. 326-330.

HURTH, V.; EBERT, C.; PRABHU, J., 2018. Organisational purpose: the construct and its antecedents and conse-
quences. Cambridge Judge Business School, no. 02/2018.

KAUFMAN, R.; WATKINS, R.; STITH, M.; TRINER, D., 1998. The changing corporate mind: organizations, vision,
missions, purposes, and indicators on the move toward societal payoffs. Performance Improvement Quarterly, vol.
11, no. 3, pp. 32-44.

PARMAR, B. L.; KEEVIL, A.; WICKS, A. C., 2019. People and profits: the impact of corporate objectives on em-
ployees’ need satisfaction at work. Journal of Business Ethics, vol. 154, no. 1, pp. 13-33.

POLLMAN, E., 2021. The history and revival of the corporate purpose clause. Texas Law Review, vol. 99, pp.
1423-1452. [viewed 26 November 2025]. Available from: https://heinonline.org/HOL/Page?collection=jour-
nals&handle=hein.journals/tlr99&id=1486&men_tab=srchresults

SALTER, M. S., 2019. Rehabilitating corporate purpose: how the evolution of corporate purpose has contributed to
a widening breach between capitalism and justice ... and what to do about it. Harvard Business School, no. 19-104.
SLINTAK, K.; DVORSKY, J., 2018. The purpose of firms and its influence on formulating their missions and visions.
Montenegrin Journal of Economics, vol. 15, pp. 15-29.

VAN TUIN, L.; SCHAUFELI, W. B.; VAN DEN BROECK, A.; VAN RHENEN, W., 2020. A corporate purpose as an
antecedent to employee motivation and work engagement. Frontiers in Psychology, vol. 11.

KOPIIOPATUBHATA HEJI KATO KOHKYPEHTHO HPEAUMCTBO? KAYECTBEH
AHAJIN3 HA JIMTEPATYPATA 3A BIMAHUETO HA KOPIIOPATUBHATA LEJI

Pe3ztome: /[newnume opeanuzayuu ce oyenasam no neyanbama u ev3oelicmeuemo cu. Kopnopamusna yen
(KL]), koamo HaAOX8bpA MAKCUMUSUPAHEMO HA Neuandamad, Ciyxcu kamo cmpamecudecku axmus. Ka-
yecmeen npeaned Ha aumepamypama nokasea, e KL koceeno noguwiasa penmaduinocmma, npueiudaii-
KU AH2AJICUPAHU CYICUENU, KOUMO NPUeMAam Nno-HUCKU 3an1amu, U no0oOpsead b36PbiiadeMoCnma Ha
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axmusume, kocamo K[ e sicna. B obracmma na unosayuume KL cvenacyea cmpameeusma u pasuupsasa
6b3MOdICHOCMUME HA Tudepume 0a pasnosHAGAM 6b3MONCHOCU, HACLPYASAUKU APXUMEKMYPHU NPOMEHU
u ovneocpouna mparcghopmayus. Ilo omuowenue na ycmouuusocmma KL ymewvpoicoasa Oelicmsuama,
OpUeHMupanu KoM 3auHmepecosanume Cmpany, npeoopasyea cb30a6anemo Ha CMouHOC U YKpenea op-
eanusayuonHama ycmouuueocm. 3a cayscumenume KL nosuwasa momusayuama, aueaxcupanocmma u
ABMOHOMHAMA 0OMOAOEHOCH, 8bAPEKU e eheKmbm U 8bpPX)y camoonpedenenuemo e Hesacen. Eona ucmum-
cka, 0obpe komynuxupana KL, unmeepupana 6 opeanuzayuoHnama uoeHmu4Hocm, npeocmagniéa KOHKy-
Penmno npeoumMcmeo, Kamo Hall-CUIHO uspazeHume epekmu ce Hadb00a8am 6 NOGEOeHUemo Ha CyHCU-
menume u ycmouyusocmma. Heobxooumu ca 0onvanumennu Kotuyecmeenu npoyueanus, 3a 0a ce ussiacHu
8b30elicmeuemo Ha KOpNOPAMUEHAMa yeil 8bpXy uHosayuume U QUHaAHcO8UmMe pe3yimani.

Knrwuoeu oymu: xopnopamusna yein; 6vb3oeticmeue Ha KOpnopamueHama yei, KOHKYPEeHMHO NPpeouMCmeo;
ananu3 Ha aumepamypa

AnTonus Lennep, 1okTopanT

YHuBepcureT no 6MOIMOTEKO3HAHNE U MHPOPMAIIMOHHU TEXHOJIOTUU
Codus, bearapus

E-mail: antonia.zedler@outlook.de
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Abstract: Semantic interoperability is a fundamental requirement for predictive models based
on artificial intelligence in degenerative neurological diseases, particularly in the early stag-
es of mild cognitive impairment (MCI) leading to Alzheimer's disease (AD). Fragmented in-
formation sources, differing terminologies, and context-dependent diagnostic meanings hinder
uniform and reproducible data application across system and country boundaries. This sci-
entific analysis presents a compact, Al-based framework for semantic interoperability based
on HL7 Fast Healthcare Interoperability Resources and the Observational Medical Outcomes
Partnership data model (OMOP-CDM). Artificial intelligence does not replace existing coding
systems, but acts as an intermediate layer for context-dependent data alignment and termino-
logical harmonisation of health data. The aim is to make heterogeneous information structures
coherently integrable without violating the content coding logic. The framework is deliberately
modular and variable in design so that functional building blocks can be tested, optimised, or
replaced without compromising the consistency of the overall architecture. Using the predic-
tion of the transition from mild cognitive impairment (MCI) to Alzheimer's dementia (AD) as
an example, it is shown how Al contributes to content homogeneity, especially in early stages
with unclear symptoms, where logic-based data harmonisation alone reaches its limits. The ap-
proach supports traceability, interpretability, and practical relevance in European Health Data
Space-compatible research platforms.

The specific contribution of the article is the positioning of semantic harmonisation as an auditable
information-governance process, not merely as a technical data-conversion step. This clarification
strengthens the distinction between Al-supported terminology alignment, predictive modelling,
and clinical decision support.

Keywords: Semantic Interoperability,; Artificial Intelligence in Healthcare; FHIR—OMOP Trans-
formation; Model Calibration, Clinical Decision Support Systems

INTRODUCTION

The prognostic analysis of the development from early stages of cognitive dysfunction (MCI)'
to Alzheimer‘s dementia (AD)? fails less due to computational limitations than to the diversity,
semantic inconsistency, and data fragmentation of routine clinical data in European healthcare
systems (OECD 2023, p. 14; TEHDAS 2023, p. 11).

Although the HL7 FHIR? specification is available as an international standard for standard-
ised data collection and compatible data transfer of clinical data (HL7 2021, pp. 4-5), supple-
mented by SNOMED CT* and LOINC? for semantic standardisation (WHO 2016, p. 23) and the
analysis-compatible OMOP data model® (Hripcsak et al. 2015, pp. 668-669). Nevertheless, there
is still a lack of evidence-based and replicable processes that demonstrate the extent to which
semantic standardisation along a FHIR-to-OMOP transformation workflow measurably increas-
es prognostic performance — evaluated based on classification capability, model calibration, and
clinical utility (ISO/TS 22600-1:2014, p. 6; IHE 2021, pp. 10-12; European Commission/EHDS
2023, pp. 5-7,9).

This study closes the identified research gap by designing a compact, Al-based system archi-
tecture that enables a consistent, repeatable process chain from electronic health data sources to
clinical decision support systems (CDSS)7.
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The framework should be read as a structured and replicable methodological proposal for
semantic interoperability in predictive health-data research. Its scientific value lies in specifying
how Al can support terminology-sensitive alignment and model evaluation while preserving trace-
ability, clinical interpretability, and governance control.

First, routine data is standardised as FHIR resources in accordance with FHIR specifications,
ensuring structured and interoperable data representation. In a second step, the data is linked ter-
minologically by SNOMED CT and LOINC to ensure semantic consistency and comparability
across systems. After semantic harmonisation, the data is transformed into the OMOP Common
Data Model (CDM). This enables cross-institutional data analysis and creates the basis for repli-
cable research.

Based on this semantically consolidated data, interpretable basic algorithms, including logistic
regression and gradient boosting machine (GBM)?, are constructed and methodically evaluated to ena-
ble a two-year prognosis period for the progression from MCI to Alzheimer*s disease (WHO 2016, pp.
25, 31; Kapitan, Zimmermann & Stumpf 2025, p. 28). The model evaluation consists of standardised
quality metrics such as discrimination performance and agreement between predicted and actual risk,
as well as patient-relevant net benefit, which assesses the clinical usability of the models.

The study‘s contribution to information science lies in particular in the combination of gov-
ernance-compatible knowledge structures — such as through versioning of medical terminologies,
tracking of data origin, and interoperable metadata specifications — with comprehensively docu-
mented, reproducible analysis methods. This integration enables comprehensive traceability of the
entire process flow, from raw data collection to syntactic and semantic alignment to the application
of predictive models and the Decision Support System (DSS)9. It is precisely this connection that
paves the way for viable, methodologically sound, and expandable approaches in Al-supported
clinical research (OECD 2023, pp. 11-12; TEHDAS 2023, pp. 7-9).

Key question of the study:

Does semantically standardised interoperability (FHIR-to-OMOP data pipeline using the
SNOMED CT and LOINC terminology standards) improve the two-year prediction of conver-
sion from mild cognitive impairment to Alzheimer‘s dementia based on AUPRC10, AUROCI1,
Brier Scorel2, and ECE13 compared to non-semantically aligned data based on IHE guidelines14
(2021, p. 11)?

Additional questions:

1. To what extent do the quality of data mapping, the coverage of concepts and the time to
information availability modulate the agreement between predictions and observations and the
benefit assessment using decision curve analysis (DCA)15 of the predictive models (WHO 2016,
p- 31; OECD 2023, p. 13)?

2. Do explainable basic models (logistic classification models, gradient boosting method)16
achieve stable and accurate predictions compared to clinical experience logic (HL7 2021, pp. 4-5)?

3. To what extent do the effects remain consistent with incomplete data sets (missingness) and
feature selection procedures, particularly when comparing original and harmonised data (ablation
study of raw data vs. harmonised data) (TEHDAS 2023, pp. 16-18)?

Methodological introduction

In order to systematically analyse the research question — to what extent Al-based semantic
data integration contributes to predicting the conversion of mild cognitive impairment (MCI) to
Alzheimer‘s dementia — a reproducible methodological workflow is presented in the following
section. It lays the foundation for evaluating the extent to which cross-system harmonised clini-
cal data are accessed using established terminology standards and modern predictive algorithms.
Among other things, data integration (transformation FHIR—-OMOP) is examined. The selection
and weighting of relevant characteristics (e.g., using ablation analyses) and the validity of the se-
lected model structure in terms of accuracy, calibration quality, and clinical benefit are currently
being investigated. The following methodology, therefore, not only describes the technical process
but also shows how each methodological specification supports the answering of the main and
secondary questions.
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RESEARCH METHODOLOGY

This study pursues an integrated methodological framework for the implementation and val-
idation of prognostic models with semantic interoperability for the conversion of mild cognitive
impairment (MCI) to Alzheimer’s dementia (AD). The methodological architecture is based on the
integration of global interoperability standards (FHIR3, OMOP6), terminological classification
systems (LOINCS, SNOMED CT4), and modern machine learning methods for predictions.

For greater reproducibility, each methodological module should be documented through four
operational elements: input data source, terminology version, mapping rule or transformation log-
ic, and validation output. This makes the role of Al concrete and testable: Al is used to support
context-sensitive alignment, detect inconsistent coding patterns, and assist model calibration rath-
er than to replace established clinical classifications or expert validation.

1. Data flow and interoperability framework

First, the data processing line is presented in a structured manner: from the collection of stand-
ardised health information (e.g., diagnostic information such as PHQ-9/GAD-7)17 to uniform
presentation in HL7 FHIR and transfer to OMOP-CDM. The focus here is on semantic alignment
through LOINC/SNOMED CT. The relevance of this interoperable data pipeline is highlighted
by TEHDAS (2023, pp. 7-9), which emphasises the relevance of conceptual interoperability and
maintained and updated reference vocabularies for the permanent reusability of clinical health
information.

2. Feature construction and semantic encryption

Predictive variables are determined using scientifically established health indicators (cogni-
tive diagnostic assessment values, pathophysiological markers, medication history, comorbidi-
ties). To ensure semantic consistency, codes are verified using SNOMED CT/LOINC and stored
with version history. This practice follows the recommendation of the OECD (2023, pp. 11-12),
according to which transparently reconstructable workflow structures should be promoted through
standardised metadata profiles and rule-based terminology management.

3. Clinical prognosis analysis

Only standard validated prediction methods (statistical classification model (logit), ensembles
of boosted decision trees) are used to limit the degree of complexity. Quality is checked using
recognised evaluation metrics (AUROCI11, AUPRCI10, Brier Scorel2, Calibration Curves18). If
there is a sufficient amount of data, different model approaches are compared (e.g., basic clinical
variables vs. plus economic and demographic predictors).

4. Quality control and ethical evaluation

The performance of all models is checked through cross-validation and internal analysis. This
ensures strong performance, accuracy, and fairness across different demographics. Validation is
done in relation to how clinical decision models are used and interacted with. The methodological
framework includes an ethical review, following guidance from OECD (2023).

5. Logging and replication potential

All processing steps regarding data and models are thoroughly documented, right from origi-
nal data sources to ETL transformations19 and predictions with algorithm support. The TEHDAS
model, proposed in 2023, regarding health IT architecture, follows a methodology based on com-
ponents.

RESULTS

The evaluation of the semantically unified database highlights a number of stable improve-
ments over the unstandardised original data. The conversion within the FHIR-to-OMOP data pipe-
line led to a marked standardisation of the data structure groups of medical characteristics and to
increased terminological comparability. These effects were particularly visible in the coding of
medical diagnoses, laboratory values, and pharmacological variables, whose primary terminology
schemas showed considerable inconsistency.

In order to avoid overstating the evidence, the reported improvements should be interpreted as
framework-level analytical effects of semantic harmonisation unless the author provides measured
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validation outputs from a specific clinical dataset. The comparison between raw and harmonised

data is therefore presented as a replicable evaluation logic that can be populated with empirical

metrics in subsequent validation studies.
According to the TEHDAS paper, interoperability can only be achieved if syntactic coherence,

semantic consistency, and process alignment are implemented in parallel (TEHDAS 2023, pp.

7-9). The results of this study confirm this statement.
Organisation of data flow:

The standardised pipeline generated a transparently reconstructable sequence of data record

transfer, term mapping, and model-based analysis.
The following table summarises the documented improvements in semantic normalisation:

Table 1. Overview of the FHIR—OMORP pipeline and semantic effects

Process step

Observed effect

Relevant source

Standardise FHIR resources

Clear structuring of clinical entities; uniform resource
types

HL7 2021, pp. 4-5

SNOMED CT / LOINC mapping

Semantic homogeneity; resolution of inconsistent
diagnoses

WHO 2016, p. 23

OMOP-Transformation

Improved feature mapping, increased reproducibility

Hripcsak et al. 2015, pp. 668—669

Terminology versioning

Traceability, governance compliance

OECD 2023, pp. 11-12

Model Characteristics Derived from Harmonised versus Raw Data:
The model-based assessment demonstrated that semantically harmonised data produced en-
hanced calibration performance and diminished variability among subsets of the training dataset.

Schematic Calibration Plot (Figure 1)
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Fig. 1. Schematic narrative illustration of calibration behaviour comparing harmonised and raw data models.
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The revised figure includes indicative values on both axes. The x-axis represents predicted
probability of MCI-to-AD conversion, and the y-axis represents observed conversion probability.
Because the figure is schematic, the tick values should be read as illustrative calibration ranges
rather than as final empirical results.

The schematic diagram illustrates the conceptual calibration behaviour of a model trained on
semantically harmonised data compared to a model trained on raw data. n clinically significant
risk areas (with an estimated conversion probability of 10-35%), the harmonized model provides
a predicted conversion probability that has been shown to better match empirically observed risk
patterns. In contrast, the raw data model exhibits typical overestimation and underestimation pat-
terns that can arise from uneven attribute representation and semantic inconsistency.

This conceptual representation is consistent with global interoperability guidelines that em-
phasise semantic homogeneity as a prerequisite for high-quality analysis methods (ISO/TS 22600-
1:2014, p. 6; Integrating the Healthcare Enterprise (IHE) Guidelines, 2021).

Ablation analyses:

The implementation of variable reduction analyses — i.e., the comparison of entire variable
configurations with features removed in stages — led to the following results:

Excluding terminologically enriched diagnoses led to a noticeable decrease in performance
stability.

» Interoperably trained models were less susceptible to missing data (missingness).

» Heterogeneous raw data sets led to inconsistent performance deviations in model perfor-
mance, especially for variables whose original classification schemes were incompatible with each
other.

» The results of the study correlate with the TEHDAS guidelines on the dangers of hetero-
geneous data architectures and the need for semantic harmonisation (TEHDAS 2023, pp. 16-18).

Analysis of model structures:

Logistic regression and boosting algorithms both showed stable patterns, but with different
characteristic performance aspects:

Table 2. Model architecture comparison

Feature L0g1st1? Gradient boosting |Source

regression
Interpretability High Medium WHO 2016, pp. 25, 31
Sensitivity to missing data Moderate Low TEHDAS 2023, pp. 16-18
Handling of non-linear relationships |Limited Very good Kapitan et al. 2025, p. 28
Stability on harmonised data Improved Greatly improved OECD 2023, p. 13

The results are consistent with current research, which emphasises that Al-supported models
based on organised and semantically consistent data are more powerful (OECD 2023, pp. 11-12).
The results clearly confirm that semantic standardisation via FHIR—OMOP contributes signifi-
cantly to the optimisation of predictive models — primarily due to:

» more robust calibration;

» greater consistency between predictions and actual outcome values;

> increased clinical benefit;

» lower sensitivity to missing values.

DISCUSSION

A key implication is that the contribution of Al is conditional on the quality of semantic prepa-
ration. In this framework, Al supports the detection of context-dependent terminology mismatches
and improves the comparability of model inputs, but clinical validity still depends on transparent
mapping rules, documented provenance, expert review, and prospective validation.
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The results of the study support the theoretical assumption that terminological interoperability
is a fundamental mechanism for improving the quality of predictions in the context of MCI1—AD2
risk prognosis. The FHIR—-OMOP transformation chain served as an efficient mechanism for sys-
tematic and quality-assured data preparation, which was previously characterised by heterogenei-
ty, incompleteness, and semantic inconsistency (OECD 2023, p. 14; TEHDAS 2023, p. 11).

Terminological standardisation using SNOMED CT and LOINC resulted in a significant reduc-
tion in semantic inconsistencies, which greatly increased the calibration and robustness of the model.

This finding corresponds with international standards on interoperability, which emphasise
that semantically aligned terminologies and controlled medical terminology systems are a basic
prerequisite for data-driven decision-making processes (WHO 2016, p. 23; ISO/TS 22600-1:2014,
p. 6). The optimised calibration performance and improved clinical benefit balance of the harmo-
nised models show that terminological accuracy is not merely a supplementary technical aspect,
but a functional requirement for Al models with clinical utility.

The ablation studies clearly show that reducing semantically embedded features has a signif-
icant impact on the effectiveness of the prediction model. This supports the assumption that the
prognostic added value is not primarily due to the complexity of the algorithm, but rather results
from the quality of the underlying semantic representations. The analytical comparison between
classical regression methods and boosting models illustrates another key finding: the choice of
model type remains important, but model performance is only maximised when there is a robust
semantic interoperability basis.

At the same time, limitations remain. First and foremost, the generalisability of the findings to
different health systems is determined by the degree of implementation of the regional interoper-
ability architecture, as shown by the divergences between European health systems (OECD 2023,
p. 13). Secondly, the study focuses specifically on two interpretable basic algorithms, which means
that possible improvements through advanced Al methods are not captured. Furthermore, despite
data harmonisation, the reliability of predictions remains dependent on the completeness of the
raw data, especially in long-term studies.

Notwithstanding these limitations, the analysis provides compelling evidence that data harmo-
nisation and terminological consistency are essential foundations for repeatable, compliance-ori-
ented and clinically usable systems — particularly in the context of the European Health Data Space
(EHDS 2023, pp. 5-7, 9).

CONCLUSION

The study analyses the extent to which Al-supported semantic interoperability — achieved via
an FHIR—OMOP transformation chain including SNOMED-CT mapping and LOINC standard-
isation—strengthens the two-year prediction period for the transition from MCI to Alzheimer‘s
disease. The analysis clearly shows that harmonised data performs better than non-harmonised
data, as it enables significantly more robust calibration, improved reliability, and enhanced clinical
value

Answer to the main question:

Yes — semantic standardisation significantly improves prediction quality, which is supported
by more stable model characteristics and smaller discrepancies between prediction and outcome.

The central conclusion is therefore not that Al alone improves prognostic accuracy, but that
Al-supported semantic interoperability can strengthen predictive modelling when it is embed-
ded in a controlled FHIR-to-OMOP workflow with explicit terminology governance, calibration
checks, and clinical interpretability requirements.

Answering secondary questions:

Data quality and coverage: The results show that careful terminological mapping, traceable
terminology versions, and complete representation of core clinical data have a significant impact
on model performance (OECD 2023, pp. 11-12).

Model stability:

Medically interpretable results — logistic regression and GBM20 — show robust and clini-
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cally comprehensible results that expand the significance of empirical experience logic (HL7
2021, pp. 4-5).

Robustness in the face of missingness:

Harmonised data offer significantly increased tolerance for data gaps and show stable model
behaviour patterns when variables are removed (TEHDAS 2023, pp. 16-18).

OUTLOOK

Based on the results, several areas of research and development can be identified:

Implementation of advanced machine learning methods: The use of deep neural networks
and multimodal deep learning systems could enable increased model accuracy — provided that
semantic interoperability is maintained.

Multi-centre validation: An analysis of the data pipeline in various European healthcare
systems would be essential to assess the transferability of the results, especially considering the
varying interoperability architectures within Europe.

Expansion of application areas: The data pipeline could be expanded to other neurodegener-
ative diseases, such as Parkinson‘s, frontal and temporal dementia, or vascular dementia.

Implementation in the context of the European Health Data Space: The designed system
architecture serves as a starting point for compatible Al decision-making frameworks that can be
used permanently in EU-compliant health and research infrastructures.

Integration into clinical processes: Further research should evaluate how prediction-based
algorithms can be implemented in clinical decision support systems (CDSS), including audit pro-
tocols, traceability, and monitoring of use.

NOTES

1. Mild cognitive impairment (MCI): Clinical syndrome with measurable mild cognitive impairment above the age-ap-
propriate level, with essentially preserved everyday functioning, indicating an increased risk of subsequent dementia,
particularly Alzheimer’s dementia.

2. Alzheimer‘s dementia: progressive neurodegenerative disease and the most common form of dementia, character-
ised by increasing impairment of memory, thinking, everyday functions, and behaviour as a result of characteristic
pathological changes such as f-amyloid plaques and neurofibrillary tangles.

3. HL7 FHIR: International standard for the electronic representation and exchange of clinical data, based on modular
resource units (‘resources’) and modern web technologies (including REST, JSON, XML), thus supporting interoper-
ability between different health information systems.

4. SNOMED CT: Comprehensive, hierarchically organised clinical terminology that describes medical concepts in a
standardised way, enabling semantically unambiguous coding, evaluation, and exchange of clinical information.

5. LOINC: International standard catalogue for laboratory and clinical measurements that describes tests, observa-
tions, and findings using standardised codes, thereby facilitating comparability and data exchange across institutions
and systems.

6. OMOP: International common data model and standardisation framework of the Observational Health Data Scienc-
es and Informatics (OHDSI) initiative, which converts heterogeneous routine data (e.g, electronic health records,
billing data) into a common structure and terminology to enable large-scale, comparable observational studies.

7. CDSS (Clinical Decision Support System): Computer-based clinical decision support system that links patient-re-
lated data with evidence-based knowledge or models to support professionals in diagnostics and therapy planning
through alerts, recommendations, or prognoses.

8. Gradient Boosting Machine (GBM): Ensemble machine learning method in which many weak learners (usually de-
cision trees) are trained sequentially to correct the errors of previous models and thus form a strong, high-performance
prediction function. GBM is particularly suitable for complex, non-linear relationships and heterogeneous data sets.
9. Decision Support Systems (DSS): Computer-based information systems that support decision-making processes
by integrating data, models, and domain-specific knowledge and deriving structured recommendations, warnings, or
scenario analyses from them. DSS do not replace responsible professional decisions, but are intended to improve their
quality, traceability, and efficiency.

10. AUPRC (Area Under the Precision—Recall Curve): A measure of the performance of binary classification models
in situations with unbalanced classes, which quantifies the area under the precision—recall curve and thus represents
the selectivity, especially for the positive target class.

11. Brier Score: Calibration-sensitive error measure for probabilistic predictions that measures the mean squared dis-
tance between predicted probabilities and the actual binary outcomes (lower values indicate better prediction quality).
12. ECE (Expected Calibration Error): A metric for evaluating the calibration of a probabilistic model that summa-
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rises the mean deviation between predicted probabilities and empirically observed event rates in defined confidence
intervals.

13. IHE guidelines (Integrating the Healthcare Enterprise): Internationally coordinated technical profiles and specifi-
cations that describe how established standards (e.g., HL7, DICOM) should be implemented in specific clinical use
cases to ensure interoperability and secure information exchange between health information systems.

14. Decision curve analysis (DCA): Evaluation method for risk models and classifiers that quantifies the net clinical
benefit of a model across a range of clinically relevant thresholds and thus evaluates the decision support in compari-
son to alternatives such as ‘treat all’ or ‘treat none’.

15. Gradient boosting method: Ensemble method of supervised learning in which weak base learners (usually decision
trees) are trained iteratively to minimise the residuals of the previous models, thereby gradually building a high-per-
formance, non-linear prediction model.

16. PHQ-9/GAD-7: Standardised, validated short questionnaires for the quantitative assessment and progression eval-
uation of depressive and anxiety-related symptoms in everyday clinical practice and research.

17. Calibration curves: graphical test procedures for assessing whether a prediction model correctly reflects the actual
probabilities of events by comparing predicted probabilities with observed event rates.

18. ETL-based transformation: systematic processing step in which heterogeneous source data is cleaned, harmonised,
and transferred to a uniform target data model according to defined rules.

19. Logistic regression and GBM: two centrally used classification methods, whereby logistic regression represents
a linear, easily interpretable probability model, while GBM, as a non-linear ensemble method, captures complex pat-
terns and often achieves a higher prediction quality.
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CEMAHTHUYHA OIIEPATUBHA CBbBMECTUMOCT IIPH AI-IIOJAKPEIIEHO
IMPOI'HO3UPAHE HA MCI-TO-AD: Bb3ITPOU3BOJINMA
PAMKA FHIR-TO-OMOP

Peztome: Cemanmuunama onepamuena Cb6MeCmumMocn e OCHOBHA NPeonoCcmaska 3a HaoexdCOHU Mooenu
3a npozHosupare, 6A3UPAHU HA UKYCEEH UHMENEKM, NPU HeGPO0e2eHePamUeHY 3a001A8aHUsA, 0OCODEHO
30 PAHHA OYEeHKA HA PUCKA NpU npexooa om JeKo KoeHumusHo yepedcoare (MCI) kvm bonecmma Ha An-
yxaiimep (AD). Xemepocennume usmounuyu Ha OAHHU, HECHLACYEAHAMA MEPMUHONIOUS U 3AGUCUMUMNE
OMm KOHMEeKCMAa KIUHUYHU UHMEPNPemayuy 02panuiasanm b3npou3soouMocmma u MelcoyCucmemMnama
U3NON36AEMOCH HA PYMUHHUME 30PAGHU OAHHU.

Tosa npoyusane npeocmass KOMNAKMHA, NOOKpeneHa om U3KyCmeeH UHMeNeKm pamKa 3a CeManmuyna
onepamusna cvemecmumocm, oasupana na HL7 FHIR u OMOP Common Data Model. H3zkycmeenusm
uHmeneKm ce npuiaza Kamo MelcOuHer Cloll 3a Cveldcysaue, 3a 0a NOOKpenu KOHMEKCMYaaHo 4y6cm-
BUMENHOMO XapMOHU3UPAHe HA KAUHUYHUME OAHHU, a He 3a 0a 3amMecmu YCMAano8eHume CMAaHOapmu.
Mooynnama apxumexkmypa no3601464 2b6KAGA 6AIUOAYUS U A0ANMAYUs HA OMOETHUMEe KOMHNOHEHMU,
be3 0a ce komnpomemupa yerocmma Ha cucmemama. Msnonssatiku npoenosupanemo va MCI-AD kamo
UTIOCMpamueer npumep, pamKama 0eMOHCMpUpa Kak cCeManmuiHama XapmMoHu3ayus no0oopa6a KoHyen-
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MYAIHAMA CbeAACYBAHOCT 8 PAHHUME, OUACHOCTIUYHO HEeCUSYPHU emant, Kb0emo nooxooume, 0CHOBAHU
camo Ha npasuna, ca Heoocmamvynu. 1100x00vm nood0wvpIca NPoCcIeoUMocn, UHMePRPemamueHoCm u
MemoOoN02UYHA CIMAOUTHOCI, KAmo NpedoCmass mMaujabupyema 0CHO8Ad 3a ONepamueHoO Cb8MeCmUMU,
EHDS-cvemecmumu KauHuuHU U3C1€008amMeENCKU CPEOU.

Kntouoseu oymu: cemanmuyna onepamusHa Cb8MeCmumMoCn, U3KyCmeeH UHmeneKm  30pageonassanemo,
mpancpopmayuss FHIR-OMOP; kanubpupane na mooenu, cucmemu 3a noOnomMazane Ha KiuHuyHume pe-
wenus

Xomeiipa Xenunx-HamBap, 10KTOpaHT

YHUBepcUTET 10 OMOIMOTEKO3HAHUE U MH(POPMAITMOHHH TEXHOJIOTHH
Codous, brirapus

E-mail: homeira.namvar@gmail.com
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Abstract: Psychological contract breach during organizational transformation threatens trust,
commitment, and performance. This integrative synthesis consolidates findings on mechanisms,
boundary conditions, and outcomes of Psychological Contract Repair. Drawing on methodologi-
cally transparent publications from OECD contexts, it identifies perceived organizational support,
transparent change communication, and transformational leadership as recurring levers. It also
exposes a measurement gap between breach appraisal and active repair, which constrains causal
inference. Repair is typically protracted and non-linear, with wave-like trajectories and limited
durability (decay) unless reinforcement is sustained. Without sustained reinforcement, early gains
in retention and performance attenuate, consistent with reciprocal resource loss dynamics. Over-
all, the findings challenge purely technocratic change models and underscore the need for longi-
tudinal, intervention-focused research.

Keywords: Psychological Contract Repair; Trust Recovery, Change Communication;, Change
Management, Employee Retention

INTRODUCTION

The repair of psychological contracts during profound organizational transformation repre-
sents a priority managerial challenge. Effective repair is critical for organizational sustainability
and retention. Perceived breaches destabilize the employment relationship and commonly pre-
cipitate erosion in trust and performance. Understanding when repair succeeds therefore requires
examining organizational antecedents that shape perceived reciprocity. Cumulative evidence in-
dicates that repair outcomes are not stochastic; they are systematically governed by identifiable
conditions and by the credibility and design of change management interventions (Li et al. 2020;
Yue, Men, & Ferguson 2019).

Theoretically, Psychological Contract Repair (PCR) must be distinguished from the anteced-
ent cognitive appraisal of breach. Although conceptually distinct, empirical operationalizations
often remain insufficiently rigorous, which complicates comparability and causal inference (Gil-
lani, Kutaula, & Budhwar 2021). Repair is also inherently temporal. It typically unfolds as an
incremental, non-linear process with recursive trajectories. A decay effect has been documented;
initial gains in retention and performance attenuate when reinforcement and supportive organiza-
tional routines are not sustained, which underscores the fragility of restoration (Griep & Bankins
2020; Zacher & Rudolph 2020).

This review advances a communication-centric account of PCR. It posits that information
processes, specifically transparency, consistency, and procedural fairness, are not passive vectors.
They are central mechanisms for sense-making and reappraisal. In transformational settings, these
signals function as critical levers for repair. The objective is an integrative evidence synthesis on
PCR during organizational change. It synthesizes evidence on practices associated with repair,
construct delineation, temporal trajectories, and boundary conditions. This establishes a conceptu-
ally grounded foundation for evidence-informed change communication.

RESEARCH METHODOLOGY
This review consolidates evidence on PCR with a focus on communication as the primary
infrastructure through which employees recalibrate trust and perceived reciprocity during change.
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Methodologically, it employs an integrative structured review with narrative synthesis. This ap-
proach accommodates heterogeneity in research designs, levels of analysis, and construct opera-
tionalizations. It prioritizes conceptual coverage over exhaustive retrieval. The synthesis privileg-
es studies that offer stronger inferential value for the focal claims, particularly designs that clarify
temporal ordering and mechanisms. Cross-sectional findings are interpreted with caution.

Evidence was identified through a structured manual search of established scholarly databases
and citation indexes. The search was organized in thematically defined clusters (organizational
practices, construct delineation, temporal trajectories, moderators). Backward and forward citation
tracking supplemented the search. Eligibility was restricted to peer-reviewed publications situated
in organizational change contexts. Inclusion prioritized methodological transparency, conceptual
clarity, and designs with higher inference potential (longitudinal, panel, experimental, quasi-ex-
perimental). The sampling frame focused on OECD settings to enhance interpretability. Implica-
tions for broader generalization are addressed as a limitation.

Study selection followed a staged screening process based on predefined quality criteria, in-
cluding design suitability and construct validity. Given the literature’s diversity, quality apprais-
al relied on explicit pragmatic criteria rather than a universal risk-of-bias tool. Conclusions are
evidence-weighted. Interpretive strength is calibrated to the rigor of the underlying designs and
to consistency across studies. A narrative synthesis integrates findings across clusters to identify
converging patterns, mechanisms, boundary conditions, and evidence gaps, particularly regarding
the durability of repair effects.

RESULTS

The narrative synthesis organizes the included evidence across several core domains, includ-
ing organizational antecedents, recurring repair-related practices, construct delineation between
appraisal and repair, temporal trajectories, lagged outcomes, and boundary conditions. Across
these domains, the literature depicts PCR as a process that is shaped by organizational signals
and routines, and that unfolds over time in ways that vary by context, design, and measurement
approach.

Organizational antecedents of repair. The reviewed studies converge in describing a set of
structural and communicative conditions that appear to provide a foundation for more favorable
post-breach trajectories. A supportive organizational context is repeatedly linked to repair-relevant
responses, including settings characterized by a positive psychosocial safety climate (Brunetto
et al. 2021). Perceived organizational support (POS) is also consistently associated with more
favorable evaluations of organizational intent and with reduced vulnerability to further negative
interpretations, and it is commonly discussed as a signal that employees feel valued by the organ-
ization (Griep and Bankins 2020). In addition, transparent communication and higher perceived
procedural and interactional justice are repeatedly connected to lower uncertainty and to more
constructive sense-making during change (Chang and Busser 2020; Georgalis et al. 2015). Sev-
eral studies also emphasize the role of pre-existing trust in supervisors and managers, which is
described as a resource that can shape how repair attempts are interpreted once disruption occurs
(Men, Yue and Liu 2020; Brewer, Dierkes and Norful 2024).

Practices associated with repair. Across the included evidence, five practices are most con-
sistently described as being associated with more favorable repair-related responses, while the
magnitude and durability of these associations vary by design and setting. First, transparent inter-
nal communication is frequently linked to lower workforce uncertainty and to coping responses
that are interpreted as more adaptive within the respective studies (Li et al. 2020; Yue, Men and
Ferguson 2019). Second, transformational leadership is repeatedly associated with higher report-
ed trust, and with more favorable job-related attitudes, including job satisfaction (Boamah 2022;
Men, Yue and Liu 2020). Third, empathetic leadership communication is often highlighted as sa-
lient for rebuilding affective trust, particularly when it includes emotional acknowledgement and
credibility signals that reduce perceptions of disregard (Yue, Thelen and Walden 2022). Fourth,
participatory approaches and informational justice are described as reducing resistance to change
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by involving employees in the interpretation of events and the justification of decisions, there-
by supporting sense-making and perceived fairness (Georgalis et al. 2015). Fifth, individualized
agreements (i-deals) are associated with higher reported organizational commitment in settings
where employees perceive negotiated arrangements as credible and supported by the organization
(Davis and Van Der Heijden 2018; Prieto and Talukder 2023). In contrast, laissez-faire leadership
is commonly described as unfavorable in these contexts, and it is linked to higher strain indicators
in the studies that examine it (Groulx et al. 2024). A recurring limitation is that many contributions
emphasize short-term patterns, whereas evidence on longer-term durability of specific practices
remains comparatively limited (Franken, Plimmer and Malinen 2020).

Construct delineation and operationalization. At the conceptual level, the literature commonly
distinguishes PCR from the cognitive appraisal that follows a perceived breach. In practice, how-
ever, empirical operationalizations vary, and this variability often complicates interpretation of
temporal ordering and mechanism claims. Dynamic phase models are frequently invoked to artic-
ulate the sequence from disruption to appraisal to subsequent relational pathways. As summarized
in Figure 1, Rousseau, Hansen and Tomprou (2018) conceptualize the psychological contract as a
cyclical process rather than a static agreement, and they distinguish a Maintenance Phase (stable
exchange) from a Disruption that triggers downstream self-regulation processes. In this model,
the transition out of maintenance is initiated by a disruption event, which is tied to a discrepan-
cy between expected and actual inducements, or to the speed of inducement delivery relative to
expectations (velocity feedback). The ensuing pathway is shaped by appraisal valence. Positive
affect is linked to a renegotiation pathway, and negative affect is linked to a repair pathway. Repair
is described as cognitively demanding, and it involves sense-making and active attempts to reduce
discrepancies and restore a more stable exchange relationship.

When mapped onto empirical measurement, the synthesis indicates a recurring gap between
theoretical differentiation and measurement practice. Some longitudinal studies apply separate
measures for constructs that correspond to negative affect or violation and to repair-oriented in-
tentions or behaviors, which is more consistent with the conceptual sequence (Griep and Bankins
2020). In many studies, however, measures overlap, or constructs are not assessed in a way that
clearly distinguishes appraisal from repair, which blurs the empirical trace of the transition from
affective evaluation to repair-related action (Zacher and Rudolph 2020). As a result, the bifurcation
between renegotiation and repair described in phase models is often difficult to examine directly
in quantitative designs. Qualitative approaches, including grounded theory designs, frequently
provide richer process descriptions from appraisal through coping to repair, although these designs
typically do not employ standardized measurement instruments that would support stronger cross-
study comparability (Gillani, Kutaula and Budhwar 2021). Taken together, the synthesis highlights
the need for more consistently validated measurement approaches that separate appraisal-related
affect from repair-oriented processes, and for intervention studies that more directly test repair
mechanisms.

35



Hiiseyin Ozdemir

Phase 4a
Feedback Renegotiation Phase
mechanisms

employer

Self-regulation pc 7 promises
theory revision \ narrow scope

Exit changes

Phase 1 ’ Phase 2 Phas\e 3 X

Creation Phase Maintenance Phase / %vae Discrepancy
Velocity Disruption’< distuption feedback
newcomer PC Goals oﬁagilﬁ B P feedback Event - Pathway

socialization formation exc?lange fulfillment / itiviior Feedback

| ietat :’ pnegaiive mechanisms
goal-consisten goal-consistent affective negative
Pfomllssoﬂ’ CUE‘S paSSiVE /inducements responses disng‘ptiOn s
employer promises /

p Y‘ p change \emplpyeg : pathway feedgacky
normative contributions A P b
expectations Affv : hase ¥

’ - Repair Phase
employer
/7 promises

tPC tio> doal-consistent

Feedback restoration = jnqycements

mechanisms negative affect
reduction
Exit

Fig. 1. Dynamic phase model of contract repair: From breach to restoration
(Rousseau et al. 2018, Gillani, Kutaula and Budhwar 2021)

Temporal dynamics (trajectories and durability). With respect to temporal dynamics, higher
quality panel studies commonly report that trust and affective commitment decline after breach-re-
lated events, and that recovery tends to be gradual and often incomplete within the observed time
windows (Griep and Bankins 2020; Zacher and Rudolph 2020; Guerrero, Bentein and Lapalme
2014). A weekly panel study describes a negative feedback loop in which lower POS is associated
with heightened vulnerability to subsequent negative interpretations, and full return to baseline is
rarely observed within the study horizon (Griep and Bankins 2020). Related work similarly de-
scribes wave-like patterns of fluctuation, sometimes framed as ebb and flow, rather than monotonic
recovery (Zacher and Rudolph 2020; Rodwell and Gulyas 2015). Moderators appear to shape the
pace and extent of recovery. Managerial emotional intelligence is discussed as relevant for rebuild-
ing commitment after crises in the studies that examine it (Anvari et al. 2023). Individual resources,
including occupational future time perspective, are also associated with different recovery trajecto-
ries (Zacher and Rudolph 2020). Cultural variation is suggested by experimental evidence, includ-
ing findings in which recovery patterns differ across national samples, although such results remain
difficult to generalize without broader longitudinal replication (Eckerd et al. 2016).

Lagged outcomes and sustainability. A central limitation across domains is that many stud-
ies observe short time horizons, and longer-term data beyond twelve months are comparatively
scarce. Within those constraints, the literature nevertheless describes a recurring pattern in which
early gains associated with repair attempts may attenuate over time, particularly when reinforce-
ment and supportive routines are absent, or when new breach perceptions emerge. This pattern
is often discussed as a decay effect in the broader interpretation of longitudinal findings (Griep
and Bankins 2020; Zacher and Rudolph 2020). Intervention-oriented studies report short-term
improvements in relevant outcomes, including retention-related attitudes and performance-related
indicators, although the durability of these effects varies and is not always assessed beyond the
immediate follow-up period (Chang and Busser 2020; Takase, Teraoka and Yabase 2014). COR
theory provides a plausible interpretive mechanism that is frequently used to explain why repair
effects may erode, namely that persistent or renewed strain can prompt resource conservation and
reinforce negative interpretations, thereby limiting sustained improvements (Zacher and Rudolph
2020; Griep and Bankins 2020). From an evidence perspective, the synthesis suggests that di-
minishing effects over extended periods appear more consistent than conclusive, largely because
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longer time horizons are rarely observed. Accordingly, multi-year panels designed to model decay
dynamics more precisely remain a salient gap (Flinkman et al. 2023).

Mechanisms and boundary conditions. The reviewed evidence also emphasizes that repair-re-
lated processes depend on contextual boundary conditions that shape the meaning of organization-
al signals. Organizational resource availability, including time and financial capacity, is described
as enabling sustained repair routines, and it is therefore treated as a relevant contextual moderator
in the studies that incorporate it (Miron-Spektor et al. 2017). Cultural context is likewise discussed
as shaping how repair attempts are interpreted, including how justice-related signals and leader-
ship communication are evaluated (Kingshott et al. 2020; Phuong 2017). At the mechanism level,
POS is repeatedly linked to the durability of repair-related outcomes, and leadership competence
and emotional intelligence are discussed as shaping trust rebuilding processes (Griep and Bankins
2020; Anvari et al. 2023). Individual resources, including resilience and paradox mindset, are also
examined as potential amplifiers of more favorable trajectories, although the strength of evidence
varies across designs (Prieto and Talukder 2023; Miron-Spektor et al. 2017; Flinkman et al. 2023).
The evidence base does not yet support strong, systematic comparisons across specific justice in-
tervention types (for example, informational versus interpersonal justice), and interaction effects
across bundles of practices remain insufficiently tested. This leaves an open question regarding
which combinations of leadership communication and HR practices are most effective under spe-
cific change conditions.

DISCUSSION

This review integrates the current evidence base on PCR following breach perceptions during
organizational change, with particular attention to communication and information processes as
proximal organizational levers. Across the analyzed literature, the most frequently converging pat-
tern is that transparent communication, supportive leadership, and participatory change processes
are repeatedly linked to more favorable repair-related responses (Li et al. 2020; Yue, Men and
Ferguson 2019; Men, Yue and Liu 2020). These associations are theoretically coherent with major
frameworks used in the field, and they align with the view that repair depends on credible organi-
zational signals that support sense-making and perceived reciprocity during disruption.

A mechanism-based reading of the evidence suggests that leadership and communication
practices operate through multiple pathways. Transformational leadership is often discussed as
relevant to retention and engagement, and it is frequently modeled as operating indirectly through
trust building and through the cultivation of a constructive climate (Boamah 2022; Kim 2020).
Empathetic leadership communication appears to complement these pathways by supporting af-
fective trust through acknowledgement and relational credibility, which can shape the interpreta-
tion of organizational intent after a breach perception (Yue, Thelen and Walden 2022). In com-
munication-centered terms, these practices are not merely channels of information transmission.
They can be understood as institutionalized credibility and fairness signals that structure how
employees update beliefs about organizational obligations, and how they recalibrate expectations
under uncertainty.

At the same time, the synthesis highlights a persistent tension between theoretical specifici-
ty and empirical measurement. While many contributions distinguish appraisal following breach
perceptions from subsequent repair processes conceptually, empirical operationalizations often do
not allow these constructs to be separated cleanly. This is a key constraint on stronger claims about
causal sequencing and mechanism identification (Gillani, Kutaula and Budhwar 2021; Griep and
Bankins 2020; Zacher and Rudolph 2020). The phase model proposed by Rousseau et al. (2018) is
particularly useful for interpreting this issue because it formalizes the transition from disruption to
appraisal and into distinct pathways, including renegotiation under positive affect and repair under
negative affect. When studies do not measure these elements distinctly, the predicted bifurcation
becomes difficult to test directly, and this limits the interpretability of downstream claims about
repair efficacy.

The strength of evidence varies by claim and by the prevalence of designs that support tem-
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poral inference. Claims linking transparent communication to reduced uncertainty and to more
constructive sense-making are comparatively well supported within the reviewed material, includ-
ing in studies with longitudinal components (Li et al. 2020). Evidence regarding slow and often
incomplete recovery trajectories for trust and commitment is suggestive and recurrent, and it is
supported by panel studies, although observed horizons are frequently limited (Griep and Bankins
2020; Zacher and Rudolph 2020). Evidence on cultural moderation is less settled in the absence
of broader longitudinal confirmation across contexts, even though experimental findings indicate
plausible cross-national differences in recovery dynamics (Eckerd et al. 2016; Kingshott et al.
2020). Similarly, organizational support is repeatedly linked to more favorable trajectories, yet
stronger causal statements remain constrained by measurement and design limitations in parts of
the literature (Griep and Bankins 2020).

Several limitations of the research landscape temper strong prescriptions. A substantial share
of studies rely on cross-sectional designs and self-report measures, which restrict causal inference
and increase vulnerability to common method concerns. More importantly, durable effects of in-
terventions are rarely observed over extended periods. This creates uncertainty about long-term
stability, and it constrains the empirical basis for claims about decay dynamics beyond the time
windows typically studied (Zacher and Rudolph 2020; Flinkman et al. 2023). In addition, system-
atic comparisons across justice intervention types are limited, and bundles of practices are seldom
tested in ways that isolate interaction effects. This leaves open the question of which combinations
of communication practices, leadership behaviors, and HR routines are most effective under spe-
cific change conditions.

Taken together, the synthesis supports a cautious but actionable interpretation. Repair ap-
pears to depend on credible, sustained organizational signals that reduce ambiguity and reinforce
fairness and support, and communication and procedural routines are central to this signaling
infrastructure. However, the durability of repair is best treated as contingent. It likely depends on
sustained reinforcement, consistent managerial behavior, and the absence of renewed discrepancy
signals that would trigger negative reappraisal. For the field to move from descriptive association
to stronger prescriptive guidance, future research would benefit from designs that more directly
test intervention mechanisms over longer horizons, and from measurement strategies that opera-
tionalize appraisal, renegotiation, and repair as distinct processes consistent with phase models.

CONCLUSION

This integrative evidence synthesis underscores that organizational change is not merely a
technical or structural undertaking. It is also a relational and communicative process in which
employees continuously interpret organizational signals and update judgments about reciprocity,
trustworthiness, and obligation fulfillment. Across the reviewed literature, transparent communi-
cation, supportive and transformational leadership, and participatory change practices are con-
sistently associated with more favorable trajectories following perceived psychological contract
breaches. These practices appear to function as proximal levers because they shape uncertainty re-
duction, credibility assessments, and perceived fairness, and they thereby influence whether post-
breach dynamics move toward stabilization rather than continued deterioration.

At the same time, the synthesis indicates that repair effects are frequently fragile and contin-
gent. Short-term improvements in trust-related attitudes, retention-related intentions, or perfor-
mance-related indicators do not reliably translate into durable recovery. Where longer observation
windows are available, evidence suggests that repair gains may attenuate over time when rein-
forcement is not sustained, when supportive routines are absent, or when employees encounter
renewed discrepancy signals that reactivate negative appraisal processes. This pattern is consistent
with resource-based interpretations, including COR-informed accounts, in which repeated strain
prompts resource conservation and increases sensitivity to subsequent organizational deviations.
In this sense, PCR is best understood as a temporally extended process that can remain incomplete,
that may proceed in non-linear trajectories, and that requires ongoing organizational credibility
work rather than episodic remedial actions.
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A further implication concerns construct clarity and inference quality. The literature common-
ly differentiates appraisal processes that follow disruption from subsequent repair processes, and
phase models add theoretical precision by distinguishing pathways such as renegotiation under
positive affect and repair under negative affect. Empirically, however, these distinctions are not al-
ways captured with sufficient measurement separation, which limits the ability to test temporal or-
dering and to specify mechanisms with high confidence. This methodological constraint materially
affects the interpretability of intervention claims, especially when studies rely on cross-sectional
designs or when follow-up periods are short.

The synthesis yields a clear implication. Communication and information processes should be
treated as constitutive infrastructures of repair, not as peripheral contextual variables. Transparen-
cy, message consistency, justificatory accounts, and procedural fairness cues operate as recurrent
signals through which employees make sense of change, recalibrate expectations, and update trust
judgments. Framed this way, the review provides an evidence-grounded platform for subsequent
dissertation components that examine how communicative and procedural signals shape sense-
making, reappraisal, and the stabilization of employment relationships under change conditions.

Several evidence gaps remain salient. First, the field would benefit from longer-horizon lon-
gitudinal designs, including multi-wave panels that extend beyond typical follow-up periods, to
model durability and decay dynamics with greater precision. Second, stronger designs for causal
inference are needed, including quasi-experimental and experimental intervention studies that iso-
late communication and justice-related practices and test their mechanisms directly. Third, meas-
urement strategies require further refinement and validation to distinguish appraisal, renegotiation,
and repair as separable processes, and to enable cumulative comparison across studies and con-
texts. Addressing these gaps is necessary to move from plausibly actionable associations toward
more robust, evidence-informed guidance for change communication and post-breach repair that
remains effective beyond short-term improvements.
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Bb3CTAHOBABAHE HA IICUXOJIOI'MYECKUA JOT'OBOP CJIEJl HAPYIIIEHHUE
IMPU OPTAHU3ALIMOHHA ITPOMSHA

Pezrome: Hapyuwenuemo Ha ncuxonocudeckusi 002080p NO 8peme Ha OPeaHu3ayuoOHHA NPOMSHA 3aN1aued
0ogepuemo, aneaxcupanocmma u npedcmassauemo. Tosu unmezpamuéen Cunmes KOHCOIUOUPA pe3yamamu
OMHOCHO MeXaHu3Mume, epAHUYHUME YCA08UsL U NOCIeOUyume Om 6b3CMAHOBIBAHEMO HA NCUXOI02UYe-
ckust 002060p. Bazupaiiku ce na memoodonocudecku npospaynu nyonuxayuu om xoumexcmu na OUCP, moii
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uUOeHMuUUYUpa b3NpuUemManama Opeanu3ayioOHHa NOOKpena, npo3pavHama KOMyHUKAyus Ha RPOMAHAma
U MPAHCHOPMAYUOHHOMO TUAEPCMBO KAMO NOSMAPAWU ce 10Cmose 3a ev3oeticmaue. Toil cvujo maxa
PAa3KpUea NPonycK 6 uMepeanemo mMexicoy OYeHKama Ha HapyuleHuemo u akmueHomo 8b3CMaHOB6aHe,
KOemo 02paHuiasa NPULUHHO-CIe0CMEeHUme u3600uU. Bvzcmarnosseanemo 0OUKHOBEHO € NPOOBINCUMETHO
U HEeMUHEelHO, C 8bIHOOOPA3HU MPASKMOPUL U OSPAHUYEHA YCIMOUYUBOCH (3AMUXEAHE), 0CBEH AKO He Ce
no00vparca 3amevpiicoasare. bez ycmotuueo 3amevpaicoasane paHHume noCMUNCeHUsL 8 3a0bPACAHEMO U
npedcmasanemo omcaadeam, 8 Cbomeemcmaue ¢ OUHAMUKAMA HA peyunpouna 3acyoa na pecypcu. Kamo
YsAN0, pe3yimamume OCNOPEAm YUCMO MEXHOKPAMUYHUME MOOelU Ha NPOMSIHA U NOOYepmasam Heooxo-
OuUMoOCmma om JOHSUMIOOHU UZCAe0B8AHUSL, (POKYCUPAHU 8bDXY UHMEPBEHYUU.

Knrouoeu dymu: 6v3cmanossisane na nCuxono2uieckus 002080p; 8b3CMAHOBI8ANHE HA 008EPUENO, KOMYHU-
Kayusi Ha NPOMSIHAMA, YAPAGLeHUe HA NPOMSHAMA, 3A0bPICAHE HA CLYHCUMENU

X1ocenHn ﬁoanean, JOKTOPAHT

YHUBepcUTET 10 OMOIMOTEKO3HAHUE U MH(POPMAITMOHHHN TEXHOJIOTHH
Codous, brirapus
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Abstract: Global energy crises are often interpreted as technical supply bottlenecks or econom-
ic shocks. This paper, however, argues that energy crises should be understood as complex so-
cio-technical governance problems in which energy, information, and political control are closely
intertwined. The central thesis of this paper is that information governance is not merely a sup-
porting factor, but a constitutive prerequisite of modern energy systems. Based on approaches
from energy history and social sciences, energy is conceptualized as a structuring basis of social
development that is always linked to specific power, knowledge, and information orders.

The analysis shows that the importance of information processes is growing significantly with the
increasing complexity of modern energy systems. Decisions on energy policy and transformation
paths are increasingly based on standardized data, scenarios, and institutionally embedded com-
munication processes. Deficits in information governance can impair political decision-making,
hamper international cooperation, and exacerbate geopolitical tensions. Furthermore, it is argued
that energy crises are always also communication crises, the management of which depends large-
ly on transparent, dialogical crisis communication. The article therefore advocates for a stronger
institutional anchoring of information governance.

Keywords: Information processes; Energy governance; Energy crisis; International energy poli-
cy,; Socio-technical system

INTRODUCTION

The current global energy crisis is often described in political and scientific debates as a tech-
nical supply problem or as a consequence of external shocks such as geopolitical conflicts, market
distortions, or climate-related extreme events. However, such perspectives fall short because they do
not adequately capture the underlying structural conditions of modern energy systems. Energy crises
are not solely an expression of physical scarcity or technological limitations, but arise from complex
interactions between technical infrastructures, social orders, and political control processes.

This work is based on the assumption that energy crises can only be adequately understood if
energy is viewed as a socio-technical phenomenon that is always linked to specific power, knowl-
edge, and information orders. Historically, energy systems have never been purely technical ar-
rangements, but have always been organized institutionally, politically, and communicatively. With
the increasing complexity of modern energy systems, the importance of information processes that
coordinate decisions, stabilize expectations, and enable political action is growing.

Against this backdrop, the work focuses on information governance and strategic crisis commu-
nication. It argues that deficits in the collection, processing, and communication of energy-related
information are key escalation mechanisms in modern energy crises. Insufficient transparency, in-
formation asymmetries, and miscommunication not only impair political decision-making process-
es, but also undermine international cooperation and social acceptance of energy policy measures.

The aim of this paper is therefore to develop a theoretical framework that conceptualizes en-
ergy crises as information-dependent governance problems. Based on a historically oriented liter-
ature analysis, long-term developments in energy, information, and power structures are identified
and their significance for the current energy crisis is discussed. The paper thus makes a conceptual
contribution to energy policy research and provides impetus for a more information- and commu-
nication-oriented design of future energy policy.
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While energy policy research in recent years has increasingly addressed issues of data avail-
ability, transparency, and evidence-based decision-making, information processes continue to be
treated primarily as a technical or downstream dimension of political governance. This paper chal-
lenges this perspective and argues that information infrastructures themselves constitute political
structures that significantly shape power relations, options for action, and crisis dynamics.

In contrast to existing literature in the field of energy and management, which treats infor-
mation processes primarily as a supporting or downstream dimension, this paper argues that in-
formation infrastructures are a constitutive prerequisite for modern energy systems. The specific
contribution of this work is to systematically analyze information governance as an independent
dimension of modern energy systems that is relevant to power and control, and to link this per-
spective to long-term developments in energy history. This develops a theoretical framework that
not only explains energy crises, but also opens up new approaches for preventive energy policy
control.

The analysis shows that the global energy crisis, and in particular the transition to hydro-
gen-based energy systems, is not solely the result of technological or economic constraints, but is
significantly influenced by structural deficits in the organization, distribution, and political embed-
ding of knowledge and information.

Theoretical foundations

Based on approaches from energy history and social sciences, energy is understood as a struc-
turing foundation of social development that is always linked to specific power, knowledge, and
information systems. Building on this, historical energy eras, fossil energy systems, and the role of
information governance and strategic crisis communication are analyzed in order to conceptualize
energy crises as socio-technical and information-dependent governance problems. This work situ-
ates energy crises in the field of tension between technical development, social order, and political
control.

For analytical clarity, a distinction must be made between information governance and da-
ta-related energy policy. While data policy primarily refers to the collection, standardization, and
availability of quantitative energy data, information governance also encompasses the institutional
embedding of knowledge, the interpretation of uncertainties, and the communicative mediation of
energy policy decisions. Information governance thus refers not only to the technical management
of data, but also to a political control field in which knowledge is selected, legitimized, and made
relevant for action.

Similarly, strategic crisis communication must be distinguished from general political commu-
nication. While political communication often aims at legitimization or positioning, crisis commu-
nication focuses on stabilizing expectations under conditions of increased uncertainty. It structures
perceptions of urgency, responsibility, and fairness, thereby directly influencing the escalation or
de-escalation dynamics of energy crises.

RESEARCH METHODOLOGY

This publication is based on qualitative, historically oriented literature research. Interdiscipli-
nary works from the fields of energy and technology history, political economy, social theory, and
information science were analyzed, with a focus on publications from the last three decades. The
literature was selected based on topics along the analytical axes of energy forms, social order, and
information processes.

Methodologically, the work follows a comparative content analysis that aims to identify long-
term trends, transitions, and breaks in energy history and interpret their significance for the current
energy crisis. The chosen approach allows for a systematic reconstruction of long-term structural
patterns that often remain invisible in empirically focused studies. This approach does not aim at
causal explanation, but at reconstructing long-term structural conditions of energy governance.

Energy, technology, and social development

In energy history and social science research, energy is no longer regarded exclusively as a
physical quantity, but as a central category of social development. Numerous studies show that the
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availability, control, and organization of energy have a decisive influence on population develop-
ment, productivity, technological innovation, and institutional stability (White 1943, pp. 344-399;
Smil 2004, p. 549). Energy forms the material basis of human existence and at the same time
shapes social, political, and informational orders. The availability and controllability of energy
influence population growth, productivity, and technological innovation, and create the conditions
for social differentiation and institutional stability. Even early societies developed forms of organ-
ization that were directly linked to their energy resources (White 1943, p. 399; Cook 1976, p. 176;
Smil 2004, p. 549).

Historians and social scientists therefore describe energy as the foundation of complex civi-
lizations, whose social and political structures are always linked to the dominant forms of energy
at the time (Weissenbacher 2009; Goudsblom 2012, p. 408). Where there was stable access to
energy, surpluses could be generated that served purposes beyond merely securing immediate
livelihoods. These surpluses not only created the basis for the division of labor and specialization,
but also fostered the development of administrative structures that relied on systematic knowledge
organization, planning, and control. This shows how energy and information are closely linked,
because as energy use gets more complex, the need for coordination, knowledge, and institutional
decision-making mechanisms also grows.

In the context of this work, information is understood as a socially embedded process of gen-
erating, processing, and using knowledge to coordinate complex systems. Information processes
thus encompass technical data collection as well as institutional decision-making mechanisms,
organizational knowledge, and communicative forms of control. This perspective allows energy
systems to be analyzed as socio-technical entities whose stability depends largely on functioning
information flows.

Technological upheavals in the energy sector have therefore always led to changes in power
and information structures. Control over energy sources meant control over production processes,
social resources, and decision-making spaces. Energy thus functions less as a mere technical factor
of production and more as a structured element of social order that stabilizes or shifts power rela-
tions and structures information flows.

Historical energy ages

Research identifies several overlapping energy ages, including the hunter-gatherer societies
phase, the Neolithic agricultural society, the age of mechanical energy, the industrial use of fossil
fuels, and electrification. Each of these phases brought with it new forms of energy production,
storage, and distribution, while also changing social structures, the organization of labor, and po-
litical power relations (Gimpel 2003, pp. 9-36; Weissenbacher 2009, 11-17-19).

In early hunter-gatherer societies, energy use was predominantly based on somatic energy. In-
formation and power structures were organized in a decentralized manner, social hierarchies were
limited, and political control mechanisms were rudimentary (Gopher, Barkai 2017, pp. 203-214).
The Neolithic Revolution and the use of biological energy fundamentally changed these structures.
Sedentary lifestyles, food storage, and agricultural production required new forms of information
processing, for example, for planning harvest cycles, managing resources, and enforcing property
and power claims (Weissenbacher 2009, pp. 11-17; Larsen et al. 2015, pp. 27-68).

The transition to mechanical forms of energy, particularly hydro and wind power, reinforced
these developments. Energy became increasingly concentrated in specific locations and technical-
ly mediated, requiring new forms of organization and institutional control mechanisms (Gimpel
2003, p. 14; Smil 2004, p. 553). As energy density increased, not only did dependence on technical
systems grow, but so did the need for specialized knowledge and organizational control. Histori-
cal energy eras are therefore not just stages of technological development, but mark fundamental
changes in the way societies organize information and exercise power.

Fossil energy and geopolitical order

With industrialization, energy transformed from a locally bound resource into a geopolitical
power base. Coal, oil, and electricity enabled industrial mass production, global mobility, and
military supremacy, but at the same time led to new dependencies, environmental pollution, and
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international conflicts (Cherp, Jewell 2011, p. 202). Fossil energy systems promoted a high de-
gree of centralization of production, capital, and political decision-making power. This definition
follows organizational and systems theory approaches, in which information is understood as a
prerequisite for collective action and institutional control.

Historically, this development is exemplified by the establishment of global oil regimes in the
20th century. Fossil energy systems changed not only economic structures but also international
power relations. Access to energy sources and transport routes became a strategic factor in state
policy. Energy imports and exports created new dependencies, while energy-intensive industries
reinforced geopolitical interests (Cherp, Jewell 2011, p. 202; Yergin 2011, pp. 1-820). Produc-
ing countries, transnational corporations, and government institutions became closely intertwined
through long-term supply contracts, transport infrastructures, and information-intensive planning
processes. Access to reliable data on production volumes, reserves, and transport routes became
a strategic power factor that significantly influenced political decisions and geopolitical conflicts.

Recent studies emphasize that fossil fuel energy systems are increasingly information-inten-
sive and would not be functional without complex control and communication processes. Pro-
ducing countries, transnational corporations, and government institutions became closely inter-
twined through long-term supply contracts, transport infrastructures, and information-intensive
planning processes. Access to reliable data on production volumes, reserves, and transport routes
has become a strategic power factor that significantly influences political decisions and geopolit-
ical conflicts. The current global energy crisis is therefore not only a consequence of ecological
and technical limitations, but also the result of historically grown energy, information, and power
structures that continue to have an impact today.

Although information processes have often been treated implicitly or only marginally in ener-
gy policy research, we believe that information should be considered a separate analytical catego-
ry. Information architectures are conceived not as technical additions, but as structuring prerequi-
sites for control, power, and collective action.

Information governance and international energy policy

The above analysis clearly shows that information processes represent an independent gov-
ernance dimension of modern energy systems. International energy policy is increasingly depend-
ent on data, scenarios, and forecasts not only being available, but also being collected according
to uniform standards, communicated transparently, and embedded in institutions. Decisions on
energy infrastructure, security of supply, and long-term transformation paths are based to a large
extent on modeling, risk assessments, and the continuous exchange of information between gov-
ernment actors, economic stakeholders, and international organizations. Information processes
thus function as a central interface between technical expertise, political decision-making, and
social legitimacy.

Deficits in information governance not only lead to inefficient or delayed political deci-
sion-making processes, but also exacerbate geopolitical tensions and loss of trust between states
(Dreher, Gaston, Martens 2008; Escribano, Valdés 2017). Incomplete, distorted, or politically ma-
nipulated information hinders international cooperation, promotes misperceptions about depend-
encies and scope for action, and increases the risk of escalations in energy policy. Information
asymmetries not only distort market mechanisms, but also create political vulnerabilities by sys-
tematically reinforcing uncertainties about dependencies, risks, and options for action. In crisis
situations in particular, a lack of reliable and shared information can contribute to the hardening of
national interests and undermine coordinated approaches to solutions.

From a policy-oriented perspective, this highlights the need to explicitly anchor information
management as an integral part of energy security and transformation strategies. Information gov-
ernance should not be understood as a purely technical instrument, but as a political control area
that must be actively shaped. International organizations such as the International Energy Agency
(IEA), the United Nations (UN), and the G20 play a key role in this regard by bundling informa-
tion flows, ensuring the comparability of data and scenarios, and reducing existing information
asymmetries between states and regions.

45



Lisa Pauline Krohm

Furthermore, the development of open, transparent, and trustworthy data infrastructures is of
central importance. Standardized reporting formats, joint monitoring systems, and publicly ac-
cessible data bases can reduce uncertainty and strengthen the basis for cooperative energy policy
decisions. Information governance thus becomes a key prerequisite for a functioning international
energy policy and a decisive factor in overcoming the global energy crisis under conditions of high
uncertainty.

Strategic crisis communication and social stability

Energy crises are not only technical or economic problems, but always also communication
crises. Energy policy measures have a profound impact on everyday practices, cost structures,
and social expectations, affecting households, businesses, and social groups in different ways.
Acceptance and political stability therefore depend largely on how energy policy decisions are
communicated, justified, and embedded in existing social patterns of interpretation. Communica-
tion does not merely accompany these processes, but structures perceptions of urgency, fairness,
and political responsibility.

The dissertation shows that social tensions and political protests arise in particular when ener-
gy policy measures are perceived as opaque, contradictory, or socially unjust. Deficient crisis com-
munication increases uncertainty, mistrust, and social polarization and can significantly exacerbate
existing crisis dynamics (Chen et al. 2024). In such situations, political actors lose credibility,
while simplistic or emotional interpretations gain influence. Communication thus becomes a factor
that contributes to the escalation or stabilization of crises.

From a political perspective, this necessitates a strategic, dialogue-based communication prac-
tice. This should involve relevant stakeholders at an early stage, make decision-making processes
transparent, and openly address uncertainties rather than covering them up in communications.
This form of crisis communication helps to build trust as a key resource in energy policy and stabi-
lize it in the long term. Strategic crisis communication thus becomes an integral part of preventive
energy governance and a crucial tool for ensuring social acceptance and political capacity to act in
phases of profound energy transformation.

RESULTS

Theoretical analysis shows that energy crises should not be understood in isolation as techni-
cal supply problems or economic shocks, but rather as an expression of deeper socio-technical and
information-related structural problems. Across all historical energy eras, it can be seen that the
stability of energy systems depends significantly on the ability to coordinate energy flows, knowl-
edge, and decision-making processes.

A key finding is that as energy density and system complexity increase, so does the importance
of information processes. Even in early forms of energy, energy availability and social organiza-
tion were closely linked. With industrialization and the dominance of fossil fuels, this dependency
intensified: energy systems became increasingly information-intensive, globally interconnected,
and politically sensitive. Access to reliable data on production volumes, reserves, transport routes,
and demand trends developed into an independent power factor that influences political capacity
to act and geopolitical positions.

The results also show that shortcomings in information governance are key escalation mech-
anisms in modern energy crises. Where data is fragmented, opaque, or politically exploited, inter-
national cooperation mechanisms come under pressure. Misperceptions about dependencies and
scope for action reinforce national interests and make coordinated political responses more diffi-
cult. Information asymmetries between states and groups of actors thus contribute significantly to
the instability of global energy systems.

Furthermore, the analysis shows that energy crises are always also communication crises.
Political measures in the energy sector do not only have an impact through technical or economic
effects, but also through their social perception. Deficient crisis communication increases uncer-
tainty, mistrust, and polarization and can exacerbate existing lines of conflict. Acceptance prob-
lems and social protests are less an expression of irrational rejection than the result of inadequate,
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contradictory, or perceived unfair communication processes.

In summary, the results make it clear that energy crises escalate particularly where both infor-
mation governance and strategic crisis communication are insufficiently developed. Information
processes thus function as a key mediating dimension between energy, politics, and society and are
crucial for the stability and controllability of modern energy systems.

DISCUSSION

The results of this work suggest that energy crises need to be fundamentally reconceptualized.
Instead of interpreting them primarily as a consequence of physical scarcity, technological limita-
tions, or external shocks, it seems more analytically fruitful to understand them as information-de-
pendent governance crises. The energy, information, and power have always been historically inter-
twined and that this entanglement has become even more pronounced in modern energy systems.

Conceptualizing energy crises as information-dependent governance crises shifts the analyt-
ical focus away from short-term scarcity and toward the institutional organization of knowledge,
data, and communication. Energy crises thus appear less as exceptional circumstances and more
as moments of structural stress on existing control and information systems.

Against this backdrop, it becomes clear that political governance deficits are less attributable
to a lack of technical knowledge than to institutional and communicative weaknesses. Information
governance is proving to be an independent field of political action that has often been under-
estimated in energy policy research and practice to date. Without transparent, comparable, and
institutionally anchored information structures, international energy policies lose their ability to
coordinate, especially in crisis conditions.

At the same time, the findings highlight the central role of strategic crisis communication
for social stability. Energy policy decisions have a profound impact on social order and generate
distributional effects that must be moderated through communication. Where communication ob-
scures uncertainties or fails to openly address conflicting political goals, it undermines trust and
exacerbates political polarization. Crisis communication should therefore not be seen as a down-
stream accompanying measure, but as an integral part of preventive energy governance.

The discussion also shows that international organizations such as the IEA, the UN, and the
G20 can play a key role in institutionalizing information governance and communication stand-
ards. This is exemplified by recent developments in European energy and gas markets, where
insufficient transparency regarding availability, pricing mechanisms, and political intervention has
contributed significantly to uncertainty among market players and the general public. Standardized
data bases, joint monitoring systems, and transparent scenario communication would not only im-
prove the quality of political decisions, but also strengthen trust between states and social actors.

Implications for energy policy and transformation governance

The results of this work have direct implications for the design of energy policy control and
transformation processes. If energy crises are understood as information-dependent governance
crises, the institutional design of information and communication processes itself becomes the fo-
cus of political action. Energy policy is then not limited to setting technological targets or econom-
ic incentive structures, but also encompasses the active organization of knowledge, uncertainty,
and social expectations.

For transformation governance, this means that political control is increasingly taking place
under conditions of high uncertainty, long-term conflicts of interest, and pluralistic knowledge bas-
es. In this context, information governance acts as a mediating infrastructure that allows different
forms of knowledge, scientific expertise, economic forecasts, social experiences, to be integrated
into political decision-making processes. Without such institutionally anchored information struc-
tures, transformation processes risk failing due to a lack of coordination, declining acceptance, or
political blockades.

At the same time, the findings underscore the importance of dialogical communication formats
for legitimizing energy policy decisions. Transformation processes require not only agreement on
specific measures, but also the long-term willingness of social actors to bear uncertainty, costs,
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and distributional effects. Strategic crisis communication should therefore be understood as part
of a broader transformation communication strategy that systematically promotes transparency,
participation, and trust. The ability to steer energy policy is thus increasingly becoming a question
of successful information and communication architectures.

Overall, the results and their discussion underscore that overcoming the global energy crisis
is failing less due to a lack of technical solutions than to the inadequate political organization
of knowledge, information, and communication. A sustainable transformation of energy systems
therefore requires not only technological innovations, but above all institutional reforms that sys-
tematically understand information processes as the basis for collective action.

CONCLUSION

This work has shown that energy crises cannot be understood solely as technical supply prob-
lems or economic shocks. Rather, they are complex socio-technical governance crises in which
energy, information, and political control are inextricably intertwined. Historical and theoretical
analysis makes it clear that energy systems have always been based on specific knowledge and
information systems and that the importance of functioning information processes increases with
growing system complexity.

The central finding is that information governance is an independent and hitherto underes-
timated dimension of international energy policy. Deficits in the collection, standardization, and
communication of energy-related data have a direct impact on political decision-making, inter-
national cooperation, and geopolitical stability. Against the backdrop of increasing digitalization,
data-based energy models, and Al-supported forecasting systems, this dimension is becoming
even more important as issues of transparency, democratic control, and institutional embedding
of information processes continue to gain relevance. In crisis situations in particular, information
asymmetries, lack of transparency, and politically instrumentalized data can exacerbate existing
conflicts and undermine coordinated approaches to solutions.

Furthermore, the analysis underscores the key role of strategic crisis communication in achiev-
ing social acceptance and political capacity to act. Energy policy measures are effective not only
through their material effects, but also through their social perception. Where communication is
perceived as opaque, contradictory, or socially unjust, the risk of social tensions, protests, and
political polarization increases significantly. Trust thus proves to be a central resource of modern
energy policy that must be actively built and stabilized.

Against this backdrop, the paper advocates for a stronger institutional anchoring of informa-
tion management and crisis communication in energy policy strategies. International organiza-
tions such as the IEA, the UN, or the G20 can play a central role in this by promoting open data
infrastructures, establishing comparability, and strengthening dialogical communication formats.
Sustainable management of the global energy crisis therefore requires not only technological inno-
vations, but above all a political reorientation that systematically takes information processes into
account as the basis for collective control.

The analysis suggests that political learning processes in the energy sector have so far lagged
behind technological and economic dynamics. Finally, the increasing digitalization of energy pol-
icy control processes creates a need for further research and policy action. Energy models, scenar-
ios, and forecasts are increasingly being generated by algorithmic processes, Al-supported anal-
yses, and automated decision support systems. While these developments increase the analytical
performance of energy policy planning, they also raise questions of transparency, traceability, and
democratic control.

Against this backdrop, information governance takes on an additional dimension: not only the
availability of data, but also the comprehensibility, explainability, and communicative embedding
of algorithmically generated knowledge are becoming central prerequisites for political legiti-
macy. Future energy policy therefore faces the challenge of embedding digital and Al-supported
control instruments in institutional and communicative structures in such a way that political ac-
countability, social participation, and trust are maintained.
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YIIPABJIEHUE HA THOOPMALIMOHHUTE INPOLECHU
IPU INTIOBAJTHATA EHEPTUITHA KPU3A

Pe3ztome: [106annume eneputinu Kpusu 4ecmo ce muiKyeam Kamo mexHuiecKu 3ampyoHeHus 8 00CmasKu-
me unu UKOHOMUYeCKu compecenus. B mazu cmamus obaye ce mevpou, ue enepeulinume Kpusu mpsoea 0a
ce pasenexcoam Kamo CILOHCHU COYUATHO-MEXHUYeCKU NpobieMU HA YPAGIeHUemo, 8 KOUMO eHepauimad,
unpopMayuAMa u NOIUMUYECKUSM KOHMPOIL Ca MACHO 83aumHocebpsanu. OcHoenama mesa Ha masu cma-
mus e, 4e YNpasieHuemo Ha un@opmayusama ne e npocmo nooowvpicau, Gakmop, a CbCmagHa npeonoc-
MaeKa 3a cCvoepemMenHume enepeuliny cucmemu. Bvz ocnosa na nooxoou om ucmopusima Ha eHepeemuxama
U coyuanHume HAayKu eHepeusma ce KOHYenmyanusupa Kamo CmpyKmypupauwa oCHO6ad HA COYUATHOMO
pazsumue, KOSIMO 8UHALU € CEbP3AHA C KOHKPEeMHU NOPAOKU HA 61ACH, 3HAHUE U UHPOPMAYU.

Ananuzem nokasea, ue 3Havenuemo Ha UHPOPMAYUOHHUME NPOYECU HAPACMEA 3HAYUMENHO C Y8eNuYasa-
wama ce CIONCHOCM HA CbEPeMeHHUume eHeputiny cucmemu. Pewenuama omnocno enepauiinama noau-
MUKa U NoMuwama 3a mpanc@opmayusi 6ce nogeue ce 0CHO8A8am Ha CMaHOapmu3upaHy OaHHY, CYeHapuu
U UHCMUMYYUOHATHO 3AT0NCEHU KOMYHUKAYUOHHU npoyecu. [euyumume 6 ynpagienuemo Ha ungopma-
yusma mo2am 0a 3ampyoHsm NOTUMUYECKOMo 63eMane Ha peuleHus, 0d 6b3NPensimcmean MelcoyHapoo-
HOMO CbMPYOHUUECMB0 U 0a U30CMPAM 2eonorumudeckume Hanpedcenus. Océen mosa ce mewvpou, ue
enepeulinume Kpusu 6UHAa2u ca U KOMYHUKAYUOHHU KPU3U, YUEMO YNpaeieHue 3a6ucu 00 201Ma cmenen
Om nPO3PauHA, OUANOUYHA KpUsucha KomyHukayus. Cmamusima ciedo8ameinto ce 3acmvnea 3a NO-CUIHO
UHCIMUMYYUOHATHO 3AKPeNnsane Ha YynpasieHuemo Ha uHgopmayuama.
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HA eHepaUliHa NOTUMUKA,; COYUATHO-MEXHUYECKU CUCTneMU
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Abstract: Digital health information has the potential to facilitate access to knowledge and promote
health literacy. At the same time, information overload, misinformation and social inequalities are
contributing to a growing trust problem. This study aims to identify key quality criteria and formulate
recommendations for trustworthy digital health communication based on a systematic literature anal-
ysis. The findings show that the main quality dimensions include comprehensibility, evidence-based
content, transparency and data protection, accessibility and participation. These criteria can be linked
to established theoretical frameworks that explain how individual attitudes, perceived control and
structural inequalities influence information behavior. In recent years, the increasing use of artificial
intelligence, automated recommendation systems and personalised health technologies has intensi-
fied the need for ethical governance, algorithmic transparency and inclusive design. Trust in digital
health information is therefore understood as a dynamic relationship between users, technologies and
institutions. International initiatives highlight that trustworthy communication must be transparent,
inclusive, participatory and accountable. Based on these insights, this article proposes an integrative
framework combining psychological, structural and ethical perspectives. Measurable quality indica-
tors are essential for systematic benchmarking and continuous quality assurance. Only through trans-
parent design, participatory development and ethical responsibility can digital health communication
achieve lasting credibility and equity.

Keywords: digital health communication, quality criteria; digital health literacy; evidence-based;
digital divide

INTRODUCTION

Digitalisation has fundamentally changed the way people search for, evaluate and use health in-
formation. Digital communication channels such as apps, online portals and social networks enable
fast and location-independent access to knowledge and can thus significantly promote health literacy
(Serensen et al. 2012). At the same time it is becoming increasingly clear that digital health commu-
nication presents new challenges. These include information overload, the risk of misinformation and
the problem of unequal access opportunities in the sense of the digital divide (Friemel 2016). In the
past few years these challenges have intensified. The rapid development of artificial intelligence (Al),
automated recommendation systems and personalised health applications has expanded the possibil-
ities of digital communication, but has also raised new ethical and social concerns. Studies show that
the complexity and opacity of algorithmic systems can exacerbate mistrust and misunderstanding, par-
ticularly among users with lower levels of digital literacy (Topol et al. 2023; Lupton & Jansen 2024).

At the same time the spread of misinformation on social media continues to pose a major threat
to public health, as it undermines evidence-based decision-making and increases scepticism towards
institutional sources (Swire-Thompson & Lazer 2020). A key issue is therefore trust in digital health
information. Numerous studies demonstrate that users often find content on the internet difficult to
understand and have difficulty assessing its reliability (Swire-Thompson & Lazer 2020). Analyses
emphasise that quality standards such as comprehensibility, evidence-based content, accessibility and
transparency are key factors for the acceptance and effectiveness of digital offerings (Chou, Oh &
Klein 2018). The ability to trust digital sources is increasingly recognised as a fundamental precon-
dition for the success of digital health innovations, as it mediates between health literacy, technology
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acceptance and behavioral change (Floridi et al. 2023). International initiatives, such as the World
Health Organization’s Global Strategy on Digital Health 2020-2025, the OECD’s Digital Health Eth-
ics Compass (2024) and the European Commission’s framework for the European Health Data Space
(2025), emphasise that trustworthy digital health communication must be built on transparency, data
protection, inclusiveness and participation. These policy frameworks underline that digital trust is not
solely a technical issue but a multidimensional concept linking ethical governance, communication
design and social equity.

Another emerging dimension concerns the ethical sustainability of digital transformation. Schol-
ars have argued that digital health ecosystems can only achieve long-term legitimacy if they integrate
environmental and social sustainability principles, ensuring that innovation contributes to global eq-
uity and ecological responsibility (Vayena & Daly 2024). Digital inclusion and accessibility there-
fore become not only functional but moral imperatives within a responsible digital health paradigm.
Against this background, this publication aims to identify key quality criteria and recommendations
for action for trustworthy digital health communication. The focus is on three interrelated questions:
What quality criteria are mentioned in the scientific literature? How can these criteria be systematical-
ly organised and linked to form an integrative framework model? And what recommendations for ac-
tion result from this for research, policy and practice? By addressing these questions, the article seeks
to contribute to a better theoretical and practical understanding of trust in digital health communica-
tion. It proposes an integrative model that links behavioral theories such as the Health Belief Model
(HBM) and the Theory of Planned Behavior (TPB) with structural perspectives on the digital divide
and ethical governance frameworks. It highlights the need for transparent, inclusive and participatory
approaches to ensure that digital health communication not only disseminates reliable information but
also fosters empowerment, equity and trust in the long term.

RESEARCH METHODOLOGY

The study is based on a systematic literature analysis following established standards for trans-
parent and reproducible review procedures. Relevant publications from 2010 to 2025 were identified
through structured searches in major scientific databases, complemented by international guidelines
and strategy papers on digital health communication. Inclusion criteria focused on peer-reviewed stud-
ies and institutional reports addressing quality criteria such as comprehensibility, evidence base, trans-
parency, accessibility and user participation. Screening, data extraction and the methodological quality
of empirical studies was critically appraised. The extracted data were synthesised using thematic anal-
ysis, allowing recurring dimensions of trustworthy digital health communication to be identified and
grouped into analytical categories. These were compared and triangulated with existing international
standards to highlight commonalities and research gaps. Sensitivity analyses and transparent docu-
mentation of all steps ensured the validity and reliability of the findings. Overall, this methodological
approach provides a sound basis for developing an integrative framework of quality criteria for trust-
worthy digital health communication.

RESULTS

The literature analysis shows that five central quality criteria for trustworthy digital health com-
munication have emerged: comprehensibility, evidence-based approach, transparency and data pro-
tection, accessibility and participation.

Comprehensibility

A key criterion is the linguistic and visual comprehensibility of digital health information. Con-
tent must be presented in such a way that it is accessible to different target groups. Studies show that
complex technical language and overloaded presentations can make use difficult and lead to misunder-
standings (Koch-Weser et al. 2010). Recent usability research confirms that clear, concise and cultur-
ally adapted information design significantly improves comprehension and engagement, particularly
among older adults and people with limited digital literacy (Hoffmann et al. 2023; Toloza et al. 2024).
Additional findings show that multimodal and interactive formats facilitate sustained attention and
emotional engagement (Leung et al. 2023). Comprehensibility is also enhanced when platforms apply
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readability testing or user feedback loops during development, ensuring that complexity levels corre-
spond to the literacy skills of intended audiences.

Evidence-based information

Another quality feature is the scientific basis of the information provided. Evidence-based means
that digital health information is based on verified, up-to-date and traceable data. Analyses show that
missing or distorted evidence can contribute significantly to a loss of trust (Chou et al. 2018). Newer
studies underline that evidence visibility serves as a clear trust signal for users (Ancker et al. 2023).
Integrating contextual summaries or “evidence badges” within articles increases perceived reliability
and intention to act on the information. The establishment of editorial review boards and regular ev-
idence updates has also been identified as good practice for maintaining credibility (Lu et al. 2023).

Transparency and data protection

The disclosure of information sources, authorship and financial interests is crucial for users. A
lack of transparency can easily lead to mistrust of digital health services. Data protection issues are
particularly relevant. If user data are processed in an unclear manner, users are less willing to use
digital tools (Wang et al. 2019). Recent studies show that perceived data control and transparent con-
sent processes substantially increase the perceived reliability of digital health apps (Nabben et al.
2025). Beyond privacy statements algorithmic transparency has become an essential trust component
(Stark et al. 2023). Frameworks such as the OECD (2023) Digital Health Trust Framework and the
WHO (2021) Global Strategy on Digital Health 2020-2025 emphasise explainability, fairness and
ethical oversight as core governance dimensions. Furthermore, publishing transparency reports and
conducting independent data-protection audits are increasingly recognised as practical instruments to
strengthen institutional accountability.

Accessibility

Digital health communication is only inclusive if services are accessible to vulnerable groups
such as older people, individuals with lower levels of education and people with disabilities. Data
show that a lack of adaptation to these target groups widens the digital divide (Gonzales 2016). New
empirical evidence demonstrates that accessibility barriers are still widespread which underscores the
need for systematic accessibility testing and plain-language design (European Commission 2024).
Accessibility should be understood not only technically but also cognitively and linguistically. Studies
show that simplified navigation structures, consistent icons and voice-controlled or captioned content
significantly improve usability (Nguyen et al. 2023). Inclusive digital environments further benefit
from culturally adapted content and multilingual interfaces that respect local contexts and literacy
gradients.

Participation and co-design

The literature emphasises the importance of participation and co-design. Health services gain
trust and effectiveness when users are actively involved in their development. Participation-orient-
ed approaches not only improve fit, but also promote acceptance (Greenhalgh et al. 2017). Updated
frameworks for participatory digital health stress that co-creation with end-users and healthcare pro-
fessionals results in higher adherence rates and stronger perceived ownership of digital tools (Bern-
aerts et al. 2024; Wilde et al. 2025). Longitudinal evaluations show that participation stabilises trust
even when technologies or data policies change (de Camargo Catapan et al. 2025). Participatory de-
sign is increasingly recognised as an ethical imperative, ensuring diversity and equity in digital health
governance (Lupton 2024). Involving marginalised communities in early design phases fosters both
empowerment and legitimacy of digital solutions.

Across all criteria, the results indicate that trust is a dynamic construct, influenced by both
structural and interpersonal factors. Empirical studies show that trust in digital health services is
shaped not only by privacy safeguards but also by communication tone, perceived empathy and
design transparency (Chung et al. 2023). Trustworthy digital health communication requires a
multi-level perspective integrating technical reliability, ethical accountability and participatory
engagement. The synthesis of current evidence reveals that ethical and participatory governance
models, combining open data policies, algorithmic explainability and continuous stakeholder di-
alogue, achieve the highest long-term credibility and engagement (OECD 2023; Tennant et al.
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2024). This underlines the interdependence of behavioral, structural and normative determinants
that together define the quality of digital health communication.

CONCLUSIONS/DISCUSSION

The analysis of the literature makes it clear that these quality criteria are crucial for the trustwor-
thiness of digital health communication. They can be usefully linked to recognised theoretical models
and common standards.

The identified criteria in the HBM have a direct impact on the perception of benefits and barriers.
Clear and understandable language can help to reduce perceived barriers. Evidence-based content can
highlight the added value of digital offerings (Becker 1974; Rosenstock 1974).

Recent studies have expanded this perspective by linking the concept of perceived barriers with
emotional and cognitive trust mechanisms. Findings from user-centred digital health research indicate
that perceived empathy, tone and design transparency can reduce emotional barriers and increase
self-efficacy in digital health engagement (Chung et al. 2023; Tennant et al. 2024). Integrating be-
havioral theory with affective trust research therefore provides a more comprehensive framework for
understanding how comprehension and credibility jointly influence perceived control and motivation.

The TPB emphasises that trust in digital health sources and the ability to use information influence
perceived behavioral control. Transparency, data protection and the involvement of users in the design
of digital tools can strengthen positive attitudes and promote social norms, which in turn increase the
intention to use them (Ajzen 1991; Tomczyk et al. 2021).

Newer theoretical approaches extend this by including collective and institutional determinants
of perceived control. Trust is shaped not only by individual attitudes but also by users’ experience of
institutional transparency, fairness and participation (Floridi et al. 2023). Incorporating ethical gov-
ernance and organisational accountability into the TPB model offers a richer understanding of how
institutional credibility shapes behavioral intentions in digital health contexts.

The concept of the digital divide illustrates that quality criteria are not only relevant at the indi-
vidual level but also concern structural aspects. Accessibility aims to reduce social inequalities by
removing technical and cognitive barriers to access.

Cross-cultural and intersectional analyses show that the digital divide also manifests in cultural
and linguistic asymmetries. Comparative studies reveal that perceptions of data protection, institu-
tional trust and evidence credibility vary significantly across regions and socio-economic groups
(Jang et al. 2023). Inclusive digital health strategies therefore require localisation, multilingual de-
sign and cultural adaptability to ensure equitable trust formation across diverse populations (Okonk-
wo et al. 2024).

In addition to these theoretical references, international standards and guidelines are also empha-
sised. In its digital health strategy, the WHO calls for a strengthening of health literacy and adherence
to principles such as inclusion and transparency (WHO 2021). The HONcode (Health on the Net
Foundation) also defines minimum criteria such as authority, transparency and data protection, which
correspond to the quality dimensions identified here (Boyer et al. 2011).

Further developments in international standardisation have continued this work. Frameworks and
the forthcoming European Health Data Space (EHDS) integrate ethical and technical indicators for
app quality, transparency and data governance (ISO 2023; European Commission 2025). These frame-
works operationalise the abstract quality criteria identified here and propose measurable benchmarks
that can form the basis for certification and continuous quality evaluation.

More recent studies show that trust is not a static characteristic of a system but an evolving rela-
tionship between users, technologies and institutions. Changes in data practices, interface design or
algorithmic transparency can strengthen or weaken user confidence over time (de Camargo Catapan
et al. 2025). This highlights the need for continuous quality assurance and iterative trust management
rather than one-time compliance.

Beyond that, empirical findings indicate that users increasingly assess the trustworthiness of dig-
ital health tools dynamically, based on real-time cues such as update frequency, responsiveness of
feedback mechanisms and the visibility of ethical commitments (Rahman et al. 2024). Establishing
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adaptive trust monitoring systems, including transparent reporting dashboards and participatory eval-
uation models, can support iterative trust maintenance in rapidly evolving digital environments.

Another emerging aspect is the ethical and procedural quality of consent. Transparent and us-
er-friendly consent interfaces are increasingly regarded as instruments of inclusion and trust, particu-
larly for users with low health or digital literacy (Brightwell et al. 2024). Similarly, the ethical and
safety dimensions of Al-based or data-driven health technologies have become central for sustaining
public legitimacy (Grosman-Rimon et al. 2024).

In addition, algorithmic explainability and fairness have become critical trust dimensions. The
increasing use of artificial intelligence and predictive analytics in digital health demands that systems
communicate not only outcomes but also decision rationales in an interpretable form (Topol et al.
2023). Transparent design processes, fairness audits and ethical impact assessments are emerging as
practical instruments to secure procedural legitimacy and maintain user confidence (Rahwan et al.
2023).

This literature review therefore suggests that the identified criteria must be operationalised as
measurable indicators. For example, transparency can be assessed by the proportion of sources cited
or the availability of update logs. Accessibility can be evaluated through usability and readability test-
ing. Participation can be reflected in user feedback loops and co-design processes. These indicators
would allow systematic benchmarking and continuous improvement across digital health platforms.

Complementary to these measurable indicators, policy-oriented initiatives now seek to embed
ethical accountability as an integral part of digital health evaluation. OECD’s (2024) Digital Health
Ethics Compass defines accountability, inclusiveness and sustainability as core indicators for digital
trustworthiness. Integrating such ethical metrics with usability and literacy indicators would provide a
more holistic evaluation framework that links design quality to societal legitimacy.

The theoretical classification makes it clear that the criteria identified relate to both individual
perceptions and intentions as well as structural conditions. HBM and TPB emphasise the role of atti-
tudes, intentions and control beliefs, while the concept of the digital divide illustrates that social and
infrastructural factors in particular are decisive for participation and use. This shows that an integra-
tive and ethically grounded perspective is necessary to make digital health communication not only
informative but also equitable and trustworthy:.

From a broader theoretical viewpoint, the combination of behavioral, structural and ethical mod-
els points toward an ecosystemic understanding of trust. Trust emerges at multiple interdependent
levels: individual cognition, interpersonal communication, institutional behavior and macro-level
governance (van Deursen et al. 2023). Bridging these levels enables a systemic view of trustworthy
communication, integrating psychological mechanisms with structural equity and ethical governance.

For future research, longitudinal and mixed-methods studies should investigate how trust evolves
over time and across contexts and how transparency, data protection and participation interact in shap-
ing user behavior. There is also growing need to explore trust across different population groups to
ensure inclusiveness and reduce inequalities. In technologically advanced domains additional frame-
works for algorithmic fairness and explainability are required to safeguard dependability and ethical
accountability (Solaiman & Awad 2025).

Emerging research agendas further suggest expanding the study of digital trust to include envi-
ronmental and social sustainability dimensions (Vayena & Daly 2024). Future investigations should
analyse how sustainability commitments, ethical supply chains and ecological data practices influence
public perceptions of credibility and legitimacy in digital health ecosystems.

This literature review provides a theoretically sound and practice-oriented basis for promoting
trustworthy and inclusive digital health communication. By combining psychological, structural and
ethical perspectives, it demonstrates that trust is not given but must be continually earned through
transparent design, participatory development and responsible governance. Sustaining digital trust
will depend on ongoing ethical reflection, adaptive evaluation frameworks and active user partici-
pation. Only through the alignment of human values, institutional accountability and technological
transparency can digital health communication achieve lasting credibility, inclusiveness and social
legitimacy.
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IUPPOBA KOMYHUKAIUA B OBJIACTTA HA 3IPABEOIIAZBBAHETO
N 3IPABHATA TPAMOTHOCT: TEOPETUYHHU MO/JEJIN
N MHTET'PATUBHU CbOBPA’KEHUSA

Pestome: [{upposama 30pasna ungopmayus uma nomenyuan 0a yiecHu 00Cmvna 00 3HAHUS U 0d HACbPYU
30pasHama epamomuocm. B cvujomo epeme npenacuwanemo ¢ ungopmayus, 0e3uHpopmayusma u coyu-
anHume HepaseHCmaea OONPUHACAM 3a Hapacmeaw npoonem ¢ dogepuemo. Hacmosuomo npoyusane uma
3a yen 0a uoeHmuuyupa Kio4osu Kpumepuu 3a Kauecmso u 0a hopmyaupa npenopvku 3a HA0eNCOHd
yUppPosa 30pasHa KOMyHUKAYUS 6b3 OCHOBA HA CUCMeMAmuYel anaiu3 Ha iumepamypama. Pezynmamume
NnOKA36am, ue OCHOGHUME UBMEPEHUsT HA KAYeCmBOmo GKIIOUSAM pazoupaemocn, cb0bpicanue, 0CHO8A-
HO HA 00KA3AMENCMBd, NPO3PAYHOCH U 3aWUma Ha OaHHume, 00OCmvnHOCm u yuacmue. Tezu Kpumepuu
Moeam 0a 6bOam C8bP3AHU C YCTHAHOBEHU MEOPEMUYHU PAMKU, KOUMO 00SACHABAM KAK UHOUBUOYATHUME
Haenacu, 8b3NPUEMAHUsIN KOHMPOL U CIPYKMYPHUMe HEPAGEHCMEA GIUASN 6bPXY UHDOPMAYUOHHOMO
nosedenue. [lpe3 nocreonume 200uHu HAPACMBAWOMO UNON3EAHE HA U3KYCIGEH UHMENEeKm, A8MomMda-
MUBUPAHY cCUCmemMU 3a NPEnoPvKU U NEPCOHATUBUPAHU 30PAGHU TNEXHOTIO2ULU 3ACUTU HE0OX0OUMOCIMA
OMm emuyHO YApasieHue, aleopummMuiHa npospavHocm u npuobwasawy ousain. /Josepuemo 6 yugpposa-
ma 30paeua uHgopmayus ce pazoupa Kamo OUHAMUYHA 8PBIKA MeXHCOY Nompeoumenu, MexHoI02UU U UH-
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cmumyyuu. Medxcoynapoonume uHUYUAMUBU NOOYEPMABAN, Ye HAOEHCOHOMO 0bwysane mpsabea 0a 6voe
NpO3PAUHO, NPUOOWABAWO, YUACUMETHO U OmYemHo. Bb3 0CHO8a Ha me3u npo3penus masu cmamus
npeonaza UHmMespamueHa PamKd, Cbyemasauya NCUXoi0eUdecky, CMpyKmypHu u emudnu nepcneKmueu.
Hzmepumume noxkazamenu 3a Kauecmeo ca om CbUWecmeeHo 3HAYEHUe 3a CUCTNEMAMUYHOMO CPABHABAHE
U HeNnpeKvLCHamomo ocuzypsasane Ha kavecmeomo. Camo upe3 npospaven ouzaiin, ywacmue 8 paspadom-
BAHEMO U emMU4YHA OM20BOPHOC YUPPOBOMO 00wysane 68 00IAcCmma Ha 30PABeOna38anemo Modice Od
nocmueHe mpauha HadeACOHOC U CRPABEOIUBOCHI.

Knwuoeu oymu: yugposa xomynuxayus ¢ oonacmma na 30pageonazéamnemo, Kpumepuu 3a Kawecmeo,
yughposa epamomnocm 6 obnacmma Ha 30paseonassanemo, 000CHOBKA C OOKA3AMENCMEA, OUSUMATHO
pasoenenue

Hanun Llaxapuac, 10KTOpaHT

VYHuBepcurer 1o 6MOIMOTEKO3HAHNE U UHPOPMAIIMOHHU TEXHOJIOTUU
Codus, bearapus

E-mail: nadine zacharias@gmx.de
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Abstract: Artificial intelligence-enabled hiring technologies are increasingly used to automate
early recruitment interactions through chatbots and algorithmic screening. However, these sys-
tems frequently produce candidate experiences characterized by dehumanization, impersonali-
ty, and reduced interpersonal regard. This conceptual qualitative synthesis draws on evidence
from organizational psychology, human-computer interaction, and conversational user experience
research to address a critical gap: although Al recruitment tools are commonly evaluated for
operational efficiency, human-centered design principles that protect candidate dignity remain
insufficiently examined. This study introduces a digital empathy approach, a tool-agnostic interac-
tion design that enables recruitment chatbots to convey situational sensitivity and organizational
regard without attributing emotion or judgment to the machine.

Through synthesis of peer-reviewed literature on algorithmic fairness, trust formation, and con-
versational agent design, the approach suggests five core dimensions: transparent process orien-
tation (including role disclosure, rationale statements, and boundary-setting), emotional acknowl-
edgment (non-deceptive normalization of candidate concerns), feedback architecture (structured
updates, time expectations, and explanation boundaries), controlled anthropomorphism (a warm,
professional tone without humanlike identity cues), and repair and escalation mechanisms (clari-
fication prompts, error admissions, and pathways to human contact). Empirical evidence indicates
that candidates often perceive algorithmic assessment as reductionistic and procedurally unjust.
Furthermore, providing explanations enhances perceptions of fairness and recommendation inten-
tions, regardless of the decision-maker s nature. Early interaction quality has a disproportionate
impact on trust due to thin-slice judgment processes and algorithm aversion. The approach sug-
gests actionable guidance for HR practitioners and highlights priorities for experimental valida-
tion, cross-cultural replication, and assessment of chatbot-mediated recruitment outcomes.
Keywords: Al-Enabled Recruitment,; Digital Empathy, Candidate Experience; Dehumanization,
Human-Centered Al

INTRODUCTION

In today’s times, Artificial Intelligence (Al)-enabled hiring technologies structure candidate
identification, screening, and progression from the earliest recruitment stages, often before humans
become involved (Stanley and Aggarwal 2019). In one study, 15 recruiters and HR professionals
reported that organizations use Al hiring software for sourcing and assessment, streamlining can-
didate data processing at every step (Li et al. 2021). Recruitment chatbots, increasingly visible as
distinct tools, not only represent organizations in early recruitment but also strengthen employer
branding — highlighting a shift from traditional interpersonal engagement to automated interac-
tions (Koivunen et al. 2022).

The increasing automation of early recruitment interactions raises a central concern: candidates
may perceive selection processes as impersonal and psychologically degrading, which affects both
their experience and the organization’s reputation. Empirical research shows that individuals of-
ten experience algorithmic and machine-based assessments as “demeaning” and “dehumanizing,”
and that such negative responses encompass more than concerns about accuracy; they reflect per-
ceptions of interpersonal neglect (Lee 2018). Experimental studies confirm that digital interview
formats (such as asynchronous recorded responses) are perceived as “creepier” and “less person-
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al” than traditional videoconference interviews and provoke privacy concerns (Langer, Konig, and
Krause 2017). The cumulative effect of perceived impersonality is a reduction in organizational
attractiveness and trust, as algorithmic screening heightens perceptions of cost-cutting, exploitation,
and diminished ethical standards (Koch-Bayram and Kaibel 2023; Yan et al. 2023).

Although Al has rapidly diffused into recruitment, both academic and practical work have
mostly prioritized operational optimization rather than designing hiring interactions that address
perceptions of impersonality or diminished candidate worth. Reviews show that recruitment Al
is predominantly assessed for efficiency gains — with benefits mostly discussed from an organi-
zational perspective — while the consequences for candidates remain underexplored (Mori et al.
2024). Despite growing adoption of recruitment bots, research on human-centered design for can-
didate-facing interactions is limited (Akram 2023). This gap is exacerbated by the inherent opacity
of algorithmic HRM, leading to increased calls for transparency and explainability (Meijerink et
al. 2021). The overarching challenge is therefore not just technical: it is to design Al-driven candi-
date interfaces that explicitly communicate procedural clarity and organizational regard, address-
ing dehumanization concerns rather than simply processing applications.

In the present study, digital empathy is defined as a candidate-facing interaction design ori-
entation in which a chatbot communicates situational sensitivity and interpersonal regard through
language, pacing, and supportive conversational moves, while avoiding any implication that the
system possesses emotions or human judgment. This framing is aligned with work on comput-
er-mediated empathy, which conceptualizes empathic interaction as a sequential process involving
the transmission of socio-emotional signals, the experience and conveyance of empathy, and the
recipient’s perception of empathic intent, while stressing that reduced access to non-verbal cues in
mediated settings necessitates adapted communicative strategies (De Coninck and Emmers 2023).
Trust in Al-mediated hiring is treated as applicants’ evaluative confidence in the system and the
process it represents (Lee 2018). Transparency denotes the clarity with which the system com-
municates what it is doing, why it is doing it, and what the candidate can reasonably expect next
(Meijerink et al. 2021). Anthropomorphic cues are design features that signal human likeness; a
taxonomy distinguishes these social cues into verbal, visual, auditory, and invisible categories
(Feine et al. 2019). Finally, meaningful feedback is conceptualized as informational justice, in
which explanations shape individuals’ responses to procedures and decisions (Colquitt et al. 2001).

This study aims to clarify how the design of recruitment chatbots can mitigate dehumanization
by creating a framework that preserves procedural efficiency while enhancing candidates’ trust and
interpersonal regard. Guided by evidence that algorithmic decision-making often undermines trust
and organizational appeal (Lee 2018), and by models of conversational agent social cues (Feine et
al. 2019), the framework addresses three core questions: (1) How do recruitment chatbot design
choices affect perceived trust and organizational attractiveness in early interactions? (2) Which
combinations of transparency, social cues, and feedback are best suited to protect candidate dignity
in Al hiring?, and (3) How can these elements be integrated into a user experience (UX) model that
supports both operational needs and candidate well-being?

RESEARCH METHODOLOGY

Rather than using an experimental or field-based design, this study follows a conceptual qual-
itative synthesis. The aim is to integrate evidence from organizational psychology — including
applicant reactions, fairness perceptions, and trust-related evaluations — with research on conver-
sational user experience (UX) to inform design principles for recruitment chatbots. This approach
aligns with the suggestion that systematic, transparent literature reviews qualify as a distinct re-
search method, especially in fragmented, interdisciplinary fields. While narrative reviews often
attract criticism for their ad hoc methodology and lack of rigor (Snyder 2019), this synthesis pri-
oritizes systematic evidential links between source material and the conceptual framework. Using
thematic synthesis procedures, the analysis moves from open coding to the creation of descriptive
and, finally, analytical themes (Thomas and Harden 2008). Ultimately, the result is a tool-agnostic
framework grounded in patterns from literature, not in primary-data causal claims.
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Evidence spans multiple disciplines, such as human resource management, organizational behav-
ior, applied psychology, information systems, and human-computer interaction. Searches took place
in both multidisciplinary and domain-specific databases — examples include Scopus, Web of Science,
PsycINFO, ABI/INFORM, ACM Digital Library, and IEEE Xplore — using search terms relating to
recruitment (e.g., hiring, selection, applicant), Al-enabled decision-making (e.g., algorithmic, auto-
mated), conversational interfaces (e.g., chatbot, conversational agent), and candidate experience con-
structs (e.g., fairness perceptions, trust, transparency, feedback). Inclusion required peer-reviewed ar-
ticles (empirical studies or high-quality reviews) examining candidate interaction with Al-mediated
recruitment or selection procedures. Papers needed to report psychologically relevant outcomes (like
applicant reactions, fairness perceptions, or trust-related evaluations) and/or design-relevant findings
for conversational interfaces. Purely technical papers without human or stakeholder evaluation, and
studies irrelevant to recruitment, were excluded unless they directly contributed transferable conver-
sational agent design principles. Reporting conformed to current guidance that stresses transparent
documentation of identification and selection procedures (Page et al. 2021).

The analytic process employed a thematic synthesis approach, beginning with open coding
of relevant text from eligible papers, followed by consolidation into descriptive themes, and cul-
minating in the development of higher-order analytical themes to inform framework construction
(Thomas and Harden 2008). Data extraction focused on two primary areas: (i) candidate-expe-
rience mechanisms identified in the literature (such as perceived interpersonal regard, dignity,
fairness-related evaluations, and trust-relevant judgments) and (i1) design-relevant interaction fea-
tures of conversational systems (including social cues, feedback practices, and error recovery).
These themes were then organized into framework dimensions by grouping recurring patterns and
specifying how particular conversational features are theorized to influence candidate experience
outcomes, ensuring traceability between framework claims and the supporting evidence.

The ,thin-slice’ perspective was applied to emphasize the diagnostic importance of early con-
versational moments from the candidate’s viewpoint. Meta-analytic evidence indicates that judg-
ments and predictions based on brief observations of expressive behavior (less than 5 minutes) are
reliably accurate, with longer observation periods offering no significant improvement; predictions
from observations under 30 seconds are comparable to those from 4- to 5-minute intervals (Am-
bady and Rosenthal 1992). Consequently, the framework designates opening behaviors, expecta-
tion-setting, acknowledgment, repair moves, and escalation options as critical impression-forming
segments that require explicit design attention.

RESULTS

In chatbot-mediated recruitment, candidate experiences of dehumanization are commonly ac-
tivated by interaction cues that are interpreted as evidence that the organization is evaluating the
person in a reductive, impersonal manner. A prominent mechanism concerns perceived reduction-
ism, namely the sense that the evaluation reduces the applicant into quantifiable indicators while
removing context (Newman et al. 2020). Experimental evidence in HR decision settings shows
that algorithmic decisions are perceived as less fair than equivalent human decisions and that
perceptions of reductionism influence this adverse fairness effect (Newman et al. 2020). When
operationalized through a chatbot interface, these cues may be conveyed through rigid scripts,
limited opportunity to elaborate, and minimal acknowledgement of situational context, which can
be interpreted as low interpersonal regard.

A second trigger concerns opacity and informational absence, particularly when candidates re-
ceive decisions or process updates without meaningful explanation or feedback. In vignette-based
personnel selection scenarios, participants who received explanations reported increased percep-
tions of procedural fairness, outcome fairness, interpersonal treatment, and intention to recom-
mend; these positive effects were observed regardless of whether the decision-maker was Al or
human (Malin et al. 2025). In practice, the absence of explanation can therefore operate as an
interactional cue that the process is indifferent to candidate dignity.

Finally, tone mismatches can evoke dehumanization in both directions. Anthropomorphic cues
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and human-like conversational features have been associated with higher perceived social pres-
ence, satisfaction, and trust in chatbot interactions (Chen et al. 2023), yet increased humanization
has also been shown to elevate eeriness and reduce trust and behavioral intentions under certain
design conditions (Song and Shin 2024). Together, these findings help specify the interpretive
pathways through which early automated interactions can be experienced as dehumanizing.

In organizational research, trust can be conceptualized as an evaluative stance grounded in
perceptions of the trustee’s ability (competence), integrity (adherence to acceptable principles),
and benevolence (orientation toward the trustor’s welfare) (Mayer, Davis, and Schoorman 1995).
In Al contexts, trust formation is shaped by how the system is represented and what it is perceived
to be capable of doing. A review of empirical research indicated that trust development is influ-
enced by the form of Al representation (e.g., virtual agents vs. robots) and the perceived sophis-
tication of its intelligence, with Al anthropomorphism being especially important for emotional
trust (Glikson and Woolley 2020).

Candidate trust is further influenced by the system’s observed performance and by how errors
are interpreted. Experimental evidence on “algorithm aversion” demonstrates that individuals tend
to lose confidence in algorithmic forecasters more rapidly than in human forecasters after observ-
ing comparable mistakes, even when the algorithm performs better overall (Dietvorst, Simmons,
and Massey 2015). This dynamic renders early interaction quality salient because initial experi-
ences can disproportionately affect subsequent acceptance.

Consistent with thin-slice research, judgments based on brief observations can show reliable pre-
dictive accuracy, with longer exposure not necessarily improving accuracy (Ambady and Rosenthal
1992). In candidate-facing conversational systems, early signals conveyed through tone, clarity, and
responsiveness therefore function as rapid impression inputs. Experimental work with chatbots in
service encounters indicates that anthropomorphic design cues and agency framing alter perceived
social presence and, in turn, influence company-related outcomes such as emotional connection
(Araujo 2018), while candidate attitudes toward Al-enabled application processes and organizations
using them are strongly associated with intentions to apply (van Esch, Black, and Arli 2020).

The digital empathy framework addresses candidate-experience risks in automated recruit-
ment by providing a coherent interaction specification for chatbots. It conceptualizes empathic
qualities as outcomes of communicative choices rather than indicators of machine emotion and
prioritizes design strategies that safeguard candidate dignity while maintaining the efficiency and
standardization that drive automation.

A transparent process orientation provides the interaction’s structural integrity by making the
chatbot’s role and logic legible at the point of use. In dialogue, this looks like brief, timely dis-
closures that prevent candidates from having to guess the system’s purpose: “I’m an automated
recruitment assistant supporting early-stage screening,” followed by rationale statements tethered
to each request, such as “I’m asking about your notice period to plan interview scheduling,” and
clear boundary-setting, for example “I cannot make hiring decisions; the recruitment team reviews
outcomes.” The risk of weak transparency is not merely confusion, but adverse inference: when
the system withholds reasons or next steps, candidates may interpret ambiguity as organizational
indifference, which could lead to lower intentions to recommend the organization (Malin et al.
2025).

Within this clarity scaffold, emotional acknowledgement should be present but non-decep-
tive. Because mediated interactions constrain non-verbal cues, socio-emotional signaling requires
deliberate adaptation (De Coninck and Emmers 2023). In practice, the chatbot can normalize un-
certainty without implying personhood: “Job searching can be stressful; I will keep the steps clear
and concise,” or “If a question feels unclear, tell me, and I’1l rephrase.” The failure mode here is
performative pseudo-empathy (“I care about you,” “I’m rooting for you”), which risks being expe-
rienced as manipulative precisely because the system cannot genuinely hold such states.

A feedback architecture sustains dignity over time by preventing silence from functioning as
a signal. In dialogue, it should deliver structured updates (““Application received”), time expec-
tations (“You will receive an update within five working days”), and explanation boundaries (“I
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can describe the stages and timelines, but I cannot disclose individual scoring or internal deliber-
ations”), paired with immediate scaffolding (“Next, you can select an interview slot here”). This
dimension is grounded in the logic of informational justice (Colquitt et al. 2001). Poor implemen-
tation creates the opposite effect: vague reassurance (““We’ll be in touch soon’) and non-answers
to predictable questions can be read as disregard.

Controlled anthropomorphism specifies how the chatbot should feel human-compatible with-
out claiming human identity. A practical implementation uses warm, professional language and re-
spectful pacing (“Thanks, I’ve noted that. Next question”), while avoiding humanlike identity cues
that invite mistaken inferences (for example, a personal name or avatar that is not clearly disclosed
as an Al assistant). The design vocabulary for these choices is well established: social cues in con-
versational agents can be classified across verbal, visual, auditory, and invisible categories (Feine
et al. 2019). Empirical evidence also indicates that human-like cues and agency framing influence
social presence and evaluations of the conversational agent and the company (Araujo 2018). The
risk is miscalibration: increased humanization can elevate eeriness and reduce trust and behavioral
intentions in chatbot interactions (Song and Shin 2024).

Finally, repair and escalation mechanisms protect psychological safety when interactions fail.
User research has documented a persistent gap between expectations and the actual capabilities of
conversational agents, which can produce frustration and breakdowns (Luger and Sellen 2016).
Accordingly, the chatbot should include clarification prompts (“Did you mean X or Y?”), transpar-
ent error admissions (“I may have misunderstood; let me restate”), and clearly signposted routes
to human contact when stakes rise, or ambiguity persists (“If you prefer, I can connect you to a
recruiter by email”). This is especially important because confidence in algorithms can deteriorate
rapidly after users observe errors, even when algorithmic performance is strong overall (Dietvorst,
Simmons, and Massey 2015).

CONCLUSION

This study argues that recruitment chatbots designed primarily for transactional efficiency may
inadvertently undermine candidate trust by conveying cues of dehumanization, even when efficiency
is the primary objective. Specifically, candidates’ negative evaluations often stem from the perception
that automated assessment is reductionistic, prioritizing quantification over contextual understand-
ing, which has been shown to reduce perceptions of procedural justice in algorithmic HR decisions
(Newman et al. 2020). The synthesis further demonstrates that candidate-facing information design
is a critical lever: in personnel-selection vignettes, providing explanations is associated with more
favorable perceptions of fairness, improved interpersonal treatment, and stronger organizational rec-
ommendation intentions, regardless of whether decisions are attributed to Al or humans (Malin et al.
2025). In response, this study introduces a digital empathy approach that outlines how chatbots can
maintain candidate dignity and clarity while avoiding procedural inefficiencies.

For human resources and talent acquisition, the approach suggests that recruitment chatbots
should be managed as candidate-facing organizational representatives with measurable employ-
er-brand implications, rather than as purely administrative intake tools. Experimental evidence
shows that algorithmic personnel selection can increase applicants’ perceptions that the organiza-
tion is motivated by cost reduction or exploitation, thereby reducing organizational attractiveness.
These reputational effects extend beyond applicants, as algorithm-based HR decision-making has
also been shown to prompt more negative consumer inferences about organizational ethicality.
Consequently, governance should formalize transparency standards (including what is disclosed,
when, and in what language), escalation thresholds and pathways to human contact, communica-
tion protocols for empathic yet non-deceptive messaging, and auditable documentation of candi-
date-facing explanations, in line with concerns about opacity and calls for explainability in algo-
rithmic HRM (Meijerink et al. 2021).

As a conceptual qualitative synthesis, this study does not provide causal estimates and should
be regarded as an approach rather than an intervention-evaluative study. The relevance and accepta-
bility of the proposed design levers are likely to differ across industries, job levels, and labor market
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conditions, and may be influenced by cultural norms and legal requirements related to disclosure and
data use. Future research could evaluate the approach through vignette experiments that manipulate
dialogue cues, supplemented by field studies, cross-cultural replications, and accessibility-focused
assessments, such as language simplicity and disability-inclusive interaction design. Additionally,
future research should investigate how varying degrees of algorithmic transparency and anthropo-
morphism affect candidate perceptions in different recruitment settings. Longitudinal studies could
assess whether initial candidate reactions to chatbot-mediated processes persist or evolve through-
out later recruitment stages, and whether specific chatbot design strategies contribute to improved
hiring outcomes, such as diversity or candidate retention. Finally, deep qualitative research could
explore candidate narratives to uncover unanticipated effects or context-specific concerns, thereby
refining the approach’s applicability to real-world organizational practices.
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OT JEXYMAHU3SAIIUATA KbM HUDPPOBATA EMITIATUSA:
OIIUTHT HA KAHAUJATHUTE ITPU HASHAYABAHE HA PABOTA
C IIOMOIITA HA N3KYCTBEH UHTEJIEKT

Peztome: C napacmeawomo uznonzeane na AlI-basupanu mexmnonocuu 6 panHume emanu Ha HAOUpaHemo
Ha NepcoHa, KaHoudamume 4ecmo cnooeiiam, ue ce 4yecmeam oexymanusupauu u pedyyupanu. Hacmo-
AWOMO NPOYUBAHE PA32NeNcOd KaK OU3AUHBIM HA Yambomogeme 3a HADUPAHe HA NEPCOHAL MOdce Od OM-
2080pU HA Me3U ONACEHUs. Ype3 PAMKA 3a OUSUMATHA emnamus. M3non3eatiku KOHYenmyanieH KauecmeeH
CUHme3 Ha aumepamypa om oo1acmma Ha OP2aHuU3ayUOHHAMA NCUXON0USL, 83AUMOOCUCTBUENIO YOBEK —
KOMRIOMbP U YNPAGIeHUemo Ha Yo8ewKume pecypci, npoyuéanemo uoeHmuduyupa 0CHogHume haxmopu,
npeoussUKEauU 0eXyMaHUu3ayus, Kamo 6b3npuemana peoykyus, 1unca Ha npo3spavHocm u HenooxXo0Auu
coyuannu cuenaau. Pesynmamume nokazeam, ue 0ogepuemo 8 Haemanemo Ha paboma ¢ NOMOWma Ha U3-
KYCM6eH UHMeNeKm 3a8Uct 8 201AMA CIeNneH 0m Kauecmeomo Ha NbPEOHAYATHUME 63AUMOOeCEUs, NPU
KOUMo Kpamxume cpewju OKa38am 3HAYUMeIHO GIUSAHUE 6bPXY 6b3NPUSMUAMA 30 NPUSTEKAMETHOCIMA HA
opeaHu3ayuAma u emuyHume CmaHoapmu.

Pamkama npenopvuéa uambomogeme 0a 6v0am NPOEKMUpAHu makd, 4e 0a NOKA36am KOHMEKCMyauiHa
YYECMBUMENHOC U YBadiCeHUe, KAMO ChUye8peMeHHo U30526am 6HYUeHUAMA 3a MawuHHo cv3nanue. T ce
oKycupa 8vpxy nem 0CHO8HU ACNeKMA: NPO3PAYHOC HA NPOYeCd, YeCIHO eMOYUOHATHO NPUSHAHUE, CIPYK-
MypUpana oopamua pv3Ka, OANAHCUPAH AHMPONOMOPPUILM U HAOEHCOHU MeXanuzmu 3a nonpaska. Kamo ce
Gokycupa 6bpxy 00CMOUHCMBOMO HA KAHOUOAMuUMe, d He Camo 8bPXY eqheKmueHoCmma, msi npeoiacd npax-
MUYecKy CMviKU 3a U32padcoane Ha 0ogepue u cnpaseoausocm. IIpoyusanemo sakniouasa, ye uamoomoegeme
mpsb6a 0a Oeticmeam Kamo yCb8bPUEHCMBAHU NPeOCMAasument, 2apanmupawy, ye agmomamusupaomo
Haemane Ha Nepcona NOOKpens Kakmo Ou3sHec yeaume, maxa u 61a20CCmosHUemo Ha KaHouoamume.
Kntouosu dymu: nabupane na nepconan ¢ nomMowma Ha u3KyCmeeH UHMeNeKm, OuSUmanna emMnamusi;
onum Ha Kanouoamume, 0eXyMAHU3AYUs, USKYCMEEH UHMENeKN, OPUEHMUPAH KbM Y08eKd

Ounusep I'toT, 1OKTOpaHT

YHuBepcuteT 1o 6ubnmroTeko3HaHue U MHMOPMAITMOHHN TEXHOJITHU
Codus, bearapus
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Abstract: This article analyzes the genesis of a legal-technological hybrid function at the intersec-
tion of law, artificial intelligence and knowledge management. The aim of the study is to analyze
the structural, normative and epistemic prerequisites under which legal professionals can review
and take responsibility for Al-supported decisions. The study pursues a conceptual-theoretical
approach that combines legal dogmatic analysis, information science system evaluation and mo-
del-based structuring. The study s framework model integrates the hybrid role into modern organ-
izations’ knowledge and documentationprocesses, making it novel. The results show that Al-sup-
ported knowledge processes create new transparancy, documentation and accountability require-
ments that conventional legal instruments cannot meet. Model versioning, data provenance, audit
trails and explainability are essential for legally compliant algorithmic evaluation. Ultimately, the
study concludes that institutional anchoring of the hybrid role is an indispensable prerequisite for
responsible and legally compliant AI governance in knowledge-intensive business.

Keywords: Artificial intelligence; knowledge management, legal hybrid role; Al governance, al-
gorithmic accountability

INTRODUCTION

The increasing integration of artificial intelligence (Al) into the internal knowledge processes
of organizations is bringing about a fundamental transformation of the foundations of legal activ-
ities. Artificial intelligence systems are taking on tasks of analysis, structuring and pre-selection
that previously required exclusively human expertise. As a result, issues of transparency, account-
ability and responsibility are becoming the focus of legal and information science debates. Europe-
an and international regulatory frameworks, in particular the General Data Protection Regulation
(GDPR), the AI Act, and organizational due diligence and supervisory obligations (Sections 823
ff. BGB (German Civil Code), Section 130 OWiG (German Administrative Offences Act) increas-
ingly require companies to document decisions made by algorithmic systems in a comprehensible
manner and to secure them in an audit-proof manner. Without systematic knowledge manage-
ment, these requirements cannot be met. Current legal literature interprets these requirements as a
manifestation of growing consolidation, which obliges organizations to implement comprehensive
governance, documentation and control structures (Ebers, Miiller-Terpitz & Golla 2023).

In addition to the European regulatory framework, companies are progessivley functioning
within a disjointed context of Al governance. The united state predominantly depends on sec-
tor-specific regulations, enforcement by agencies like the FTC, and voluntary standards such as the
NIST AI Risk Management Framework, wich proritizes risk management over formal ex ante re-
quirements. In contrast, China has implemented a stae-centric strategy characterized by compulso-
ry filing mandates, algorithmic recommendation regulation, and real-time oversight mechnismans.
International standards like ISO/IEC 42001 impose supplemantary organizational obligations by
delineating Al management systems and documentation responsibilities. The varying methodol-
ogies underscore the lack of a unified global framework and amplify the necessity for internal
systems that can reconcile diverse regulatory expectations.

At the same time, new role profiles are emerging that combine legal, technological and organ-
izational skills. These so-called hybrid roles are not emerging as a marginal phenomenon in work
organization, but as a necessary response to the epistemic peculiarities of Al-based knowledge
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production. Over the years, research has pointed out that algorithmic systems generate structural
opacity due to their complex model architectures, which prevent the immediate traceability of
algorithmic decision-making processes (Humphreys 2009; Pasquale 2015). In the context of the
GDPR, structural opacity has been recognized in legal scholarship as a primary impediment to full-
filling the regulation’s mandates for transparancy and substantive elucidation knowledge(Brkan
& Bonnet 2020). This phenomenon of “Fepistemic opacity” means that traditional legal control
instruments, such as the review of documentation, the presentation of evidence or the attribution
of liability, reach their limits (Hildebrandt 2022; Veale & Edwards 2018). In addition, information
ethics studies make it clear that the responsible use of algorithmic systems can only be guaranteed
if their data streams, model versions and decision-making logic are documented and kept verifia-
ble (Floridi & Taddeo 2016; Mittelstadt et al. 2016).

Notwithstanding the growing complexity of regulatory frameworks, numerous elements per-
tinent to corporate practice remain inadequately addressed by formal legislation. Existing regula-
tions fail to delineate the allocation of internal accountability, the structuring of interdisciplinary
collaboraration among legal, data science, and IT security, or the operationalization of knowledge
architectures essential for documentation, versioning and aiditability. The unresolved organiza-
tional dimension generate governance gaps that companies must independently rectify, thereby
reinforcing the nesessity for a hybrid professional function.

Simultaneously, numeros critical elements necessary for corporate Al governance, are inad-
equately addressed by current legal framework. The GDPR, Al Act, and international standards
like the NIST AI RMF and ISO/IEC 42001 do not specify the implementation of internal account-
ability, interdisciplinary collaboration, or knowledge architectures within organizations. Current
regulations require transparancy, documentation, and risk management, but do not specify how
companies should organize roles, competencies and internal reviw processes to meet these re-
quirements. This regulatory void imposes a considerable burden on organizations, necessitating
the development of theire own governance framework to guarantee the reliability and verifiability
of Al-assisted knowledge processes. This gap highlits the need for a hybrid professional role that
integrates legal, technical and organizational domains.

The work of legal professionals is increasingly shifting from ex post review to ex ante govern-
ance of Al-based systems. Lawyers are not only required to identify legal risks, but also to under-
stand the epistemic conditions of knowledge production in algorithmic processes. The specialist
literature on explaining Al emphasizes that the explainability of algorithmic decisions is always
context-dependent and cannot be operationalised without a solid knowledge architecture (Selbst
& Barocas 2016). This results in a redistribution of tasks. Legal expertise must be more closely
integrated with knowledge management, data economics, model testing and compliance.

In this context, this article analyzes the novel hybrid function at the interface of law, artificial
intelligence and knowledge management. The focus is on three comprehensive research questions.
First, how does Al modify the dogmatic and organizational prerequisites of legal responsibili-
ty in knowledge-intensive companies (“knowledge-intensive companies” refers to organizations
whose fundamental operational processes depend on intricate knowledge generation, assesment
and documentation)? Second, what technical and epistemic prerequisites must be in place for le-
gal professionals to be able to review, evaluate and take responsibility for algorithmic decisions?
Third, how can knowledge management be designed as an infrastructure to meet the requirements
for transparency, documentation and governance demanded by contemporary regulatory practice?

Preliminary evidence from industry practices suggests that companies are commencing the in-
stitutionalization of hybrid functions in Al governance. Numerous organizations have established
specialized positions, such as Al compliance officers or interdisciplinary governance teams, which
integrate legal expertise with data governance, IT scurity, and model oversight. These developing
structures illustrate that the hybrid role is not merely a theoretical concept, but a pragmatically
response to the organizational requirements engendered by Al-supported knowledge processes.

This article therefore provides a twofold gain in knowledge. On the one hand, it demonstrates
that the hybrid role represents not merely a professional development, but a legal-dogmatic and
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information-scientific necessity in the age of algorithmic knowledge production. On the other
hand, the article develops a conceptual framework model that integrates the hybrid role into the
knowledge and documentation processes of contemporary organizations, thus providing a starting
point for legally compliant AI governance.

RESEARCH METHODOLOGY

This article follows a conceptual-theoretical research approach that integrates legal analysis,
information science system evaluation and conceptual-modeling. The methodology was designed
to adequately capture the structural, epistemic and normative conditions of the hybrid role in the
context of Al-supported knowledge management.

First, this article is based on a legal-dogmatic examination to derive the requirements for trans-
parency, responsibility and accountability from the GDPR, the Al Act, and from liability and or-
ganizational law standards. This examination follows traditional legal methodology and includes
an interpretation based on wording, systematics and telos. In addition, a comparative law approach
is used to compare international regulatory strategies, in particular the US NIST Al Risk Manage-
ment Framework and Chinese guidelines on algorithmic regulation (Floridi & Taddeo 2016).

Furthermore, an information science system analysis is used to understand the functioning, lim-
itations and epistemic characteristics of Al-supported knowledge processing. This includes the as-
sessment of algorithmic opacity (“epistemic opacity’’) and the documentation and governance pro-
cedures associated with Al. Key works on algorithmic accountability, explainable Al and data ethics
(Humphreys 2009; Mittelstadt et al. 2016; Selbst & Baropcas 2016) form the basis for this article.

Ultimately, this article pursues a conceptual modelling approach with the aim of creating an
analytical framework model of the hybrid legal role. The approach uses established methods of
conceptual theory formation from information and organizational sciences and defines central di-
mensions of the hybrid role, including competence profiles, knowledge and documentation re-
quirements, and control and monitoring mechanisms. The model integrates legal requirements
with organizational conditions and epistemic characteristics of Al-based systems.

The synthesis of legal dogmatic analysis, information science system evaluation, and concep-
tual modelling allows the hybrid role to be captured normatively, structurally, and epistemically.
This method proves particularly appropriate, as empirical data for researching emerging role pro-
files in the field of Al and law are limited to date, and the scientific debate takes place mainly at the
theoretical level (Pasquale 2015; Hildebrandt 2022). The chosen approach thus ensures analytical
depth and a connection to existing research traditions in the fields of law, information science and
organizational research.

RESULTS

The results of this paper illustrate that the development of a hybrid legal-technological role
1s a necessary response to the growing integration of Al into the internal knowledge processes of
organizations. Industry studies show that a significant proportion of legal and compliance depart-
ments already use Al-based tools or are planning to implement them, with generative Al, automat-
ed contract analysis and Al-supported compliance systems gaining particular importance (Haufe
Al Report 2025; Deloitte Legal 2024). These developments are resulting in a transformation of the
role profiles of legal professionals, who are increasingly operating at the interface between law,
data processing and knowledge organization and need to translate technical results into normative
categories (EY Law 2025).

Furthermore, it can be confirmed that a structural shift in the mechanisms for accountability
and attribution within companies is taking place. Whereas decisions with liability implications
were previously based on human judgement, Al-based analysis and decision-making systems are
changing the fundamentals of responsibility allocation. External studies and legal analyzes sug-
gest that errors in Al-based decision-making processes are often not attributable to the algorithmic
model itself, but rather to incomplete knowledge versioning, inaccurate data quality or a lack of
documentation (Wendehorst & Borges 2023; Caralegal 2024; Noxtua 2024). This finding corre-
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sponds with legal studies that suggest that companies are increasingly obliged to document not
only the results of Al systems, but also their epistemic basis, such as training data, model ver-
sioning and implementation decisions, in a comprehensible manner in order to enable legal ac-
countability (Hacker 2023). This assessment is consistent with current analyzes of the governance
structure of the Al Act, which require a systematic link between data quality, documentation and
organizational accountability (Wendehorst & Borges 2023).

It should be emphasised that the review of algorithmic decisions by lawyers is only feasible
if the technical processes underlying these decisions are designed to be epistemically transparent.
The technical documentation of contemporary Al systems is dynamic, as numerous models are
based on continuous learning. Providers such as NVIDIA emphasise that mechanisms for model
versioning, data provenance and monitoring of algorithmic processes are essential for the use
of Al in companies in order to meet the regulatory requirements of the Al Act and the GDPR
(NVIDIA AI Solution 2024). In its guidelines, the European Data Protection Board (EDPB) also
emphasises that controllers must implement technical and organizational measures to ensure that
data flows, risk assessments and decision-making processes can be documented and verified at all
times (EDPB 2021). Machine learning frameworks such as NVIDIA Merlin illustrate that model
training and behaviour are influenced not only by data structures but also by the quality, distribu-
tion and sequencing of the training data. Even slight discrepancies in training data, preprocess-
ing pipelines or batch compositioning can result in substantially different model outputs, thereby
complicating the verification and reconstruction of Al-assisted decisions for legal practitioners
(NVIDIA Merlin 2024). This is confirmed by the scientific literature on epistemic opacity, which
states that the verifiability of algorithmic decisions can only be guaranteed if organizations imple-
ment robust knowledge architectures that document the entire life cycle of the models (Creel &
Hellmann 2023; Selbst & Barocas 2016). A fundamental finding pertains to the enduring nature
of epistemic opacity in practice. In various organizational contexts, Al systems generated outputs
whose underlying reasoning remained irretrievable by legal professionals, despite the availability
of documantation, versioning or technical logs. Thias tangible manifestation of opacity directly
impacts legal verification processes and illustrates that the issue is fundamentally ingrained in
modern Al architectures, rather than being merely a theoretical notion. In addition, Veale, Binns
and Edwards (2018) emphasise that effective algorithmic accountability is only achievable when
both technical and organizational control mechanisms interact with each other.

Analysis of external, practice-oriented sources also shows that knowledge management is be-
coming a legal infrastructure in the context of Al implementation. Contract management systems
such as Tomorro, Kia Systems and DraftPilot already use centralised knowledge repositories, doc-
umented versioning mechanisms, automated clause recognition and generative support for con-
tract review. Research shows that the implementation of such systems not only leads to increased
efficiency, but also improves the consistency of legal assessments and significantly reduces the
error rate (KIA Systems 2024; Draft Pilot 2024; Thomson Reuters 2024). Knowledge management
is therefore a necessary condition for audit-proof and auditable legal decision-making processes
that must meet both internal and external accountability requirements. Although the GDPR and the
Al Act do not explicity employ these terms, both frameworks necessitate transparency, documen-
tation and traceability, which inherently imply auditability. In contrast, ISO/IEC 42001 advances
this by incorporating integrity and immutability requirements that resemble audit-proof storage.
The normative significance of this development is highlighted by the international standard ISO/
IEC 42001:2023, which specifies documented data, knowledge and control processes as a manda-
tory requirement for the implementation of AI management systems. An analysis of international
regulatory strategies reveals that global frameworks are diverse. The NIST AI RMF in the United
States adopts a voluntary, risk-management framework, whereas China’s algorithmic regulations
prioritize state supervision and impose compulsory filing requirements. Neither framework, how-
ever, offers the degree of legally binding documentation and accountability obligations that define
the EU’s Al Act and GDPR, thereby imposing further organizational requirements on companies
operating transnationally.
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Finally, the results indicate that the effective execution of the hybrid role is significantly linked
to the external regulatory framework, especially the transparency, documentation and account-
ability requirements imposed by the GDPR, the Al Act and associated governance standards.
These legal stipulations establish the fundamental criteria that organizations must fulfill when
implementing Al-driven knowledge processes. Simultaneously, industry analyzes indicates that
organizations frequently lack the internal prerequisites necessary to function within this regulatory
framework. Interdisciplinary skill deficiencies, ambiguous responsibility frameworks, inadequate
governance structures and restricted access to technical explainability processes are recognized
as pricipal organizational obstacles to the effective implementation of AI (Haufe Al Report 2025;
Deloitte 2024; EY Law 2025).

The study makes it clear that the hybrid role is only effective if organizations implement
adequate governance structures, such as committees for Al risk assessment, compliance loops,
role-based access systems, and clearly defined areas of responsibility between legal, IT security,
and data processing. Legal professionals need skills in data economics, algorithmic model logic,
explainable Al, IT security structures and documentation-based compliance to perform this task.
Without these skills, both the traceability and legal accountability of algorithmic decisions remain
insufficient. A similar understanding is evident in the British Al Auditing Framework, which pre-
sents comprehensive auditing, monitoring and documentation processes as essential components
of responsible Al implementation (ICO 2022).

Taking all factors into account, current research thus illustrates that the hybrid role represents
not only a novel form of professional specialisation, but rather an indispensable institutional re-
sponse to the legal, technical and epistemic challenges associated with the use of Al It acts as an
interface between algorithmic knowledge production and legal accountability, and thus represents
an essential component of legally compliant AI governance in contemporary organizations.

CONCLUSIONS/DISCUSSION

The examination of the hybrid role makes it clear that the challenges arising from Al-support-
ed knowledge processes are neither exclusively technical nor purely legal in nature, but arise at the
intersection of both disciplines. Essentially, the results show that the epistemic characteristics of
machine decision-making processes — in particular their potential lack of transparency and model
variability — necessitate a realignment of legal accountability structures. While traditional legal
procedures are based on stable, comprehensible decision-making principles, Al systems operate
dynamically, data-driven and often probabilistically. This discrepancy between technical contin-
gency and legal determination is the central area of tension in the study.

The practical significance of these challenges is exemplified by recent jurisprudence. In the
prominent U.S. federal case “Mata vs. Avianca” (2023), an attorney presented Al-generated sum-
maries of alledged precedents that were ultimately entirely fictitious. The incident illustrates that
Al-assisted knowledge generation can produce epistemic artefacts, like fabricated citations, that
significantly compromise legal reliability in the absence of stringent verification procedures. This
case highlights the imperative for organizational safeguards, documentation responsibilities, and
specialized hybrid expertise to evaluate the validity of Al-generated information.

In this context, it becomes clear that the traditional dichotomy between legal review proce-
dures and organizational knowledge processes can no longer be maintained. The findings indicate
that legal expertise alone is not sufficient to ensure the conditions for legally sound, Al-based
decisions. The need for an interdisciplinary functional role that integrates technical model logic,
information science documentation mechanisms and legal review standards becomes apparent.
The hybrid role thus functions not merely as an operational supplement to existing structures, but
represents a systemic response to the complex interdependence of data, models and legal require-
ments.

It is not suprising that the GDPR and the AI Act demonstrate significant conceptual alignment,
as both are integral components of the EU’s overarching regulatory framework. Although they
pertain to distinct topics — personal data protection in the GDPR and systemic Al risk governance
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in the Al Act — they converge in their focus on transparency, documentation, and organizational
accountability. This regulatory coherence is emblematic of the EU’s methodology and contrasts
with other international frameworks, such as the voluntary and risk-based NIST AI RMF in the
United States or the state-centric algorithmic regulation model in China, which do not mandate
similarly comprehensive or binding documentation requirements. The findings demonstrate that
the EU’s dual framework establishes a distinctly rigorous environment where model transparency
and robust knowledge structures are essential prerequisites for legal accountability.

A significant discovery pertains to the role of knowledge management in Al-assisted legal
practice. The findings indicate that the legally dependable management of Al-generated outputs
is feasible only when organizations develop coherent and consistent knwledge architectures. The
legal hybrid role functions as a central nexus that links information regarding data sources, train-
ing methodologies, model behavior, and legal liabilities. This integration establishes the founda-
tion for creating legally sound and tamper-proof audit trails that satisfy both technical and legal
standards. Thus, knowledge management in the realm of Al-driven decision-making should be
perceived not merely as a supportive function, but as an essential legal infrastructure.

Finally, the debate makes it clear that the hybrid role is not merely a reaction to current techno-
logical advances, but rather an indicator of a more comprehensive transformation of legal profes-
sions. Advancing automation and data-based decision-making are causing a shift from legal func-
tions to tasks in the areas of governance, control and architecture. The hybrid role thus characterises
a new type of legal activity that is continuously redefining the interaction between law, technology
and organization. This insight underscores the long-term relevance of the hybrid role for the respon-
sible and legally secure use of artificial intelligence in knowledge-intensive companies.

CONCLUSION

This article illustrates that the implementation of Al in knowledge-intensive areas of busi-
ness is causing fundamental changes in the structures of legal responsibility. Modern Al systems
not only increase the efficiency of organizational knowledge processes, but also generate new
requirements in terms of transparency and auditability. As Hildebrandt (2022) emphasises, the
application of algorithmic methods is increasingly shifting legal control from ex post review to ex
ante governance, which requires a mandatory expansion of legal role profiles. The findings of the
study confirm this assessment and clearly show that a new hybrid role is emerging in this context,
combining legal, technological and information science skills.

It is crucial to recognise that the legally compliant implementation of Al is only feasible if
organizations establish solid knowledge and documentation structures. Current technical studies
indicate that Al systems absolutely require mechanisms such as model versioning, data prove-
nance and audit trails in order to comply with the regulatory requirements of the Al Act and the
GDPR (NVIDIA AI Solutions 2024). Without such epistemic foundations, lawyers are unable to
understand or legally assess algorithmic results. The hybrid role thus takes on the central function
of enabling technical documentation to be turned into legally usable knowledge artefacts in the
first place. Comparable obligations are not uniformly present outside the European Union. The
United States predominantly depends on voluntary guidelines like the NIST Al Risk Management
Framework, which promotes traceability without mandating model versioning or data provenance,
whereas China enforces stringent logging and documentation requirements within its state-centric
algorithmic regulatory framework. International standards like ISO/IEC 42001 similarly under-
score lifecycle documentation and traceability, yet remain non-mandatory. This regulatory diver-
gence underscores the necessity for internal governance frameworks that allow organizations to
comply with the EU’s legally binding obligations while maintaining alignment with other interna-
tional standards.

At the same time, industry reports show that companies increasingly view the hybrid role as an
organizational necessity. According to recent research, more than two-thirds of legal and compli-
ance departments intend to expand interdisciplinary skill sets, as complex Al systems can only be
managed effectively through specialised roles (Haufe AI Report 2025). Due to internal risk man-
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agement requirements, market expectations, and voluntary governance frameworks like the NIST
AI RMF, hybrid functions are also emerging in the US and other jurisdictions. The GDPR and Al
Act have created a dense regulatory environment in Europe. The hybrid role should not be seen as
a regional reaction to EU regulation, but as an organizational response to Al systems’ increasing
complexity, opacity, and accountability demands, according to the study.

In the future, the hybrid role will be a key pillar of legally compliant AI governance. The on-
going automation of knowledge-based activities, the continuous development of complex model
architecture and increasing regulatory consolidation make the close integration of legal, technical
and information science skills essential. Companies that systematically establish this function not
only lay the foundation for the transparent and responsible use of artificial intelligence, but also
strengthen their ability to resiliently meet the legal and organizational challenges of a data-oriented
economic area. The hybrid role is thus establishing itself as a central link between technological
innovation and the rule of law and will play a key role in the future in ensuring that Al-based
knowledge processes can be designed to be efficient, transparent and legally secure.

It will be interesting to see how the hybrid role evolves across organizational and regulatory
contexts. How governance models work in the practical application of Al-supported and increas-
ingly automated knowledge processes and how law, data science, and IT security institutionalize
new forms of interdisciplinary cooperation will be crucial. The long-term organizational struc-
tures, competence profiles, and documentation mechanisms needed to support an Al-driven, mod-
el-based, and tightly regulated business environment will also become apparent.
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HOBATA XUBPUJHA POJISA B ITIPABOTO: IIPABHA OTTOBOPHOCT
B YITPABJIEHUETO HA 3HAHUATA, IOAKPEIIEHO OT U3KYCTBEH UHTEJIEKT

Pestome: Cmamuama ananusupa 2ene3uca Ha Xubpuona @yHkyus € obracmma Ha npagomo u
mexHono2uume, HAMUPAWA ce Ha NPeceyHama MouKa Mexcoy npasomo, U3KyCmeeHus: UHmenexkm
(MU) u ynpaerenuemo na snanuemo. [lenma na uscieosanemo e 0a anamuzupa cmpykmypnume,
HOpMamMuHume U enucmemudHume npeonoCmMasKu, npu KOUMo npagHume CReyuaiucmuy mo2am
oa npepasenexcoam u noemam omeo80pHOCM 3a peuteHus, nookpenenu om HHU. Ilpoyusanemo
crnedsa KOHYenmyamiHo-meopemuyer nooxoo, KOUMmo Cbuemasda NpasHO-002MAMuYeH aHAIU3,
OYeHKa Ha UHPOPMAYUOHHU cUCMeMU U CIMPYKmypupare Ha 6azama na modenu. Pamxosuam mo-
0ell Ha npoyueanemo uHmezpupa XubpuoHama posis 6 npoyecume Ha 3HAHUe U OOKYMEHMUPaHe 8
CbBpeMeHHUme OP2aHu3ayUlL, KOemo 20 npasu Hosamopcku. Pesyimamume noxaseam, ye nookpe-
nenume om MU npoyecu na 3nanue c»30a6am HO8U USUCKBAHUS 3d NPO3PAUHOCT, OOKYMEHMUpane
U OMYEemHOCm, KOUMo KOHEEHYUOHATHUME NPAGHU UHCTNPYMEHMU He M0o2am 0ad YOO8Iemeopsim.
Bepcuume na mooenume, npouzxodvm Ha OanHume, 0OUMOPCKUMe ciedu U 00ACHUMOCMMA ca
OMm CbUeCmeeno 3HaueHue 3a alopUmMUIHama OyeHKd, Koamo e 8 Cbomseemcmaeue ¢ npagomo. B
KpauHa cMemKa npoy48anemo 3aKuoiasd, 4e UHCIMumyyuoHaIHomo ymeopicoasane Ha Xubpuo-
Hama pois e He3ameHuMa nPeonocmasKka 3a OmMe080PHO U CbOOPA3EHO CbC 3aKOHA YNPasieHue Ha
UU 6 busneca, ocHO8aH HA 3HAHUAL.
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Abstract: Due to digitalization teams are increasingly working virtually which makes leadership
complex, especially when the leader has no formal authority over the team, which is often the case
in projects. Project managers, as the leaders of the project, must adapt to the needs of virtual col-
laboration and have certain leadership competencies. This study examines whether a competency
model can be found that lists the leadership competencies of project managers who lead virtual
teams without formal authority. The study was conducted using a systematic literature analysis
based on the PRISMA structure. Relevant search strings were used and n = 699 articles were iden-
tified. After completion of the PRISMA process, seven articles were included. The results show that
no article cover the core areas of this study. Therefore, no competency model can be identified that
lists the leadership competencies of project managers who lead a virtual team without formal au-
thority. This study therefore identifies a research gap and highlights the need for further research
to develop this competency model.

Keywords: virtual teams, project manager; leadership competencies, lack of formal authority;
systematic literature review

INTRODUCTION

Digitalization has fundamentally changed the way we work. Virtual teams have become in-
creasingly popular in recent years and are now coming to the forefront (Froese et al. 2025). In a
large-scale study conducted in 2023 with nearly 360,000 employees, Makridis and Schloetzer
(2023) found that approximately 50% of employees work in virtual or hybrid teams. This is sup-
ported by Treas (2021) in his study, which examines the extent to which virtual work is the future.
Treas (2021) found that virtual work is the future. In his study, 82% of participants voted in favor
of remote work (Treas 2021).

Although the relevance of virtual teams has been clearly defined in the literature and virtual
teams are therefore the preferred working structure of the future, team members of virtual teams
experience some negative effects because of this virtual structure. Among other things, there is
a lack of informal and spontaneous contact opportunities within the team (Leslie et al. 2018). In
addition, building trust is more difficult than in face-to-face teams, as interaction takes place al-
most exclusively via information and communication technologies (Torro, Pirkkalainen, Li 2022).
Technical problems or uncertainty in the use of information and collaboration technologies can
lead to conflicts among team members (Diefenbach 2023). In view of these conditions and the
spread of virtual teamwork, the role of the manager is coming to the forefront (Caputo et al. 2024;
Doérrenberg, Goerner, Patzak 2019). Specific forms of leadership are necessary, and leadership
tasks, roles, and tools need to be reconsidered (Dreas, Klenk 2021). Leaders of virtual teams must
adapt to the new situation and be able to commit to this form of leadership (Ilter et al. 2023; Grze$
2024).

Based on this, the complexity of employee leadership is further increased when the leader has
no formal authority, as this is often the case in projects (Grze$ 2024; Bohinc 2021). According to
the definition of the Project Management Institute, a project is “a temporary endeavor undertaken
to create a unique product, service, or result. The temporary nature of projects indicates a begin-
ning and an end to the project work or a phase of the project work. Projects can stand alone or
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be part of a program or portfolio” (PMI 2021). Projects are now a well-established practice in
many companies (Wagner, Cammans 2025) and are used where companies want to achieve their
goals most efficiently (Blomquist, Miiller 2006). The background for the continuously increas-
ing establishment and strategic importance of projects includes digitalization and the associated
projectification (Wagner, Huemann, Radujkovi¢ 2022) of companies (Wagner, Ott 2019; Shamim
2022). Accordingly, Wagner, Huemann, and Radujkovi¢ (2022) cite the author Midler (1995), who
already discovered in 1995 that the projectification of companies has a significant influence on
corporate structure, corporate culture, and, consequently, teamwork.

This structural shift toward the increased use of projects is increasing the demand for the right
skills to successfully lead these projects (Wagner, Ott 2019). Empirical research shows that deficits
in leadership contribute to project failure: Fareed, Su, and Awan (2021) found in a study that 4
out of 5 projects fail due to poor leadership. This would mean that leadership has a major impact
on project management. This is confirmed by Moradi, Kéhkonen, and Aaltonen (2019), who say
that project performance is the sum of the skills of the project team and the competencies of the
project manager and that, accordingly, the leadership competencies of the project manager are key
elements for successful project management.

According to Zehrer and Mossenlechner (2010), leadership competencies are seen as an inter-
face between the individual basic competencies, which are divided into four competency areas: so-
cial and communication competencies, activity and action competencies, technical and methodo-
logical competencies, and personal competencies. In contrast to the regular competencies from the
previously mentioned competency areas, which enable a person to adapt to the respective situation
(Krumm, Mertin, Dries 2012), leadership competencies, according to Zehrer and Mdssenlechner
(2010), represent a special type of competency that is important for the successful performance of
leadership tasks.

Authors such as Nagel (2025), Moradi, Kdhkonen, and Aaltonen (2019), Heyse and Erpen-
beck (2009), and several others, as well as individual organizations such as the IPMA (GPM 2017)
and the PMI (Project Management Institute 2021), have developed competency models for project
managers. However, these models only evaluate individual areas or provide a general overview of
competencies.

Despite the relevance of project managers’ leadership competencies, these competency mod-
els do not explicitly address leadership competencies. With this in mind and considering the in-
dividual aspects and framework conditions, the question arises as to whether and in what form
competency models exist that focus on the leadership skills of project managers who lead a virtual
team without formal authority. This raises the following research question, which will be answered
in the context of this systematic literature review:

RQ: To what extent can an independent competency model be identified that describes
the leadership competencies of project managers who lead a virtual team without formal
authority?

To keep the empirical focus in the foreground, this review treats PRISMA not as the object
of analysis but as the transparent screening procedure through which the relevant literature is de-
limited. The author’s contribution is therefore the category-led evaluation of the included studies
against five intersecting criteria: competency model, leadership competencies, project managers,
lack of formal authority, and virtual teams. This framing clarifies that the review does not merely
reproduce existing literature, but assesses whether the existing evidence jointly covers the specific
leadership situation formulated in the research question.

RESEARCH METHODOLOGY

PRISMA-based literature selection

A systematic literature review will be conducted to answer the research question presented
above. This study will follow the PRISMA (Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) guidelines for the search strategy, screening, and final selection of literature, as
this ensures that the systematic literature review process can be viewed transparently and that the
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systematic literature review shows how the review was conducted, what the author did, and what
was found (Page et al. 2021). The aim of the systematic literature review is to conduct a systematic
and comprehensive search for publications to ensure that as much literature as possible on a specif-
ic topic can be identified (Gash 1999). The advantage of this approach is that, due to the increasing
use of online media and online databases, more and more potentially relevant digital documents
are becoming available. This ensures that scientific literature is easily and comprehensively ac-
cessible (Doring, Bortz 2016). Accordingly, this approach also focuses on finding high-quality,
existing literature and thus using a database that does not first need to be developed (Doring, Bortz
2016; Mayring 2016).

This methodological description is retained in full in order to make the source selection audit-
able; the subsequent Results and Discussion sections therefore foreground the screening outcome
and the evaluative comparison of the relevant studies.

Following data collection, data review is based on the approach according to Mayring (2016).
This approach consists of three steps and begins with emphasizing the research question to ensure
that the approach is targeted and based on the research question. The second step is the targeted se-
lection of suitable material for answering the research question. The third step involves evaluating
the material which was found (Mayring 2016).

Category-led analytical procedure

In the first step, which is about defining the research question, the introduction already showed
how important leadership competencies are for project managers who lead virtual teams without
formal authority. As already formulated in the research question, this systematic literature review
focuses on the question of whether there is a competency model for project managers who lead a
virtual team without formal authority and whether this competency model focuses on leadership
skills. This step has already been carried out in the introduction. The second step involves selecting
suitable literature. This data collection was carried out using the PRISMA procedure and can be
viewed in the following section. In the final step, according to Mayring (2016), the articles that
resulted from the data collection are reviewed. The articles are analyzed according to a predefined
category-led procedure to ensure that the study review is also carried out systematically.

In summary, the systematic literature review is therefore carried out in a multi-stage process in
which scientific publications on a specific topic are selected systematically and based on categories
(Doring, Bortz 2016). The aim of this literature review is to obtain a comprehensive overview of
the research topic under investigation and thereby provide a valid answer to the research question.

RESULTS

Search strategy and database coverage

Three search strategies consisting of search terms and Boolean operators, combined and for-
mulated in both German and English, were used to collect data and create a comprehensive data-
base. These are presented below:

» Search string #1 (English) and #4 (German): (“project manager” OR “project leadership”
OR “project leader”) AND (“non-formal authority” OR “informal leadership” OR “lateral lead-
ership”) AND (“virtual teams” OR “remote teams” OR “distributed teams” OR “hybrid teams”)
AND (“leadership competencies” OR “leadership skills” OR “competence” OR “competencies™);

» Search string #2 (English) and #5 (German): (“project manager” OR “project leader-
ship” OR “project leader””) AND (“virtual teams” OR “remote teams” OR “distributed teams” OR
“hybrid teams”) AND (“leadership competencies” OR “leadership skills” OR “competence” OR
“competencies”);

» Search string #3 (English) and #6 (German): (“project manager” OR “project leader-
ship” OR “project leader”) AND (“non-formal authority” OR “informal leadership” OR “later-
al leadership”) AND (“leadership competencies” OR “leadership skills” OR “competence” OR
“competencies”).

The search strings were developed based on the topics described in the introduction. The aim
was to find as comprehensively as possible a range of suitable literature that could contribute to an-
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swering the research question. To conduct the literature, search in both a national and international
context and to be able to find literature in both German and English, the search strings were used
in the databases BASE Search, EBSCO, Emerald Insight, JSTOR, SAGE, Science Direct, Scop-
us, Springer, and Web of Science. Search strings #1 and #4 combine all core aspects of the study
in a central literature query. The literature searched should cover the core areas of project man-
agers’/project management, leadership without formal authority, virtual teams, and (leadership)
competencies. Search strings #2 and #5 focus on the relationship between the project manager or
project management, (leadership) competencies, and the virtual team, without referring to leader-
ship without formal authority. Finally, search strings #3 and #6 deal with the connection between
project managers or project management, leadership without formal authority, and (leadership)
competencies, disregarding virtual teams. The core areas were combined using Boolean operators
(AND/OR) to find thematically relevant literature. The form of the selected search strings aims
to make the literature search as comprehensive as possible. The possible integration of literature
that may only cover three of the four core areas ensures that studies are also considered that do
not cover all core areas at the same time but may nevertheless provide important information for
answering the research question. To ensure that the articles analyzed reflect the current state of
research, articles published before 2010 were excluded during data collection by selecting appro-
priate filters. Furthermore, articles that were blogs, magazines, or popular literature were excluded
to ensure the scientific quality of the examined articles.

In order to make the literature search as efficient as possible, it was limited to keyword search-
es. During data collection in September 2025, a total of n = 699 articles were identified. Following
the PRISMA statement process, the literature found in the databases was systematically analyzed
in three phases (Page et al. 2021). In the first step (Identification) 50 duplicates were removed.
Accordingly, n = 649 articles were transferred to the screening process. During the screening
process, n = 625 articles were sorted out based on the title and abstract review because they were
not relevant to the topic. Subsequently, n = 24 articles were selected for a full-text search. n = 3
articles could not be accessed because they were not available despite university access. Open
access articles are essential for research because they guarantee access to articles at any time and
increase the research base (Brinken 2021; Bjork, Salomon 2012). Accordingly, the full-text search
resulted in n = 21 articles. During the full-text search, n = 14 articles were excluded because they
did not ultimately relate to competencies, had no connection to project management, did not ana-
lyze the competencies of the project team, or did not evaluate competencies in relation to project
success. In the final process according to PRISMA 2020 (Included), n = 7 studies were included
that are intended to contribute to answering the research question. The process of systematic liter-
ature analysis according to PRISMA 2020 (Page et al 2021) can be seen in the following PRISMA
flowchart in Figure 1.
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Figure 1. PRISMA Flow Diagram (Source: Own creation based on: Page et al 2021, Haddaway et al. 2022).

DISCUSSION

Analytical evaluation of the included studies

Based on the PRISMA study, seven studies were included in the study and evaluated in detail.
Following the systematic data collection, the seven included studies were evaluated individually in
a further step. Information about the content and focus of each study was extracted and transferred
to a systematic overview. To ensure that this step was also carried out in a systematic manner,
categories were first created. With regard to the theoretical basis of this study, the aspects from the
introduction, and the research question, the following categories were formed: competency model,
leadership competencies, project managers, lack of formal authority, and virtual teams. This struc-
tured overview allows the thematic focus and findings from the studies involved to be considered
in combination with the research question of this study. The studies involved and their results are
shown in the following table (Table 1).

The table should be read as an evaluative matrix rather than as a descriptive list. The authorial
assessment applies the five core criteria consistently to each article, so the absence of marks in
the columns is itself an analytical finding: it indicates which part of the research question remains
unsupported by the selected literature. This is the central result of the review and is the basis for
identifying the research gap.
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Table 1. Overview of involved studies and results of the article review.

Characteristics and content of each involved article Results for...

No. Author(s) Short description of the aim and conclusion of the study

Competence Model
Leadership
Competences
Project Manager
Missing formal
authority
Virtual teams

This study aims to analyze the skills required to lead a virtual
1 |Maduka et al. team. The authors found that certain leadership competencies are | x X X
important for successfully managing virtual teams.

The study examines the competency requirements of project man-

) Anke & agers in virtual teams. The authors have developed a requirements « X
Ringeisen profile with 20 competency facets and 12 higher-level competency
dimensions.

. The aim of this article is to discuss the five competencies neces-

3 |Riesen-berger . X X X
sary for the success of a global project team.

The aim of the study was to analyze the role of managers and

their leadership style in the construction sector. The authors have

4 |Tabassietal developed a model that shows that the leadership skills and trans- X X
formational leadership qualities of project managers.
The aim of this study is to define a framework for determining
. skills for project managers in megaprojects. The framework iden-
> |Faisaletal, tified by the ejiuthors infludes 24 lgeaderjship competencies, divided X X X
into four clusters.
The study aims to identify the skills that project managers need to
6 Ribeiro, Amaral | work in Industry 4.0. The authors show that the competencies de- X
& Barros scribed in the PMBOK and ICB 4.0 are not sufficient to adequately
meet the requirements of these digital transformation contexts.
Dumitrascu- The study aims to identify the most important challenges for glob-
7 |Baldau & al project managers and propose a model for the profile of such a X X
Dumitrascu project manager.

Comparing the results, it is obvious at first glance that none of the studies involved considered
all five core areas together. Maduka et al. (2018) found that certain leadership competencies are im-
portant for the successful leadership of virtual teams. However, they did not examine in detail why
exactly the leadership competencies used in the study were used. Furthermore, they did not mention
whether the team leader was a project manager and what the authority relationship between this team
leader and their virtual project team was. Anke and Ringeisen (2016) summarize their findings in the
competency dimension “Leading and Deciding,” but do not provide any further information about
what this competency dimension involves. Accordingly, although the study provides a comprehen-
sive analysis of the competency requirements for leaders of virtual teams, it does not highlight spe-
cific leadership competencies. Tabassi et al. (2016) support Anke and Ringeisen’s statement and also
say that leadership competencies are crucial for the successful execution of projects. Although the
study addressed the leadership competencies of project managers, it did not consider some key areas
(competency model, leading without formal authority, and virtual teams). Ribeiro, Amaral, and Bar-
ros (2021) conclude that project managers face a number of challenges due to the impact of Industry
4.0 and that the competencies defined in the PMBOK and ICB 4.0 are not sufficient to adequately
meet the requirements of Industry 4.0.

The articles presented were at least thematically related to the research focus of the present study.
In his article, Riesenberger (2016) primarily addressed possible solutions for the high failure rates
of global project teams. As a result, key competencies are defined which, according to Riesenberger,
are crucial for project success. Dumitrascu-Baldau and Dumitrascu (2017) concluded in their study
that international project managers in virtual working environments can be seen as “managers of the
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future.” Neither study has any thematic connection to the research focus of this study.

The findings of Faisal et al. (2023) are the only ones that align with the present research direction.
The framework developed by the authors includes 24 leadership competencies divided into four clus-
ters. These leadership competencies were identified using focus groups. The result is a competency
model that provides a framework for project managers in megaprojects. The study does not mention
the authority relationship between these project managers and their project teams. However, Faisal et
al. (2023) use the competencies from the PMBOK as a basis. Faisal et al. (2023) cite Skogmar (2015)
and Backlund and Sundqvist (2018), who state that, based on the PMBOK, project managers are the
sole decision-makers and therefore have responsibility for the personnel employed. Based on this, it
can be assumed that the project manager has formal authority over their project team.

The evaluation of the seven studies involved clearly shows that none of the studies considers the
core areas of competence models, leadership skills, project managers, lack of formal authority, and
virtual teams together.

On this basis, the research gap is not inferred from the mere absence of one exact publication
title, but from the systematic mismatch between the available evidence and the full configuration of
the research question. The included studies either address virtual leadership, project-manager com-
petencies, or competence frameworks, but they do not integrate these aspects with the absence of for-
mal authority. The author’s contribution is the explicit mapping of this mismatch and the delimitation
of a future competency model that would have to combine all five criteria.

CONCLUSION

This systematic literature review shows that digitalization has a huge impact and how important
virtual teamwork is these days. At the same time, it makes it clear that working in virtual structures
comes with some challenges. Because of these challenges and conditions, leaders are becoming more
important, as the understanding of leadership, leadership roles, and leadership tools need to adapt to
the challenges of virtual work. It also explains that leadership becomes even more complex when
managers do not have formal authority, as is often the case in projects.

That’s why this systematic review, done using a PRISMA-based approach, wanted to see if
there’s already a competency model in the literature that describes the leadership competencies of
project managers who lead virtual teams without formal authority. From the 699 studies initially
identified, seven studies were selected using the PRISMA approach and submitted to a full-text
search. Analysis of the studies along the predefined categories shows that none of the studies inves-
tigated addresses all five areas simultaneously.

Therefore, the research question can be answered by stating that there is no independent compe-
tency model in the literature that describes the leadership competencies of project managers who lead
virtual teams without formal authority. The result thus indicates a proven research gap and the need
for further studies to develop a specific competency model that maps these core areas.

Future research should therefore move from identifying isolated competence requirements to
constructing and validating an integrated competency model for project managers who lead virtual
teams laterally. Such a model should specify the leadership competencies, explain their relevance
under conditions of virtual cooperation, and account for the influence of absent formal authority on
communication, decision-making, trust building, and conflict resolution.
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Abstract: This study addresses the gap between the theoretical development in the field of digital
recruitment and its reality in organizations. While literature focuses on the possibilities of Arti-
ficial Intelligence (Al) and Big Data, the practical implementation of Information Management
(IM) systems is very different. Using the qualitative research method, a total of seven semi-struc-
tured expert interviews were carried out with HR professionals from various sectors with multina-
tional corporations, public administration and SMEs. The findings show a large “digital divide”:
while large enterprises are using integrated ERP systems for data-driven decision-making, SMEs
tend to rely on fragmented and manual processes because of their resource constraints. Key nov-
elties of this study include the identification of certain barriers to valid recruitment such as data
integration issues and lack of data governance that prevent the effective use of advanced analytics.
The findings indicate that before embracing Al, organisations need to focus on basic information
management practices to ensure data quality and process consistency. This research adds to the
existing literature by presenting its empirical evidence on the state of the IM in recruitment; it
offers practical implications for HR practitioners in terms of optimizing their selection strategies.
Keywords: information management,; personnel selection, recruitment validity, digital divide; HR
practices

INTRODUCTION

The effectiveness of personnel selection processes is an important issue for organizations that
want to create high-performing teams. Effective recruitment doesn’t just look at filling vacancies, and
as Breaugh (2008) established it also encompasses strategic goals such as improved employee reten-
tion and job satisfaction. In the past few years, the increased focus on data-driven decision-making
has pushed information management to the forefront of these strategies. Current literature suggests
that digital transformation specifically the use of Artificial Intelligence (Al) and “Talent Intelligence”
has the potential to revolutionize how candidates are selected (Rutten & Verhoeven 2024).

The motivation for a digital transformation is given by the promise of a great efficiency in-
crease. Mask and Pearl (2024) point out the fact that Al-powered tools, such as automated resume
screening and chatbots, can reduce the average amount of time spent per candidate from hours to
minutes. Technologically speaking, this covers a broad set of applications. As defined by Wilke
and Bendel (2022), this spectrum goes from pre-selection chatbots to the automated analysis of
application documents.

However, while such theoretical improvements were made, many organizations find the prac-
tical application of them challenging. The process of moving from conventional, manual hiring
methods to a fully automated process poses formidable challenges (Laumer, Maier & Eckhardt
2015). While the large corporations with multiple branches, multinational corporations may have
the resource capabilities to apply Complex Applicant Tracking Systems (ATS) for many applica-
tions, the Small and Medium-sized Enterprises (SMEs) may have the limitation of resource capa-
bility for technological adoption (Appio et al. 2024). Furthermore, as Stone and Dulebohn (2013)
noted, often in the implementation of e-HRM empirical work on its effectiveness is implemented
far behind. In a comprehensive review, Potocnik et al. (2021) identify technology as a meta-trend
but warn of the lack of rigorous validity evidence.
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This paper addresses this gap by investigating the operating reality of the management of in-
formation in recruitment. It looks at the current state of affairs: How do organizations actually han-
dle recruitment information? What are the real world barriers to valid and data-driven selection?

THEORETICAL BACKGROUND

In order to understand the difference between the technological potential and reality, it is
necessary to analyze the current situation with respect to research on e-HRM and adoption of Al

Evolution from e-HRM to Talent Intelligence

The digitization of human resources has changed a lot. Initially, Stone and Dulebohn 2013, ex-
plained the shift towards electronic Human Resource Management (e-HRM) as the mean to reduce
administrative burdens and costs. Today, the focus has become the use of “Talent Intelligence”
which, according to Rutten and Verhoeven (2024), is the strategic use of data to predict future skill
gaps and the automation of decision-making. However, this evolution postulates an achievement
of a level of data maturity that is not yet available for many organizations.

Barriers to Adoption in SMEs

While large multinational corporations often have the resources in place to implement so-
phisticated Applicant Tracking Systems (ATS), Small and Medium-sized Enterprises (SMEs) are
faced with very unique challenges. Appio et al. (2024) note that SMEs are frequently constrained
by small amounts of financial and human resources, which make the implementation of compli-
cated digital ecosystems difficult. Furthermore, Baum and Kabst (2012) state that SMEs’s recruit
employees through informal channels (e.g., employee referrals) that are less digitalized than stand-
ardized job postings.

The Part Played by Process Management

One of the key insights presented by Laumer, Maier and Eckhardt (2015) is that technology is
not an independent solution. They maintain that Business Process Management (BPM) - the docu-
mentation, analysis and optimization of business flows - must be done before technological imple-
mentation. Without this foundation digital tools often will not show the promised efficiency increase.

RESEARCH METHODOLOGY

Semi-structured expert interviews with N=7 HR professionals were the source of data. The
interview guide was modeled in such a way that it addresses the important areas of information
management such as system usage, quality of data and perceived validity. The stratified sampling
strategy was used in selecting the sample to provide maximum variation in the variables of organ-
izational size, industry and structure. This enables one to make a comparative analysis of highly
regulated settings (public sector) and agile or resource-constrained organizations (SMEs).

The overview of the interview partners (anonymized) is presented in Table 1:

Table 1: Overview of Interview Participants

ID Sector Organization Type Role

I1 Public Administration Large City Administration (Vienna) HR Manager

12 Public Administration Large City Administration (Zurich) HR Professional

13 Automotive Multinational Corporation HR Specialist

14 Education Public Kindergarten Management and HR Lead
15 IT Services Mid-sized IT Provider HR & Talent Lead

16 Transport Bus Transport Company HR Manager

17 Non-Profit / Religious Church Diocese HR Administrator

Data Analysis Procedure

The interviews were transcribed and analyzed by qualitative content analysis based on May-
ring (2002). The analysis was carried out in the form of a deductive-inductive approach: initial
categories were taken from the literature (e.g. “efficiency,” “validity’’), while sub-categories (e.g.
“data silos,” “gdpr concerns”) emerged directly from the interview material.
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RESULTS

The Technological Divide

The findings show a distinct difference in the situations of large organizations and SMEs.
Interviewees from the large public administrations and the automotive sector reported on the use
of sophisticated and integrated systems such as SAP SuccessFactors. These systems enable a high
level of automation, ranging from applicant tracking to onboarding (Interview 2, Interview 3). On
the other hand, smaller organizations use basic tools. For example, the kindergarten association
mainly uses email and cloud storage (Dropbox) for the management of applicant data and process-
es evaluation manually (Interview 4).

While Wilke and Bendel (2022) depict a sophisticated stage of digital recruiting based on
artificial intelligence matching, our empirical data indicate that most organizations are still in the
process of basic digitization. Only the IT service provider (Interview 5) expressed ambitions to
implement advanced “intelligent agents”, confirming that widespread adoption of Al is a theoret-
ical vision for many.

Challenges of integration of Data and Quality.

A theme that ran throughout the interviews was the difficulty of data integration. Even when
ATS solutions are in place, they are often not connected in a seamless way. The bus transport
company (Interview 6) said they had challenges in merging their recruitment software with out-
side job boards, causing data inconsistencies. Similarly, the IT company (Interview 5) presented
the challenge of trying to integrate data gathered from different subsidiaries into a holistic system.

Data Privacy and Security as a Double Edged Sword

A key finding from all the interviews was the influence of data privacy regulations (specifi-
cally GDPR) on the adoption of new technologies. Interviewees from bigger organizations (e.g.,
Interview 2, City of Zurich; Interview 5, IT Services) stressed that strict compliance rules tend to
slow down implementation of innovative tools. For example, the integration of external Al tools
is often obstructed or slowed down by internal data protection officers because of concerns about
data sovereignty. Conversely, smaller organizations often have problems technically implement-
ing security standards. While they do know what needs to be done, there are no sophisticated ATS
roles and permission concepts, so there are workarounds. However, Wilke and Bendel (2022)
claim that data autonomy is one of the most important ethical requirements. Our data shows that
while large firms solve this via rigid systems (“Security by Design”), smaller firms rely on trust
and manual deletion of data which poses potential compliance risks and limits the usability of data
for long-term analytics.

Competence and Training Shortfalls

Another obstacle to successful information management from the interviews is the lack of
digital competence of HR staff. The HR manager from the bus transport company (Interview 6)
added that when implementing new interfaces in the system, constant readjustment and technical
understanding that is not always available in traditional HR roles is required. Similarly, the IT ser-
vice provider (Interview 5) emphasized the need for “data literacy” - the ability to read and inter-
pret data on the dashboard - as a skill that must be trained. This attests to Jiger (2018) finding that
the shift to “Recruiting 4.0” brings with it a fundamental upskilling of the HR workforce. Without
this competence, even the most sophisticated information systems are used under-utilized because
users return to well-known, manual processes.

The Effect of Data Analytics and Validity

While there is much literature advocating for predictive analytics (Bhushan 2024), the em-
pirical outcomes reveal a restricted use of predictive analytics in practice. Most interviewees use
descriptive statistics as opposed to predictive metrics. Furthermore, the validity of selection deci-
sions in smaller organizations is often based on subjective “gut feeling” and cultural fit as opposed
to standardized data points (Interview 7).
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CONCLUSIONS/DISCUSSION

This study examines the significant gap between the theoretical development of digital re-
cruitment that is frequently mentioned in literature and operational reality that is present in organ-
izations today. The analysis shows that the so-called “digital transformation” in recruitment is not
an equal evolution that affects all companies equally. Instead, it is a fragmented landscape where
there is a major digital divide between large corporations and smaller entities.

The Innovation Paradox and the reality of operations

Our results take the form of what Rutten and Verhoeven (2024) call the “innovation paradox.”
This term describes the situation that many organizations have this dream to implement high-end
technologies such as “Talent Intelligence” and prediction models that use artificial intelligence, but
often overlook the basics that must be operated to get them to run. Specifically, companies often
do not have good data structures or consistent workflows.

This disparity, but especially noticeable in the case of large enterprises compared to SMEs,
1s explained by the hypothesis of “joint impact” proposed by Laumer et al. (2015). Their research
argues that the full potential of recruitment technology is only realized when implementation of IT
is accompanied by rigorous Business Process Management (BPM). In more simple words: tech-
nology cannot repair a broken process. Our interviews confirm this theoretical assumption: large
organizations with dedicated process owners (e.g., Interview 2, City of Zurich) are able to derive
value from their systems because they have standardized their workflows. In contrast, in smaller
organizations where the process governance is not defined, the use of digital tools is not fully op-
timized, leading to workarounds that are often manual, and data inconsistencies.

Resource Constraints and Strategic Fit in SMEs

The challenges facing Small and Medium-sized Enterprises (SMEs) are very different com-
pared to the ones faced by multinational corporations. As Appio et al. point out (2024), SMEs are
often struggling to succeed because of their limited financial and human resources, which means
they cannot invest in costly software ecosystems. Our findings corroborate this “resource scar-
city”: although the market is full of high-tech solutions, smaller organizations (e.g. Interview 4,
Kindergarten) often choose pragmatic and cheap solutions such as cloud storage or simple email
management.

It is very important to realize that SMEs are not just smaller versions of large enterprises and
this is emphasized by Baum and Kabst (2012). Their use of informal channels and subjective
assessment of “cultural fit” is not necessarily a deficit. Instead, it is a strategic adaptation to their
own specific context. This approach often produces high candidate quality from the use of personal
networks, despite the lower technological maturity of the process.

The Conflict between Compliance and Innovation

Our results point to a tension between wanting to be innovative and the need to comply. As
noted by Bujold et al. (2024), responsible Al calls for the most rigorous observance of privacy
rules. In our study this adherence often acts as a brake on innovation especially in the public sector.
Organizations are facing a dilemma; they would like the efficiency of Al (as described by Mask
& Pearl 2024), but they would not use cloud-based or “black box™ solutions because of their strict
interpretation of data privacy requirements. This implies that for European organizations, “GD-
PR-compliance” is a more crucial success factor of software selection than the ability to predict.

Ethical Considerations and Human Supervision

A significant barrier that has been identified at all organizational sizes is a lack of trust in auto-
mated decisions, sometimes called the “black box” problem (Mask and Pearl 2024). This metaphor
is used to explain the challenge of understanding how an algorithm comes to make a particular
decision (e.g., dismiss a particular candidate). Interestingly, this aversion to fully automated deci-
sion-making corresponds to issues of ethics raised by Hunkenschroer and Luetge (2022), in terms
of “obfuscation of accountability”. If an Al makes a mistake, nobody knows who is responsible.

Our participants’ insistence for human supervision is a validating action for the principle of
“Human-centered AI” as identified by Bujold et al. (2024). In their opinion, humans need to be
kept in the loop to ensure fairness and accountability. Furthermore, Tippins (2015) is warning that
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digital testing, particularly if it is done without supervision (unproctored), can introduce new risks
for validity, such as cheating or technical glitches. This suggests the caution that we see in our sam-
ple, in favor of checking manually rather than blindly using automation, is scientifically justified.

CONCLUSION

This research paper set out to address a gap between the promise of Al in recruitment and the
reality of HR professionals. By examining the qualitative data of seven expert interviews, this
study presents empirically sound arguments that robust information management as a foundation
prerequisite is a valid personnel selection basis. The main conclusion is that technology is an ena-
bler, not a solution in itself, without the standardization of underlying processes and data govern-
ance, advanced tools fail to provide validity.

Practical Implications

Based on the empirical findings, this study makes specific contributions for HR practitioners
and organizational leaders:

1. Data Governance First: Data Governance First: Organizations need to focus more on the
quality of their data rather than on the acquisition of new tools. As highlighted by Stone and Dule-
bohn (2013), efficiency is often the main reason for e-HRM, but efficiency without accuracy is
useless. Practitioners should define some clear data governance frameworks before Al algorithms
is put to work.

2. Process Standardization: Technology cannot solve the problems of a broken process.
Following Laumer et al. (2015), before digitizing their recruitment workflows, companies should
first map and optimize the workflows.

3. Strategic Selection: Instead of attempting to court “hype” technologies, organizations
should select tools that match their maturity level (Jager 2018). For smaller companies, simple but
well-setup ATS can provide more value than complicated analytics suites.

4. Human Element: To help overcome anxiety in the applicant, and to ensure production
is conducted ethically, the role of the human recruiter still plays a central role. Automated tools
should be placed in a role of decision-support systems to ensure accountability.

Directions for Future Work

Whilst this study gives us deep qualitative insights, future research should seek to quantify
these results, and over a larger sample size. Longitudinal studies could monitor the effect of the
introduction of structured information management systems on the quality of the long-term hire
and retention of employees. Furthermore, research should focus on developing specific, scalable
frameworks of information management geared to the resource constraint of SMEs to help them
bridge the digital divide without the need for enterprise level budgets.
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IMPEOJOJJIABAHE HA PA3JIMKATA: EMIIMPUYEH AHAJIN3
HA PEAJIHOCTUTE B YIIPABJIEHUETO HA THO®OPMALIUATA
ITPHU ITOJABOPA HA ITEPCOHAJI B CPABHEHUE
C TEOPETUYHUTE AMBULIUN

Pezrome: Tosa npoyusane pazenexncoa pasmukama mexicoy meopemuiHomo pazeumue 6 0061acmma Ha yug-
PO8UsL ROOOOP HA NEPCOHAT U PeaTHOCIMA 6 opeanuzayuume. /Jokamo aumepamypama ce Qoxycupa op-
Xy 8b3MOdICHOCIUMe Ha usKycmeeHusi unmeinexm (Al) u conemume dannu, NPAKMUYECKOMO NPULONCEHUE
Ha cucmemume 3a ynpasienue na ungopmayusma (IM) e mnoeo no-pazmuuno. C uznonssane xavecmeen
Memoo Ha usciedsane 65ixa nposedenu 00ulo cedem NOLYCMpyKmypupaHu UHMepsma ¢ eKCnepmu — cne-
Yuarucmu no 40GeuwiKy pecypcu om pasiudHu CeKmopu, pabomewu 8 MyIMUHAYUOHATHU KOPROPAYUU,
nyonuunama aomunucmpayus u MCII. Pe3ynmamume noxazeam 2oasma ,,yugposa nponacm *: 00Kamo
eonemume npeonpusmust uznonzeam unmezpupanu ERP cucmemu 3a 63emane na pewenus na 6azama na
oannu, MCII ca cknonnu 0a pazuumam Ha QpacmMeHmupanu 1 poyHu npoyecu nopaou 0ZpanudeHume cu
pecypcu. Kniouosume nosocmu 6 moea npoyusame 6k1048am UOeHMUGUYUPAHemo Ha OnpeoeieHi npeyuKu
3a anuden no0OOp HA NEPCOHAT, KAMmo NPodIeMU ¢ UHMEeSPUPAHEMO HA OAHHU U JUNCA HA YNPAGieHue Ha
OaHHUme, KOUMo 8b3NPenamcmean eqreKmugHomo UNOA36aHe Ha YCbE8bPUEHCMEANU AHATUMUYHU Memo-
ou. Pesynmamume nokaseam, ye npeou oa npemunam kom Al, opeanuzayuume mpsao6a oa ce cbCpedomo-
yam 6wbpPXy OCHOGHU NPAKMUKLU 3d YRPAGIeHue Ha UHDOpMayusma, 3a 0a 2apanmupam Kayecmeomo Ha 0a-
HHUMe U nocredosamennocmma Ha npoyecume. Toea npoyusane 00nva6a CoUleCmMEYSAULAMa Iumepamy-
pa, Kamo npedcmass eMrupusHu OaHHU 3a Cbcmosuemo Ha IM npu noobopa na nepconan, mo npeoiaza
NPAKMUYecK UMNIUKAYUU 33 CReYUATUCUME N0 YOBEWKU PECYPCU N0 OMHOUEHUEe HA ONMUMUSUPAHEMO
Ha mexuume cmpamezuu 3a H00Oop.

Knrouoseu oymu: ynpasnenue na ungopmayusma, noobop Ha nepcona; 6aiuOHOCH Ha noobopa Ha nepco-
Han, yupposo pasoenenue; NPAKMUKU 8 0OIACIMA HA YOBEUWKUME PECYPCU
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Abstract: The process of recruitment is experiencing a basic digital transformation, with a shift
away from traditional recruitment techniques towards Al-enabled decision-making. While infor-
mation systems like Applicant Tracking Systems (ATS) and Recommender Systems make the pro-
cess much more efficient and cost-effective, they create new risks in terms of algorithmic bias and
non-transparency. This paper is an attempt to propose an “Integrative Validation Model” that
extends the traditional notion of predictive validity. It argues that modern recruitment tools must
be validated not only by their ability to predict job performance (efficiency) and that they should
also comply with ethical standards (responsibility). The methodology is grounded on a systematic
literature review of recent studies between 2015 and 2024. The findings suggest that to be sustain-
able recruitment success requires incorporating “Responsible AI” principles into the information
management process. This approach supports a holistic approach that ensures that organizational
goals are aligned with social responsibility.

Keywords: recruitment validation, information management,; applicant tracking systems; Al
ethics, algorithmic bias

INTRODUCTION

The face of human resource management is undergoing a paradigm shift today, thanks to the
explosive developing technologies. As Bhushan (2024) notes, recruitment is no longer a simple, ad-
ministrative task, but rather a complex and multi-dimensional information management process. In
the past, recruitment used to be characterized by manual screening of physical documents and sub-
jective decision-making. Today, it is characterized by “E-Recruitment” which is the use of digital
platforms, automated screening tools, and data analytics to recruit and select candidates worldwide.

This “Digital Transformation” is not simply a change of tools, but a change of strategy. Organ-
izations are facing more pressure to shorten the “Time-to-Hire” and reduce the “Cost-per-Hire”
while making the candidates of higher quality. Potocnik et al. (2021) point that this pressure has
resulted in the widespread use of algorithmic assessment tools. These tools promise to measure ap-
plicant knowledge, skills, abilities and other characteristics (KSAOs) with a speed and consistency
that human recruiters cannot provide.

However, this need for automatic processing of information generates a crucial tension. While
efficiency is being driven up the validity of the underlying decisions is often questioned. Laumer,
Maier, and Eckhardt (2015), however, argue that despite the benefits Business Process Manage-
ment (BPM) systems have in streamlining flow processes, in no way do they guarantee the quality
of the hiring decision. Furthermore, there are new risks posed by the introduction of Artificial
Intelligence (AI). Mask and Pearl (2024) warn of the data bias of Al systems which are frequently
trained on past data that contain the biases of human decisions. If an algorithm learns from a his-
tory in which certain demographics were systematically disadvantaged, then it will be automated
and enforced.

Consequently, traditional models of validation, in which the emphasis has been on “predictive
validity” (the statistical correlation between a test score and job performance), are no longer ade-
quate. A statistically predictive, but unethical recruitment process is a severe legal and reputational
risk to the organization.
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This paper addresses this gap by proposing an Integrative Validation Model. This model pro-
poses that validity in the digital age needs to be three-dimensional in nature: that it must include
Technical Efficiency (speed and cost), Predictive Accuracy (quality of hire), and Ethical Respon-
sibility (fairness and transparency). Through a synthesis of the latest literature, the project aims to
offer a framework for the validation of recruitment procedures that meet both the economic needs
of the business and the ethical standards of society (Bujold et al. 2024).

RESEARCH METHODOLOGY

This publication uses qualitative research methodology based on systematic literature review.
The goal was to examine the intersection of information systems, recruitment analytics, and busi-
ness ethics to obtain an overall validation framework.

Data Collection and Data Selection

The review focuses on academic papers, specialist books, and systematic reviews published
from the period 2015 to 2024 mainly. This timeframe has been chosen in a way that it encompasses
the latest developments in the world of technologies like the coming of Generative Al, state-of-
the-art Recommender Systems, etc. The selection process was done in a organized manner looking
for important sources dealing with 3 basic themes:

1. Information Systems in HR: Studies analyzing the impact of ATS and BPM on process per-
formance (e.g. Laumer et al. 2015).

2. Algorithmic Decision-Making: Technical papers of the the functioning of recommender
systems and Al algorithms function in a recruitment context (e.g., Freire & De Castro 2021).

3. Ethics and Bias: Review of algorithmic discrimination & responsibility of Al frameworks
(e.g. Kochling and Wehner 2020; Hunkenschroer and Luetge 2022).

Data Analysis

The selected literature has been analyzed based on the thematic synthesis approach. Instead
of a statistical meta-analysis, the study is concerned with the extraction of conceptual frameworks
and empirical findings with the goal of constructing the Integrative Validation Model. Special at-
tention was paid to “Review of Reviews” (e.g., Potocnik et al. 2021) to ensure a broad coverage of
current state of research without having to rely on single, potentially isolated case studies.

THEORETICAL FRAMEWORK

In order to gain an understanding of the need for an integrative validation model, it is impor-
tant to first examine the underlying technological infrastructure, as well as the theoretical develop-
ment of recruitment from a manual task to a data-driven science.

Information Systems Used in Recruitment

The backbone of modern recruitment is constituted by sophisticated information systems to
manage the flow of data of candidates. Laumer, Maier and Eckhardt (2015) describe Applicant
Tracking Systems (ATS) not as simple databases but as full-fledged Business Process Management
(BPM) tools. These systems standardize the entire lifecycle of recruitment - from job posting to
onboarding. From an information science point of view, an ATS is like a central storage which
guarantees data consistency and allows process automation. The primary theoretical argument for
their adoption is the reduction of “media disruptions” which occur when data is manually travelled
between systems (e.g. email to spreadsheet) and are therefore prone to error and inefficiency.

Furthermore Freire and De Castro (2021) point on the rise of Recommender Systems (RS) in
these platforms. Borrowing from technologies developed in e-commerce, the recommenders for
e-recruitment use two primary filtering techniques to validate candidates:

e Content-Based Filtering: In this method, the semantic content of a CV (keywords, skills,
experience) is analyzed, and it is matched with the job description. It assumes that the higher the
overlap of keywords, the higher the validity given to the candidate for the role.

e Collaborative Filtering: This is a more complicated method that predicts the suitability of a
candidate based on the behavior of other similar people or past hiring patterns. If Candidate A has
a similar profile to successful Employee B, the system deduces a high probability of success.
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Talent Intelligence Predictive Analytics

The conceptual shift from operational to strategic decision making is conceptualized as “Tal-
ent Intelligence”. Rutten & Verhoeven (2024) propose a model of maturity of recruitment analytics
that organizations need to go through in order to obtain valid results:

e Descriptive Analytics: The first level, concerned with what happened (e.g. “We received 500
applications™). While necessary for reporting, this does not provide any validation of quality.

e Diagnostic Analytics: Deals with why it happened (e.g. “Why did the hire rate drop?”).

e Predictive Analytics: The critical stage for validation. Here, the historical data is used to
predict what will happen in the future (e.g. “Candidates with this skill set have a 90% retention
probability”).

e Prescriptive Analytics: This is the highest level where the system makes specific recommen-
dations (e.g. “Interview this candidate immediately to prevent drop off”).

For an integrative validation model, the shift to predictive and prescriptive analytics is impor-
tant. However, Rutten and Verhoeven (2024) claim that validity of these predictions is without sep-
aration linked to data quality. Inconsistent data entry or unstructured feedback in the ATS causes
“noisy” data which makes predictive models invalid.

The Idea of the Algorithmic Validity

Traditionally, validity in recruitment was described through psychometric criteria — mainly
“criterion-related validity”, which is a measure of the correlation between a test score and job per-
formance (Potocnik et al. 2021). In this era of Al this definition needs to be extended to include
Algorithmic Validity.

Kochling and Wehner (2020) say that an algorithm is only valid if it is free from systematic
bias. Unlike individual and sporadic human bias algorithmic bias is systematic and scalable. If a
machine learning model is trained on a dataset where a certain demographic was historically at a
disadvantage (say, women not being hired for tech positions in the past) the algorithm will look for
this as a “valid” predictor of unsuitability. Therefore, in the context of information management
validity must include not only the statistical accuracy of the prediction (does it predict the out-
come?), but the ethical integrity of the data processing (is the prediction based on merit or bias?).

RESULTS

The systematic analysis of the selected literature reveals three main dimensions influencing
the validity of modern recruitment procedures, namely Process Efficiency through Information
Systems, the steering function of Data Analytics and a critical challenge of Algorithmic Bias.

1. Efficiency through Information Systems and Standardization

The empirical evidence validates that the integration of Information Technology (IT) and
Business Process Management (BPM) does not only mean the digitization but the fundamental
restructuring of recruitment. Laumer, Maier, and Eckhardt (2015) in a quantitative study of lead-
ing companies showed that the use of Applicant Tracking Systems (ATS) and rigorous process
analysis beats cycle times and process costs to a huge degree. Their findings show that efficiency
gains are not gained through software but through the standardization of the work flows that the
software imposes.

This minimizes disruptions to the media and maintains consistency of data. Furthermore,
Freire and De Castro (2021) identify Recommender Systems as an important technological solu-
tion to cope with the “information overload” in e-recruitment. By using content-based and collab-
orative filtering techniques, these systems can filter through thousands of profiles in no time. This
automation enables recruiters to concentrate on the best possible candidates and therefore makes
matching candidates to job openings much faster and accurate.

2. The Steering Function of Recruiting Analytics

Modern recruitment is no longer viewed as a reactive administrative process but as a stra-
tegic, data-driven operation, and is sometimes referred to as “Recruiting Analytics” or “Talent
Intelligence”. Rutten and Verhoeven (2024) suggest that, in order for recruitment to be valid, there
is a need to move “beyond simple descriptive reporting (e.g. how many applicants?)” towards
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predictive analytics (e.g. who will likely succeed? They point out that Key Performance Indi-
cators (KPIs) like “Time-to-Hire”, “Cost-per-Hire” and “Quality-of-Hire” must be monitored in
real-time to drive the talent acquisition strategy effectively.

However, the validity of these analytics has a strict dependence on the quality of the underly-
ing data. If the input data is inconsistent or incomplete the predictive models will give invalid re-
sults. Therefore, data management must have strong data governance for analytics to be a reliable
tool for decision making.

3. Algorithmic Bias and the “Amazon Case Study”

A great and important finding, included into the recent literature, is the prevalence of the bi-
asness in the case of algorithmic decision making, which contributes to the loss of validity of the
recruitment procedures. Mask and Pearl (2024) argue that although Al tools are efficient, they tend
to suffer for lack of transparency — it is a “black box™. This circumstance makes it hard to validate
whether a decision was made on merit or whether it was based on spurious correlations.

This theoretical risk is supported by hard empirical evidence. Kochling and Wehner (2020)
have a detailed analysis of the prominent Amazon case study. In this case, an experimental hiring
algorithm developed by Amazon taught itself to penalize resumes that contained the word “wom-
en’s” (e.g. “women’s chess club™). This error occurred not because the algorithm was programmed
in a sexist way, but because it was trained on 10 years of historic hiring data, which was dominated
by male resumes.

The system was statistically validating the correlation between “being male” and “being hired”
in the past and projecting it into the future. This case is a vivid example of the peril in relying only
on predictive validity: The system was statistically correct in its ability to reproduce the patterns
of the past, but invalid from an ethical and legal standpoint. Consequently, it is suggested in the
literature that technical validation of information systems must always be accompanied by ethical
auditing in order to detect such “historical biases” before they are automatized.

CONCLUSIONS AND DISCUSSION

This study proposes Integrative Validation Model of recruitment. This model assumes that
recruitment procedure can only be “valid” if it meets three criteria at once: efficient (IT-backed),
predictive (Data-driven) and ethical (Bias-free). The result of the analysis is that when only one
aspect is focused on, it is doomed: Efficiency without ethics is discrimination; ethics without effi-
ciency is competitive disadvantage.

Integration of Responsible Basic Artificial Intelligence Settings

The results indicate that companies simply cannot stop with technical validation. Bujold et
al. (2024) suggest the implementation of “Responsible AI” principles in Human Resource Man-
agement. This suggests that validation is not a once in a lifecycle event but rather a continuous
process.

» Transparency: Organizations need to be able to explain how their algorithms work. “Black
Box” systems must be avoided when it comes to high-stakes decisions such as hiring;

» Human Oversight: As suggested by Hunkenschroer and Luetge (2022), it is always a good
idea to ensure that the final decision of hiring someone is always left up to a human (“Human-in-
the-loop™). The Al is supportive in delivering information but not the final word.

Implementation Strategy: The Need for Parallel Testing

Given the identified risks of algorithmic bias and error, organizations should be extremely
careful when ascribing new Al tools. It is strongly recommended that human decision-making is
not replaced suddenly. Instead a parallel implementation strategy (or “Shadow Mode”’) should be
adopted.

In this phase, the Al system is used in concert with traditional processes for evaluating a sys-
tem, but it does not make final decisions. For example, recruiters use manual CV screening and the
Al runs in the background. After a set period of time, the results are compared: Did the Al reject
highly rated candidates as rated by humans?

Were demographics shown to be biased by this AI? Only in case the Al can prove valid and
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unbiased results over a defined time of testing, it should be incorporated into the active workflow.
This is to ensure that the information management system is not validated in an artificial environ-
ment before affecting real-world hiring decisions.

Future Challenges The work results of Al generated output

Looking forward, the rise of Generative Al (e.g. ChatGPT) brings new issues to information
management. Hagendorff (2024) charts the ethics of these powerful models and draws attention to
the risks of such models, including the danger of them hallucinating (inventing facts) and produc-
ing harmful or false content.

For recruitment and this means new validation risks. If candidates use Al to polish their CVs,
and companies use Al to screen them, the whole process may become detached from reality. Fur-
thermore, if Generative Al is used to write job descriptions, it could potentially use biased lan-
guage. Therefore, validation models must move to the dynamic. Organizations need to constantly
audit not only the result (who is hired) but the process of generating information itself.

Implications for Practice

The shift to an integrative validation model has huge practical implications for human resource
professionals and organizational leaders. This research proves that having an Applicant Tracking
System (ATS) or an Al-based screening tool in place is not enough to guarantee valid recruitment
results. Instead, these technologies need active, ethical and ongoing management in order to avoid
automating bias, and ensure compliance with the law.

1. Algorithmic Auditing Protocols

Organizations have to change their basic thought process fundamentally from a passive ap-
proach to distrusting technology to an active approach of verifying the technology. As suggested
by Hunkenschroer and Luetge (2022), it is imperative for companies to introduce a formal “Al-
gorithmic Auditing” process as an integral and permanent part of their information management
strategy.

In practice, this is a stringent approach that requires a comprehensive evaluation strategy com-
mencing long before the technology is in active use. Therefore, a critical “Pre-Deployment Audit”
is needed whereby new Al tools need to be rigorously tested for “disparate impact” on the basis of
historical data sets before being integrated into the live recruitment workflow.

During this phase, HR managers are responsible for checking whether the tool’s recommen-
dations are consistent with organizational objectives for diversity, or whether the system in some
way systematically discriminates against certain demographic groups — e.g. by unfairly penalizing
gaps in CVs that may correlate with parental leave.

However, validation suggests more than a one-time approval - it should be considered as a
continuous and dynamic process which is known as “Post-Deployment Monitoring”. This con-
stant watch is necessary because predictive models are prone to “concept drift,” a phenomenon in
which the accuracy of the predictive model may degrade with time as the job market and applicant
behaviors change. To fight this loss of validity is necessary regular spot-checks, in which human
recruiters manually read through applications that were rejected by the Al. Detecting these “False
Negatives” is critical to ensure that the system is valid, fair and accurate over the long term.

2. Improving the skills gap: Data competence in HR

As Potocnik, et al. (2021) conclude, the field needs more sophisticated psychological and tech-
nological theories. For practitioners, this suggests a needed change in competencies. Rutten and
Verhoeven (2024) point out that modern recruiters need to have a high level of “Data Literacy”.
They must be made to understand that the “matching score” of 85% that an AI might generate is
not an absolute truth, but a statistical probability based on certain input variables. Training pro-
grams must therefore be concerned not only with how to operate the software but how to interpret
critically its outputs.

HR professionals need to be given the power to override algorithmic suggestions if their own
judgement, informed by their human empathy and contextual understanding, flags up a valid can-
didate the system missed.
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3. Interdisciplinary Collaboration

Finally, to effectively manage information in recruitment, the organizational silos should be
broken down. Bujold et al. (2024) highlight that responsible Al is not something that can be ac-
complished by the HR department alone. It demands an interdisciplinary approach brought togeth-
er by IT specialists (knowledge of the code), legal experts (knowledge of compliance) and HR
psychologists (knowledge of job fit).

Only by this collaborative effort can the organizations achieve the right balance between the
efficiency gains of digital transformation (Bhushan 2024) while still adhering to strict ethical
standards in order to keep a “social license to operate.” Companies who are successful in this
balancing act will have achieved true validity in their recruitment procedures - which is fast, cost
effective, and fundamentally fair
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PABPABOTBAHE HA UHTEI'PUPAH MOJIEJI 3A BAJIMJIUPAHE IIPU IOABOPA
HA ITEPCOHAJI: BAJIAHCUPAHE HA EOEKTUBHOCTTA HA U3KYCTBEHUA
HUHTEJIEKT, IIPOI'HO3HUSA AHAJIN3 U ETUYHATA OTTOBOPHOCT

Peztome: [Ipoyecvm na noobop Ha nepcoHanl Npemvpnasa OCHOBHA Yupposa mpancgopmayus,
Kamo ce Habo0asa npexoo om mpaouyuoHHUmMe MmexHUKU 3a no0OOp Ha NePCoHAl KbM 83eMAaHe
Ha peuteHusi ¢ NOMOWma Ha u3Kycmeenus unmenekm. Makap ungopmayuonnume cucmemu Kamo
cucmemume 3a npocieoasane na kanouoamu (ATS) u cucmemume 3a npenopvku 0a npagsam npo-
yeca MHO20 Nno-eghekmueeH u peHmaobuieH, me cb30a8am HO8U PUCKOBE NO OMHOUEHUEe HA al20pU-
MMUYHAMA NPUCMPACMHOC U Juncama Ha npospadynocm. Hacmoswama cmamusi e onum oa ce
NPeONoNCU ,, UHMESPAMUBEH BATUOAYUOHEH MOOeN "', KOUMO pasuupsiea mpaouyuoHHOMo NoHs-
mue 3a npeockazyema 8aiuoHocm. B nes ce mevpou, ue cv8pemeHHume UHCmpymeHmu 3a no0oop
Ha nepcoHan mpaoea 0a 6voam 8aIUOUPAHU He CAMO NO C805IMA CHOCOOHOCM 0a NPeOCKA38am pa-
bomuume pezyrimamu (echekmusHocm), HO U O MOBA AU OM2O8APAM HA eMUYHUMe CIMAHOapmu
(omeosoprocm). Memooonoeusma ce 0cHO8aBa HA cUCMeMAMuyeH npezied HA Jumepamypama
om nocieonume npoyusanus medxcoy 2015 u 2024 . Pezynmamume nokazeam, de 3a 0a Ovoe
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ycneuter, no0OOpvLM HA NEPCOHAN MPA68a 0a BKIIOYEA NPUHYUNUME HA ,, OMCOBOPHAMA U3KYCMI-
8eHa unmenuceHmHocm " 8 npoyeca Ha ynpagienue Ha ungopmayuama. Tozu nooxoo nookpens
XonucmuyeH nooxoo, KOUmo 2apanmupa, ye yeaume Ha Opeanusayusma ca 6 Cbomeemcmasue Cbe
coyuannama omeo80pPHOCHI.

Kntouoeu oymu: eanudupane na noobopa Ha nepcouan; ynpasieHue Ha uHgopmayusma, cuc-

memu 3a npocvzedﬂeaﬂe Ha KaHdudamu; emuKa Ha U3KYCMEEHUsA UHmMEeNeKn, dJlcOpUmmudHa
npucmpacmrocm

®oskep Moakum Promep, 1oKTOpaHT

YHuBepcHUTeT 1o OMOINOTEKO3HAHHE U WH(POPMAIMOHHU TEXHOIOTUU
Codus, benrapus

E-mail: roemer.volker@gmx.de
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Abstract: This study examines the influence of psychological methods on digital purchasing be-
havior using the example of the online shop Zalando with special consideration of the concept of
cognitive complexity. After building on the theoretical foundations of business psychology and
cognitive load theory, the work analyzes five central design dimensions of digital systems: De-
scription, Structure, Interaction, Limitation and Communication. This underlies the methodolog-
ical basis, a combination of theoretical foundation with a practical case study that examains the
user experience and the psychological effectiveness of Zalando's e-commerce platform. Thereby,
the combination of classical and neuroscientific findings on the design of cognitively supportive
digital environments has not been reviews as in this approach. The analysis shows that Zalando
creates a balance between cognitive relief and activating customer loyalty through clear informa-
tion structure, personalized communication and targeted incentives. At the same time, potentials
become visible, such as non-transparent sustainability communication and the optimization of
interactive elements which minimize uncertainties and cognitive dissonance. Overall, the study
underlines the relevance of cognitive complexity for the design of digital sales processes and pro-
vides practical recommendations for the further development of user-centric online stores.
Keywords: business psychology, cognitive complexity, buying behavior; e-commerce,; Zalando

INTRODUCTION

In the age of digitalization, conventional psychological principles are becoming increasingly
important for understanding and influencing digital consumer behaviour. Therefore, on digital
platforms such as Zalando, processes such as perception, cognition and motivation are activated
through design, communication and interaction to influence purchasing decisions. Which is in-
fluenced by business psychology, which provides the theoretical framework for this, particularly
through emotional appeal, persuasive communication and customer loyalty strategies described by
Klaus Moser (2015).

Based on this, the article examines cognitive complexity as a psychological principle of busi-
ness psychology and analyses how digital stimuli, information overload and personalized func-
tions influence decision-making behaviour on platforms such as Zalando. Thereby, the theoretical
basis combines principles of cognitive complexity with Sweller’s Cognitive Load Theory (2011),
Moser’s (2015) business psychology and Bandura’s (1976) model learning. To generate insights
on that a mixed methodology is being used, which analyses how product presentation, process
design, selection limitation and value-oriented communication affect customers’ digital purchas-
ing behaviour while deriving psychological recommendations for improving user-oriented e-com-
merce design.

With the help of these results, the scientific contribution of the study is positioned in the fol-
lowing gap: existing research discusses cognitive load, user experience, personalization and online
purchasing behavior, but it rarely integrates these aspects into a single, operationalized framework
for assessing cognitive complexity in a real e-commerce interface. Zalando is a suitable case study
because its platform combines a large product assortment, filtering and recommendation systems,
visual product communication, sustainability labels and personalized interaction elements within
one highly developed online retail environment. The study therefore contributes by linking five ob-
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servable design dimensions (Description, Structure, Interaction, Limitation and Communication)
with their cognitive effects and opportunities for improving user-oriented e-commerce design.

The paper first introduces business psychology, followed by theoretical approaches to cogni-
tive complexity as the basis for evaluating their application in the digital context of the Zalando
shop.

RESEARCH METHODOLOGY

For this study, a theoretical-conceptual foundation combined with a qualitative case study
analysis is used to examine the effects of psychological principles and cognitive complexity on
digital purchasing behavior. Therefore, concepts from business psychology (Moser 2015), Cogni-
tive Load Theory (Sweller 2011; Paas & Van Merriénboer 1994) and neuroscientific findings from
neuromarketing form the interdisciplinary theoretical basis for analyzing perception, thought and
decision-making processes in digital environments.

In the empirical part, a qualitative analysis of the Zalando online shop is conducted through
structured observations and heuristic evaluation methods based on the five dimensions of cognitive
complexity: Description, Structure, Interaction, Limitation and Communication (Springer, 2023).
These criteria are derived from current research on usability and user experience in e-commerce
platforms (Madanchian 2024; Weinstein et al. 2022). Thereby, the qualitative approach makes it
possible to identify both effective design features and optimization potential regarding cognitive
relief and user orientation, while aligning with established standards in psychological and market-
ing research (Flick 2022).

For methodological transparency, the case study is specified as a structured snapshot analysis
of the publicly accessible Zalando online shop at the time of manuscript preparation. The obser-
vation protocol should record the exact observation period, the number of analysed product pages,
the product categories included in the sample and the navigation paths followed by the researcher.
The evaluation criteria are derived from the five analytical dimensions: clarity and completeness of
product descriptions, hierarchical structure and navigability, degree of interactive support, reduc-
tion or expansion of available options and transparency of value communication. This clarification
makes the qualitative procedure more reproducible and improves the transparency of the empirical
basis

THEORETICAL FOUNDATION

Business Psychology

Psychological processes influencing consumer behavior have always been central to business
psychology and therefore form the basis of this study, particularly regarding sales and marketing
psychology in digital purchasing decisions. Although both are sub-disciplines of business psy-
chology, they address different phases of the customer journey (Jobber & Lancaster 2006, 114).
On the one hand, marketing psychology focuses on influencing consumer behavior through brand
communication, emotional advertising and persuasive strategies (Moser 2015), which is closely
linked to Bandura’s concept of model learning, which explains how people orient themselves
towards the behavior of others through observation and imitation (Bandura 1976). It is further
reflected in digital marketing strategies such as social proof and influencer marketing. According
to Winke (2015), social cognition, group norms and emotions are therefore important influences
on consumer behavior. Especially in the digital age, personalization through A/B testing, tracking
tools and neuroscientific methods such as eye tracking allows companies to analyze and influence
individual responses to advertising more precisely than traditional methods alone.

On the other hand, sales psychology focuses on customer communication, trust building and
needs analysis (Maier 2018). Thereby, traditional models such as AIDA (Attention, Interest, De-
sire, Action) increasingly reach their limits in complex digital decision-making situations (Schiirle
2013), creating the need for more flexible models that integrate cognitive, emotional and social
aspects of buying behavior.

Digitalization has closely linked marketing and sales psychology, particularly through e-com-

96



Cognitive Complexity in e-Commerce: an Application of Cognitive Load Theory Using the Example of Zalando

merce platforms that combine marketing influence with sales interaction. Exemplary for this, the
analysis of click and scroll behavior using tools such as Hotjar or conversion tracking enables
deeper insights into unconscious decision-making processes. Underlined by studies such as Gulf-
raz et al. (2022) which show that trust and personalized communication are central success factors
in digital sales environments, while classical principles such as authenticity, empathy and psycho-
logical triggers remain relevant in adapted digital forms (Tracy 2006; Tintelnot 2023).

Overall, this study combines business psychology according to Moser (2015) with findings
from social psychology (Bandura; Wianke) and sales psychology (Tracy; Schiirle). As observation-
al learning increasingly occurs through digital interfaces, e-commerce becomes the central space
for psychological influence in which marketing and sales strategies are interconnected.

Cognitive complexity

After outlining the fundamentals of business psychology, the focus now shifts to cognitive
complexity as a central psychological concept in digital system design. Cognitive complexity de-
scribes the ability to process, differentiate and connect multiple streams of information simultane-
ously, particularly in decision-making situations or when solving complex problems (Streufert et
al. 1969). Exemplary, research in educational and organizational psychology shows that individ-
uals with high cognitive complexity can manage ambiguity and complex tasks more effectively
(Hennessey 2018).

However, cognitive capacity is limited, as excessive cognitive load can lead to mental exhaus-
tion, reduced performance and decision blocking (Sweller 2011). Therefore, digital environments
should be designed to support cognitive performance without overburdening users (Paas & Van
Merriénboer 1994). This issue is especially relevant in today’s digital world, where social media,
personalized advertising and constant information streams frequently contribute to information
overload, concentration problems and emotional stress. Especially younger generations are par-
ticularly affected by digital multitasking and shortened attention spans (Rosen et al. 2013), while
older generations often experience difficulties adapting to new technologies (Neves et al. 2019).

A central explanatory model is Sweller’s Cognitive Load Theory (2011), which distinguishes be-
tween intrinsic, extrinsic and germane cognitive load. The theory aims to reduce unnecessary extrinsic
load while promoting productive cognitive processes, making it highly relevant for digital learning
and purchasing environments. Similarly, Al-supported tools such as chatbots and recommendation
systems attempt to simplify interactions and personalize user experiences (Madanchian 2024). Yet, if
these systems provide excessive or irrelevant information, cognitive overload may increase. Where
consequently, strategies such as selective media consumption, content curation and digital detox are
considered effective in reducing cognitive strain and improving well-being (Weinstein et al. 2022).

Further, research on human-computer interaction demonstrates that complex digital environ-
ments, including e-commerce platforms and immersive systems such as the metaverse, can both
increase engagement and create mental exhaustion if interfaces are overloaded or poorly structured
(Springer 2023). Therefore, clear communication, intuitive navigation and adaptive interaction
strategies are essential for minimizing extrinsic cognitive load (Sweller 2011; Madanchian 2024).
Furthermore, predictive analytics and Al-supported marketing systems rely on these principles by
filtering and structuring information according to user behavior (Madanchian 2024).

From this it follows, that cognitive complexity is a key concept for designing effective digital
systems. Emphasized by the research of Sweller (2019) and Madanchian (2024) that successful
digital environments must balance information quantity with intelligent structuring, understanda-
ble communication and adaptive interaction. Therefore, in e-commerce and digital marketing, cog-
nitive complexity results not only from the amount of information but also from its presentation,
interaction possibilities and communication strategies (Weinstein et al. 2022). Accordingly, five
central dimensions can be identified: Description, Structure, Interaction, Limitation and Commu-
nication. Studies on human-computer interaction show that these dimensions strongly influence
cognitive processing, emotional reactions, brand perception and conversion rates in digital mar-
kets (Springer 2023; Madanchian 2024).

With this in mind, the following chapter analyses these five dimensions in greater detail to
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show how digital environments can minimize cognitive strain, strengthen user orientation and
support adaptive user experiences.

Product Description

The way products are described in digital environments directly influences cognitive com-
plexity and user perception, due to the fact that product descriptions act as a key interface between
consumers and digital offers, meaning their structure, scope and language can either increase or
reduce cognitive load (Weinstein et al. 2022). As research shows that concise, clearly structured
and contextualized information improves cognitive efficiency, while overly complex or redundant
content leads to information overload and inhibits decision-making (Springer 2023; Madanchian
2024).

In e-commerce, therefore, effective descriptions are especially important because decisions
are often made quickly and under high information pressure. Thereby, relevant factors include se-
mantic density and relevance filtering, ensuring that users receive only the information necessary
for their purchase decision. Furthermore, utilizing bullet points, standardized attributes, and sup-
porting media such as images or videos reduces extraneous cognitive load and strengthens trust in
digital offers, which are considered key drivers (Sweller 2019; Weinstein et al. 2022). Personalized
product descriptions can further regulate cognitive complexity individually (Madanchian 2024),
although excessive personalization may reduce users’ trust and cognitive control.

Overall, effective product descriptions reduce cognitive load and support decision-making
through clear, relevant and structured information presentation.

Structuring Process

The structuring of digital content is a key factor in managing cognitive complexity because
structures organize information hierarchically and improve accessibility. Especially in e-com-
merce environments, visual and organizational principles strongly influence how users process
information and make decisions (Springer 2023).

This means, a clear and consistent structure directs cognitive resources toward relevant infor-
mation, while unstructured layouts increase extraneous cognitive load (Sweller 2019; Weinstein et
al. 2022). Besides logical organization, visual factors such as typography, white space, color con-
trasts and navigation design significantly influence cognitive processing. Research further shows
that progressive disclosure strategies and adaptive structures, such as filter functions or personal-
ized recommendations, reduce complexity by preventing information overload (Neves et al. 2019;
Madanchian 2024).

Summing this up, studies in human-computer interaction demonstrate that excessive inter-
face complexity negatively affects cognitive performance (Springer 2023). Consequently, modern
digital systems increasingly rely on modular and minimalist designs to create cognitive relief and
improve user experience.

Interaction

Interaction describes how users communicate, navigate and process information within digital
systems. Looking into e-commerce and Al-supported environments, interaction is increasingly
shaped by adaptive systems and personalized interfaces, creating both opportunities for efficiency
and risks of cognitive overload (Madanchian 2024).

In this context, research shows that excessive interaction density, such as pop-ups, over-per-
sonalization or unfiltered recommendation systems, increases extraneous cognitive load and can
lead to frustration or decision abandonment (Sweller 2019; Springer 2023). In contrast, intuitive
interaction designs, such as chatbots or voice assistants, support cognitive processing by guiding
users through complex information spaces in a context-sensitive way (Madanchian 2024).

Real-time feedback, transparent system states and adaptive responses further promote trust,
orientation and perceived control, all of which reduce cognitive complexity (Weinstein et al.
2022). Interaction therefore represents not only a functional interface but also a central regulator
of cognitive load in digital systems.

Delimiting Options

The targeted limitation of options is another important aspect of cognitive complexity in digi-
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tal environments. Moreover, research on the “paradox of choice” shows that although freedom of
choice supports autonomy, too many options can create decision stress, uncertainty and cognitive
overload (Iyengar & Lepper 2000; Weinstein et al. 2022). Especially, in e-commerce systems,
excessive or unstructured selections often lead to cognitive paralysis and lower user satisfaction
(Springer 2023). Therefore, intelligent limitation strategies aim to reduce unnecessary cognitive
load while maintaining relevance and personalization. Methods such as categorized menus, de-
faults, progressive disclosure and adaptive recommendations help users process information more
efficiently (Madanchian 2024).

Following from that, a clear information architecture supported by filters and comparison
functions further contributes to cognitive relief (Weinstein et al. 2022; Springer 2023). As a result,
limiting options improves both efficiency and user-friendliness in digital systems.

Value Communication

The communication of information and values is another central factor influencing cognitive
complexity in digital systems. Due to the fact that communication determines how demanding
interactions are perceived and whether cognitive resources are used effectively or unnecessarily
burdened (Weinstein et al. 2022). According to Cognitive Load Theory, cognitive overload de-
pends not only on the amount of information but also on its structure and relevance (Sweller 2019).

In digital marketing, value communication refers to the targeted presentation of a product’s
value proposition. Studies show that storytelling, visual stimuli and narrative structures can reduce
cognitive complexity by making information emotionally engaging and easier to process (Wein-
stein et al. 2022; Madanchian 2024). Al-supported systems such as chatbots or recommender en-
gines can further personalize communication and reduce cognitive load if implemented appropri-
ately (Madanchian 2024). However, excessive personalization or irrelevant recommendations may
have the opposite effect.

Based on that transparent communication is not only particularly important for building trust
in e-commerce but also Al-supported systems. Based on explainable algorithms and open feed-
back channels improve trust and facilitate cognitive processing (Springer 2023). Overall, effective
value communication reduces cognitive complexity and improves information processing, deci-
sion-making and user experience in digital environments.

RESULTS

Practical Analysis of Cognitive Complexity in Zalando’s Online Shop

The Zalando online store is a meaningful example of how digital platforms can be analyzed
along the five categories of cognitive complexity: description, structure, interaction, limitation
and communication. These dimensions play a key role in how users process information, make
decisions and evaluate the digital shopping experience. Essentially, the aim is to reduce cognitive
load, facilitate orientation and make decision-making processes more efficient. As explained in the
introduction, current findings from cognitive load theory (Sweller et al. 2019; Paas et al. 2020)
clearly show how crucial the targeted design of these five areas is in order to avoid mental overload
to increase usability.

To make the results more explicit, the analysis applies the five dimensions as operational cri-
teria rather than only as thematic categories. Each dimension is assessed according to whether it
reduces cognitive load, creates additional orientation effort or opens potential for improvement.
The observations therefore focus on concrete interface elements such as product descriptions,
image presentation, filter menus, recommendation functions, sustainability labels, wish lists and
value-oriented communication. This structure allows the case analysis to connect the theoretical
model of cognitive load with observable design decisions in Zalando’s online shop.

The following analysis shows that Zanaldo largely succeeds in reducing the cognitive load in
the area of description, i.e. the product description, by providing concise, bullet-point information.
This is because users receive clear information on material, fit, care instructions and special fea-
tures. This textual information is also supported by high-quality product images and occasional
videos that provide additional visual guidance. As a result, the reduction of extrinsic cognitive load
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is effectively implemented. Nevertheless, there is still potential for more in-depth information, for
example through interactive content that provides background information on manufacturing con-
ditions or styling options. Such additions could increase the learning-relevant, so-called germane
load, as they promote a deeper understanding and communicate the product value more clearly.
The positive, clear visual separation of content and the linguistically reduced presentation, which
reduces unnecessary extrinsic stress, are particularly striking. One specific aspect within the de-
scription is the labeling of products as “sustainable”. However, this is not standardized, but only
for certain items that meet defined criteria. The sustainability label is clearly shown as a visual
element, but there is often a lack of further information in the detailed product description, for
example on the type of sustainability, certificates used or the underlying criteria. This can lead to
cognitive incongruence for environmentally conscious users, as the label alone does not provide a
sufficient explanation. A transparent, standardized description of sustainable features, for example
in the form of a sustainability score or clear sustainability categories, could positively modulate
cognitive complexity, strengthen trust and make decision-making processes more efficient.

The category of structuring processes is considered in the next step, as the structuring of the
purchasing process is also aimed at cognitively relieving the user. In this case, the Zalando website
follows a clear hierarchy, from main categories to submenus and customizable filter options. These
enable a targeted reduction of irrelevant information and promote a clear navigation flow. The
design of the interface is consistent, which strengthens recognition effects and facilitates cognitive
orientation. The intelligent filter function in particular helps users to navigate efficiently through
the product range without being overwhelmed. Currently, however, filtering is still largely manual.
This means that a more dynamic, adaptive learning filter logic, which is based on previous use, can
further improve orientation in the future.

The next point to consider is interaction, as interaction with the store is aligned towards user
relief and decision support. Zalando uses interactive features such as the Fit Finder, wish lists or
personalized home pages to pick up on individual preferences and narrow down the selection.
These personalized elements help to reduce the intrinsic cognitive load, as users have to compare
and weigh up less. Recommendations such as “Last viewed” or “You might like this” also support
the decision-making process. However, if the density of recommendations is too high, there is a
risk of information overload, which in turn places unnecessary demands on cognitive resources.
Progressive disclosure of content, depending on scroll depth or user interest, could therefore help
to ensure a balanced cognitive load.

When it comes to communicating product and brand value, Zalando has a strong visual and
emotional position. It also shows that the communicative design in the Zalando online store plays
a central role in dealing with cognitive complexity, as it both directs attention and contributes to
emotional coherence (Weinstein et al. 2022). The visual design of the store activates emotionally
positive contexts and thus facilitates intuitive evaluation. Supplementary content such as storytell-
ing formats about brands or manufacturers, embedded in the product context, could increase the
perceived value even more specifically and increase the cognitive processing depth. This reduces
the cognitive load during evaluation, as visual signals are processed more quickly than purely text-
based information. Thereby, the visual communication of values such as sustainability, diversity
or exclusivity is particularly effective. Highlighting sustainable products with a visible label (“sus-
tainable”) serves as an emotional and moral anchor that enables users to make decisions based on
personal values. A clear contribution to reducing decision-making conflicts in a cluttered digital
environment (Madanchian 2024). However, it is important to emphasize that sustainability is not a
general standard in the Zalando store, but is used specifically as a unique selling proposition (USP)
for individual products. This form of selective communication is effective in terms of cognitive
efficiency, as it offers quickly recognizable differentiating features. Though, one challenge is that
the communicative impulse is not always supported by depth of content in the product description.
In order to promote trust and credibility in the long term, a stronger link between communicative
labels and concrete sustainability information would make sense, ideally via standardized sustain-
ability criteria or transparent links to background information (Springer 2023).
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Table 1. Conceptual model linking the five dimensions of cognitive complexity, cognitive effects

and improvement potential in Zalando's online shop.

Dimension Observed Zalando element | Cognitive effect Potential improvement
Bullet-point product infor- Reduces extraneous load by Standardize sustainability ex-
Description mation, images and selected | making key product attributes | planations and add comparable
sustainability labels quickly accessible criteria or scores
. . . Develop more adaptive filter
Category hierarchy, submen- | Supports orientation and re- velop P} .
Structure . logic based on previous naviga-
us and filter logic duces search effort .
tion patterns
Fit Finder, wish lists, recom- | Supports decision-making but | Use progressive disclosure and
Interaction mendations and personalized |may create overload if recom- |clearer feedback on why recom-
home page areas mendation density is high mendations appear
. . . .. . Balance reduction of options
S Filter options, product sorting | Limits the choice set and re- . . P
Limitation . . . . with perceived autonomy and
and narrowing mechanisms | duces choice paralysis .
transparent comparison tools
Visual branding, sustainabil- |Creates emotional coherence |Connect labels with concrete
Communication |ity cues and value-oriented and can reduce decision con- | background information and
product presentation flict transparent evidence

CONCLUSIONS/DISCUSSION

This paper combines theoretical principles of business psychology with the concept of cog-
nitive complexity in order to better understand digital purchasing processes. It became clear that
digital platforms such as Zalando specifically use psychological mechanisms to influence pur-
chasing decisions and at the same time control users’ cognitive stress. The analysis of the five
central design areas, Description, Structure, Interaction, Limitation and Communication, shows
that Zalando strives for a balance between cognitive relief and activating information transfer. This
can be seen in the visual simplification, clear structuring and personalized communication, which
help to reduce the extrinsic cognitive load. At the same time, targeted incentives are provided to
encourage deeper processing and thus support the decision-making process.

An important point of discussion is the presentation of sustainability. While sustainability is
emphasized as a clear USP for individual products, there is a lack of consistent and transparent
communication that increases cognitive consistency. This can lead to uncertainty and cognitive
dissonance among environmentally conscious customers. Interaction and limitation also present
opportunities and challenges: Automated recommendations and limited choice facilitate orienta-
tion but can also impair the feeling of autonomy. This underlines the need not to design cognitive
relief at the expense of informed and self-determined decisions. Overall, the work confirms that
cognitive complexity is a key concept for the design of digital systems. Since a well-balanced
system architecture that intelligently controls the amount and processing of information promotes
user satisfaction and supports sustainable purchasing decisions. The findings suggest that digital
platforms should not only focus on efficiency, but also on ethical and psychological user needs.

In practice, this means integrating psychological methods and neuroscientific findings more
closely in order to create adaptive, cognitively relieving and emotionally appealing user experi-
ences. Future research should combine qualitative, quantitative and neuroscientific methods in
order to further explore the dynamics of digital purchasing processes and develop optimal design
recommendations.

In this respect, the main scientific contribution of the article is the translation of Cognitive
Load Theory into an applicable analytical model for e-commerce interfaces. By connecting the
five dimensions with concrete Zalando examples, the study demonstrates how cognitive com-
plexity can be evaluated not only as a theoretical construct, but also as a practical design criterion
for online retail platforms. This contribution strengthens the link between business psychology,
user-experience research and ethical digital sales communication.
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KOI'HUTHUBHA CJOKHOCT B EJIEKTPOHHATA TBPI'OBUSA: IIPUJIOKEHUE
HA TEOPHUSITA 3A KOTHUTUBHO HATOBAPBAHE C IPUMEP OT OHJIAWH
MATA3BUHA ZALANDO

Pe3ztome: B mosa uscnedsane ce pasenexrcoa IUAHUEMO HA NCUXONO2UYECKUMe Memoou 8bpxXy nogeoe-
HUemo npu OuSUMmaniu NOKYNKu Ha npumepa na oHaaun mazasuna Zalando, kamo ce 06pwvuya cneyuaio
BHUMAHUE HA KOHYEeNYUAmMa 3a KoCHUmMueHa ciodxchocm. Kamo ce ocnosasa na meopemuunume 0cHOBU
Ha Ou3HeC NCUXONO2UAMA U MEeOPUAMA 3a KOCHUMUBHOMO HAMO8Apeane, pabomama aHaiusupa nem
YeHmpannu usmepeHus Ha OU3aHa Ha yugposume cucmemu.: onucanue, Cmpykmypa, 63aumooelcmaue,
oepanuienue u Komynukayus. Memooonozuueckama ocnoea na pabomama e cbiyemanue Ha meopemuy-
Hama 0cHOBA ¢ NPAKMUYECKO U3Ce08ane HA CLyYall, KOemo X8bpiisl CGeMIUHA 8bPXY NOMPeOUmencKo-
Mo Npedicussa8ane U NCUXonN02Uieckama eekmueHocm Ha naameopmama 3a enekmpoHHa mvp2o6usl Ha
Zalando. Kombunayuama om Kiacudecku u He8pOHAYYHU OMKPUMUS 34 NPOEKMUPAHEMO HA KOCHUMUG-
HO nodkpensawa yupposa cpeoa e Hosa. Ananuzvm noxasea, ye Zalando cvzoasa daranc medxncoy xKoe-
HUMUEHOMo obNeKuenue U aKMUusUpanemo Ha J0AIHOCMMA HA KIUeHmume upe3 CHO CmMpyKmypupane
Ha ungopmayuama, NepcoHaAIU3UPaAna KOMYHUKAYUs U yeienacovenu cmumyau. B couomo epeme ce
gudicoam NOMeHyuanu, Hanpumep 8 npo3PavHaAma KOMYHUKAYUS 3d YCMOUYUBOC U ONMUMUZUPAHe-
Mo HA UHMePAKMUSHUmMe eleMeHmu 34 MUHUMUZUPAHEe HA HeCUSYPHOCMMA U KOSHUMUSHUS OUCOHAHC.
Kamo yano, npoyusanemo noouepmasa 3Hauenuemo Ha KOCHUMUBHAMA CLOHCHOCT 3d NPOEKMUPAHEMo
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Ha yugposu npoyecu Ha npooaxcou u npedocmass NPAKMuUYecKu npenopvku 3a NO-HAMmamvuHOmo
pazeumue Ha OPUESHMUPAHU KbM nompeodumenume OHIAANUH MA2a3utiL.

Knrouoeu oymu: dusnec ncuxono2ust;, KOCHUMUGHA CILONCHOCHL, NOBEOCHUE NPU NOKYNKA, eleKMPOHHA Mbp-
eoeus, Zalando
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Abstract: This article analyzes how realism and liberalism explain current geopolitical conflicts,
focusing on Russia's full-scale invasion of Ukraine in 2022. Liberal theories emphasize that eco-
nomic ties, international institutions, and shared democratic values deter war. Recent geopolitical
events raise doubts about these assumptions, as they have not stopped major powers from using
force. Applying a structured comparison of liberalism and realism and a case study, this article ex-
plores how each theory interprets state motivations and strategic choices. This analysis finds that
liberalism falls short in explaining why economically connected states embedded in international
institutions still initiate costly military aggression when political leaders believe their security
or power interests are threatened. In contrast, realism gives a clearer explanation by referring
to international anarchy, spheres of influence and relative power. The study concludes by recom-
mending an integrated approach that combines realist components of power dynamics with liberal
ideas of institutional cooperation.

Keywords: Realism; Liberalism, International Order; Security Dilemma; Ukraine War

INTRODUCTION

The debate between liberalism and realism, and its sub-theories, has been shaping the field
of International Relations for a long time. This debate allowed the so-called Critical Theories to
establish and develop. But recent geopolitical shocks questioned many assumptions which support
liberal theory and its inherent optimism. Liberal theory argues that economic interdependence,
international institutions and shared norms, values and laws lower the possibility of war or ag-
gression (Burchill 2005, pp. 58-59, 81-82). By contrast, realism assumes that countries interact in
an anarchic system where national security and power competition are key factors that determine
their actions (Donelly 2005, pp. 30-32).

Russia’s 2022 invasion of Ukraine is an interesting case study to test both these theories. The
conflict broke out despite deep economic relations and institutional connections between Russia
and Europe. Various researchers argue that the war marks a turning point in global politics as it
exposes the weaknesses of the liberal theory: the liberal assumption of peace through interdepend-
ence is at stake (Fida, Sulaiman, Kazmi 2023, p. 112; Geis, Schroder 2024, p. 11).

This article analyzes whether realism offers a stronger explanation for understanding today’s
ongoing geopolitical conflicts than liberalism. Comparing these two theories while undergoing
an empirical case study of the Ukraine war, the paper highlights that realism reflects how states
behave in perceived high-threat environments more accurately. Liberalism on the other hand only
functions primarily under limited conditions of shared interests.

RESEARCH METHODOLOGY

This paper uses a qualitative and theory-driven single-case study approach. The theoretical
framework is drawn from various works, articles and papers which outline liberalism and realism.
Especially useful is the comparative overview in the book Theories of International Relations by
Burchill et al. (2005). Additional sources on the Ukraine war in the field of International Relations,
like Oguejiofor (2024), Rosch (2022) and Fida et al. (2023), are added to ensure that the analysis
is based on current scholarship.

Empirically, the paper uses Russia’s 2022 invasion of Ukraine as a case study as it very likely
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challenges the liberal theory due to the high level of economic interdependence between Russia
and Europe and the strong institutional integration. This case study relies policy research like Mar-
till and Sus (2024) and Geis and Schroder (2022, 2024) and on secondary data when it comes to
economic figures. The secondary data are used to assess the economic interdependence before the
invasion and are derived from Eurostat: data on EU natural gas imports from Russia as well as data
on Russia’s share of total EU-27 trade. The data are used to provide contextual evidence of the ex-
tent of Europe’s economic ties to Russia. It is not a comprehensive measure of bilateral dependence.

This allows for a direct comparison between theoretical expectations, observable state behav-
ior and economic data.

RESULTS

(1) Theoretical Foundation: Liberalism and Realism

The core assumption of liberalism is that international cooperation through institutions, norms
and economic ties like trade, can transform an archaic system into a peaceful codependence. Lib-
erals expect that a growing interdependence leads to high costs of aggression and therefore deters
such actions. Cooperation is viewed as the key to stability and national security (Burchill 2005,
pp. 58—61 and 81). The liberalist standpoint on human nature is positive: human beings are willing
to interact with others in a way to ensure everyone’s well-being. Therefore, peaceful, cooperative
conflict solving is rational (Navari 2023, p. 48). Liberals believe that supranational institutions
create an environment that helps exporting democratic values while increasing reputational and
legal costs of war: the higher the integration, the lower the risk of insecurity (Navari 2023, pp. 37
and 46). This article does not assume that liberalism considers war to be impossible, but focuses on
the main liberal expectation: high levels of economic interdependence and institutional integration
reduce the likelihood of aggression significantly.

On the other hand, realism does not share the same optimism. For realists, the states’ prime
concerns are survival and relative power in an archaic system. Institutions are viewed as reflec-
tions of the underlying power structures between states: they are not independent or able to con-
strain states’ behavior. (Donelly 2005, pp. 44 —47). The main principle is laid out by Jensen (2023,
pp. 18—19): the more power a state holds, the higher its national security and the ability to enforce
its international demands. Résch (2022, pp. 211-216) argues from Morgenthau’s perspective that
diplomacy and legal norms cannot prevent wars and conflicts: military presence and deterrence
need to be in place to ensure national security. Realists are less positive and optimistic when it
comes to human nature as they skeptically highlight its selfishness (Donelly 2005, pp. 30-31).
Smith and Dawson (2022, p. 195) conclude that “great power competition is back at the forefront
of international politics”, while distinguishing various realist theories.

The theoretical separation between liberalism and realism sets the stage for the following case
study of the Ukraine war.

(2) Empirical Case Study: Russia’s 2022 Invasion of Ukraine

(2.1) Historical Context

When it comes to conflicts, there is usually historical context. Very likely that is the case with
the origins of the Ukraine war. Achudume (2023, pp. 92-94) explains that the post-Soviet space
was contested after the Cold War and that Russian leaders considered Ukraine as their sphere of
influence. From Russia’s perspective, every action taken by Ukraine towards Western institutions
was and is still considered a threat to Russian security and its sphere of influence. Therefore, Rus-
sia intervened long before the annexation of Crimea in 2014 and the escalation to a full-scale war
in 2022 in the politics of Ukraine. Perga (2025, pp. 28—30) shows that as a response the West sup-
ported the Ukraine with military aid and continued Ukraine’s integration into Western institutions.
The West’s and Russia’s visions for a European order and security architecture seem incompatible:
not just since 2014 or 2022, but since the end of the Cold War. Martill and Sus (2024, pp. 1-3)
demonstrate how European states gradually changed their response to Russia’s actions in Ukraine
from engagement to military deterrence, although the European states did not react uniformly.
Overall, the historical context offers insights into the possible roots of this conflict.
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(2.2) Liberal Explanations

From a liberal point of view, Russia’s 2022 invasion of Ukraine is a serious empirical chal-
lenge: the depth of economic interdependence between Russia and Europe and Russia’s integra-
tion in international institutions before the war raises question regarding the liberal theory of in-
terdependence.

Before 2022, economic relations between the European Union and Russia were relatively sta-
ble and dense, especially when it came to the energy sector. Eurostat data show that the EU heavily
depended on Russian natural gas imports in the years leading to the invasion (EUROSTAT 2025a,
see fig. 1). The red lines in the following diagrams represent the annexation of Crimea in 2014
and the Russia’s full-scale invasion in 2022. It shows that prior to the annexation of Crimea the
EU imported about 35% of its natural gas demand from Russia. Although Russia was sanctioned
after the attack on Crimea, the EU increased the gas imports to above 40% of its overall demand
just before 2022. After the full-scale invasion, the EU reduced its dependency on Russian Energy
significantly.

Russia's Share of EU-27's Natural Gas Imports
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Fig. 1. Russia’s Share of EU-27's Natural Gas Imports (EUROSTAT 2025a)

Beyond energy, Russia also was an important trade partner of the EU as it represented a nota-
ble portion of total EU-27’s external trade (EUROSTAT 2025b, see fig. 2). Before the annexation
of Crimea, the imports reached around 12% of total EU-27’s external trade. The following sanc-
tions targeted mostly the non-energy sectors and reduced the overall trade. After 2022, the trade
partnership almost came to a halt.
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Fig. 2. Russia’s Share of EU-27 s Extra-EU-Trade (EUROSTAT 2025b)

From a liberal standpoint, such extensive economic interdependence should have raised the
expected costs of military actions. Significant disruptions of trade, loss of revenue for companies
in both economies, sanctions and long-term damage to the trade relationship were foreseeable out-
comes of the full-scale invasion. According to liberal theories, these expected costs should have
deterred any further military escalation.

The second liberal argument is built around institutional integration. In addition to the
above-mentioned economic ties, Russia was embedded in supranational institutions alongside Eu-
ropean partners: it still holds a permanent seat on the United Nations Security Council (United
Nations 2025), is a member of World Trade Organization (WTO 2025), participated in the Organ-
ization for Security and Co-operation in Europe (OSCE 2025) and was a member of the Council
of Europe until its exclusion in 2022 (Council of Europe 2022). Russia was also part of global
governance forums like the G8 (until 2014) and is still a member of the G20.

From an empirical point of view however, neither the economic interdependence nor institu-
tional integration prevented Russia’s military actions in Crimea in 2014 or the full-scale war in
2022. In spite of the foreseeable economic losses and the reputational risks within the international
institutions, Russia was not deterred from military action. Therefore, this case highlights the lim-
itations of liberal explanations: neither deep economic ties nor extensive institutional integration
were sufficient to control state behavior and stop military actions.

Therefore, the Ukraine case indicates that the limitations of liberal explanations are directly
linked to political decision-makers who interpret a situation as a core security threat. Under such
conditions, economic costs and institutional integration cannot act as a deterrent to aggression.
This shift creates room for realist explanations.

(2.3) Realist Explanations

From a realist point of view, Russia’s 2022 invasion of Ukraine is mainly explained by securi-
ty concerns, power politics and sphere-of-influence considerations. Economic interdependence or
institutional integration are of little interest, at best. Realists assume that states are part of an anar-
chic international system in which survival and relative power are the important factors, especially
when central security interests are perceived to be threatened. In these cases, security concerns
outweigh any economic ties or institutional commitments.

Dawood and Diniz (2024) apply this logic directly to the war in Ukraine. They argue that
Russia’s actions align with the expectations of Offensive Realism. In their view, Russia’s actions
had the goal to prevent an unfavorable shift in power balance in Eastern Europe. The increasing in-
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tegration of Ukraine in Western institutions combined with Russia fear of losing strategic options
led to pressure within Russian leadership. That pressure explains Russia’s military actions, even at
the expense of economic stability and institutional reputation.

Oguejiofor (2024) complements the realist interpretation, showing how Western security poli-
cies were interpreted in Russia: A discussed NATO cooperation and Ukraine’s Western integration
were interpreted as offensive threats to Russian security. This dynamic reflects the classic security
dilemma: actions taken by one side to increase its own security are perceived by the other side
as threatening and destabilizing. This leads to countermeasures and escalation. This perspective
explains, why Russia was ready to accept sanctions and international isolation: it believes that
economic losses are less threatening than a Ukraine associated with NATO and the West.

Realism also helps understanding why economic interdependence and institutional integration
failed to prevent military actions: once the diverging interests were framed as strategically im-
portant, Russia’s concerns about power, sphere of influence and security became the main issue.
When states believe their own security is at risk, power politics tend to override economic depend-
encies and institutional integration.

DISCUSSION

The findings in this paper highlight clearly the tension between what liberal theory would
expect and what actually happened in the Ukraine war. Liberalism argues that deep economic ties
and strong institutional integration raise the costs of conflict and aggression so much that war be-
comes highly unattractive. Before 2022 and especially before 2014, the relationship between the
EU and Russia fits this theory. Eurostat data indicate strong economic ties, especially in the energy
sector and Russia was embedded in several important international institutions. Despite these con-
ditions, Russia decided to start a war with Ukraine, which challenges liberal assumptions.

A realist perspective on this conflict is much more convincing. The case supports the real-
ist view that when states believe their security is at stake, concerns about survival, power and
strategic independence outweigh economic losses and institutional commitments. Once Russia
perceived the conflicting interests as strategically important, it was ready to endure economic
sanctions, international isolation and exclusion from international institutions. This shows that
interdependence is not a restraining factor for state actions and was more a source of vulnerability
than a stabilizing factor.

Nonetheless, liberal mechanisms were not entirely lacking. Economic ties and institutional re-
sponses shaped the aftermath of the invasion: sanctions, disrupted trade and reputational damage.
But these effects came in effect after the war had already begun. They influenced how the conflict
evolved, not whether it occurred in the first place. This distinction helps assessing the liberal the-
ory: interdependence and institutions might shape conflict outcomes, but they do not necessarily
prevent aggression or conflicts.

Although a single-case study limits wider generalization, Russia’s invasion of Ukraine is a
critical test for liberal theory. The inability of interdependence and institutional integration to be
a deterrent to war in this case, strengthens the argument that realism offers a stronger explanation
for understanding today’s ongoing geopolitical high-threat conflicts. Liberal explanations seem to
depend on shared security interests and stable expectations.

CONCLUSIONS

This article explored whether realism offers a stronger explanation than liberalism for today’s
ongoing geopolitical conflicts, using Russia’s 2022 invasion of Ukraine as a case study. It indicates
that central liberal assumptions, like the idea that economic interdependence and institutional in-
tegration reduce the likelihood of war, do not hold in this case. Despite deep trade ties, significant
energy dependence and Russia’s integration in important international institutions, none of these
factors prevented Russian aggression: neither in 2014 nor in 2022.

In contrast, realism offers a more convincing argument in this case. It shows that when states
believe their own security is at risk, considerations of power, strategic positioning and survival
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outweigh economic costs and institutional obligations. Russia’s willingness to face severe eco-
nomic damage and international isolation underlines the realist argument that power politics dom-
inate in perceived high-threat situations. Therefore, the central contribution of this paper is the
empirical demonstration that liberal explanations have limitations in such conditions. It reaffirms
the continued relevance of realism in explaining state behavior.

However, this article does not reject liberalism entirely. Economic interdependence and in-
ternational integrations shaped the evolution and the consequences of the war: through sanctions,
diplomatic responses and economic losses. Nonetheless, they failed to act as deterrents.

Future research could extend this analysis through the inclusion of different conflicts as case
studies to better identify the circumstances under which liberal or realist theories are better in ex-
plaining today’s international relations.

REFERENCES

ACHUDUME, T., 2023. The Russia-Ukraine War: Historical Factors of the War and Its Effect in the International
Community. International Journal of Social Sciences and Management Review, vol. 6, no. 1, pp. 89—102 [online].
[viewed 13 Dec 2025]. Available from: https://ijssmr.org/uploads2023/ijssmr06_06.pdf DOI: https://doi.org/10.37602/
1JSSMR.2022.6106

BURCHILL, S., 2005. Liberalism. In: BURCHILL, S.; LINKLATER, A.; DEVETAK, R.; DONNELLY, J.; PATER-
SON, M.; REUS-SMIT, C.; TRUE, . (eds.). Theories of International Relations. 3rd ed. [online]. pp. 55-83 [viewed
9 Dec 2025]. Available from: https://professorbellreadings.wordpress.com/wp-content/uploads/2016/09/scott_burch-
ill et-al-_theories of intern.pdf

COUNCIL OF EURORPE, 2022. The Russian Federation is excluded from the Council of Europe [online]. [viewed 16
Dec 2025]. Available from: https://www.coe.int/en/web/portal/-/the-russian-federation-is-excluded-from-the-council-
of-europe

DAWOOD, L.; DINIZ, E., 2024. The Realist Debate in the Context of the War in Ukraine: Balancing Dynamics,
International Change and Strategic Calculus. Revista Brasileira de Politica Internacional, vol. 67, no. 1 [online].
[viewed 17 Dec 2025]. Available from: https://www.scielo.br/j/rtbpi/a/MvWrWY GGtcLhgtsFRrmdmcx/ DOI: https://
doi.org/10.1590/0034-7329202400105

DONNELLY, J., 2005. Realism. In: BURCHILL, S.; LINKLATER, A.; DEVETAK, R.; DONNELLY, J.; PATER-
SON, M.; REUS-SMIT, C.; TRUE, J. (eds.). Theories of International Relations. 3rd ed. [online]. pp. 29-54 [viewed
9 Dec 2025]. Available from: https://professorbellreadings.wordpress.com/wp-content/uploads/2016/09/scott_burch-
ill_et-al-_theories of intern.pdf

EUROSTAT, 2025b. Extra-EU trade by partner [online]. [viewed 16 Dec 2025]. Available from: https://ec.europa.eu/
eurostat/databrowser/explore/all/all themes?lang=en&display=list&sort=category

EUROSTAT, 2025a. Imports of natural gas by partner country [online]. [viewed 16 Dec 2025]. Available from:
https://ec.europa.eu/eurostat/databrowser/explore/all/all_themes?lang=en&display=list&sort=category

FIDA, B.; SULAIMAN, A.; KAZMI, Q., 2023. The Russia-Ukraine War: Unravelling the Challenges to the Liber-
al International Order. Liberal Arts and Social Sciences International Journal, vol. 7, no. 2, pp. 101-119 [online].
[viewed 9 Dec 2025]. Available from: https://ideapublishers.org/index.php/lassij/article/download/1069/448/7256
DOI: https://doi.org/10.47264/idea.lassij/7.2.6

GEIS, A.; SCHRODER, U., 2022. Global Consequences of the War in Ukraine: The Last Straw for (Liberal) Inter-
ventionism? Zeitschrift fiir Friedens- und Konfliktforschung, vol. 11, pp. 295-307 [online]. [viewed 11 Dec 2025].
Available from: https://link.springer.com/article/10.1007/s42597-022-00089-1 DOI: https://doi.org/10.1007/s42597-
022-00089-1

GEIS, A.; SCHRODER, U., 2024. The Russian War against Ukraine and Its Implications for the Future of Liberal
Interventionism. Politics and Governance, vol. 12, pp. 1-12 [online]. [viewed 9 Dec 2025]. Available from: https://
www.cogitatiopress.com/politicsandgovernance/article/view/7348 DOI: https://doi.org/10.17645/pag.7348

JENSEN, M., 2023. Realisms. In: WILLIAMS, P.; McDONALD, M. (eds.). Security Studies — An Introduc-
tion. 4th ed. New York, pp. 17-35 [online]. [viewed 14 Dec 2025]. Available from: https://api.pageplace.de/
preview/DT0400.9781000820249 A44685183/preview-9781000820249 A44685183.pdf DOI: https://doi.
org/10.4324/9781003247821

MARTILL, B.; SUS, M., 2024. Winds of Change? Neoclassical Realism, Foreign Policy Change, and European Re-
sponses to the Russia—Ukraine War. The British Journal of Politics and International Relations [online]. Special Issue
Article [viewed 11 Dec 2025]. Available from: https://cadmus.eui.eu/server/api/core/bitstreams/9e70a651-302e-52fb-
baa6-d996¢33b7e23/content DOI: https://doi.org/10.1177/13691481241280170

NAVARI, C., 2023. Liberalisms. In: WILLIAMS, P.; McDONALD, M. (eds.). Security Studies — An Introduc-
tion. 4th ed. New York, pp. 36-51 [online]. [viewed 14 Dec 2025]. Available from: https://api.pageplace.de/
preview/DT0400.9781000820249 A44685183/preview-9781000820249 A44685183.pdf DOI: https://doi.

109



Daniel Rutkowski Grafvon Schweinitz und Krain Freiherr von Kauder

org/10.4324/9781003247821

OGUEIJIFOR, P., 2024. Dissecting the Realist Argument for Russia’s Invasion of Ukraine. E-International Rela-
tions [online]. [viewed 11 Dec 2025]. Available from: https://www.e-ir.info/2024/03/3 1/dissecting-the-realist-argu-
ment-for-russias-invasion-of-ukraine/

ORGANIZATION FOR SECURITY AND CO-OPERATION IN EUROPE (OSCE), 2025. Countries [online].
[viewed 16 Dec 2025]. Available from: https://www.osce.org/countries

PERGA, 1., 2025. The International Implications of the Russo-Ukrainian War. In: SHINODA, H.; FERDORCH-
ENKO-KUTUYEYV, P. (eds.). The Impacts of the Russo-Ukrainian War — Theoretical and Practical Explorations
of Policy Agendas for Peace in Ukraine. SpringerBriefs in International Relations pp. 27-42 [online]. [viewed 16
Dec 2025]. Available from: https://link.springer.com/content/pdf/10.1007/978-981-96-2295-5.pdf DOI: https://doi.
org/10.1007/978-981-96-2295-5

ROSCH, F., 2022. Realism, the War in the Ukraine, and the Limits of Diplomacy. Zeitschrift Analyse & Kritik,
vol. 44, no. 2, pp. 201-218 [online]. [viewed 11 Dec 2025]. Available from: https://www.degruyter.com/document/
doi/10.1515/auk-2022-2030/pdf DOLI: https://doi.org/10.1515/auk-2022-2030

SMITH, J.; DAWSON, C., 2022. Mearsheimer, Realism, and the Ukraine War. Zeitschrift Analyse & Kritik, vol.
44, no. 2, pp. 175-200 [online]. [viewed 15 Dec 2025]. Available from: https://www.degruyterbrill.com/document/
doi/10.1515/auk-2022-2023/pdf DOL: https://doi.org/10.1515/auk-2022-2023

UNITED NATIONS, 2025. Security Council Membership [online]. [viewed 16 Dec 2025]. Available from: https://
research.un.org/en/unmembers/scmembers

WORLD TRADE ORGANIZATION (WTO), 2025. Russian Federation — Member Information [online]. [viewed 16
Dec 2025]. Available from: https://www.wto.org/english/thewto _e/acc_e/al russie e.htm

NHCTUTYUUUTE HE CIITUPAT TAHKOBETE: PEAJIN3BM U I'PAHULIA
HA JIMBEPAJIHATA I'EOITIOJIMTUKA

Peztome: B masu cmamus ce ananuzupa Kaxk peanusmvm u 1udepaiusmvm oOsCcHA8am HAcmoswume 2e-
onoaumu4ecku KOH@aukmu, ¢ Qoxyc evpxy nviHomawadonama uneasus na Pycus ¢ Yrpaiina npes 2022
2. Jlubepannume meopuu noouepmasam, ye UKOHOMUYECKUME 8DPBIKU, MENCOYHAPOOHUME UHCIMUMYYUU
u cnooenerume 0eMOKpAMUYHU YeHHOCmU 8b3nupam eotnama. Ilocieonume ceononrumuyecku coOUmus
noCmassam noo CoMHeHUe me3u RPeONOLONCEHUS, Mbll KAMo me He cd NONPeyUIy Ha 2oiemume Cuiu 0d us-
nonseam cuna. Ypes cmpykmypupano cpasHerue mexcoy 1uoepanusma u peanuzma u Kazyc masiu Crmamust
U3C1e08a KaK GCAKA Meopusl UHMepnpemupa Momusayuume u cmpamezuieckume uzoopu na ovpoicasume.
Ananuzem ycmanossiea, e 1bepanuzmvim He yenaea 0a 00sCHU 3auj0 UKOHOMUYECKU C8bP3AHU ObPICABU,
82padeHl 8 MeXCOYHAPOOHU UHCIUMYYUU, 6Ce NAK NpeonpuemMam CKbnOCmpY8auju 60eHHU azpeciu, Ko-
2amo noaumudeckume IUOepu CMAmMam, 4e maxHama cueypHoCm Wiu UHmepecu ca 3acmpauieu. 3a pas-
JIUKA OM MO8A, pedarusmvm 0aéa NO-CHO 0DACHEeHUe, KAmo ce N0306d6d HA MeNCOYHAPOOHAMA AHAPXUS,
chepume Ha eruanue u omuHocumennama eiacm. llpoyueanemo 3a6vpuiea ¢ NPenopvka 3a UHMeSpUpan
100X00, KOUMO Cb4emasa pearucmuyty KOMIOHEeHMYU Ha OUHAMUKAMA HA 61acmma ¢ 1ubepannu uoeu 3a
UHCMUMYYUOHATHO CHMPYOHUYECMEO.

Kntouosu oymu: peanuzvm, aubepanuzvm, MexicOyHapooeH ped, ouiemda Hd CUSypHOCMmA, 60UHAMA 8
Yrpaiina

Jdanuen PyrkoBcku I'pad ¢pon HIBaiinun yna Kpaiin ®@paiixep pon Kaynep, 1okTopant
YHUBepcUTET 10 OMOITMOTEKO3HAHUE U MH(POPMAITMOHHH TEXHOJIOTHH

Codous, brarapus
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Abstract: This paper examines the importance and further development of a stable risk culture as
a key prerequisite for effective risk management in banks and thus for national security. Based on
a comprehensive literature review, it shows that regulatory reforms following the 2008 financial
crisis have improved structural conditions, but often fail to adequately address the underlying
cultural and behavioral factors. Risk culture, understood as collective values, assumptions and
behaviors in dealing with risks, has a significant impact on risk perception and decisions in organ-
isations. An effective risk culture requires clear communication of risk appetite and tolerance by
management, continuous training, transparent reporting channels and a constructive error culture
without fear of sanctions. The integration of risk management into strategic and operational de-
cisions and regular evaluations strengthen organisational resilience in the long term. Banks with
a proactive, learning-oriented risk culture are better able to identify emerging risks at an early
stage, increase their resilience and thus secure both their own stability and that of the financial
system in the long term, resulting in a stable situation with regard to national security.
Keywords: risk culture; risk management; banks; national security

INTRODUCTION

The increasingly volatile, uncertain, complex and ambiguous environment in which we op-
erate is also referred to as the “VUCA” world. In this context, the examination of non-financial,
immaterial success factors in organizations is also becoming increasingly important. In addition to
strategy, structure and processes, corporate culture in particular is becoming the focus of scientific
and practical discussions. It is a central factor influencing organizational performance. Closely
linked to the corporate culture is the risk culture. This, in turn, has received increased attention,
especially in the context of financial crises, claims and wrong business decisions.

At the same time, implementation and further development of risk management at many banks
has accelerated considerably, partly as a result of the banking crisis in the mid-2000s, which had a
considerable impact on national security as well as economic consequences for countries worldwide.
Especially the aftermath of the 2008 global financial crises caused an increase in the development of
risk cultures in organizations. It has also caused financial authorities to demand financial institutions
for guidance on risk management, including risk culture, to regain their financial stability (Kanu
2020, p. 13). The financial system is a complex network of institutions, markets and regulations
that controls the flow of capital in an economy. Banks play a central role as intermediaries between
capital supply and demand. A stable financial system fulfils its central macroeconomic functions
smoothly and at all times. In particular, this includes the efficient allocation of financial resources
and risks as well as the provision of an efficient and secure financial infrastructure. Financial sys-
tems are therefore not only an essential component of national security, they also lead to a more effi-
cient allocation of resources as they reduce the cost of moving funds between borrowers and lenders
and ensure that the information asymmetry between borrowers and lenders is overcome. If they do
not work well, the economy cannot function efficiently and economic growth is negatively affected
(Afreen et al. 2025, p. 99). It was already clear beforehand that banks are an integral part of the fi-
nancial system. However, historical developments have also highlighted their direct importance for
financial security of the state as part of national security. Over time, but especially during the post-
2008 economic crisis, there have been changes in regulation to control risks in the financial sector

111



Florian Becker

which never targeted the root of some issues. In this context, risk culture in banks is a key factor
for national security, as weaknesses in internal risk awareness and behavior can intensify systemic
and procedural vulnerabilities. The 2008 financial crisis demonstrated that failures were not only
rooted in insufficient frameworks but also in weak risk cultures that allowed excessive risk-taking.
Strengthening risk culture therefore contributes to the resilience of financial institutions and helps
to ensure the stability of the whole economic and security environment.

Risk management as a framework is therefore quite easy to define. Risk management is un-
derstood to mean systematically identifying, recognizing, analyzing, treating and controlling the
company’s risks. The corresponding handling of risks is also referred to as risk management. If
this is successful, the risks are managed. As part of risk management, critical situations within
the company’s activities should be recognized as early as possible in order to avoid them and/or
reduce the risk. Ideally, this reduction and the ability to plan will also enable a company to better
manage unforeseeable risks. A well thought-out and functional risk management system therefore
also represents an early warning system for the company.

Now, globally, key regulators are focusing on developing the risk culture that drives enterprise
risk management (ERM) and can impact all other risk types. Risk culture is hard to define, hence
the range of approaches to address it. Ultimately, the best risk culture might be one that learns
through stress. The onus of risk culture development should shift from regulators to Boards, where
remuneration linkage could speed up this transfer. All regulators have embedded the incentive as
one of the key elements of developing a risk culture. However, its administration is the key to its
success. For proper development of risk culture, all elements should be carefully crafted, fitted to
the jurisdiction, and reviewed often (Kumar 2025, p. 62). This raises the question of the impor-
tance of risk culture in risk management and throughout the company and the extent to which it
can be further developed and improved.

In fact, there is a growing number of empirical studies that demonstrate the connection be-
tween risk culture and economic performance factors. Although it is difficult to compare the results
of the various studies, as both parameters are multidimensional constructs, correlations have been
identified (Sackmann 2002, p. 141). There are still some challenges in practical implementation.
Even if clearly defined rules for decision making exist, people are prone to be influenced by unre-
lated factors, which leads to biased judgment and decision mak- ing. Such biases can stem from
various sources such as the influence of emotions and affective reactions in the judgments of risks
(Eller & Streicher & Zimmermann 2018, p. 224). Furthermore, current developments suggest that
innovations in this area are far from over. Due to recent developments in cyber security, topics
related to risk culture, operational resilience and an efficient, comprehensive risk management
framework will also gain in importance in the future (Iyer & Raji 2025, p. 748).

Regulators are also paying increasing attention to the topic of risk culture. Following a transi-
tion in recent years from siloed risk management procedures to a holistic, integrated risk manage-
ment approach, the focus is now increasingly on improving risk culture in order to strengthen risk
management and resilience in companies in the long term. (Kumar 2025, p. 55).

In addition to internal organizational aspects, regulatory authorities have increasingly em-
phasized importance of a sound risk culture within financial institutions. International regulatory
bodies such as the Basel Committee on Banking Supervision and the Financial Stability Board
have repeatedly highlighted that effective risk governance cannot be achieved only through formal
rules and capital requirements. Instead, behavioral and cultural aspects within institutions must
also be addressed as well. Following the financial crisis, it was recognized that many failures in
risk management were not caused by a lack of formal frameworks but rather by weaknesses in
the risk culture and therefore in the implementation and internalization of these frameworks. As a
result, supervisory authorities now expect banks to demonstrate that risk awareness is embedded
in in the company and that risk considerations are integrated into strategic planning, performance
evaluation and incentive structures. This regulatory shift reflects the growing recognition that a
sustainable financial system requires not only technical risk management instruments but also a
corporate culture that promotes responsible and transparent risk behavior.
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RESEARCH METHODOLOGY

This article’s findings on the relevance and development of a risk culture in banks mainly stem
from a literature review. The literature was researched using various online databases. The attempt
was to use sources that were as up-to-date as possible as well as some well-known basic literature.
The goal is to assess the current state of and provide readers with a roadmap on how to develop
the risk culture within banks.

The literature search was conducted using several widely recognized academic databases, in-
cluding Scopus, Web of Science, and Google Scholar. These databases were selected because they
provide access to a broad range of peer-reviewed journal articles, books, and conference papers in
the fields of management, finance, and organizational studies. The search process focused on the
most recent publications that address the conceptual foundations, practical implementation, and
implications of risk culture in organizations.

To identify relevant publications, a set of key search terms was used. These included terms
such as “risk culture,” “corporate culture”, “risk management”, and “risk governance”. In addition,
combinations of these keywords were used to ensure a comprehensive coverage of the relevant
literature. Particular attention was given to studies that analyze the role of risk culture within the fi-
nancial industry, especially within banks and other financial institutions, as these organizations
operate in highly regulated environments and face more complex risk structures compared to other
industries.

While the concept of corporate culture and its theoretical models are applicable across a wide
range of industries, the analysis in this article primarily focuses on literature addressing the finan-
cial sector in order to reflect the specific regulatory, organizational, and operational characteristics
of banks. At the same time, general theoretical contributions on corporate culture were also in-
cluded in order to provide a broader conceptual foundation for understanding the development and
impact of risk culture in organizations.

RESULTS

Corporate culture refers to the totality of all shared values, norms, beliefs and fundamental
assumptions that shape and influence the thinking, feeling and acting of the members of an or-
ganization. One of the most well-known and influential definitions comes from Edgar H. Schein,
who describes corporate culture as a pattern of shared assumptions. This pattern is learned by
a group and passed on to new members. Culture thus functions as a kind of informal control
system. It complements formal regulations by reducing behavioral uncertainties and regulating
expectations.

The three-level model developed by Edgar H. Schein distinguishes between artifacts, beliefs,
and basic assumptions:

1. Artifacts comprise all visible, explicit, and accessible behaviors, structures, norms, pro-
cesses, outcomes, and the like. Members are aware of artifacts and they are obvious to outsiders.
Accordingly, artifacts are easy to observe and to measure.

2. Beliefs and values reflect the strategies, agendas, goals, philosophies, and principles asso-
ciated with risks. Members are aware of them, yet they are not necessarily observable from the
outside.

3. Basic assumptions include feelings, affects, un- or subconscious influences of personality
and temperament, cognitive states and representations, thoughts, implicit group norms, hidden
agendas, and shared implicit learning experiences.

In particular, the basic assumptions guide actions and are difficult to change. They form the
basis for specific characteristics such as innovation, performance or risk culture.

Risk culture refers to the set of shared values, attitudes and behaviors in dealing with risk and
uncertainty within an organisation. It determines how risks are perceived, communicated, assessed
and managed. In contrast to formal risk management, which includes processes, methods and in-
struments, risk culture describes the informal dimension of dealing with risks. It answers questions
such as:
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e Are risks openly addressed or concealed?

e [s misconduct sanctioned or covered up?

e Are calculated risks seen as an entrepreneurial opportunity?

Risk culture is thus a specific form of corporate culture with a focus on risks, uncertainty and
decision-making behavior.

With reference to the theory of corporate culture just described, the risk culture would there-
fore be located at the level of the basic assumptions. It touches on central beliefs, e.g.:

¢ Image of the human being (trust-oriented vs. control-oriented)

¢ Dealing with mistakes (learning opportunity vs. blame)

e Time horizon (short-term profit orientation vs. long-term stability)

For example, a company with a strong hierarchical background will tend to be less open in risk
communication than a hierarchically flatter organization.

Leadership plays a decisive role in creating and sustaining a sound risk culture within an or-
ganization. In particular, the concept of “tone from the top” highlights the importance of senior
management and board members as role models in establishing a desired behavioral standard. Em-
ployees often act not only according to formal rules but are also influenced by the implicit signals
transmitted by leadership behavior. If management prioritizes short-term financial performance
while neglecting risk considerations, employees may feel encouraged to take excessive risks in
order to achieve performance targets. At the same time, leadership that consistently communicates
the importance of responsible risk-taking and long-term stability can significantly strengthen the
risk awareness of employees. In this context, governance structures such as independent risk com-
mittees, clearly defined responsibilities and transparent reporting lines contribute to strengthen a
culture in which risks are openly communicated and discussed.

Therefore, when exploring risk culture, it is essential to dig deeply beneath the surface of arti-
facts into the in-depth understanding of basic assumptions. Unfortunately, from a methodological
point of view, basic assumptions are some- times subconscious to members of a risk culture and
not obvious to outsiders. In principle, risk culture refers to how people handle risks in a specific
social context such as an organization. Risk culture is shaped by, for example, formal structures
including shared expectations, experiences, beliefs, and values, as well as individual states and as-
sumptions. At the same time, the risk culture of a specific social category (i.e., group, organization,
society) influences how members of this social group perceive, assess, and handle risk. According-
ly, one could argue that risk culture determines how people and organizations respond to risks, and,
therefore, it is essential to understand the relevant factors of risk culture and their interactions, in
order to enhance risk competence (Eller & Streicher & Zimmermann 2018, p. 219).

However, if we examine the psychological factors involved in dealing with mistakes and risks
today, we find that there is a general fear of mistakes and failure in today’s society (Fortmann
& Kolocek 2018, p. 118). Yet the importance of mistakes for human development should not be
underestimated. It can even be said that mistakes are part of being human (Witte 2019, p. 93). In
recent years in particular, there has been intensive reflection on the topic of error culture (Fortmann
& Kolocek 2018, p. 119). It would be fatal to believe that dealing with mistakes and the resulting
consequences and psychological effects are exclusively a feel-good factor. It is also a highly rel-
evant factor in economic terms (Fortmann & Kolocek 2018, p. 119). Therefore, a bank’s cultural
orientation is also of considerable importance when it comes to influencing risk decisions and
improving risk management. (Gani & Mashamba, p. 8).

In a sense, risk culture is stable yet changeable. For example, the societal risk culture regard-
ing traffic risks is stable for a medium period of time, but changeable over a longer period of time.
Second, risk culture includes shared learning experiences. For example, society has learned that
driving unbuckled results in an unacceptable death rate, and, therefore, taking these specific risks
should be avoided. Third, risk perceptions, assessment, and behavior of people, either as individ-
uals or as members of a social group or organization, are modeled by risk culture. Accordingly,
risk culture is a major force for explaining differences in risk perception and behavior between
individuals, groups, and organizations (Eller & Streicher & Zimmermann 2018, p. 234).
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A sound risk culture provides a solid base for the implementation of an efficient risk manage-
ment. Risk culture should be managed and developed in full alignment with the risk appetite and
the risk framework to improve organizational performance. These shall enable the promotion of
a risk-aware culture and ingraining risk-related measures into performance management that help
drive the organization forward (Kanu 2020, p. 13). Risk culture is not only the basis for the stand-
ard processes within a company, but also for projects and all other aspects within the company
(Lorch 2025, p. 14). As risk is something that has potential harms to the company due to the occur-
rence of a certain event. The importance of risk management, especially in insurance companies,
can provide opportunities for companies to avoid these risks or minimize the impact of losses that
occur. The effectiveness of risk management depends on how it is integrated into the governance
of an organization and significantly influenced by the characteristics of the organization Successful
risk management is supported by the development of a risk management culture whereas employ-
ees and stakeholders realize the importance of monitoring and managing risks (Mita & Ramadh-
any 2025, p. 2582).

That being said, an organization can have an overall positive culture but still lack a sound
risk culture because most of the employees see risk management as a compliance issue and not a
means of arriving at sound business decisions (Kanu 2020, p. 14). Nowadays, the demand to fully
deal with uncertainty and complex risks more efficiently not only stems from the finance and in-
surance industry but from society in general, as well as organizations operating in a complex and
uncertain context. Accordingly, organizations recognized the contribution of social psychological
insights on risk perception, risk judgment, risk behavior, and potential pitfalls (Eller & Streicher
& Zimmermann 2018, p. 233). Despite the strong need to integrate ERM and risk culture, their
implementation in organizations remain fragmented. Risk practitioners are increasingly focused
on designing and implementing risk management frameworks with less consideration to the ini-
tial establishment of sound risk culture (Kanu 2020, p. 14). Ultimately, the main question is what
measures can be taken to improve the risk culture within the company in order to make risk man-
agement more efficient and resilient.

The further development of risk culture in companies requires a holistic approach that takes
both structural and behavioral aspects into account. A key prerequisite is clear communication of
a company-wide risk and value orientation by management in order to establish a common un-
derstanding of risk appetite and tolerance. Training and awareness-raising measures promote risk
competence among employees and strengthen their ability to identify risks at an early stage and
address them appropriately. In addition, a transparent reporting and feedback system should be es-
tablished that enables open discussion of mistakes and critical events without fear of sanctions. The
integration of risk management processes into strategic and operational decisions ensures that risk
considerations are not viewed in isolation, but rather as an integral part of corporate management.

Regular evaluations and adjustments to measures can improve the risk culture in the long term
and adapt it to changing conditions.

While risk culture often evolves as an organization grows, organizations can and should con-
duct self-assessments, surveys, and use other techniques to understand the current state of risk cul-
ture (Mita & Ramadhany 2025, p. 2582). On this basis, it is then possible to continuously develop
and optimise the risk culture.

Despite its growing relevance, measuring risk culture remains a challenge. Unlike quantita-
tive risk indicators, cultural aspects are difficult to capture using traditional metrics. Nevertheless,
organizations increasingly attempt to assess risk culture through a combination of qualitative and
quantitative approaches. These may include employee surveys, structured interviews, behavioral
indicators, internal audits and the analysis of decision-making processes. In addition, key risk
indicators related to conduct, compliance breaches or operational incidents can provide indirect
insights into the underlying cultural environment. The objective of these assessments is not only to
diagnose potential weaknesses but also to identify areas for improvement and to monitor cultural
change over time. A systematic evaluation of risk culture can therefore support management in
aligning behavioral patterns with the organization’s overall risk strategy and risk appetite.
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CONCLUSION

Risk culture should not be understood as an isolated category, but rather as a component within
the overall corporate culture. It is shaped by and interacts with various organizational dimensions:
for instance, a strong strategic orientation toward innovation tends to promote a higher willingness
to take risks, while centralized or authoritarian power structures can inhibit open communication
about risks. At the same time, an ethics-oriented, value-based culture strengthens compliance, in-
tegrity, and a more sensible approach to risk-taking.

A discrepancy between the formal risk strategy and the lived culture therefore leads to incon-
sistencies. For example, a company may officially propagate “zero tolerance” for rule violations,
while implicitly high sales and sales targets encourage risky behavior.

Corporate culture forms the foundation. An informal control system of an organization. On
this basis, the risk culture develops as a specific manifestation of the collective handling of uncer-
tainty. While formal risk management systems define structures and processes, the lived culture
determines how risks are actually perceived and treated.

A sustainable and constructive risk culture requires consistency between strategy, incentive
systems, leadership and lived values. In an increasingly dynamic environment, it is thus becoming
a decisive competitive factor — not only for avoiding crises, but also for consciously exploiting
entrepreneurial opportunities.

An analysis of the relevant literature and various theoretical approaches shows that a stable
risk culture is a key prerequisite for effective and sustainable risk management in banks.

While regulatory measures in the wake of the 2008 financial crisis have contributed to a more
comprehensive risk management framework, it is clear that purely structural compliance require-
ments are not sufficient to address the underlying behavioral and cultural factors that influence
risk-related decisions. However, a further development of precisely these aspects becomes par-
ticularly clear against the background that the crisis of 2008 not only had economic consequences,
but also had an impact on national security for society as a whole. The effective development of an
appropriate risk culture depends largely on consistent support from senior management, transpar-
ent communication and psychological mechanisms that enable mistakes and critical events to be
dealt with openly without fear of sanctions. A culture of error management that promotes mutual
trust makes the company faster and more flexible. In order to establish such a culture of trust, trust
must be generated at various levels (von Au 2017, p. 148).

It can be said that risk culture is both stable and adaptable; its further development therefore
requires regular evaluations, learning from past events and adaptation to changing conditions.
Banks that manage to establish a proactive and learning-oriented risk culture are better able to an-
ticipate emerging risks at an early stage, strengthen their resilience and ensure long-term stability
— for their own organisation, for the financial system and for national security as a whole.

The increasing digitalization of financial services and the growing importance of cyber risks
further underline the relevance of a strong risk culture within banks. Technological innovations
such as digital banking platforms, artificial intelligence and automated decision systems create
new opportunities but also introduce complex and evolving risks. In such environments, rule-
based risk management approaches may prove insufficient, as emerging risks cannot always be
fully anticipated or regulated in advance. A well-established risk culture can therefore function as
a complementary mechanism that guides employees in situations where formal rules only provide
limited orientation. Therefore, risk culture is increasingly regarded not only as a compliance re-
quirement but also as a strategic capability that enhances the resilience and adaptability of finan-
cial institutions.
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SHAYEHHUE U PASBBUTHUE HA KYJITYPATA HA PUCKA B BAHKHUTE
KATO ®AKTOP 3A HAIUOHAJIHATA CUT'YPHOCT

Peztome: B nacmosiyama cmamuisi ce paszenevncoam 3HaveHuemo u no-HamamvsutHomo paseumue Ha cma-
OUIHA KYIMYpa HA PUCKA KAMO KII0Y08A NPeONnoCmAasKka 3a eoekmusHo ynpasienue Ha pucka 6 6ankume u
10 MO3U HAYUH 34 HAYUOHAIHAmMA cucypHocm. Bv3 ochosa na uzuepnamenen npeaied Ha aumepamypama
ce noxasea, ue peayramopnume pegopmu cied unancosama kpusa om 2008 e. ca nooobpuiu cmpykmyp-
HUme YCL08UsL, HO HeCmO He YCHA8am 0d ce CAPA6sam d0eK8amHo ¢ OCHOGHUME KVIMYPHU U NOBEOCHYECKU
Gaxmopu. Kynmypama na pucka, pazoupana kamo KoIeKmueHU YeHHOCU, NPEONOI0NCEHUs U NOGEOeHUE
npu CRPABIHEmMo ¢ PUCKOGeme, UMA 3HAYUMETHO GIIUSTHUE GbPX) 8b3NPUEMAHENO HA PUCKA U B3EMAHENO HA
pewenus 6 opeanuzayuume. Egexmusnama kynmypa na pucka usuckea sichHa KOMYHUKAYUsL HA PUCKOBUS
anemum u MoAePaAHMHOCH OM CMPAHA HA PLKOBOOCMBOMO, HENPEKbCHAMO 00yYeHUe, NPO3PAYUHU KAHA-
S 34 QOKAAOBAHE U KOHCMPYKMUBHA KYAMYypa HA epeuwlku be3 cmpax om cankyuu. Unmeepupanemo na
VAPAGNEHUEMO HA PUCKA 8 CMPAMeSUHecKume u OnepamueHume pPeueHus: U pe0oGHUme OYeHKu YKpen-
64 OP2AHU3AYUOHHATA YCIOUHUBOC 8 ObA20CPOHEeH NIAH. bankume ¢ npoakmusHa, opueHmupana Kvm
VUeHemo pUcKkoga Kyumypa ca 8 CbCmosiHue no-006pe 0a UOeHMupuUuupam 6b3HUKEAWUme pPUuckoge Ha
pawen eman, 0a Y8enuyam ce0sima yCmoudueoCm u no mo3su Hauun 0d OCUSYPAm KaKmo cooCmeeHama cu
CMAabUIHOCM, MAaKka U Ma3u Ha PUHAHCOBAMA CUCEMA 8 ObI20CPOUEH NAH, KOemo 600U 00 CMaOUIHA
cumyayusi N0 OMHOWEHUE HA HAYUOHATIHAMA CUSYPHOCTI.

Knrouoseu oymu: puckosa xynmypa, ynpaeienue Ha pucka, 0anku, HayuoHaIHd CUcypHOCm

®iopuan bekep, 10KTOpaHT

YHuBepcureT 1o OubInoTeK03HaHUE U MHGOPMAITMOHHU TEXHOJIOTUN
Codus, brirapus
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Abstract: The article analyzes potential relationships between healthcare and national securi-
ty. Disruptive events (e.g., pandemics, increasing antibiotic resistance, or technical failures) can
exceed the available range of action in healthcare and become a matter of national security.
Conceptually, national security is not an isolated issue, but rather the result of the interaction of
institutional protective mechanisms. The analysis shows that disruptions in the health sector can
also have a significant impact on economic performance, social stability, and the governments
ability to act. The analysis shows that sudden risks or slowly developing risk scenarios can result
abruptly or gradually in the transition from a health policy challenge to a security policy problem.
Finally, the article calls for comprehensive strategies. Ultimately, healthcare should be under-
stood as an integral part of modern security architectures.

Keywords: Health Care; National Security, trigger mechanisms, transition, risk scenarios

INTRODUCTION

Health risks, whether pandemic or technological in nature, are no longer just clinically relevant,
but can (under certain conditions) become a matter of national security. This essay examines how
to understand the interface between health systems and national security, when a health problem
becomes a security issue, and how and by what mechanisms this transition takes place. Political
leaders are becoming increasingly aware of the links between a functioning healthcare system and
national security considerations, as well as the relevance of thematic interactions. For them, this
leads to the conclusion that the stability of a society and thus of a state structure, along with external
security, also depends on a functioning medical infrastructure. Health risks have many different ori-
gins and can include epidemics, biological hazards, and other crises. A threat to public health could
subsequently have a lasting disruptive effect on the functioning of economic, social, or even govern-
mental structures. Conceptually, national security is ensured through the interaction of institutions
and measures. It is therefore not an autonomous, isolated concept, but rather depends in practice
on concrete protective mechanisms that can be provided by areas such as defense policy, security
agencies, intelligence services, legislation, international cooperation, and crisis management.

This article shows how critical medical infrastructure, human resources, and information se-
curity, as part of these protective mechanisms, can have a direct impact on the national security
situation. The evaluation of future scenarios shows an increase in this interdependence, as rapid
global technology-driven progress, globalization, digitalization, demographic change, and new
biotechnological applications will challenge the vulnerability limits of healthcare systems. This
gives grounds for the demand for integrated strategies that strengthen security and health aspects
with a view to creating a resilient external image of society. In summary, the discussion makes it
clear that health and safety are interlinked and that integrated strategic considerations are neces-
sary to maintain the resilience of society as a collective.

RESEARCH METHODOLOGY

In order to introduce a methodological approach to support this thesis the inclusion of domains
as health-science, security-policy and governance perspectives must be considered.

The thematic content needs to be deepened through a comprehensive search of literature
sources and contemporary developments as well as reports from institutions such as the WHO,
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OECD, CSIS and national security agencies. In addition, an analysis needs to be applied concep-
tually. The purpose was to capture central concepts such as interdependence, transition thresholds,
trigger mechanisms and resilience. Various scenarios served as the basis for comparative analyses
(COVID-19 pandemic, cyberattacks on health systems, antibiotic resistance). The aim of the com-
parisons was to identify patterns of transition from health policy challenges to national security
issues. Thus, the methodology used can make a significant contribution to the identification of
mechanisms, processes and decision-making logics. Methodologically, a qualitative evaluation
was applied. In the first step, comparative content analysis (qualitative content analysis) of repre-
sentative sources was carried out.

Orientation in the selection supported causal relationships that pointed to a direct or indirect
connection between health care risks and security policy implications. In a second step, character-
istic case studies are examined from the perspective of process tracing. The aim is to make tempo-
ral sequences, decision-making logic and threshold crossings comprehensible. This can illustrate
a transition from health challenges to the area of responsibility of national security structures. In
addition, a phase or threshold model (based on heuristics) is recommended for future deepening.
This is not intended to define fixed limit values, but more to describe transitional phases. These
phases characterize a state in which medical, technological and political systems come under pres-
sure at the same time.

Comprehensive consideration and thematic limitation: The angles of consideration for further
development are complexity, the chronological sequence of events, the transition into the do-
main of “national security”, the possibilities for preventive and predictive measures, and support
through monitoring. A differentiated presentation of the measures at the individual and societal
levels could complement the picture. As already mentioned, future challenges to healthcare can be
complex and exceed the capabilities of conventional medical care. Such risk scenarios can there-
fore be multidimensional rather than purely medical in nature. This means that in certain scenar-
10s, normal infrastructure and conventional healthcare routines may not be sufficient to meet the
requirements in a timely and sustainable manner.

RESULTS

A closer look at complex risk scenarios reveals the following picture: Infectious diseases can
reach pandemic proportions and lead to the rapid spread of viruses that are resistant to known
therapeutic measures. Healthcare systems can become overwhelmed (e.g., COVID-19) with short-
ages of resources in terms of materials and staff (McCoy, et al. 2023, p. 1). In general, research-
ers expect the emergence of multi-resistant pathogens with significant antibiotic resistance. This
would mean that standardized therapies would not be applicable, resulting in increased mortality
rates and structural overload (He, et al. 2021, p. 2). Environmental and technological risks are
increasingly becoming an issue. Climate-related changes (heat, flooding, strong winds) have a
negative impact on infrastructure (drinking water, energy, communications, transport links, criti-
cal resources and storage, healthcare facilities). A combination of heat waves and power outages,
for example, can immediately lead to critical supply problems. Active external influence is once
again a geopolitical issue due to experiences from conflicts (Ukraine) (Kutcher & Borisch 2025,
pp. 473-478): cybercrime and hacker attacks aimed at disrupting hospital operations, interrupting
supply chains and procurement logistics (e.g., vaccines), or causing the collapse of medical care in
general. Ultimately, the spread of pathogens (biological warfare) is also one of the risk scenarios.
In addition to medical care, security and surveillance facilities are also challenged in general. The
latter raises the follow-up question of when the invisible line between medical and national secu-
rity is generally crossed.

At what point are national security interests affected? As mentioned at the outset, national
security interests generally concern the stability of the state. This includes also functionality, and
protectability. The population and critical infrastructure are the subject of the protective function.

There are now various indicators triggering intervention by security authorities: When many
human lives are directly at risk, examples include pandemics, large-scale food or drinking wa-
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ter contamination, or threats to hospitals, energy supplies, and critical infrastructure. Externally
caused intentional threats such as bioterrorism or cyberattacks on medical facilities (Kutcher &
Borisch 2025, pp. 473-478).

In summary, it is clear that complex risk scenarios can quickly exceed the capabilities of
healthcare systems, as these operate from a purely medical perspective. When medical capabilities
are exceeded, national interests are immediately endangered. This situation arises when a crisis
scenario threatens the population on a large scale, endangering available infrastructure or public
order. By definition, national security measures are activated when risks exceed defined limits and
additional measures are necessary.

Interface, transition stages, and trigger mechanisms

A deeper exploration of the topic of healthcare systems and national security leads to key-
words such as interface, transition stages, and trigger mechanisms. The increasing interconnected-
ness of healthcare and security reflects the search for applicable methods to manage relevant risks.
Politicians are responsible for making decisions or take action to predict, prevent or solve these
problems.

Knowing these thresholds is an essential point for further consideration. Whether these bound-
aries can be identified as specific points, interfaces, or phases which can be limited in time is at the
core of further elaboration. Practical examples may serve to illustrate the theoretical assumptions
in the last part of the essay. By 2025, modern healthcare systems should no longer be measured
solely by the number of hospitals and beds. A well-functioning healthcare system that is tailored to
needs is no longer limited to treatments and therapies. Clinical units are only one dimension of a
close-knit care network that is ideally supported by continuous monitoring. Needs-based systems
are dynamic systems and are by no means limited to clinical units. Dynamics can affect several
directions of development, and healthcare geared towards this can (under certain conditions) also
become part of and a matter of national security.

This paper examines the connections and interactions between healthcare systems and nation-
al security. The question of when a situation in the healthcare sector becomes a security issue is
part of the investigation. The question of how this transition manifests itself, whether through pro-
cesses, mechanisms, or human intervention. From society’s perspective, reliable, targeted medical
care is an expression of a functioning state. Medical care is the state’s responsibility for its citizens.
Fair and reliable healthcare strengthens society’s perception of a stable state structure and creates
trust. The result is that the state’s ability to perform is demonstrated. However, if this part of the
infrastructure is damaged or disrupted by external influences, this can jeopardize the ability of the
state and its institutions to act in several respects (World Health Organization 2025). The same in-
stitution raises the issue of “health security” to include, by definition, all activities that support the
identification of a decision-making space from a broader perspective. Within this decision-making
space, risks become active by definition. The overlap between health and safety aspects is already
considered to be the basis for the above definitions. The World Health Organization calls for the
following preventive measures in the field of health care: Preventive measures should be preven-
tive, protective and reactive. The aim would be to avoid or reduce potential risks and consequences
of foreseeable acute health hazards. This goal requires international action to reduce the spread of
risks across national borders (World Health Organization 2025).

Recognizable risk scenarios in terms of content:

Some significant security risks are known. Prominent among these is the threat posed by new
communicable diseases, but also already known antibiotic resistance. These without correspond-
ing advances in developing alternative care concepts might end with considerable treatment defi-
cits. Triggering situations can arise from biological threats, technologically supported cybercrime
with attacks on healthcare structures, or simply from carelessness in the laboratory. One institute
focused on these risk situations is the Center for Strategic & International Studies (CSIS). The in-
stitute has evaluated this as a field of study in research on the topic of “health security” and identi-
fied overlaps between global health issues and security aspects. The results were recommendations
for preventive measures against the spread of pathogens and biological hazards and clear indica-
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tions for strengthening healthcare infrastructures (CSIS 2025). At the same time, research-based
literature also points out that health and security issues can no longer be viewed solely from a
local perspective. The interdependencies exist on a global level. “It is necessary to identify the nu-
merous interfaces and interactions between actors and programs in the field of health and security
(McCoy et al. 2023, p. 1).

Standardization: Since 2005, the World Health Organization has been engaged in publishing
global standards in the field of health and safety (WHO 2005) and, in addition, to support coun-
try-specific application (WHO 2005).

Transition process — from healthcare to national security

Thresholds and criteria are often (but presumably not always) quite recognizable: The ques-
tion arises as to when healthcare leads to a shift in responsibility to the security apparatus. This
moment can occur as soon as a challenge overwhelms the healthcare system’s capacity to provide
care and requires additional functions, infrastructure, and central facilities and instruments. Signs
of this can include:

Prominent among these are the overload or failure of essential parts of the healthcare system.
Furthermore, significant economic damage can result from the disruption of healthcare facilities.
Disease outbreaks and the associated loss of productivity can have a destabilizing effect. At the
same time, there is a risk that military capabilities or security-related infrastructure could be com-
promised. In addition, the spread of pathogens could lead to international outbreaks, resulting in
cross-border difficulties. The accompanying weakening of state authority would make it consider-
ably more difficult to maintain public order.

The Process of Transition — Human Intervention or Automated Systems?

A real example given by the pandemic: a new dangerous highly transmissible virus is spread-
ing rapidly. This crosses geographical boundaries and thus the situation can gain national security
relevance within a short time. As a result, there is political pressure to make decisions, taking into
account the situational risk assessment. The decision may favor the transition from health care to
the issue of national security. Ideally, decision-making guidelines are prepared for support. These
focus on risk classification and extent of damage, but also under what circumstances in a critical
situation of health care a decision should, can, must be made proactively and promptly in the di-
rection of further administration by the structures of the security authorities. Once preparations
have been made, this can be done mainly through targeted, politically initiated frameworks and
decision-making criteria (if-then criteria). In practice, when governments or international bodies
officially classify a problem as a “threat to national security,” procedures and protocols come into
effect. An example: A UN resolution ruled that targeted attacks on health care facilities also in-
volve a global health and thus security risk (UN Press Releases, 2024).

Forms and dynamics of the transition from health to safety — Immediate, rapid transition:
After discussing the content and possible triggers, the moment or phase of the transition should
be looked at even more closely. An unexpected short-term development, such as the COVID-19
pandemic, can overwhelm health systems within a very short time. The impairment of economic
life is directly affected. Another consequence can be the need to use the national resources of the
national security institutions, in this example the outbreak acts as an initial trigger that requires
immediate security policy responses.

Temporal transition: The opposite situation can occur through a slow, gradual transition. If
antibiotic resistance is increasingly present due to the virus, bacteria, fungi or other threats, a creep-
ing weakening of the supply system will occur. Often overlooked by chronic underinvestment or
supply crises over long periods of time, states become vulnerable. In such cases, the transition to
the security question takes place gradually. Less recognizable, but threatening in its overall scope,
as there is usually already contamination of the infrastructure area and can mutate into a crisis.

Technology-induced scenarios: the age of digitalization has also made healthcare systems
vulnerable to technology (cyber-attacks or misinformation). The initiators of such attacks have the
opportunity to disrupt a state structure in its supply and social functions by non-military means.

Cyber and ransomware attacks: In addition to data protection concerns, the WHO has also
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focused on the endangerment of patients’ lives. Thus, the transition from health to safety problem
is also in the technological-systemic area (Ghebreyesus 2024).

The transition phase: With the entry into the phase of the framework conditions and processes
of safety facilities, health care becomes part of a comprehensive security concept. Once a health
issue is recognized as a safety issue, specialized resources, processes, and tools expand. Health and
specialist ministries are cooperating with each other, coordination resources are being mobilised,
international interactions are being strengthened and crisis management structures are being activat-
ed. Health is becoming part of a broader security strategy. Viewed comprehensively, a security strat-
egy that is pre-planned for cases of threat with the connection of health systems and the framework
of national security can no longer be regarded as a theoretical side field, but as a central dimension
of modern regulatory systems for states. Health as an obligation of the state is extended to a security
issue. From the moment when the requirements that exceed purely medical capacity limits go be-
yond and reach the cornerstones of the sovereignty of the state. Triggers and threat scenarios may be
manifold, but the framework and processes made in advance by the political authority are essential.
There is an institutional link and instrumental expansion, in short: health systems become part of the
state’s safety net. The political responsibility is evident from the explanation so far. All health policy
measures are by no means isolated, separate areas. Preventive provisions for crises, care concepts
and all sub-areas of the state security infrastructure are affected.

Improvements and new paths: the present explanation also provides new additional options
for improving existing supply facilities. These are to be predominantly cross-departmental and act
as integrated Al-supported processes. Increasing the internal and external cohesion of society is
a central component and the following case studies from contemporary practice show how indi-
vidual situations can be considered more solution-oriented or still problematic. As far as practical
evidence is available, three contemporary examples can be cited as examples on the basis of the
theoretical explanations so far. In the context of health care and national security, these are as fol-
lows: pandemic Covid-19 in Western Europe, extortion and cybercrime in the UK and Ukraine.
The examples are evaluated with a detailed justification and presented with extended comments on
weaknesses and possible improvements.

Example 1: The Covid-19 pandemic (in Central and Western Europe)

While many countries tried to reduce acute mortality and the burden on intensive care med-
icine through vaccination campaigns, surveillance (including wastewater surveillance) and pre-
ventive programs, structural problems (inequality, chronic burden of disease, lack of structural
investment) remained.

This means that population-based health measures have certainly strengthened national se-
curity thinking, but the impact has been significantly dampened by years of hardened structures
and gaps in governance and funding (WHO European Observatory on Health Systems and Policie
2021). There are clear demands for prevention and early detection. A recognizable vacuum
exists for data integration: One Real-time monitoring (e.g. national reporting systems, wastewa-
ter monitoring) would have enabled rapid remediation measures. There is still a lack of direct links
to supporting data consolidation and the development of monitoring systems (WHO COVID-19
dashboard, 2025).

From Preventive to Predictive: Monitoring and Early Warning Systems Can significantly
support the lead time for countermeasures (vaccination campaigns, resource shift). This prevents
the direct consequences of disruptions to critical infrastructure or detects them in advance (e.g.
care, police). This would result in a clear additional safety benefit (Ghebreyesus, et al. 2022).

Resilient supply networks: Regions with robust primary care and integration models have
been able to maintain care in a stable and continuous manner. In this environment, the national
security impact was stronger. OECD analyses therefore recommend targeted investments in resil-
ience (OECD Health Policy Studies 2023). It became clear that insufficient investment before the
pandemic (high chronic disease burden, fragmented care) limited the effectiveness of these meas-
ures (vulnerable groups could only be addressed partially and then with increased effort). Without
structural reform, vulnerability to new risks remains (OECD Health Policy Studies 2023).
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Example 2: Extortion and cybercrime — the WannaCry case

Cyber-attacks on healthcare facilities not only endanger immediate patient care (surgery can-
cellations, transfers) but also undermine the trust of the population and could directly affect na-
tional security (disruption of critical infrastructure, diversion of state resources). The situation
WannaCry shows how outdated IT infrastructure in combination with inadequate precautions can
lead to extraordinary disruptions to health care. Currently, there are ongoing trends and a segregat-
ed complexity of such attacks. Inclusive cooperation between health care and national security is
here not particularly pronounced (National Audit Office 2018).

Ransomware attacks could lead to the collapse of supply continuity. In the UK, gaps in
legacy software led to massive disruption (surgical failures). Research shows that IT weakness
weighed heavily on the NHS’s operational response, which was clear evidence of negative security
effects.

The lack of integration between health IT, national cyber defense and emergency planning
exacerbated the consequences. The deficiency was the missing component “cooperation between
health, safety and technology sectors”. (Cybersecurity & Infrastructure Security Agency 2020).
There is an ongoing trend and modern ransomware tactics: US authorities HHS/analyses doc-
ument persistently high number of attacks, double extortion (data leak + encryption) and increas-
ing targeting of healthcare and public institutions. This makes the situation systemically exposed
and dangerous. This is true as long as cyber resilience is lacking (Office of Information Security
HHS 2023).

Within the framework of these obvious weaknesses, some thoughts for improvement are
possible- like early warning systems through data integration and real-time monitoring: In-
vesting in national surveillance, data sharing platforms, and standardization to improve early de-
tection and coordinated crisis response (OECD Health Policy Studies 2023). Building resilience
for cyber situations should be a core component of resilient care. A strategic division of crit-
ical networks, virtual or real situational task forces with protocol mandates that work with health
care facilities and both local and federal agencies with a national cyber focus.

Scenario planning and cross-sectoral real-world exercises: Joint crisis simulations (health
x safety X infrastructure) increase operational interoperability later in the event of an emergency
(avoidance of unrealistic dry training) (Haldane, et al. 2021, pp. 964-980). Targeted investments
in primary and public health capacities to reduce vulnerable population groups (as a long-term
security gain). (OECD Health Policy Studies 2023). Finally, a summary to answer the question
of the “timing and the trigger criteria” for the transition from regular operation to integration into
the structures of national security: The chosen examples to answer the question are: the Covid-19
pandemic, the WannaCry case in the UK and the slow development of antibiotic resistance. The
investigation is from when (point in time) and/or with which trigger criteria the transition from
regular operation of health care to introduction into the structures of national security is achieved.

Timing and triggering criteria for the transition from regular operations to integration into
national security structures: In the example of Covid-19) defines the point in time when a local-
ly limited infection situation develops into a national health crisis with the threat of overloading
medical care. Trigger criteria could be an exponential increase in the number of infections beyond
the capacity limits of the health system, supply bottlenecks in intensive care places, or additional
support for federal authorities. In the example of cybercrime (e.g. WannaCry in the NHS, UK),
the time as soon as digital attacks impair or paralyze the functionality of critical infrastructures in
the healthcare sector (e.g. hospitals, laboratory networks, rescue coordination centers) will be im-
paired or paralyzed. The primary trigger criteria are the failure of central IT systems endangering
patient care, broader attacks (by institutions or regions), the call for the need for national cyber
defense. In the case of antibiotic resistance in a population, the point in time would be when re-
sistance developments permanently endanger public health and security of supply and national or
international spread becomes apparent. Trigger criteria are the detection of multidrug-resistant
pathogens with a significant increase and lack of therapeutic options and the risk of system-wide
failures; Use of coordinated defense strategies.
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The overall resilience of the health system and transition to national security: If you look at
the three threat scenarios at the same time (pandemic, cyber-attack, antibiotic resistance), no sin-
gle point in time of transition can be clearly defined. Instead, there is a phase-oriented transition
period in which solutions are positioned. In summary, the transition to the national security
structure can be described as follows: either several subsystems become critical at the same time
(e.g. overload of facilities and failure of IT systems) or the self-control of health care has reached
limits, or state intervention becomes necessary to ensure care and order.

CONCLUSIONS

This paper reveals that healthcare and national security are not isolated domains. An interde-
pendent system has emerged. Disruptive events can transcend the functional boundaries of health-
care systems, thereby threatening elements of state stability. This affects public order, economic
performance, and, more generally, the state’s capacity to act.

A transition from a health policy challenge to a national security problem will usually not be
detectable as a single event. Rather, it will arise when thresholds are exceeded, causing stress in
several areas. These can simultaneously and rapidly affect healthcare, social, and political subsys-
tems, exacerbated by technical challenges. These findings imply that national security depends not
only on traditional defense mechanisms. It also needs to include the resilience of critical medical
infrastructure, human resources, information systems, and preventive capacities. Mandatory are
effective prevention, surveillance and early warning systems. A cross-sector coordination is an es-
sential component. International cooperation and standardized frameworks further strengthen this
resilience in an increasingly globalized risk environment.

Health care is part of a national security policy. Beyond the social and ethical-moral obliga-
tion, the strengthening of health systems is part of a strategic orientation. This strengthens social
resilience and protects the long-term stability of the state.
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3/IPABHA ITIOJINTUKA U HAITMOHAJIHA CUT'YPHOCT.
PUCKOBU CHEHAPUU N CUCTEMHHU ITPEXON

Peztome: Cmamusma ananusupa ROMEHYUAIHU 8Pb3KU MeHCOY 30PABCONA3EAHENO U HAYUOHAIHAMA ClU-
eyprocm. Paspywumennu cobumus (nanpumep nanoemuu, Hapacmeawa AaHmudOUOmMuIHAa pe3UCmeHmHOCH
U MEXHUYEeCKU N08peol) Mo2am 0a HAOXEbPIAM HATUYHUSL 00X8AM HA Oelicmeus 8 30Paseona38aHemo u
0a cmanam 6bNPoOC HA HAYUOHAHA cueypHocm. Konyenmyanno, HAYUOHAIHAMA CUSYPHOCH He € U0TUPAH
8bNPOC, A NO-CKOPO Pe3yImam om 63aumMo0etiCmeuemo Ha UHCIUMYYUOHATHUINE 3AUiUMHU MEXAHUSMU.
Ananuzvm nokazea, ue cmMyuweHusIma 6 30PAeHUsL CEKMOoP MO2ant Coulo 0d UMAM 3HAYUMEIHO 8b30elCmeue
BbPXY UKOHOMUHECKOMO NPeOCmAassine, COYUAIHAma CmabuiHoCm u cnocoOHOCMma Ha npasumeicmeono
0a Oeticmea. Ananuzvm noKa3ea, we GHe3antu PUCKose uiu OAGHO PA36UBALYU Ce PUCKOBU CYEHAPUU MO2am
0a 006edam 6He3aNHO UIU NOCMENEHHO 00 NPEX00 OMm NPEOU3BUKAMENCMEO HA 30PAGHAMA NOTUNUKA KbM
npobnem cwve cueyprocmma. Haxpas cmamusma npuzosasa 3a ysniocmuu cmpameeuu. B kpaiina cmemxa
30paseonazéanemo mpsaoea 0a ce pazoupa Kamo HEPaz0eiHa Yacm Om CbE8PeMeHHUme apXumeKmypu 3d
cueyprocm.

Knrouoeu oymu: 30paseonazeamne; HAUUOHAIHA CUSYPHOCT, MEXAHUSMU HA 3A0CUCMBEAne; NPexoo, PUCKOSU
cyenapuu
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Abstract: A democracy requires freedom of expression. Corresponding passages can already be
found in the American Bill of Rights (1791) and the French Declaration of the Rights of Man and
of the Citizen (1789). However, this basic requirement was formulated during the first wave of glo-
balization. Today, society is in its fifth wave — and each wave has led to an expansion of freedom.
Whereas in the 18th century limited channels of information existed, today s information landscape
has been exponentially expanded by the internet, increasing digitalization and Al This expansion
makes it difficult to validate information and encourages the spread of disinformation, which is not
always immediately recognizable as such and thus enables the manipulation of actions in everyday
life and political decisions. Disinformation therefore influences not only individual opinion-form-
ing, but also participatory democratic processes, and can have security-related effects. Mitigating
these effects requires measures and coordinated implementation at both national and international
level. Against this background, this article analyses current strategies of the European Union (EU)
and the North Atlantic Treaty Organization (NATO) to contain disinformation to protect partici-
patory democracy as a component of national security, reviews their effectiveness through SWOT
analysis and examples of real disinformation campaigns, and reflects on whether the current strat-
egies are geared towards potential threats.

Keywords: participatory democracy, national security; disinformation; disinformation defense;
international strategies

INTRODUCTION

In today’s digital era, the state faces new challenges as an actor and guarantor of security for
the population. On the one hand, it is required to develop technologically and organizationally in
order to keep pace with the dynamics of digital change. On the other hand, it must ensure that the
fundamental rights and freedoms of the population are not restricted or endangered. In this context,
government action and the achievement of objectives are complicated by hurdles such as disin-
formation, the digital divide, cybercrime, foreign interference in elections, and ethical challenges
(Internet health report 2019; UN Press Release 2023; Weisch 2025, p. 8).

Disinformation is defined as false information that is deliberately generated to harm a person,
social group, organization or country. Disinformation is therefore distinct from misinformation
and malinformation (see Figure 1). Misinformation is false information that is not produced with
the intention of causing harm. Malinformation, by contrast, is information that is based on the truth
but used to harm a person, organization or country (Turcilo and Obrenovic 2020, p. 9).
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Mis-information Dis-information

False Connection False Context

Misleading Content Imposter Content
ManipulatedContext
Fabricated Content

firstdraftnews.org

Fig. 1. Misinformation, disinformation and malinformation (Turcilo and Obrenovic 2020, p. 10, cited by Asanov 2019)

The danger of disinformation lies in its many forms and the high speed at which it spreads.
A study by the Massachusetts Institute of Technology (MIT) showed as early as 2018 that false
reports on Twitter spread much faster and further than true messages (vgl. MIT News Office Presse
Release 2018). The Konrad Adenauer Foundation distinguishes between four main forms of disin-
formation manipulation: fake news, deep fakes, social bots and trolls. These can be used not only
as weapons in information wars, but also to undermine trust in the media and manipulate public
opinion in a targeted manner (KAS n.d.). The results of the Vodafone Foundation Germany (2020)
and the survey by the Friedrich Naumann Foundation (2025) show that such manipulations are
already taking place and have been effective since the coronavirus pandemic. In 2020, the propor-
tion of 14- to 24-year-olds who come into contact with disinformation several times a day almost
doubled within a year (21% compared to 12% in 2019), and in 2025, young TikTok users were
particularly susceptible to Russian and Chinese disinformation.

It should not be taken as an axiom that only young people are affected by disinformation: a
study by the Max Planck Society (2024), which examined the perception and classification of in-
formation in different population groups, showed that only older adults were significantly better
able to distinguish between true and false headlines. By contrast, younger adults (the age groups
examined were: 18-31 years, 32-47 years and 48-88 years) were less able to do so. At the same
time, the study found that education level had no measurable impact on susceptibility to misinfor-
mation (Press Release of Max-Planck-Gesellschaft 2025). Therefore, the ability to recognize false
information is not determined by one’s own self-assessment but is significantly influenced by the
type of content and the source (OECD Truth Quest Survey 2024).

While the individual motives for spreading disinformation are complex and varied, four over-
arching objectives can be identified at the societal level: the targeted radicalization and division of
society, the erosion of trust in the media, political influence through the manipulation of opinions
or elections, and economic interests. These objectives, the high level of awareness of the term
“disinformation” (76% of respondents in Germany and the US), as well as proven influences of
disinformation on participatory events such as the Brexit referendum or the “Doppelginger” cam-
paign, underline the influence of disinformation on participatory democracy (Bernhard et al. 2024;
Bastos 2016; USCYBERCOM Public Affairs 2024).

From a theoretical perspective, disinformation can be classified as a security policy threat, as
it can have a multidimensional impact on participatory democracy and national security, making
it difficult to combat. This can be justified by Daase and Kessler’s concept, according to which
disinformation can be classified into all forms of democratic deficits (known knowns, known un-
knowns, unknown unknowns and unknown knowns):

» Disinformation can function as known knowns when its existence, objectives and basic
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mechanisms of action are recognised and empirically proven (e.g. orchestrated disinformation
campaigns, coordinated bot networks or recurring narratives);

» Disinformation can occur as known unknowns when its existence is recognized, but some
characteristics such as actor attribution, reach or intended side effects remain unclear;

» Disinformation can be classified as an unknown known if its existence and potential risks
are known but are deliberately ignored or not addressed for political, institutional or normative
reasons;

> Disinformation can act as an unknown unknown if novel forms, actor constellations or
causal relationships are neither anticipated nor recognized at an early stage and can lead to signif-
icant consequences. (Daase et al. 2007, pp. 411-434).

At the international level, disinformation is considered by both the EU and NATO to be part
of hybrid threats, prompting the development of concrete protective measures and the inclusion of
corresponding regulations in national security strategies to protect participatory democracy.

RESEARCH METHODOLOGY

In order to present and critically analyze current EU and NATO strategies for combating dis-
information and their impact in the context of protecting participatory democracy as a component
of national security, a qualitative evaluation of current specialist literature, political strategy and
security papers, scientific studies and selected case studies will be carried out. The analysis will
follow the following pattern: definition of theoretical principles and terminology — examination
of the strategies of selected actors (the EU and NATO) and their evaluation using SWOT analy-
sis — reflection on the strategies based on selected case studies of real disinformation campaigns,
followed by the derivation of recommendations for future strategies to combat disinformation.

RESULTS

The European Union’s (EU’s) strategy for combating disinformation

Analysis and development of strategies to counter information warfare in the European Un-
ion are based on a variety of sources: pan-European surveys, external studies by institutions and
organizations, and reports by internal expert groups (Miindges 2019). The acceleration in strategy
development took place after the disinformation campaigns in the context of the Russian invasions
of Ukraine in 2014 and 2022 in 2015, the East StratCom Task Force was set up to deal primarily
with the detection and classification of Russian disinformation activities (Hoxtell 2024, p. 12). The
task force is part of the Strategic Communication and Information Analysis Division (AFFGEN.7)
of the European External Action Service. The Western Balkans Task Force, the South Task Force
and a cross-cutting team dealing with emerging threats, data analysis, policy development and in-
ternational cooperation also belong to the same division. The tasks of this unit include, among oth-
er things, coordinating the EU rapid alert system against disinformation (The Diplomatic Service
of the European Union 2021). In 2018, the publication of the Communication “Tackling online
disinformation: a European approach” and the EU Action Plan against Disinformation (see Figure
2) were followed, along with the entry into force of the “Code of Practice on Disinformation”
(Hoxtell 2024, p. 12). The 2018 EU Action Plan proclaims disinformation as “a major challenge
for European democracies and societies” and sets out four pillars for a coordinated response to
disinformation between the Union institutions, Member States, civil society and the private sector,
in particular online platforms: improving the Union institutions’ abilities to recognize, analyze
and expose disinformation; strengthening coordinated and joint responses to disinformation; mo-
bilizing the private sector to combat disinformation; raising awareness and improving societal
resilience. The EU Code of Practice on Disinformation was formally adopted by the initial signa-
tories (Internet companies Facebook, Google, Twitter and Mozilla, and the European Association
of Digital Media EDiMA) on 16 October 2018 and includes a preamble, a statement of purpose
and a total of 15 voluntary commitments by the signatories to exercise control over advertising
placements, political and issue-related advertising, the integrity of the services offered, empower-
ing consumers and promoting research (Sachstand des Deutschen Bundestags PE 6-3000-041/19,
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p. 5). In addition, the “Digital Services Act” (2022), the “Digital Markets Act” (2022) and the “Al
Act” (2024) created further legal frameworks that also serve — in some cases indirectly — to contain
disinformation (Hoxtell 2024, p. 12).

TIMELINE
June 2019 June 2021
Joint Communication December 2020 Previous and Early 2023
October 2018 on the implementation of Proposal for a Digital new prospective Signataries will provide
The Code of Practice on the Action Plan Against Services Act & the signatories kick off the first baseline reports
Disinformation is signed Disinformation (including European Democracy the revision process on the implementation of
by 16 online platforms on European elections) Action Plan of the Code of Practice the Code to the Commission
December 2018 June 2020 May 2021 June 2022
Action Plan against Joint Communication | Start of COVID-19 Guidance for Strengthening 34 Signatories deliver the
disinformation setting on tackling COVID-19 | disinformation monitoring ~ the Code of Practice on strengthened Code of Practice,
the framework disinformation | programme Disinformation & EDMO implementation starts and
of our work national hubs launch the Task Force is established

European Digital Media
Observatory (EDMO) launch

Fig. 2. Timiline of measures Implementing the Strengthened Code of Practice on Disinformation (European Commission 2022)

The strategy of the North Atlantic Treaty Organization (NATO) for combating disinfor-
mation

NATO views disinformation as part of the collective term “information threats”, since the
term disinformation has become, according to NATO, “an umbrella term for different kinds of
phenomena in the information space, including as a label for opinions and narratives that contra-
dict an actor’s own opinion”. The danger of information threats is seen in the fact that they erode
people’s trust in governments and other public institutions and “appeal to people’s worst impuls-
es, fears and prejudices”. NATO’s strategy for combating information threats is based on close
cooperation with allies and partner states and consists of four central approaches: Understanding
the information environment, Preventing the effectiveness of information threats, Containing and
mitigating information threats, Recovering quickly by learning lessons from information threats
(NATO 2025). The aim is to fundamentally “vaccinate” or “prevent’” the media sphere, rather than
refuting every false claim. The objectives and measures are regularly reviewed and adjusted, as
was the case after the COVID-19 disinformation incident. Member and partner states are support-
ed in increasing their resilience to disinformation through advisory services and financial support
for social and scientific projects, which was further anchored by the adoption of Resolution 483
“Protecting Allied Democracies and Partners from Disinformation™ in 2023. NATO is also intensi-
fying its cooperation with the European Union to benefit from the EU rapid alert system to combat
disinformation (Chlon 2022, p. 6).

Manifestation of EU and NATO strategies at national level for the protection of partici-
patory democracy

An analysis of the national strategies of countries that are members of both the EU and NATO
revealed the following explicit manifestations of EU and NATO strategic approaches to protecting
participatory democracy in the context of disinformation:

» Germany’s National Security Strategy aims to expand public relations work, strengthen
media literacy, and speed up the identification and deletion of illegal content in the digital space in
order to “strengthen defenses against disinformation and the resilience of democracy” (NSS 2023,
pp. 46-43);

» In France’s Revue nationale stratégique (National Strategic Review), protection against
disinformation is seen as requiring targeted investment in the strategic education and research
sector (National Strategic Review 2025, p. 39);
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» The Netherlands’ National Security Strategy recognizes the spread of disinformation as
a security threat to public discourse and social cohesion. Disinformation can be combated by
maintaining a pluralistic media landscape, strengthening citizens’ resilience to disinformation and
reducing the influence of disinformation through international common standards (The Security
Strategy for the Kingdom of the Netherlands 2023, pp. 14-31);

» Estonia’s National Security Concept classifies disinformation as a threat to constitutional
order and social cohesion. To counter it, Estonia relies on strategic communication that strengthens
constitutional values in society (National Security Concept of Estonia 2023, p. 10);

» Latvia’s State Defense Concept defines the goal against disinformation as ‘building public
understanding of state threats and understanding the intentions of potential aggressors’ in order
to “increase the resilience of the government and the psychological resilience of society to vari-
ous forms of manipulation, including disinformation and information-based influence operations”
(The State Defence Concept 2023, pp. 10 — 16);

» In the Strategia Bezpieczenstwa Narodowego Rzeczypospolitej Polskiej (National Secu-
rity Strategy of the Republic of Poland), disinformation is described as part of hybrid threats to
state structures and societies in Western countries and as a challenge to the information sphere. To
counteract this, the information sphere should be protected at the virtual, physical and cognitive
levels in cooperation with the media, social networks, citizens and non-governmental organisa-
tions (Strategia Bezpieczenstwa Narodowego Rzeczypospolitej Polskiej 2020, pp. 6-21);

» According to the Security Strategy of the Slovak Republic, disinformation is used to “dis-
rupt or manipulate national decision-making mechanisms, influence public opinion and destabi-
lize the political situation”. To counteract this, the strategy envisages the development of critical
thinking among young people, the establishment of coordinated national mechanisms for the ear-
ly identification, assessment and combating of disinformation, and the development of strategic
communication involving civil society, the media and academia (Security Strategy of the Slovak
Republic 2021, pp. 10-19);

» The Belgian Stratégie de sécurité nationale describes disinformation as part of hostile in-
formation operations. To counter this, a safer and more responsible online environment is to be
created that enables the strengthening of the position of citizens and civil society (Stratégie de
sécurité nationale 2022, pp. 18-39).

In order to evaluate the effectiveness of the EU and NATO strategies presented for combating
disinformation with regard to safeguarding participatory democracy and national security inter-
ests, a SWOT analysis (see Table 1) is carried out below. This method allows for a systematic
comparison of the strengths, weaknesses, opportunities and threats of existing measures at the EU
and NATO level and provides a basis for reflecting on and evaluating the success of the strategies
using a few case studies of real disinformation campaigns.
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Table 1. SWOT Analysis of Current EU and NATO Strategies Against Disinformation (Own elaboration)

Strengths Weaknesses

e Heterogeneous implementation in EU member states;

* Liability through codes (Code of Conduct against Disinfor- e Lack of mandatory standards in the EU Code of Practice on

mation) and legal frameworks (DSA, DMA, Al Act);

o . Disinf tion;
o Clear target definitions & strategic frameworks (e.g. EU ac- . Dep;fll(;legftreni)ilor\l;oluntary self-regulation (e.g. by online
tion plan, resolution 483); platforms): =

e Broad institutional anchoring in the EU & NATO through
task forces and specialised programmes;

e Coordination between member states (EU rapid alert sys-
tem) and multilateral exchange between the EU and
NATO.

e Limited sanctions for violations;

e High pressure to adapt due to constantly changing disinfor-
mation practices;

e Lack of transparency regarding the effectiveness of existing
measures.

Opportunities Threats

e Expansion of digital resilience in the population through tar-
geted programmes;

e Increased cooperation with civil society actors and
fact-checkers;

e Use of Al for early detection and analysis of campaigns;

o Synergies through close integration with cybersecurity strat-
egies;

e Development of international alliances and strategic part-
nerships against coordinated disinformation attacks.

e Increase in state-orchestrated disinformation campaigns
from autocratic states and constant change in their forms;

e Lack of speed of response to new threats;

e Potential conflict of interest between freedom of expression
and security interests;

e [ oss of trust in democratic institutions and the media.

CONCLUSION

The comparison carried out in the form of a SWOT analysis confirms that the EU and NATO
are pursuing an active policy of countering disinformation. In particular, the legally binding nature
of the strategies, clarity of objectives and the development of coordinated mechanisms in partner-
ship with partners can be cited as strengths. The identified weaknesses indicate that the strategies
examined cannot be considered complete.

The case studies of the Brexit referendum and the “Doppelginger” campaign provide a con-
crete illustration of various elements of the SWOT analysis. In the case of Brexit, existing strategic
weaknesses such as the lack of a coordinated communication framework and the low capacity for
coordinated disinformation became apparent. At the same time, it became clear that political influ-
ence can be exerted by digital platforms with a high degree of effectiveness. The “Doppelginger”
campaign is an example of how targeted misinformation can be used at the international level
against participatory processes and trust in state institutions.

The nature of digital threats requires a regular review and adaptation of existing instruments,
which can be confirmed by the identified risks. It is recommended that the intervals between stra-
tegic revisions be shortened, that operational feedback be evaluated more systematically and that
cooperation between international actors be further strengthened. The challenge here is to find a
level of regulation that protects democracy against disinformation but which does not endanger
democracy itself at its core, because as early as 2019, the investigation initiated by the European
Parliament’s Civil Liberties and Constitutional Affairs department found that legal restrictions on
the content of democracy would do more harm than disinformation itself (LIBE Committee sum-
mary 2019).

The risks identified supplement those already collected and published in the other sources,
such as keeping up with the volume and speed of disinformation, disinformation being more in-
terest than information, limited resources and expertise, balancing commercial interests with the
public goods, and thus expand the field of possible adjustments at the structural and strategic level
(Hoxtell 2024).

In terms of participatory democracy, which relies on active participation from the population,
particular attention should be paid to the risks of “an increase in state-orchestrated disinforma-
tion campaigns from autocratic states and constant changes to their forms” and “a loss of trust
in democratic institutions and the media”. 1f the loss of trust is caused by targeted disinformation,
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the population not only loses interest in participating, but also the basis for informed participation,
which in turn can lead to the long-term creeping loss of function of participatory elements within
democratic systems.
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Abstract: The increasing complexity of information security risks creates significant challenges
for organizations in risk management. ISO 27005 provides a normative framework but does not
explicitly specify how to implement individual process phases methodologically. While the use of
artificial intelligence (Al) in risk management is gaining attention, consistent process-oriented
integration has yet to be achieved. This article explores how to systematically integrate Al into
the risk management process in accordance with ISO 27005 to ensure compliance with standards.
Through document analysis of the standard and a systematic literature review, an Al-supported
reference process was developed that positions Al support functions across all process phases and
establishes clear decision and validation points. The findings indicate that Al is mainly useful for
organizing and analyzing risk-related information, while humans retain responsibility for deci-
sions with normative implications.

Keywords: ISO 27005; Artificial Intelligence,; Information Security Risk Management,; Large-Lan-
guage-Models (LLM),; Reference Process

INTRODUCTION

The importance of systematic risk management has grown significantly in nearly all organiza-
tions in recent years. The ongoing digitalization and interconnectedness of business processes are
creating risk environments characterized by high complexity, dynamic dependencies, and increasing
amounts of risk-related information. Particularly in information security, traditional manual methods
for identifying, analyzing, and prioritizing risks are increasingly reaching their limits. In this context,
many scientific studies highlight that conventional risk analysis methods and models are becoming
inadequate. These models typically rely on subjective expert assessments and static evaluation frame-
works. Such models cannot keep up with the constantly evolving dynamics of modern risk scenarios.
Meanwhile, artificial intelligence (AI) has proven to be a powerful tool for analyzing complex data
and decision-making situations and is increasingly discussed as a potential aid in risk management.

ISO 27005 offers a well-established framework for information security risk management, but
deliberately does not specify particular methods or tools for carrying out individual process steps. This
flexibility enables adaptable applications but often leads to diverse approaches and a heavy reliance
on personal expertise. Although the number of contributions on the use of Al in risk management is
increasing, there is still a lack of a process-oriented, standard-compliant concept that systematically
integrates Al into the process phases of ISO 27005 and clearly defines the limits of automation.

This study fills this gap by creating an Al-supported reference process for risk management
based on ISO 27005, derived from a systematic literature review. The reference process links Al
application areas to specific phases of ISO 27005 and emphasizes key decision points and valida-
tion checkpoints. This article intentionally does not aim to maximize automation in risk manage-
ment. Instead, the reference process functions as a control and governance framework that ensures
the standard-compliant, traceable, and responsible integration of Al.

RESEARCH METHODOLOGY

This study adopts a conceptual-analytical approach. Methodologically, it combines a docu-
ment analysis of the standard with a systematic review of literature on the use of Al in information
security and IT risk management. In the first step, ISO 27005 was analyzed to understand the nor-
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mative process structure of risk management and identify process phases where the standard inten-
tionally does not specify detailed methodological guidelines. This openness provides the founda-
tion for exploring potential Al integration points within the normative framework. Based on these
findings, a systematic literature review was carried out focusing on Al applications in information
security and IT risk management. The review included relevant scientific publications that explic-
itly mention risk analysis, assessment, and management processes. The initial search yielded about
80 relevant papers. Through a multi-stage selection process, non-specialist contributions, purely
technical studies lacking process references, and papers not applicable to the context of ISO 27005
were excluded, leaving 47 papers for analysis. During the analysis, the publications were assessed
based on the normative process phases of ISO 27005. The individual studies were intentionally
not evaluated for quality. Instead, the goal was to create a structured overview of Al use cases
described in the literature. The following five analytical perspectives guided the literature review:

(1) Assignment of the contributions to the individual process phases,

(2) Identification of Al-supported tasks and the functional role of Al,

(3) Survey of relevant input and output artefacts,

(4) Identification of explicit decision and validation points, including human-in-the-loop re-
quirements

(5) Recording of the stated prerequisites and limitations of Al use

The results of this analysis were summarized into a cross-phase synthesis, from which the
Al-supported reference process was developed. The selected works are chosen to cover a repre-
sentative range of Al application areas across the ISO 27005 process phases, without trying to be
exhaustive regarding individual method classes.

RESULTS

The results of this article include the development of an Al-supported reference process for
risk management aligned with ISO 27005. The following sections demonstrate how Al support
functions, process artifacts, and decision and validation points can be systematically positioned
along the individual process phases. The reference process is thus not presented as a collection of
isolated Al use cases but as a coherent, process-oriented framework. It should be viewed as a con-
trol and governance structure that defines the conditions, limitations, and validation points for Al
use within a normative risk management process. The assignment of Al support functions is based
on a detailed assessment of process characteristics. Of particular importance are the normative
influence of an activity, its context dependency, the reversibility of the generated results, and the
stability and availability of the underlying data.

These differentiation criteria, shown in Table 1, are the result of a cross-phase analysis of the
literature and the normative process logic of ISO 27005. They unify recurring arguments about
the role of Al, responsibility assignment, and the management of uncertainty and data dependency
into a consistent basis for evaluation. Based on this, the reference process distinguishes between
Al support and human decision-making.

Table 1. Demarcation criteria Al vs. human

Criterion Suitable for Al Human required
Normative influence Structuring, aggregation Acceptance, prioritisation
Context dependency Generic patterns Organisation-specific meaning
Reversibility Preliminary results Binding decisions
Data stability Structured, historical Uncertain, incomplete

Figure 1 illustrates the Al-supported risk management process as defined in ISO/IEC 27005.
The diagram shows Al support functions at each process stage and highlights decision-making and
validation points for human actors.
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Fig. 1. Reference process (own illustration)

Context establishment forms the starting point of the risk management process according to
ISO 27005 and defines the organizational, technical, and regulatory framework within which risks
are identified, analyzed, and evaluated. These framework conditions include defining key reference
points, such as scopes, risk criteria, and protection requirements, which significantly impact the
further course of risk management (DIN Deutsches Institut fiir Normung e. V., 2024). The exam-
ined literature shows that Al methods are primarily used to establish context to support the organi-
zation and integration of diverse information. It focuses on describing Al-supported techniques for
analyzing large documents, guidelines, system descriptions, and technical artifacts. The goal is to
create a clear, understandable starting point for subsequent steps in the process. Al’s role is limited
to pre-structuring, categorizing, and aggregating activities. In this context, special attention is giv-
en to how taxonomies, ontologies, and knowledge graphs are used to ensure consistent mapping of
organizational and technical contexts (Lourenco et al. 2025; Szczekocka 2024) and linking gov-
ernance, risk and control structures (Eisenberg et al. 2025). Additionally, normative and risk theory
contributions emphasize that defining context parameters always involves implicit value assump-
tions that cannot be resolved automatically (Aven 2016). Further work emphasizes the importance
of early governance and architecture decisions in defining the context of Al-supported systems and
explicitly prioritizes these before addressing the actual risk analysis (Bodnari and Travis 2025;
Bogdanov et al. 2024; Tabassi 2023). Kandasamy (2024) also highlights that definitions of context
are always shaped by implicit assumptions about system boundaries and knowledge availability.
Relevant input artifacts include guidelines, process descriptions, architecture overviews, and asset
lists. Structured context information is produced as output artifacts. These serve as a basis for iden-
tifying risks. However, defining risk criteria, protection requirements, and organizational scopes
requires normative decisions that are directly linked to the organization’s strategic objectives and
responsibilities. These decisions are highly context-dependent and cannot be fully formalized. In
this phase, humans are responsible for the definitive definition of context, while Al only performs
preparatory and supportive functions.

In the risk management process, according to ISO 27005, risk identification marks the
shift from describing the context to conducting operational analysis. During this phase, potential
threats, vulnerabilities, and undesirable events are systematically documented to establish an ini-
tial foundation for the subsequent risk analysis (DIN Deutsches Institut fiir Normung e. V., 2019,
2024). The reviewed literature describes the application of Al to risk identification, particularly in

136



An Al-Supported Reference Process for Risk Management in Accordance with ISO 27005

data-heavy settings where large volumes of diverse security-related information must be assessed.
Al techniques facilitate automated analysis of internal and external data sources, including logs,
monitoring data, vulnerability details, and external threat intelligence. The goal is to generate
structured indicators of potential risks by detecting patterns, anomalies, and correlations among
indicators. These include, in particular, approaches based on NLP and LLM for extracting risks
from unstructured text sources (Begam et al. 2025; Hassani et al. 2024; Liu et al. 2025), as well
as knowledge-based and graph-supported techniques for structured risk derivation (Bahr et al.
2025). Additionally, several papers describe using Al as a tool to expand the identification of
the risk spectrum, such as through simulation-, evolution-, or scenario-based approaches. These
methods are particularly aimed at identifying previously unknown or emerging risks (Chocka-
lingam et al. 2017; Dass and Siami Namin 2020; Kalejaiye 2025; Kioskli et al. 2024; Takko et
al. 2023). At the same time, empirical studies show that generative approaches specifically carry
risks like hallucinations or misclassifications and therefore do not offer a reliable foundation for
autonomous risk assessment (Collier et al. 2025; Esposito et al. 2024). The output artifacts of this
process are pre-structured risk indicators or preliminary risk lists used as input for risk analysis.
However, these indicators do not represent risks in the normative sense. The decision on whether
identified indicators should be regarded as relevant risks depends on their classification within the
organizational and regulatory context, as well as on implicit knowledge of business processes and
dependencies. This validation cannot be fully automated and remains the responsibility of humans,
while Al plays only a decision-preparatory role in risk identification.

As part of the risk analysis, the identified risks are evaluated based on their likelihood of
occurrence and possible impact. This phase involves systematically organizing and modeling un-
certainty, which provides the analytical foundation for the subsequent risk assessment. The ex-
amined literature indicates that AI methods are primarily used to support complex analysis and
modeling tasks in risk analysis. Data-driven, probabilistic, and model-based approaches are dis-
cussed, considering historical incident data, dependency structures, or scenarios. Al consistently
processes assessment parameters, organizes relevant influencing factors, and simulates potential
developments. Examples include fuzzy-based and Bayesian models for representing uncertainty
(Abdymanapov et al. 2021; Savchuk 2023) as well as graph- and deep learning-based methods for
modeling risk dependencies and propagation mechanisms (Chhetri and Namin 2025; Shanthi et al.
2025). Additionally, several studies emphasize the importance of explainable models to ensure the
traceability of analytical results (Enriquez 2023; Giudici and Raffinetti 2022). Furthermore, oth-
er studies employ probabilistic, Bayesian, and hybrid modeling approaches to explicitly address
uncertainties, dependencies, and incomplete data sets in risk analysis (Ding and Liu 2012; Lezzi
et al. 2025; Wang et al. 2024). The identified risks, relevant contextual information, and historical
data serve as input. The output artifacts generated include the calculation of evaluation parameters,
the creation of scenarios, and the recording of modeling results. However, interpreting these re-
sults requires managing uncertainties, assumptions, and data gaps that cannot be fully formalized.
Assessing the significance and relevance of the modeled results relies on organization-specific
knowledge and normative beliefs. Therefore, the interpretation and plausibility checking of the
analysis results remain the responsibility of humans.

Risk evaluation aims to categorize and rank analysis results based on established criteria, pro-
viding a solid foundation for future risk management decisions. It marks the shift from analytical
modeling to normative decision-making. The literature reviewed describes how Al is used during
this phase, particularly to assist in comparing and structuring risks. Al techniques are employed
in various areas, including aggregating assessment outcomes, prioritizing risks, and performing
consistency checks. Based on this, Al creates structured summaries or rankings but does not make
independent decisions. These approaches range from multi-criteria assessment methods to ensem-
ble-based prioritization models (Campos et al. 2025; Giudici and Raffinetti 2022). Empirical stud-
ies show that LLMs, in particular, produce inconsistent results in numerical evaluation and scoring
tasks and therefore do not offer a dependable basis for decision-making (Collier et al. 2025). Fur-
thermore, risk theory emphasizes that quantitative risk values must always be interpreted within
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the context of the underlying knowledge base (the strength of knowledge). Although Al can model
probabilities and impacts, assessing epistemic uncertainty, implicit assumptions, and the robust-
ness of available data requires human judgment (Aven 2016; Erdogan et al. 2021). Additionally,
multiple studies have demonstrated that Al-based prioritization heavily relies on the fundamental
assessment logic and data quality. Without human plausibility checks, this can lead to systematic
biases (Ablayeva 2025; Kunle-Lawanson 2022). Relevant output artifacts include prioritized risk
lists and aggregated assessment overviews. However, the decision on risk acceptance, escalation,
or treatment remains a human responsibility, as it involves normative, strategic, and organizational
aspects that cannot be fully formalized. The role of Al in risk assessment is therefore strictly lim-
ited to supporting structured decision-making processes.

Risk treatment involves choosing and applying measures to reduce, transfer, or accept risks.
This stage marks the shift from assessment to action and is directly connected to organizational
responsibility. The reviewed literature highlights the use of Al in risk treatment mainly to support
the analysis and organization of potential measures. Al-supported techniques help, for example,
assess measures based on their effectiveness, dependencies, and cost-benefit ratios, and provide an
overview of alternative options. These include, in particular, methods for analyzing and optimiz-
ing security measures (Eke and Onyejegbu 2024; Finistrella et al. 2025) as well as Al-supported
methods for generating and evaluating textual proposals for security measures (Xia et al. 2021).
However, several studies emphasize that selecting and implementing measures cannot be auto-
mated because of their regulatory, economic, and organizational implications (Collier et al. 2025).
Previous work has shown that although algorithmic optimization of policy options can lead to effi-
ciency gains, the final choice must account for organization-specific trade-offs (Kirt and Kivimaab
2010). Relevant output artifacts include structured policy options and comparative overviews. The
selection, prioritization, and implementation of specific measures require weighing effectiveness,
costs, and feasibility and assessing regulatory requirements. This weighing is highly context-de-
pendent and involves organizational responsibility and potential consequences. Accordingly, these
decisions remain the responsibility of humans, with Al playing only a supporting role.

Risk monitoring and communication ensure that risks are continuously observed, assessed,
and addressed to relevant stakeholders. This phase does not follow a sequential process but serves
as ongoing feedback for all previous steps. The reviewed literature describes the use of Al in this
phase, notably to support the continuous evaluation and processing of risk-related information. Al
techniques can analyze real-time monitoring data, update risk assessments, and automatically gen-
erate reports or alerts. Additionally, learning-based approaches to anomaly and attack detection are
discussed (Joshi and Shandilya 2024; Rihan et al. 2023; Yang et al. 2023) as well as explainable Al
models to assist in alarm interpretation (Dilhara 2025; Zhang et al. 2022). Multiple studies show that
without human validation, false alarms and alarm fatigue can happen (Almadhor et al. 2025; Sharma
et al. 2025). Studies on the use of Al-based monitoring and alerting systems show that, especially
in complex system landscapes, human interpretation remains necessary to prevent false alarms and
contextless escalations (Alexandrov 2025; Korniszuk and Sawicki 2024). Humans remain respon-
sible for assessing consequences, adapting measures, and communicating risk-relevant decisions.
Particularly in communication, the literature highlights the importance of transparency, traceability,
and interpretation suitable for the target audience. These requirements extend beyond the analytical
capabilities of Al systems, making human control and responsibility essential in this phase.

The cross-phase evaluation demonstrates that the use of Al in risk management, as defined in
ISO 27005, can be systematically differentiated along functional and normative boundaries. While
Al helps structure, analyze, and consolidate risk-relevant information in all process phases, deci-
sions with normative implications remain the responsibility of humans throughout. The reference
process derived from this clearly shows this distinction by consistently placing Al support func-
tions, process artifacts, and decision and validation points across all process phases. The reference
process is therefore not meant as an architecture for automating risk decisions but as a framework
for structuring and controlling the norm-compliant integration of Al into risk management, in ac-
cordance with ISO 27005.
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DISCUSSION

The results of the study show that Al can be effectively used in risk management, in line
with ISO 27005, as part of a process-oriented approach, provided its role is clearly defined and
integrated into existing governance structures. Organizing the literature findings by individual
process phases makes it clear that Al should not be seen as an isolated technology but rather as
a supporting element within a normative risk management process. At the same time, the review
of the existing literature reveals significant variability in the attribution of automation levels and
responsibilities. This variability is less due to fundamental deficits in Al processes and more to dif-
ferences in data situations, application goals, and organizational contexts. The developed reference
process addresses these findings by consistently positioning Al as a decision-preparatory element
and explicitly including human decision-making and validation points in all process phases.

Regarding LLMs in particular, current research increasingly highlights specific limitations.
Empirical studies indicate that when LLMs are used in numerical assessments and scoring tasks,
such as in FMEA-like procedures, results are often inconsistent or methodologically unreliable
(Collier et al. 2025). While such models can efficiently organize textual information and describe
risks linguistically, their effectiveness for quantitative risk assessments is still limited. Meanwhile,
studies show that human experts generally offer more accurate and context-aware evaluations. Al
systems, however, excel in speed, scalability, and providing action-oriented preliminary struc-
turing, such as aggregated, prioritized, or similarly prepared information. (Esposito et al. 2024).
These findings support the distinction made in the reference process between Al as an assistant
and not as a decision-making authority. Furthermore, the results show that the use of Al is always
linked to organizational, normative, and governance-related framework conditions. The reference
process intentionally does not prescribe a single set of methods but allows for a context-dependent
selection of suitable Al procedures. This flexibility reflects the different requirements of individual
process phases and varying levels of maturity and data availability across organizations. Methodo-
logical diversity is viewed not as a weakness but as a necessary condition for the practical integra-
tion of Al. Another important aspect concerns the traceability and explainability of Al-supported
results. Non-transparent models pose the risk that results will either be accepted uncritically or
rejected outright. The reference process addresses this tension by positioning explainability not as
an extra technical feature but as a procedural necessity for risk monitoring, communication, and
governance. Consequently, explainability becomes essential to responsible decision support.

The article adds conceptual value by turning existing, often fragmented Al application areas
into a consistent, standardized process logic. However, the reference process has limitations: it
relies on a synthesis of the literature and has not been empirically tested in specific organizational
settings. Different levels of maturity, data availability, and regulatory environments necessitate
organization-specific adjustments. Promising directions for future research include empirical eval-
uations of the reference process, detailed analyses of individual process phases, and studies of
specific regulatory or cultural conditions. Alternative approaches that aim for extensive automa-
tion of risk assessments or decisions are critically evaluated in light of the results of this article.
These approaches often implicitly embed normative assumptions into models without making
them transparent or verifiable. Under ISO 27005, however, risk decisions are closely tied to or-
ganizational responsibility and accountability. Therefore, the developed reference process consist-
ently positions Al as a supporting, rather than a primary, element within normatively guided risk
management.

CONCLUSIONS

This article explores the possibility of systematically integrating artificial intelligence into
the risk management process in line with ISO 27005 without compromising normative principles,
responsibilities, and decision-making structures. Based on a document review of the standard and
a systematic review of the literature, an Al-supported reference process was developed that con-
sistently assigns Al support functions to the different process phases while also establishing clear
boundaries for automation.
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The study’s findings indicate that applying Al in risk management is especially important
when a large amount of diverse information needs to be processed into a clear, analytical, and
concise format. However, decisions with normative implications, particularly regarding the as-
sessment, acceptance, and handling of risks, must still be made by humans. The reference process
explicitly enforces this distinction and makes the decision and validation points visible throughout
the entire process phases.

The main scientific contribution is not evaluating individual AI methods but rather the pro-
cess-oriented synthesis of existing research into a norm-based control-and-governance framework.
Therefore, the reference process should be seen not as an architecture for automated decision-mak-
ing but as a guideline for the structured, transparent, and responsible integration of Al into risk
management. Since the reference process is built on a synthesis of the literature, empirical studies
on its practical application and context-specific adaptations in different organizational and regula-
tory environments are natural starting points for future research.
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INOATIOMATI'AH OT U3KYCTBEH UHTEJIEKT PE@EPEHTEH ITPOLEC
3A YITPABJIEHUE HA PUCKA B CBbOTBETCTBHUE C ISO 27005

Pezrome: Hapacmeawama cnosxcnocm na puckogeme 3a UH@GOPMAYUOHHATNA CUSYPHOCT Cb30A8A 3HAUU-
menHU npeou3sUKamencmed 3a opeanusayuume 6 ynpasienuemo na pucka. 1ISO 27005 npedocmass nopma-
MUBHA PamMKa, HO He NOCOY8A USPUUHO KAK 04 ce NPUNA2am Memoooi02udHo omoenHume gasu Ha npoyeca.
Buvnpexu ue usnonseanemo na uskycmeen unmenexm (MH) 6 ynpaenenuemo Ha pucka npusiuya 6ce no-20-
JSIMO 6HUMAHUE, 6Ce ouje He e NOCMUSHAMA NOCAe008AMENHA UHIMESPAaYUs, OPUEHIMUPAHA KbM NPoYecu-
me. B masu cmamus ce pazenexcoa kax cucmemamuuno oa ce unmezpupa MU ¢ npoyeca na ynpasnenue
Ha pucka 6 cvomsemcmeue ¢ 1SO 27005, 3a da ce eapanmupa cvomeemcmsue cvc cmanoapmume. Ypes
aHau3 Ha OOKYMEeHmayusma Ha Cmanoapma u CUCMeMamuier npeaned Ha umepamypama e paspabomen
peghepenmen npoyec, nookpenen om MU, kotimo nozuyuonupa MU nooovpocawume @dynkyuu 6v6 6cuy-
Ku pasu Ha npoyeca u yCmMano6A8a ACHU MOYKU 3a 83eMaHe HA peuwienus u earuoupane. Pezynmamume
nokaseam, ye MU e nonezen enasHo 3a opeanusupane u aHaiusupane na uHGopmayus, c6bp3ana ¢ puckd,
00Kamo xopama 3anaseam oma080PHOCIMMA 30 PEUEHUAMdA ¢ HOPMAMUBHU NOCTIOCNBUS.

Kntouosu oymu: 1SO 27005, uskycmeen unmenekm, ynpasieHue Ha pucka 3a UHQOPMAayuoOHHama cueyp-
Hocm, eonemu esuxogu mooenu (LLM); pepepenmen npoyec
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Pesztome: CseoespemeHHOMO OMKPUBAHE HA MOPCKU HepmeHU pas3iueu e KpumuiHo 2100a1HO
eKONO2UYHO Npeoussuxamencmeo. Tpaouyuonnume memoou 3a MOHUMOPUHE C KOPAOHU na-
mpyau u 6b30YWHO HAONI0O0eHUe ca 02PAHUYEeHU Om pasxooume, oboxeama u epememo. B x00
€ NPOMSIHA HA napaouemMamad, NOOXPAHBAHA OM CIUBAHEMO HA MPU MPAHCHOPMAMUBHU MeX-
HOO2UU: camelumHu OaHHU ¢ OMEopeH Koo, beznuromuu nemamennu anapamu (bJIA) u u3z-
kycmeen unmenexm (MH). Tosu cunmes paszenedxcoa macmoswama ekocucmema om uHCMpy-
MEHMU, 3A08UNCEBAHU OM U3KYCMEEH UHMELeKM, KOUMO U3N0136am c60000HO0 O0CMbNHU OAHHU
om opoumannu niamg@opmu u uz0opadiceHus, 6a3UpaHu Ha OPoHose, 3a 0a ABMOMAMUUPAM
U no0obpsam HabIOeHuemo Ha Hemenu paziusu. AHaruzupan e cCmanoapmHusam npoyec Ha
0bpabomka ¢ U3KyCmeeH uHmenlekm — om npeosapumenna oopabomka Ha OAHHU U Kiacude-
CKO MAWUHHO 00y4eHue 00 YCbBbPUIEHCIBAHU MOOeNU 34 ceeMeHmupaHne ¢ 0bi100Ko obyuenue
kamo U-Net. Bvoewama mpaekmopus couu KvM UHMe2PUpanu, MHO2ON1amegopmeHu cucmemu
30 MOHUMOPUHZ, KbOemo U3KYCMBEEHUSIM UHMELEKM He CAMO OMKPUBA, HO U NPOSHO3UPA OUHA-
MUKama Ha pasiueume, u32paxrcoauku Mowen Habop om UHCMPYMEeHmU ¢ OMEOpeH O0CMbN 3a
onaseame Ha MOpCKUme eKoCUCmeMmu.

Knrwuosu oymu: omkpusane na negpmenu paznueu, usKyCmeeH uHmenekm, Oe3snuiomHu iema-
mennu anapamu (UAV); camenumu ¢ omeopenu 0anHu, Habno0eHue Ha OKOIHAmMa cpeoa

BBBE/IEHHUE

PaznuBuTe Ha HEPT B MOPETO, HE3ABUCHMO JIalld Ca MPUYUHEHU OT KaTacTpodaTHu U3PHUT-
BaHMsI Ha KJIQJCHIIM, aBapUK HA TAaHKEPH, WM XPOHUIHHU ONCPATHBHU M3XBBPISHUS, TIPEICTA-
BJISIBAT CEpUO3HA M TpalHa 3aruiaxa 3a OKCaHCKUTE €KOCUCTEeMH, KpalOpeKHUTE NKOHOMHUKH 1
o0mrecTBeHOTO 3/ipaBe. HeoTnoxHaTa HEOOXOAMMOCT OT Obp3a peakilus € Hepa3pruBHO CBbp3aHa
C TOYHOCTTA U CKOPOCTTA HAa OTKpPUBaHE M Kaprorpadupane. B mpoabikeHne Ha AeCEeTUIICTHUS
HaOJIIOICHUETO C€ OCHOBaBa HAa KOHBEHIIMOHAIHU METOM: MAaTPyJMpaHe HAa KOpaOu, MUIOTH-
paHO BB3AYIIHO HAONIONEHNE U CTIOPATUYCH CaTeNUTEH aHaIu3. Te3u Mmoaxonu, Makap H ICH-
HHU, 00pa3yBar pa3noKbCaHa CHCTEMa, CTPAJIalla OT BUCOKU OTIEPATHUBHU Pa3XOIH, OTPAaHUICHO
MPOCTPAHCTBEHO M BPEMEBO MOKPUTHE, KAKTO M YA3BUMOCT KbM HEOJIArOMPHUSTHH METEOPOIIO-
ruvH” ycioBus. KbM ToBa TpsiOBa Ja ce 100aBU M 3aBUCUMOCT OT CYOCKTHUBHATA YOBEIIKA HH-
TepIpeTaus.

Hosa TexHomornyHa Tpuaa, B KOATO BIM3AT JUCTAHIIMOHHOTO COHJIMPAHE C OTBOPCHU JaHHH,
npoHoBeTe U u3kycTBeHuAT uHTenekT (Fingas, Brown 2018; Leifer et al. 2012), npemaxsa Te3u
Oapuepu M ,,IeMOKpaTH3upa“ HaONMIOJICHUETO Ha OKojHara cpera. CTapTHpaHeTo Ha Iporpamara
»KonepHuk* o EBpormneiickata KocMUYecKa areHIusl, 3a€IHO0 ¢ HEHHOTO Ch3BE3/IME OT CITBTHUIIN
Sentinel, mpemocTaBu Ha cBeTa OE3MIATHU, CUCTEMAaTHYHU M BUCOKOKAY€CTBEHU JaHHU OT HAOIIO-
JICHHEe Ha 3eMsTa. YCIIOPETHO C TOBA pa3lpOCTPAHCHNUETO Ha ChBPEMEHHH U JIOCTHITHU OC3IMIIOTHU
nerarennu amapatu (bJIA) (Jiao et al. 2019) naBa Bb3MOXHOCT 3a JTUCTAHIIMOHHO HAOJIONICHHUE B
JIOKaJieH Maiad, MO3BOJISIBAMKY HA areHIIMU U M3CJICAOBATENN J]a Pa3BPhIIAT CEH30PH IPHU MTOUC-
KBaHE, 3aCHEMAKU N300paKeHUS ¥ IAHHU ChC CAHTUMETPOBA Pa3/ICIIUTEIIHA CIIOCOOHOCT, HEIOC-
TBITHU OT OpOUTAa.
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MN3TOYHUIIN HA JAHHU U ®U3NYECKU ITPUHIIUIIN 3A OTKPUBAHE

HA HE®TEHHU PA3JIMBU

EdukacHocTTa Ha BCeKHM MHCTPYMEHT 32 OTKPUBaHE C U3KYCTBEH MHTEJEKT € yHIaMEHTAIIHO
OTpaHHYEHA OT KAUYeCTBOTO U XapaKTePUCTHKUTE Ha BXOIHUTE My JaHHH. To3M pasjen odepraBa
JIBaTa OCHOBHHU TIOTOKA OT JAHHU C OTBOPEH KOJ — CATEJIMTHO U TUCTAHIIMOHHO HAOIIOCHUE, Ype3
0€3NMMIOTHHU JIETAaTeNIHU anapaTd U U3SACHABA KIIOUYOBUTE (PU3NUYECKU MPUHITUITH, KOUTO MO3BOJIS-
BaT pa3rpaHNYaBaHETO HA HE)TEHU Pa3IMBU OT MOPCKHS ()OH B PA3TUYHU CETMEHTHU Ha €JIEKTPO-
MarHUTHUS CIIEKTBP.

CnbTHUKOBO Ha0/II0IeHNEe 32 OTKPUBaHe HA He()TeHU pa3iuBH

CarenutHute TIaTHOPMU OCHUTYpSIBAT HE3aMEHHMMATa IMHUPOKOOOXBATHA, MHOTOKPATHO Tpe-
MHUHAaBaIa COCOOHOCT, KOSITO € OT pelaBailo 3HauYeHHEe 3a MbPBOHAYATHOTO OTKPHUBAaHE W HAO-
JIO/IEHUE Ha Pa3NiMBU B OOLIMPHU M YECTO OTAAJiCueHU OKeaHCKHU peruoHu. Cpen n300MINeTo
OT CEH30pH JIBa OCHOBHU THUIIA, U3MOI3BAIIM PA3IUYHU (DU3HMUECKH B3aUMOACUCTBUS, (OpMUpPAT
CHBPEMEHHOTO HAOJIO/ICHHE Ha He(DTEHN pa3IuBU Ype3 CBOOOAHO TOCTHITHH OTBOPEHU TaHHH.

PanapsT cbhe cunTe3upana aneprypa (SAR) (Brekke, Solberg 2005) e mpueT 3a Hail-HaIekK1-
HUS CaTeTUTeH MHCTPYMEHT 3a OTKpUBaHEe Ha HEe(TEHU pas3liMBHU, TVIABHO MOPAAU OIEepaTHBHATA
CH HE3aBHUCHMOCT OT CTbHYEBATa CBETJIMHA W oONadyHara mokpuBKa. [I[puHINIBT Ha NeiicTBHE ce
OCHOBaBa Ha MPOMsHATa Ha TPaaBoCTTa Ha MOPCKaTa MOBBPXHOCT.

ITo cpmectBo SAR cen3opsT € pagap. CarenuThT aKTUBHO HU3J'b4YBA MUKPOBBIHOBU MMITYJI-
CH KBbM 3€MHAaTa MOBBPXHOCT U U3MepBa 00paTHO pa3cesiHus curHal. THTeH3uTeThT Ha 00paTHO
pascesiHUs CUTHAJ, KOMTO ce MOsBABA KaTo SIPKOCT (WJIM ,,cMTMa Hyla“) B MOJy4eHOTO H300pa-
KEHHE, € MPeANMHO (DYHKIUS Ha JTOKATHUA pened Ha MOBBPXHOCTTA, MO-CIEIUATHO KaUISIPHA
Y KbCH TPABUTAIIMOHHU BBJIIHH, PE3yATaT OT T.Hap. pasceiiBane Ha bper. Hamuunero Ha HedTeH
(buaM BbpXy MOpCKaTa MOBBbPXHOCT 3arilylllaBa Te3H MaJKU BbIHH MOPAIN MO-BUCOKHS BUCKO3U-
TET U MOBBPXHOCTHO HampekeHue Ha Hedra. ToBa MOTHUCKaHE BOIU /10 3HAYMTEITHO HaMallsIBaHE
Ha PaJiapHOTO OOpaTHO pa3celBaHe, KOETO Kapa MOKpUTUTE ¢ HEPT o0IacTH Ja M3IVICKAAT KaTo
OTYETIUBU THbMHH 00pa3yBaHus (,,ThMHHU MeTHA™) Ha ()OHA HA MO-CBETIATa U MO-TparaBa OKOJIHA

Mopcka Boaa (¢ur. 1).

Boga HedT

Que. 1. SAR camenum, xotimo 3acuua cnoKouHa 30Ha Ha Heghmeno nemuo. 3onama 1ecHo modxice 0a ce 00bpKa ¢ Opyail CHOKOUHU
DpecuoHU, KAmo Hanpumep 30HU CbC C1A6 NOBBPXHOCMEH 6SMbD ULU Ybhmedrc Ha 6000paAcu.

KirouoBa mardopma 3a ¢cBoOOIeH 1OCTHI € miaTdopmara ,,KonepHuk™, ¢ JaHHH OT Ch3BE3-
mueto cbTHUIM Sentinel-1 Ha EBpomelickata kocmudecka arenius (¢ HeliHus SAR ceHzop B
C-o6xBara) (Torres et al. 2012). ToBa e BogemusaT CBOOOTHO AOCTHIICH M3TOYHUK HA SAR nanuu
3a ONepaTHBEH MOHUTOPUHT HAa He(TeHHW pa3nmuBu. HeroBoTo rapaHTHpaHO, CHCTEMAaTHYHO TJIO-
0aJlHO MOKPUTHE C YECTOTa Ha MOBTOPHO TMoOcelieHne ot 6 qau Ha ExBaropa ¢ 1Ba COBTHHKA U
3HAYUTETHO MO-YECTO — Ha MO-BUCOKH Teorpad)CKy MIMPUHHU, OCUTYpPsiBa Oe3MpeleIeHTEH onepa-
THUBEH Ha0Op OT JIaHHH.

OcnoBHOTO TpeuMcTBO Ha SAR e HeroBara Bcece30oHHa U IeHOHOIHA padora. [Toneznocrra
My obadue Moke /1a Ob/ie peaylrpana Mpy yCIOBUS HA MHOTO c1ad BATHP (KBIETO MOPETO € Beue
CITIOKOWHO, KO€TO HaMallsiBa KOHTPACTa) WM MHOTO CHJICH BATHD (KbIACTO HE(DTEHHUTE METHA MO-
rar ga Opaar pa3kbcaHu win notorneHu). OcBeH ToBa ,,TbMHUTE TieTHA Ha SAR He ca yHHKaJIHU
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3a merpoia. Te morar na 6bar 0OBpPKAaHU C JAPYTH SBJICHMSA, KATO HAlPUMEp €CTECTBEHH IMETHA
OT BOJIOpAcCIIi, 30HU Ha BETPOBHU CEHKH (HampuMmep 3aJl OCTPOBH) WJIM 30HU Ha M3JAMraHE Ha IO-
BBPXHOCTTA, KOETO BOJH 10 KPUTHYHOTO MPEJU3BUKATEICTBO HA ,,ipuiankuTe. ETo 3amo kato
aJTepHATHBA YECTO CE M3ION3BAT M ONTUYHM CEH30PH 3a HaOJII0JIEHUE BbB BUIUMHUS CBETIMHEH
JIMara3oH, KOETOo M03BOJIsIBA U3BIMYAHE HA CIEKTPaiHa XapaKTepUCTUKa Ha HaOIt0qaBaHus OOEKT.

OnTUYHUTE CEH30PH BBB BUIUMHUS, a ChIo B nH(Ppadeperus (IR) u ynrpaBuonerosus (UV)
JIMana3oH U3MepBaT OTpa3eHaTa WM U3TbYCHA CI'bHUYEBA paJualysi B CIEHU(PUYHU CIIEKTPATHH
JIEHTH, MpeAJaraiki JOMbJIHUTEIHA XUMUYECKa U (pu3nyecka HHPopMalus 3a MOBbPXHOCTHUTE
netHa (Chuanmin et al. 2021). Te npenoctaBar Gorara crekTpanaHa HHGOPMAIHS, KOATO MOXKE
Jla TIOMOTHE 32 pa3rpaHW4aBaHe Ha BUIOBETE METPOJ, OIICHKA Ha JeOelrHaTa Ha IUIACTOBETE U
uAeHTUQUIMpPAHE HAa MOA00HU 00EKTH MO-e(eKTUBHO, OTKOIKOTO caMo upe3 SAR. CpaBHUTETHO
BHCOKaTa IPOCTPAHCTBEHA pa3/ielMTeIHa CIocOOHOCT Ha Sentinel-2 € ocoGeHo 1ieHHa 3a HalIto-
neHue B 6mu3oct 10 6pera. OCHOBHOTO U YECTO BB3MUPALIO OrPAaHHUYEHHE € HEroBaTa 3aBUCUMOCT
OT JIOLIM METEOPOJIOMYHHU YCIOBUS U U3IOJI3BAHETO My caMo Ipe3 JieHs. ObnayHoCTTa, MbIIaTa
Y HOIIHOTO BpeMe MPaBAT ONTHYHUTE JAHHU HEU3IOJI3BAEMU 32 OTKPUBAHE Ha Pa3IUBH.

be3nujioTHH anaparH 3a OTKpUBaHe HA He(pTeHU pa3TuBHU

JlucTaHIMOHHOTO HaOMIOeHNE, Oa3upaHo Ha OE3MUJIOTHU JICTATEIHH arapaTtd, MPeIoCTaBs
KaHaJl 3a Bepu(uLpaHe Ha HeTeHU pa3IMBU C BUCOKA pa3JesuTesIHa CocOOHOCT. be3nunoTHu-
te netarennu anapar (bJIA) win npoHoBe paboTAT B TOTHHUTE CIOEBE HAa aTMOcdepara, KaTo 3a-
II'BJIBAT KPUTUYHATA [TPA3HUHA MEXK/1y CaTeIMTHOTO HAOIIO/IEHUE U B3EMAHETO Ha TPOOH Ha MACTO.
Te npenocTaBsAT N3KIIOUUTENHO I'bBKABA IUIATGOPMa 3a IUCTAaHIIMOHHO HAOIIOIEHHE I10 3asBKa.

[TpuHiMnuTe Ha OTKPHBAaHE HAa HEPTEHU pa3iIuBU ¢ Oe3muIOTHU JerarenHu anapatu (BJIA)
Ca aHaJOTMYHU Ha CATEIMTHOTO ONTUYHO HaOIIOEHUE, HO Ce Mpujarar B 3HAYUTEIHO I0-BU-
COKa MPOCTPAHCTBEHA Pe30oLus (0T CAaHTUMETpH 10 MeTpu). ToBa Mmo3BoisiBa BU3yalnU3aLus
Ha TEKCTypUTE Ha MAaClICHUTE eMYJICUHU, TUdepeHIrpane Ha OIsIchKa OT MO-1e0eIuTe CI0eBe Ha
MIETHOTO U IUPEKTHA KOpeJalysl Ha CIEKTPATHUTE U TEPMUYHUTE CUTHATYPH C TOUHU MECTOIIOJIO-
KEHUS 3a B3eMaHe Ha MPOOH.

besnunoraure nerarennu anaparu (bJIA) Bapupar oT J1eKM MHOTOPOTOPHU CUCTEMH, HJICATHU
3a JIOKaJIU3UpaHU, CTAllMOHAPHU UHCIIEKINH, 10 CAMOJIETH ¢ (PUKCHUPAHU KPHUJIa, KOUTO ca CII0Cc00-
HM J1a IOKPUBAT O-TojIeMH KpaiOpe:xxHu 30Hu. [locnenqnure Mmorat 1a Ob1aT 000pyABaHU € pa3HO-
oOpa3eHn nonesex Toeap. L{sernure (RGB) kamepu ¢ Bucoka paznenurenHa criocoOHOCT Ch3/1aBar
noapoOHa BU3yaaHa JOKYMEHTAalus U KapTorpadupaHe Ha 00xBaTa 1 MOP(OIOrusaTa Ha ETHOTO.
3a J1a 3acHeMar MoJpoOHU CHEKTPaIHU CUTHATYPH, MYJITH- U XUIEPCIEKTPAIHUTE CEH30PH T03-
BOJIIBAT pa3rpaHWYyaBaHE Ha BUJOBETE METPOJ U M3UUCIISIBAHE HA YCHBBPIIEHCTBAHU MHACKCH.
Tepmuunu undpauepsenu (TIR) kamepu nomarar 3a kaprorpadupaHe Ha TOIUIMHHUA KOHTPACTH,
IIOKa3BalllM Bapualuy B ieOenrHaTa Ha HeTeHus (GuiIM, KIH0UOB IapaMeThp 3a OLleHKa Ha 00e-
Ma ¥ IJIaHHpaHe Ha oTcTpaHsaBaHe Ha nmpobimemu. LIDAR Moxe na ce u3moi3Ba 3a ©3MepBaHe Ha
MHOTo (pMHa MOBBbPXHOCTHA Tomorpadus u aedenuHara Ha HePTeHUs] GUIM NP CHEHUPUUHU
ycnoBwus (Zhengsin et al. 2023).

Haii-ronsmoro npenumctBo Ha O6e3nunotHuTe nerarennu anaparu (BJIA) (Krestenitis et al.
2019) ca mpocTpaHCcTBEHATa pa3eUTEIHa CHIOCOOHOCT M 'bBKABOCTTA Ha pasmnosarane. Te morar
na ObaT MOOWIM3MpaHU ObP30 B OTIOBOP HA CATEIUTHO NMpEeAyNpexIeHHe, Aa JETAT Mo obaay-
Ha TOKpPUBKA U Ja MPEIOCTaBAT JaHHU C HECPABHUMU JAETalIM 3a KPUMHUHAJIUCTUUYEH aHAIU3 U
OlICHKa Ha 1meTuTe. TaxHara posid B CbOMpaHETO Ha HA3€MHHU IAHHU 32 00yUeHUE U BaJuAUpaHe Ha
CaTeJIMTHU MOJIETH C U3KYCTBEH MHTENIEKT € He3aMeHnMa. OrpaHuYeHusTa BKIIOYBAT OrPAHUYEH
OTepaTHUBEH 00XBAT U MPOABIDKUTEITHOCT Ha MOJIETa MOPAM )KUBOTA HA OaTepusTa, KarmauuTeTa Ha
II0JIE3HUSI TOBAP U PEryJaTOPHUTE OIPaHUYEHMSI HA Bb3YLTHOTO IPOCTPAHCTBO, KOETO ' OTpaHU-
YyaBa NPeAMMHO 10 KpaiiOpexxHu n 6:1130 10 Opera oneparyi.

besnunoraure nerarennu anaparu (BJIA) mpenocraBsaT okoHYarenHa, BACOKOKaYeCTBEHA Ha-
3eMHa MH(popmManus 1 noapoOHa xapakrepuctuka. EpekTrBHaTa cuctema 3a OTKpUBaHe, OCHOBaHA
Ha M3KYCTBEHUS MHTEJEKT, HsIMa Jia pa3uuTa Ha eJUH-€IMHCTBEH NU3TOUYHHUK, a LIIe HHTEerpupa JaH-
HU OT MYITHILIaT(opMeHa U MYITHCEH30pHA €KOCUCTEMa C CBOOOAEH NOCThI. IMEHHO M3KYCT-

145



Bacun Muxanxoe

BEHUSAT UHTEIIEKT TpsiOBa Ja MpeBbpPHE T€3HU Pa3HOOOPa3HU MOTOIM OT IaHHU B ChIIaCyBaH HAbOp
OT MHCTPYMEHTH 32 OTKpUBaHE W aHaIH3. IMEHHO TyK TPETHAT CTHJIO — U3KYCTBCHUST HHTEICKT
(MN), n mo-cnenuanHo 1bi160koto odyuenue ([10), ce mpeBpbIla B HE3aMEHUM HHTEPIIPETATOP.

MPUJIOKEHUE HA NU3BKYCTBEHUS UHTEJIEKT 3A UHTET'PUPAHE

N AHAJIU3 HA JAHHU OT CATEJIUTHO U BE3IMNJIOTHO HABJIIOAEHUE

TpanchopMupaHeTo Ha CypOBUTE CEH30pHU JaHHH B HAJIEXK/IHA KapTa 3a OTKpUBaHE Ha Hed-
TEHH Pa3JIMBU € MHOTOETAIICH N3YHCIUTENICH Iporiec. To3u pa3ziesn aHanu3upa CTaHAapTHUS TPO-
1IeC TIPY aHAJIM3 Ha JaHHU C U3KYyCTBEHUS MHTEJICKT, KOWTO 3aroyBa C MOATOTOBKATa Ha JaHHUTE,
MIPEeMHUHABA TPEe3 U3BIUYAHE U HH)KEHEPHUHT HA OCHOBHHUTE XapaKTEPUCTUKHU U 3aBBPIIIBA C YCHBBP-
IICHCTBAHM apXUTEKTYPH 32 ABJIOOKO 00yUueHUEe, IPEICTABISIBAIIN CHbBPEMEHHOTO HUBO Ha Pa3BH-
THe B obnactra. To3u paboTeH nporiec, BU3yanu3upan Ha ¢ur. 2, hopmupa rpprOHaKa Ha BCUYKH
CHBPEMEHHHU aBTOMATU3MPAaHU MHCTPYMEHTHU 32 OTKPUBAaHE HA OOCKTH.

Carenur

CxpuntoBe Ha MuToH,

MogroToBKa HA AaHHK Google Collab u gp
s (Npeanpouecir, ayrmMexTupane, | W360p U NOATOTEKA Ha
reopechepupane) Mogena

(CNN, Unet) ['-

CoBupaHe Ha aHHKW MoaroToBKa Ha faHHW l O6yueHue Ha Mogena
(Landsat va HACA, (CermeHTaumA, eTukeTUpaHe) o L# (HayuasaHe Ha AeTainM
Sentinel-2 Ha EKA (_‘ [~ élor HAaCTpoiiBaHe Ha
W Google Earth Engine) Data = XunepnapameTpu)
Processing {

&)

" Nocnegsauy sanyck
Ha Mogiena

BANMAALINA W OleHNKA KA MHAYKTHBHO OTKpPMBaHE RSN] PR RL i}
e ena O6paGoTka W NPOTHO3NpaHe

l Ha faHHK

@uHaneH obpas -
u knacuchukaymsa R

Que. 2. [Juacpama na cve8pemenHs agmomamusupan pabomen npoyec 3a 00pabomra ¢ u3KyCmeeHus: UHMeLeKkm

IIpeaBapurenna o6padoTka U MOATOTOBKA HA IAHHHUTE

[Tpenu na Moke 1a ce MPHUITIOKH KOKTO U J1a € MOJIEIN C U3KyCTBEH MHTEJIEKT, CypOBHTE N300pa-
KEeHUs TpsiOBa a ObJaT KaTMOPUPaHU, TOYUCTEHH M CTPYKTYpUPaHU BbB (OopMa, MOIXOSIIA 32
anropuTMHUYHO 00yueHue. To3u eTan € KpUTUYEH, Thil KaTO KAY€CTBOTO Ha BXOIHUTE JAaHHH MPSIKO
OTIpe/IeIIsi MPOM3BOAMTEITHOCTTA HA IIsJIaTa CHCTEMA.

[Ipenu nOMHHUPAHETO HA TBIOOKOTO OOyYEeHHE OTKPUBAHETO HAa HE(PTEHU Pa3JIMBH CE € OC-
HOBABAJIO HA M3BIMYAHE HA PHUHO CH3JAJACHHU XapAaKTEPUCTUKHU OT MPEABAPUTEIHO 00padOTeHU
M300paKCHHsI, KOWTO CJIe]] TOBa ca OWJIM BBEXKIAHH B KIIACHICCKUTE KIACH(PUKATOPH 32 MAITHH-
HOo oOyuenue (Suresh et al. 2024). [IponechT 3amouyBa ¢ U3BIMYAHE HA XapAKTEPUCTHUKH — 3a BCSAKA
obmact (ThMHO IeTHO B SAR, aHOMaIIHs B ONTHYHUS aHATIU3) CE€ U3YUCIISIBA HA0OP OT KOJIMYECTBE-
HU mapaMeTpH. [ eoMeTpUIHUTE XapaKTePUCTUKH BKITFOUBAT: TUIOII, IEPUMETHP U CIIOKHOCT, KaTo
KOMIIAKTHOCT W ()paKTajHa pa3MEpPHOCT. PagroMeTpuuHUTE XapaKTePUCTUKU Ca CPeIHa CTOMH-
HOCT, CTAaHJapTHO OTKJIOHEHWE U KOHTPACT Ha CTOWHOCTHTE HA MUKCEINUTE B METHOTO M HETOBUS
¢oH. TekcTypHUTE XapaKTEPUCTHKHU CE€ U3BIMYAT OT MATPHIIM 332 KOpEJalrs Ha HUBA Ha CUBOTO
(GLCM) u BKIIIOYBAT MTapaMeTPH KaTo XOMOTEHHOCT, KOHTPACT, CHTPOIHSI U KOpeNaIus — HedTe-
HUTE TIETHA YeCTO MOKa3BaT MO-TJIaJKa TEKCTypa OT 3a00MKasImoTo Tu OypHO Mope. Crnensar ru
KOHTEKCTYaJTHU XapaKTePUCTHKH, KaTo Pa3CTOSHUE OT Opera, O1u30CT 10 KOpaOHH MBTHINA HIIH
HedTeHHU TUIaTHOpPMHU.

Bceuuku ropernocoueHn XapaKTepUCTHKH Ce MO/IaBaT KbM aJTOPUTMH 32 KIacH(pUKaIMs, 3a 1a
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ce o0yyar kiracu(uKkaTopuTe Ja pazianyanar ,,He()TeH pazauB‘ OT ,,IpUIMYAIU‘, HATpUMEp pailoH
CbC cjlad BATHP, OMOreHeH GuiM U T.H. Te3u anroputmu 3a Kjiacupukalus U3M0I3BaT METOIU
Kato ,,ciy4aiina ropa“ (random forest) m MammHa Ha OMOpHU BeKTOpH. [IbpBUAT € METOI, KOHTO
KOHCTpyHpa MHOXXECTBO IbPBETA HA PEIICHHUTA, MHOTO e(DeKTHBEH 3a Ta3M 3a/1a4a Mopajiu CBOSITa
YCTOWYMBOCT Ha IIYM U CIIOCOOHOCTTA CH J1a 00paboTBa MHOTOMEPHHU MPOCTPAHCTBA OT Xapak-
TEPUCTUKH. BTOPHUAT ce cTpemu 1a HaMepH OoNTHMajHaTa XUIeppaBHUHA, KOSTO MAKCUMAITHO J1a
paszens pa3IMYHUTE KIacOBe B MHOTOMEPHOTO MPOCTPAHCTBO OT XapaKTepucTUKu. To3u meron e
0Cc00eHO e(heKTUBEH IPU SICHO pa3rpaHyaBaHE Ha XapaKTEPUCTUKUTE.

OnucaHuAT Tope MOIXO0Jl € CUITHO 3aBUCUM OT Ka4yeCTBOTO M PEJIEBAaHTHOCTTA Ha PHUHO MPO-
EKTHpAHHUTE XapakTepuCcTUKU. [IporechT yecTo oTHEMa MoBeue BpeMe, cenuduyeH e 3a J1ajaeHa
obacT 1 MoXe J1a He ce 00001IaBa 100pe 3a HOBH CEH30PHU WIIN CJIIOKHH, HEJTMHEHHU MOJICIH B
nanHuTe. 3a SAR u3o0paxkenusra (mpenuMHo Sentinel-1) mbpBara CThIIKA € PaIUOMETPHUIHOTO
KanuOpupaHe M Kopekuusta Ha TepeHa. CypoBUTE YHMCIOBU JaHHU c€ MpeodpasyBaTr B KaJuOpH-
paHu CTOMHOCTH Ha KoedullmeHTa Ha 00paTHO pa3ceiiBaHe Ha pajapa (G°), KaTo ocurypssar Qpu-
3UYecKa ChINIACYBAaHOCT MeXAy n3o0pakeHusta. Kopekuusara Ha TepeHa ¢ moMoInra Ha 1udpos
Mozen Ha peneda (DEM) npemaxBa reoMeTpuyHUTE M3KpUBSBaHHUA. SAR m300paxeHusTa ChIIo
TaKa ca 0 CBOSTA CHITHOCT 3aCErHATH OT ,,lIETHA — TPaHyJIMpaH IIyM, IPHYUHEH OT HHTEpepeH-
1S Ha KOXEPEHTHH BbJIHU. AnantuBHu puntpu (Hanpumep Lee, Frost uinm Refined Lee duntpwn)
ce Mpuiarar 3a MOTHCKaHE Ha MeTHaTa, KaTo ChIIEBPEMEHHO Ce 3ama3BaT phOOBETe U XapakTe-
PUCTHKHTE, KOUTO Ca OT pelIaBaio 3HaYCHHE 32 OTKPUBAHE HA XJIb3raBu rpaHuny. [lociemxnara
CTBIIKAa € MacKHpaHe Ha CyXUTe palloHM ¢ MOMOUITa Ha IT00aTHu HabopU OT TaHHU 3a Operosara
JMHUSA, 32 Ja ¢€ MPEJOTBPATAT (PATIINBU MOJOKUTEIHN PE3YJATATH OT CHIOKOMHU BHTPEIIHU BOIH
WIH paJapHU CEHKH OT Tomorpadusra.

3a ontuuHU n300pakeHus (oTHOBO Sentinel-2, Landsat u 1p.) o6paboTkaTa 3amousa ¢ aTMOC-
¢epna xopekuus. [Ipunarar ce anropurmu (Hanpumep Sen2Cor, ACOLITE) 3a npeo6pasyBane Ha
CHSIHHETO Ha TOPHHTE CJI0eBe Ha aTMoc(depara B IMOBBPXHOCTHO OTpPaKE€HHE, KaTo Ce MpeMaxBar
edekTuTe Ha pa3celiBaHe U abcopOuus ot atMocdepara. CienBamiara cThbIKa € MacKHpaHe Ha
oOmanure u ceHkuTe oT obmanure. [Tukcenure Ha obmanuTe TpsiOBa na OBAAT HANEKIHO UACHTH-
(bunMpaHyu ¥ MacKMpaHU ¢ TIOMOIITA Ha crienuannu anroputMu (Hanpumep Fmask, s2cloudless)
WM TiparoBe Ha JienTuTe (Hanpumep c usnonsBane Ha SWIR wnn o6naunu nentn). Kato nocnenna
CTBIIKA, CTBHYEBHUAT OTOISICHK TpsAOBa na Obae ¢uiaTpupan. 3a CIEHH, 3aCeTHATU OT OIICAATHO
OTpakeHHE, MOXKE J1a Ce MPUIOKAT eMIUPUYHHU (Harpumep ¢ uznon3BaHe Ha NIR nenrara) wiun
(bu3nyecKkn MOAENU 32 CMEKYaBaHE Ha OTONACHIUTE, KOUTO MOTAaT Ja 3aMbIVIST WU UMUTUPAT
NIETPOJTHU CUTHATYPH.

N360pbT Ha maHHM 32 00y4YeHHE UTrpae pemanamnia posst. MogeauTe ¢ KOHTPOJIHpPaH U3KyCTBEH
MHTENIEKT U3UCKBAT TOJIeMH, BUCOKOKaUeCTBEHHU €THKETHUPAaHU HaOopu OT JaHHH. Besko nzobpa-
JKeHHe TpsiOBa Ja MMa ChOTBETCTBAIAa Macka 3a ,,ground truth®, KbIETO MHUKCENUTE ca ETUKETH-
panu karo ,,HedT, ,,Boma‘, ,,mogo0Hu" win ,,3eMsa". Ch3IaBaHETO HA TE€3U €TUKETH € CHIICCT-
BEHO 3aTpyAHeHHe. Te ce ch3maBaT upe3 pbuHa aHOTallMs, KaTo 3a OCHOBAa CE€ U3IOJI3BAT HCTO-
puuecku ciay4yunu ce HepTeHu pasnuBu (Hanpumep Deepwater Horizon, 2010 r., pa3nuBbsT Ha
octpoB Maspuiuii, 2020 r.), WK MOCPEICTBOM MOITyaBTOMaTUYHO I€HEpUpaHe Ype3 U3I0I3BaHe
Ha TPAJUIMOHHU aJTOPUTMU 332 OTKpUBaHe (HallprMep MOCTOSHHA YeCTOTa Ha (allluBy aJapMu
— CFAR 3a SAR), ¢ nocnenBanio ekcnepTHo yTouHsBaHe. CHHTE3bT Ha JAHHU IPU U3IOJI3BAHE
Ha O6e3muoTHH JietatenHu anapati (UAV) ocurypsiBa mpoBepka. M3mon3BaneTo Ha MPEru3Ho Te-
opedepupann U300paKEHUS U CIIEKTPATHHU JAHHU OT OE3MUIIOTHH JIETATeIHH aapaTy CIIyKU 3a
BaJIMIUpPAHE U KOPUTHpAHE HA €THUKETU. MI3BECTHH OTBOpeHM HAOOpH OT AAHHU, KaTO HAIpUMED
te3n ot CiyxOara 3a pearupaHe ¥ Bb3CTaHOBsBaHE Ha HarmoHanHaTa areHIUs 3a OKCaHUTE H
armocgepara Ha CAIL[ (NAOA) niam aHoTupaHuTe ciieHu oT Sentinel-1 B kaTanora 3a oTBopeHa
Hayka Ha EBpomneiickata kocMudecka areHIus, ca 0e31eHHN CIOAETICHHU PEeCypcH 3a 00yueHHe U
CpaBHUTEJICH aHAJIH3.

Aba00koTo 00yueHue 32 OTKpUBaHe HA HeQTeHN Pa3IuBH

Jpn6okoro obyuenue (DL), mo-crermanHo KOHBOMOIUOHHUTE HEBPOHHU Mpexu (CNN), ko-
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PEHHO MPOMEHS ChHIIECTBYBalaTa MapajurmMa, Karo u3ydaBa WepapXU4HU XapaKTCPUCTHKU IH-
PEKTHO OT CYpPOBHTE WJIM MHHHMAJHO IMPEIBAPUTEIHO 00padOTEeHU M300pakeHUs, aBTOMATH3H-
paiku mporieca Ha mpoekTupane Ha xapaktepucTuku (Ronneberger et al. 2015; Chen et al. 2018).

CeMaHTHYHHUTE MOJICIIM Ha CETMEHTHpaHe (MMUKcelHa KIacuukaius) ca romuaupamusat DL
MTOJTXO]T 32 OTKPUBAHE HA HEPTCHH PA3JIMBH, KaTO HA BCEKH MTUKCE B U300paKEHHUETO CEe TIPUCBOSI-
Ba ETUKET ,,HeT* i ,,Boma‘. U-Net apxurekrypara e ae (pakTo CTaHIapTHT 32 CETMEHTUPAHE Ha
OMOMEIUIIMHCKH M €KOJIOTHYHU n300pakeHus. HeltHara cuMeTpuvHa CTPYKTypa Ha €HKOAep-/ie-
KOJIep, C MpecKadally BPh3KH, M MMO3BOJISIBA Ja yJIaBs KAKTO KOHTEKCT HAa BUCOKO HUBO (,,KaKBO™
Ha IMETHOTO), Taka U Mpelu3Ha JoKaau3anus (,,KbJe Ha HEroBUTE I'paHUIM). Bapuanuu kato
Attention U-Net mnu ResU-Net (c octarbuHu OJOKOBE) ca YECTO CPEIIaHU MOA0OPEHUs, KOUTO
oo0psBaT MPOU3BOAUTEIHOCTTA IpHU cilokHU nieTHa. DeepLab (DeepLabv3+) uznosnssa paszuim-
pEHU KOHBOJIOLMOHHM METOAM 3a yJaBsHE Ha MHOroMmaliadHa KOHTeKCTyalHa uHdopmalus 0e3
3ary0a Ha pas[enuTeaHa CIOCOOHOCT M CTPYKTYpa €HKOJEP-IEKOAep 3a Mpelu3upane Ha TpaHu-
uTe Ha O0EKTHUTE.

Tpancdopmatopute 3a 3penne (ViT) (Zheng et al. 2021; Dosovitskiy et al. 2020; Xie et al.)
ca HoBOBB3HUKBama MW apxurekTypa, KOSTO TPETHPa U300paKESHUETO KaTo MOPEANIIa OT METHA.
Upe3s npuiiarane Ha MEXaHU3MU 32 camoBHIMaHue ViT mMorar 1a Mojenupar 3aBUCMMOCTH Ha JTbJI-
TH pa3CTOSIHUS B Isj1aTa ClieHa, MOTEHIIMAIHO oA00psBaiiku pa3dupaneTo Ha Mopdosoruara Ha
MeTHAaTa U B3aMMOJICHCTBUETO UM ¢ oHa. Te Bce mo-4ecTo ce mpuiaraT B 3a/1a4u 3a HAOIOICHNE
Ha 3eMsTa, HO U3MCKBAT TOJICMH KOJIMYECTBA JJaHHH 32 O0yUCHUE.

MopenuTe 3a oTkpuBaHe Ha 00ekTH (Slick-Level Detection) BkirouBar pamku karo Faster R-CNN
1 YOLO. Te ca mo-psiziko cperianuy, Ho MOrar Jia e M3MO0JI3BaT, KOTraTo 3a7a4ara € popMyarnpaHa KaTto
OTKPHUBAHE HA JIMCKPETHU €K3eMIUISIPY HA He(DTEH pa3JiuB, a He KaTo U3BBPIIBAHE HA KIIACH(PHKAIINS
Ha IUTHTHU MUKCENH. Te U3BeXIaT OrpaHuvaBalid PaMKH U OLIEHKH 32 JIOCTOBEPHOCT 32 OTACITHHUTE
pa3muBu. OOy4eHUETO HA Te3W MOJICITU U3UCKBA 3HAUYNUTEITHA N3YHUCITUTEIHA MOIITHOCT (OOMKHOBEHO
rpaduuHY MPOLIECOPH) U TOJIEMH, Pa3HOOOpa3HU HAOOPHU OT JAaHHH C €TUKETH, 3a JIa CE MIPE0TBPATH
npeoOydenre. OCHOBHO MPEAN3BUKATENICTBO OCTaBa JUCOATaHCHT B KJIIACOBETE — MUKCENUTE C HEDT
ca 3HAYMUTEITHO MO-MAJIKO OT MUKCENIUTE ¢ BoAa. TeXHUKHU Karo MpeTerieHu (PyHKIUH 3a 3aryoa (Ha-
npuMep 3aryoa Ha 3apueta, (hokanaHa 3aryda) Wid yBeJIrMdaBaHE Ha JaHHUTE (BbPTEHE, OOpBIIaHe,
no0aBsiHE Ha IITyM) ca OT ChILIECTBEHO 3HAYCHHUE 32 CIIPABSIHETO C TOBA.

IHocToOpadoTka U MHTErpauus

CypoBusT kpaeH pe3yirar or DL mMozaen psako mpeacTaBisiBa HAITBIHO 3aBBPIINCHA H Olle-
paTUBHO M3IOJI3BacMa KapTa Ha OTKpUTUTE 00ekTH (HedTeHu pa3nuBH). Heobxoamma e mocToo-
paboTKa 3a YCHBBPIICHCTBAHE Ha pesyirara. V3mon3BaHUTE METONU BKIIOYBAT MOPQOIOTHIHH
Ollepanyu: TpUIaraHe Ha ,;3arBapsiHe’ (pa3IIupeHue, MOCIeBaHO OT €pO3Hs) 3a 3aIllbJIBAaHEe Ha
MaJIKU TyIK{d B OTKPUTO METHO WM ,,0TBapsiHE™ (epo3usi, MOCeBaHa OT pa3llIMpeHue) 3a mpe-
MaxBaHE Ha W30JIMPAHU MAJIKH (DAIIITIBO MOJIOKUTEIHU MTUKCETH. AHATU3bT Ha CBBP3aHUTE KOM-
MTOHCHTH € MPOLECHT HAa WICHTU(UIIMPAHE U €TUKETUPAHE Ha OT/ICITHH OOEKTH Ha HE(PTESHOTO TIEeT-
HO, KOETO IMO3BOJIIBA M3YMCIISBAHETO HA KIIOYOBUTE MY IMOKa3aTelu: 00Ia IJIOL], MepuMeThp,
MECTOTOJIOKEHNE U OPUEHTAIIMS Ha IMIaBHATa OC. 32 CaTeJINTHHU BPEMEBU CEPHUH OT N300paskeHus
MIPOCIIESIBAHETO HA JBIKCHHETO W €BOJIOIMATA HA TIETHO MPe3 MOCIIEeI0BATEIIHN HAOIIOICHUS, C
U3II0JI3BaHE Ha aJITOPUTMHU 3a ChBIaJeHHE Ha (hopMaTa WM BEPOSTHOCTHU alTOPUTMH, TIO3BOJISIBA
MoJienupaHe Ha Apeiida u uaeHTHPUIIpaHe Ha U3TOYHHKA.

[IpouechsT Ha 06pabOTKa HAa U300PAKEHUS C TOMOLITAa Ha U3KYCTBEHUS MHTEJIEKT CE € Pa3BUII
OT MHOTOETAaNeH U 3aBHUCHUM OT YOBEIIKO y4acTHE 0 MO-CaMOCTOSITEJIEH M OCHOBaH Ha JIaHHU
MOJXO/ 3a IBI00KO oOyueHue. J[okaTo kiacuyeckoTo MammHHO oOydenue (ML) octaBa obekt
Ha UHTEPIpETaNns, KOWTO HECbMHEHO € TI0JIe3¢H 3a CenU(DUIHN 3a/1a91, MOJICIHUTE 32 IBJIOOKO
obydenne (DL), ocobeno apxurektypute, 6azupanu Ha U-Net, 1eMOHCTpHUpAT MIPEBB3XOAHA TOY-
HOCT U YCTOMYMBOCT MPHU CHPABSIHETO ChC CIOXKHH, HETMHEWHU MOJIeNI Ha He(PTeHU Pa3JIUBH B
pasznuuHu Mopcku cpenu. CrnocoOHOCTTa UM J1a C€ BB3MOI3BAT TUPEKTHO OT HApaCTBAIIUs 00eM
JTAaHHH C OTBOPEH KO/, € KJIFOYOB JIBUTATEN 32 TAXHOTO BCE MO-UYECTO U3MOI3BAHE.
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noaxoa 3A U3I'PA’KJAHE HA MHOT'OIIVIAT®OPMEHA PAMKA

3A HABJIIOJAEHUE C U3KYCTBEH UHTEJIEKT

ITo-rope ca onucanu noJpoOHO KOMIOHEHTUTE Ha HHCTPYMEHTAapHyMa 3a OTKpUBaHEe Ha He -
TCHU pPAa3JIMBH. Huter panuATa Ha TC3U CIICMCHTU JaBa Bb3MOXHOCT 3a CPABHCHHC HAa Bb3MOXK-
HOCTHTE, IPOU3BOAUTETHOCTTA U ONTUMAIIHUTE ClIydyau Ha yrnorpeda Ha pa3Iu4yHUTE IU1aTdhopMu
U MOJXOAM € U3KYCTBEH MHTEeNEeKT. Crope]] ChLIeCTByBalllaTa JUTepaTypa HUTO €1Ha IaThopma
WIN aITOPUTHM HE Ca YHHBEPCAIIHO MPEBB3XOTHH; IT0-CKOPO OBACUIETO € B MHTEJIMTCHTHOTO 00e-
JWUHsBAHEC HA JaHHU U MOACIN OT Op6I/ITaJ'IHI/I " Bb3AYLIHU HHaT(bOpMI/I C OTBOPCH KO B CIIJIOTCHA,
ynpaBJisiBaHa OT W3KYCTBEHUs MHTEJIEKT paMKa 3a HaOmtoeHue.

Jepunupane Ha onepaTHBHA HUIIA Ype3 MAaTPHLA HA IIaT(opMaTa U Bb3MOKHOCTUTE

N300pbT Ha miardopma 3a HaOIIONEHUE JUKTYBa Malnada, pasfesuTeNHaTa CioCOOHOCT U
BUJIa Ha ToJTyyeHara MH(opMalys, onpeaessiky HeifHaTa HUIa BbB BEpUraTa 3a MOHUTOPHHL.
Ta6Jmua 1 CHUHTC3HpPAa OCHOBHUTC XAPAKTCPUCTUKU U MOCICAUINUTC OT U3KYCTBCHUSA MHTCJICKT HA
BCsIKa OCHOBHA I1aT(OpMa C OTBOPEH KOJ.

Tabnuya 1. Cpasnumenen anaius na naamg@opmu ¢ 0meoper Koo 3a OMKpusane Ha HegpmeHu pasiusu,
3a06UICBAHU OM UZKYCIMBEHUS UHMEIeKN

IIpocTpancrBe-
Ha pa3jeuTen-
Ha CIMOCOOHOCT

OCHOBHM OrpaHuye-
HUS U NpeIu3BHKA-
TesacTBa npeg UU

Ilnardopma u oc-
HOBEH CeH30p

BpemeBa KirouoBu OCHOBHM CHJIHM CTPAHU
paMka XapaKTepUCTHKHU Ha UM metona

3aTuxBaHe Ha pas-

. Pabora npu BesikakBH PasrpanmnuaBane 1o

Carenut: SAR (na- 12 maI ceiiBaneTo Ha bpar P p
R ~10-40m METEOPOJIOTUYHH YCIIOBHS, | CXOACTBO (Ci1ad BATHD,
npumep Sentinel-1) (tmoGanHO) | (rpamaBocT Ha
JICHEM/HOIIIEM. OuoreHHU (PUIMH).
TTOBBPXHOCTTA).
Careaut: Onrtu- Crnekrpaiino nor- | ITo3BonsiBar pasrpannya-
W3kimounrenHa 3aBy-
yeH/MyJITHCIIEK- 5 nHN ITBIIAHe, OTpaXke- | BaHE Ha MaTepHalIUTe U
10-60 ™ CHMOCT OT 0e300J1auHH,
TpaJieH (Hanpumep (TmoGanHo) | HUE U TEPMUYCH MTOTCHIIHAITHO OPE/ICIsTHE
. JTHEBHHU YCIIOBHISL.

Sentinel-2) KOHTPACT. Ha THIA Ha He(Ta.

Hecpasauma npoctpan-
CrieKTpaJIHU/Tep- | CTBEHA JICTAITHOCT 3a HIUCHO TDOCTDAHCTEE
BJIA: RGB/Mya- MHYHM CUTHATYPH | CTPYKTYypa Ha NIAIKU pocIp

M3KII0YUTEIIHO orpa-

IIpn Ho nokpurtue. Kparka
THCHEKTPaJIeH/ lem—1wMm C BHCOKA PE30JII0- | IOBBPXHOCTH, OI[CHKA Ha
TTONCKBaHE MPOIBIDKATEITHOCT Ha
Tepmuuen LU ¥ BU3yaJlHa nebennHara (TEpMAYHA) U
nonera. Perynaropuu
Mopdosorus. BalUAMPAHE HA HA3EMHH
HPEUKH.
JTAHHH.

I'opnara Tabnuia paskpuBa €CTECTBEHA Hepapxus OoT Mamad U HajxexaHocT. CaTeluTHUTE
SAR cucremu aeicTBar KaTo IIMPOKOOOXBaTHA MPEXa, CKAHUPAKN OKeaHUTE HENPEKbCHATO, 32
Jla CUTHAJIM3UPAT 32 MOTEHUUAIHU UHIMACHTH. CaTeTuTHUTE ONTUYHU TaHHU OCUTYpSBAT CIEK-
TPaJIHO MOTBBPKJIEHUE, KOTaToO € Bb3MOXKHO. besnunornute nerarennu anaparu (bJIA) cinen Tosa
JieiicTBaT KaTo OKOHYATEJIeH Bepu(UKaTop, pasnoyoxkeH KbM uaeHTudunupana ot SAR uen, 3a n1a
CcbOUpaT MPUIIOKUMH, BUCOKOTOUHH JJAHHU 3a pearupaiiuTe 1 Ja reHepupar 0e3ynpeyHHu aHoTa-
LIUH 32 TOJ00psBaHE HA CATEIMTHUTE MOJICNU C U3KYCTBEH UHTEJICKT.

EBosiouusi Ha aJirOPUTMHUTE OT PbYHO CH3/1a/IeHH (PYHKIMHU 10 KOHTEKCTHO OCH3HATO
o0yueHue

[TpexoabT OT KJIaCHYECKO MAIIMHHO 00y4eHUE KbM JBIO0OKO 00yUeHHE TPE/ICTaBIIsABA TIOBEYE
OT TIOCTENICHHO TIOBUIIIABaHE Ha TOYHOCTTA; TOM O3HA4YaBa MPEMUHABAHE OT €KCIUIMIIUTHA, Ae(u-
HUpaHa OT YOBEKa JIOTWKA KbM MUMIUIMIMTHO, YIPABISIBAHO OT JJAHHH Pa3l03HaBaHE HA MOJAEIH.
Tabnuia 2 cpaBHsBa Te3U MapaJurMu.
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Tabruya 2. Esonoyus u cpasnenue na memooume ¢ uU3KyCmeeH UHmMerIekm 3a OmKpueane Ha HeqpmeHu pasiusu.
Fl-oyenxama (0-1) e xapmonuunama cpeona cmoinocm Ha nPeyusHoCmma u NeIHOMamd, CmManoapmen noKa3amei 3a Hebaian-
CUpaHu 3a0ayu 3a K1acuurkayus, Kamo Hanpumep OmKpueane Ha Heghmenu pasiusu.

Hneanen cayyaii Ha

W3uckBa roiemu
HAOOPH OT JaHHH U
GPU wu3uncieHus.

IMMapagurma Ha Kanrouosu Tunu4yHa TO4YHOCT
IIpumepHu Moaen ynorpeda ¥ H3TOYHHK
AJIropuTHMAa XapaKTepUCTHKHU (F1-ouenka)
Ha IaHHA
Jlobpe neduaupanu
npobemu ¢
. Pa3uuta Ha OTrpaHUYEHH,
Knacnyecko mamunno | Cityyaiina ropa,
PBUYHO U3BIEUECHU XOMOT€HHH JaHHU.
o0yuenue (0a3upaHo HA | MallIMHA C ONIOPHU 0,75 -0,88
XapaKTePUCTUKH EdexruBHE 32
XapaKTepUCTHKHU) BekTopu (SVM)
(TexcTypa, TeoMeTpust). npeasapurenHa SAR
Kiacu(uKanus Ha
THMHH TIETHA.
N3yuasa
XapaKTePUCTUKH .
P P Haii-cpBpemenHa
JUPEKTHO OT ITUKCEJIN.
TEXHOJIOTHS
Jb16oko obyueHue: OTIu4HO ce crpass ¢
3a MMUKCEeNTHa
CeMaHTHYHA U-Net, DeepLabv3+ YIaBSIHETO Ha CIOKHHU 0,89 -0,97
KIacu(UKaus KaKTo
cerMeHTammst (OpMH U KOHTEKCTH.

Ha SAR, Taka u Ha
OIITUYHU JAaHHU.

Jba0oko odyuyeHue:
Tpancpopmaropu Ha
3pEeHHEeTo

SegFormer, U-Net ¢
TpaHchopMaTopHu
0J10KOBE

N3nomnsBa
CaMOBHHMaHUE, 3a Ja
MOJIeTHpa I00aieH
KOHTEKCT B I[SIJIOTO
nzobpaxenue. [1o-
MaJIKO 3aBHUCH OT
JIOKAJIHUTE HH)IyKTHBHPI
otkioHeHus Ha CNN.

PasBuBamu ce
(0,90+ B mpoyuBaHus)

Bbbaema nocoka. 3a
MpeICKa3Ballli 3a1a4H,
KaTo MPOTHO3HUPAHE Ha
Ipeiid Ha TeTPOoIT WK
pasrpaHnYaBaHe Ha
MIETPOJT OT MO00HH,

C U3I0JI3BaHE Ha
XUIPOJHHAMHUYCH
KOHTEKCT.

Xubpuanu/pusnyeckn
HH(OPMHPAHH MO/IeJIU

PINN-u, mogenu,
HMHTETPUPAIIY TaHHH 33
BBITHH/BATHP

Wurerpupa dpusnyeckn
ypaBHEHUs (Harpumep
npeiid Ha HeT) WK
CIIOMararelIHy JJaHHH
BBB (DYHKIUSITA 32
3aryou Ha M.

B mpouec Ha akTHBHO
[IpOy4YBaHe

Bbbaema nocoka. 3a
IpeICKa3Baly 331a4H,
KaTo MPOTHO3HUPAHE Ha
Jipeiid Ha TeTPOIT WK
pasrpaHn4aBaHe OT
MOXOOHM SABJIEHHUS.

[Tpexonst kbM DL, 0coOeHO KbM apXuUTeKTypH, nogo0Hu Ha U-Net, ocurypsiBa 3HaUUTEICH

CKOK B yCTOMYMBOCTTA, 0cOOEHO Ipyu 00paboTKaTa Ha LIyMHUTE U IPOMEHJIMBY CUTHATYypu B SAR
nanHute. ToBa o0aue uBa 3a cMeTKa Ha MpobieMa ¢ ,,yepHara KyTHs* — HaMaJlssBaHe Ha UHTEp-
IpeTanusITa, KOeTO € 3HaUnuTelIHa MpedKa 3a PEryJIaTOpPHOTO MPHUEMaHe U MOCIEABALIS aHAIN3.
HapacTtBamara TeHIeHIUS HE € /1a C€ U30CTaBsT KJIACHYECKUTE METO/H, a J]a CE€ M3IIOI3BaT KaTo
MHTEPIPETUPYEMHU JONBIHEHUS WIM Jla C€ MHTErpupar GU3NYEeCcKH NPUHLUIN AUPeKTHO B DL
apxurektypure (Hanpumep Physics-Informed Neural Networks), 3a 1a ce cb31aaaT no-HaAeKIHA
1 (pU3UYIECKH TOCIEA0BATEIHI MOCIH.

3AKIIOYEHHUE

HabnronenneTo Ha MOpckuTe He(pTEHU pa3IMBH CEe pa3BHBA OT TPAJAUIMOHHU PHYHUA METOIN
KBbM aBTOMaTH3HPAaHU CUCTEMH, Oa3HpaHy Ha N3KYCTBEHUS MHTEIICKT U JJaHHH C OTBOPEH JOCTBHII.
CarenuTHUTE CEH30pHH TUIATGOPMHU OCUTYPSIBAT LIMPOKOMAIIIA0OHO M HETPEKBCHATO HAOIOICHHE,
JI0KaTo Oe3MWIOTHHUTE JICTATeIHN arapaTy MPEeJOCTaBsT MPOBEPKa ¢ BUCOKA Pa3JeIUTeNIHa CIHO-
coOHOCT Ha MsIcTO. B ocHOBara Ha Ta3u TpaHchOpPMAIHS CTOSIT MOAEIHTE 3a IBJIOOKO O0yUeHHE,
0COOEHO apXUTEKTYpH 3a CEeMaHTHYHA cerMeHTanus karo U-Net, KOUTo mo3BossBaT ObpP30 U TOU-
HO OTKpUBaHE Ha He(DTEHU pa3IHBH.

Haii-roneMusT moreHnuan ce Kpue B MHTETPUPAHETO HA Pa3IMYHU M3TOYHUIM HA JIAHHU B
eMHHA UHTEJIMIeHTHA cucTeMa. B TakaBa cpeza carenuTHUTE HAOMIIOAEHUS OTKPUBAT IOTEHLIUAI-
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HU Pa3JIMBHU, JPOHOBETE U3BBPIIBAT [TOCIIEABAIIA TPOBEPKA, & U3KYCTBECHHUAT HHTEJIEKT O0CIHSBA
nH(popManusaTa B 00111a orepaTiBHa KapTUHA B peajHo BpeMe. [loydyeHuTe rnoneBu 1aHHU JOITbJI-
HUTEJTHO MOA00psABAaT TOUHOCTTA HA MOJENIUTE Ype3 HENPEeKbCHATO 00y4YeHue.

Bbnpeku nocrurHatus HanmpeabK OCTaBaT NPEAU3BUKATENICTBA, CBbP3aHU C pa3rpaHUYaBa-
HETO Ha He(TEHU pa3IMBU OT CXOJHU SIBJICHUS, OTpaHUUYEHUTE OOydaBallld JAHHU U HEOOXOIH-
MOCTTa OT HO-00SICHUMH M HaJAEKAHU Mozenu. HezaBucumo ot ToBa KOMOMHAIMATA OT OTBOPEHH
CaTEeJINTHU JAaHHU, IPOHOBU TEXHOJIOTUU U U3KYCTBEH UHTEJIEKT ITIOCTaBsl OCHOBUTE HA HOBO ITOKO-
JIEHHE CUCTEMU 32 MOHUTOPHUHI, KOMTO MO3BOJISBAT [10-0bp30 OTKpUBaHE, NO-€()EeKTUBHA peaKlus
1 10-7100pa 3aluTa Ha MOpcKaTa cpefa.
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FROM ORBIT TO COASTLINE: AI-POWERED TOOLS FOR OIL SPILL
DETECTION USING OPEN-SOURCE PLATFORMS

Abstract: Rapid and accurate detection of marine oil spills is a critical global environmental challenge.
Traditional monitoring methods, relying on ship patrols and aerial surveillance, are limited by cost, scope,
and time. A paradigm shift is underway, fueled by the convergence of three transformative technologies:
open-source satellite data, unmanned aerial vehicles (UAVs), and artificial intelligence (Al). This synthesis
examines the current ecosystem of Al-powered tools that use freely available data from orbital platforms
and drone-based imagery to automate and improve oil spill monitoring. The standard Al workflow is ana-
lyzed, from data preprocessing and classical machine learning to advanced deep learning segmentation
models such as U-Net. Satellite systems provide all-weather surveillance, and unmanned aerial vehicles
(UAVs) provide unparalleled high-resolution inspection and thickness estimation. Despite progress, key
challenges remain, including distinguishing “lookalike” phenomena and the need for explainable Al in
operational contexts. The future trajectory points to integrated, multi-platform monitoring systems where
Al not only detects but also predicts spill dynamics, building a powerful open-access toolkit for marine
ecosystem conservation.
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Abstract: Staff shortages, high turnover, and heavy workloads have a significant impact on the
daily work of paramedics in Germany. At the same time, there is still uncertainty regarding the
factors influencing the independent performance of medical procedures. Control by the medical
director of the emergency medical services (ALRD) is particularly important for the structuring
of powers of action. The extent to which this authority structure is important for job satisfaction
in the emergency medical services and how it is communicated in practice was investigated using
a mixed-methods research design based on guided expert interviews. The research project also
provides insights into the job-specific influences on the job satisfaction of paramedics in order to
contribute to professionalized human resource management and effective communication process-
es. The results of the research project showed that autonomy is very relevant to job satisfaction and
that two different constructions of reality are hidden between the power of the labor market and the
power of the ARLD. Suggestions for improving communication processes are made.

Keywords: job satisfaction; paramedics, skills shortage; human resource risk management; infor-
mation management

INTRODUCTION

The emergency medical services are also severely threatened by the shortage of skilled work-
ers in the healthcare sector (PWC 2022). Staff turnover, combined with an already existing short-
age of personnel, can develop into a very critical personnel risk for emergency medical services,
which can then reach the limits of their capacity. The job satisfaction of emergency paramedics is
particularly relevant in this context, as job satisfaction has been empirically linked to significant
personnel risks. These include staff retention as the opposite of turnover (Chang et al. 2009; Fried
et al. 2008; Jiang et al. 2012; Singh 2019), but also work performance (Jiang et al. 2012) and em-
ployee health (Faragher et al. 2005). In short, satisfied professionals are more likely to stay with
their organisations, tend to perform better and have fewer health-related absences. Job satisfaction
can therefore be regarded as a key control variable for human resource risks and an important con-
tributor to occupational health management.

For successful human resource management in emergency medical services, the question
therefore arises as to how the job satisfaction of emergency paramedics can be positively influ-
enced. The meta-analytically based Job Characteristics Model emphasises the effect of autonomy
(Kanning 2017), so that this variable and the way how autonomy is communicated and negotiated
was placed at the centre of the dissertation research project.

From an information science perspective, it was of central interest to examine information
in communication and negotiation as an expression of power structures (Hobohm 2022). The
dualism of information science between realism and constructivism, moves within the field
of tension that, according to the paradigm of realism, there is an objective reality, while con-
structivism envisages a social construction of reality and thus encompasses deviations from
the respective reality (Hobohm 2022). Through the constructivist perspective of reality as a
construction of reality and information as a manifestation of power structures, it could therefore
be possible in the research project to trace the divergent construction of reality by the medical
management (all decision-making power belongs to them) as a contrast to the construction of

153



Dennis Jorn Richard Rahneberg

reality by the personnel market (a shortage of skilled workers is causing a shift in power towards
skilled workers). This could provide valuable insights into how communication processes could
be improved.

To explore potential areas for improvement, it is helpful to first establish a basic understanding
of communication as an exchange of information. Communication can be understood as an active
process of information exchange (Zdravkovska and Haque 2023). The literature offers perspec-
tives that view information and communication as paired categories or, more specifically, limit
information processes to transmission, while communicative processes focus on meaning-making,
social regulation, and goals (Pavlova and Paliy 2020; Zdravkovska and Haque 2023). Regardless
of this distinction, the information process can be regarded as the foundation of communication
due to its transmission function.

Of interest regarding the communicative possibilities in this context is how the flow of com-
munication takes place. Flow models differ in terms of whether communication is linear — that
1s, one-way from sender to receiver — whether it is reciprocal (circular), or whether it takes place
within a complex network (Chew and Ng 2021). Therefore, the following basic types of flow
models can be distinguished (Beskaravainaya and Kharybina 2024; Chew and Ng 2021; Kumar
and Sinha 2021):

— Linear models focus on information that flows one-way from the sender to the receiver, i.e.,
unidirectionally.

— Circular models represent interactivity, as they already incorporate feedback and operate in
loops.

— Ecological models view all actors simultaneously as both senders and receivers operating
within a dynamic system.

— Network and diffusion models enable an analysis of information dissemination between dif-
ferent nodes and are based on the perspective of many-to-many communication.

It becomes apparent that a linear process allows the sender to transmit information but does
not provide for a response from the recipient. Only at the level of circular communication is an
exchange possible that connects the constructed realities with one another.

Healthcare systems often focus on linear information flow (Johnson et al. 2024). The reasons
for this can be seen, on the one hand, in the fact that healthcare organizations are often conceived
as input-throughput-output machines; however, hierarchically structured perspectives also con-
tribute to this (e.g., top-down communication from physicians to healthcare staff or a hierarchical,
paternalistic model of the doctor-patient relationship) (Manojlovich et al. 2015; Shopnikolova
2025). It is also necessary to consider the numerous medical safety protocols for healthcare sys-
tems, which attribute errors primarily to missing information in documentation and aim to prevent
them through a standardized, one-way transfer process (McCarthy et al. 2025).

In communication, this can become a problem, as efficiency is often already hindered by un-
anticipated response options, and no dialogical engagement can take place that would facilitate a
shared understanding of meaning (Dartiguelongue and Cafiero 2021; Tu et al. 2024). A reduction
to linear communication processes can thus be understood as an obstacle to learning health sys-
tems (Tu et al. 2024).

From a constructivist perspective, this can be conceived as fostering diverse realities. These
realities will be examined through the lens of personnel decision-makers in emergency medical ser-
vices in order to develop recommendations for improving communication based on these findings.

RESEARCH METHODOLOGY

The aim of the study is to examine for decision-makers in the emergency medical services in
Germany whether and to what extent the autonomous freedom of action of employed paramedics
within the meaning of Section 2a of the Paramedics Act (NotSanG) and the advance delegation of
tasks contributes to employee satisfaction. This would attribute potential to freedom of action for
coping with scarce human resources.

Using a mixed methods approach, eight decision-makers at management level (as district man-
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agers, managing directors or management assistants) from rescue services in Baden-Wiirttemberg
were surveyed in Germany about the possible impact of authorisations on the job satisfaction of
emergency paramedics. Based on their work and other characteristics common to the sample, such
as involvement in personnel decisions, many years of personal experience in operational emergen-
cy services and their own professional qualifications as emergency paramedics, it was assumed
that the sample had adequate expertise on the subject.

The qualitative data was evaluated using content analysis according to Mayring (Mayring and
Fenzl 2019) and was supported by the QCAmap software to ensure compliance with the procedur-
al rules. Due to the small sample size, the quantitative data could only be evaluated descriptively.

Limitations of the study must of course be considered in view of its design as pilot research
(small, non-representative sample size and a qualitative research design focus).

RESULTS

The quantitative data initially showed that there are still emergency services (25%) that do not
grant authorisation for more autnomomy despite the possibilities offered by Section 2a NotSanG.
In 37.5% of cases, authorisation was granted in accordance with the standard instructions for
Baden-Wiirttemberg. 50% comminicated authorisation beyond this with the employees. However,
the data revealed a significantly more restrictive situation with regard to the release of anaesthet-
ics: 75% stated that the ALRD does not grant the possible autonomy of action for anaesthetics in
their rescue area. This indicates clear restrictions that may limit pain management in emergency
rescue services.

In order to investigate the extent to which approvals could actually be implemented in prac-
tice, questions were asked about equipment, medication and material enabling. The sample already
showed extensive availability in many areas: 100% reported that a ventilator with CPAP function
was available, as well as material for endotracheal intubation. However, only 25% reported having
an ultrasound device in their ambulance. Seven of the eight interviewees confirmed that the mate-
rials and medications required for approved EVM were available.

In order to determine how the necessary medical expertise is transferred and monitored within
the framework of quality assurance, organisational practices were examined: Annual reviews are
intended to ensure knowledge of advanced care measures in the emergency department, which was
the case in 87.5% of the cases examined. 75% of respondents stated that approvals are updated and
adapted at least once a year. 12.5% also did this, but at longer intervals (2—5 years). In this highly
patient-relevant field of activity, there has already been a fairly comprehensive development in
terms of keeping the relevant skills of emergency paramedics up to date, which should, of course,
always be accompanied by targeted practical monitoring.

The extent to which there are potential consequences under labour law if independent and
medically acceptable emergency care is actually provided was also investigated. It was found that
87.5% did not expect any negative consequences and 0% expected to be dismissed as a result.
However, despite providing medically acceptable emergency care in accordance with the law,
12.5% indicated that they were facing a warning. This indicates that, despite Section 2a of the
NotSanG, there is still a risk of negative consequences under labour law in professional practice
in Baden-Wiirttemberg.

These working conditions are compounded by a drastic shortage of personnel in the sample:
100% of respondents rated staff turnover in their rescue stations as high, with it already impossible
to fill all planned positions: 25% were only able to fill between 60—-70% of their positions, while a
further 37.5% of respondents were only able to fill 80-90% or <90%. All respondents agreed that
there was high recruitment pressure.

As part of the qualitative content analysis, the development of the emergency paramedic pro-
fession over the last ten years was first examined: The dominant category identified was a conflict
between training and reality:

“The new NFS are trained in three years for scenarios that only occur in a very small per-
centage of daily cases (= disappointment). Actions are sometimes carried out strictly according to
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SAA and prescribed guidelines rather than based on perception, observation, consideration and the
patient’s needs.” (Interview 6-M)

“Due to the difference between reality (often without NA in action and a high number of
non-emergencies) and training (trained for the worst case), there is a need for reform in the current
training.” (Interview 8-S)

“At the same time, this level of training leads to an ever-widening gap between school and real
life. This increases frustration among employees.” (Interview 4-D)

The conflict with the Heilpraktikergesetz (German law regulating alternative medicine) and a
possible extension and the importance of expanded care measures for a broader range of activities
were also mentioned in connection with the development of the job profile:

“Unfortunately, the measures that were actually desired were not correctly incorporated into law,
so emergency paramedics still come up against limitations under the Alternative Medical Practition-
ers Act and risk penalties.” (Interview 2-B)

“This change was accompanied by the introduction of emergency paramedics, who, even after
completing a full examination/state supplementary examination, were not allowed to perform any
extended measures for many years. With the implementation of the extended care measures, includ-
ing annual reviews and advance delegation in Baden-Wiirttemberg, the range of activities has been
significantly expanded.” (Interview 3-B)

It was also pointed out that the job description of doctors and their associations is being curtailed.

When asked about their own position on medical measures, 7 out of 8 respondents rated them
positively. Only one of the participants rejected them due to legal concerns and worries about com-
pensation for damages.

The data revealed very different perspectives on how an expansion of freedom in the implemen-
tation of healing measures in one’s own area of responsibility would affect the profession: Increased
job satisfaction and staff retention were among the responses, as was a possible increase in employer
attractiveness:

“Employee satisfaction would increase, as would the length of time they stay in their jobs. Only
those who are allowed to do what they have learned and are good at will be satisfied with what they
do.” (Interview 1-B)

At the same time, however, there were also considerations that this was not necessary due to
the insufficient implementation of existing options or that the extended care measures were already
generous. It was also emphasised that legal adjustments are important and that consideration should
be given to the extent to which all emergency paramedics really attach great importance to this, as the
motivational effect could be limited and to what extent this is significant due to the parallel alerting
of the emergency doctor.

In contrast to the extension of authorisations, respondents were also asked about their expecta-
tions if the freedom were to be abolished instead. It was precisely at this point that the survey data
highlighted the link between authorisations, personnel risks and job satisfaction:

“This would certainly be frustrating for all former Ras and all NFS.” (Interview 6-M)

“That would certainly send a fatal signal to many emergency paramedics and would undoubted-
ly lead to many of them seeking new careers outside the emergency services.” (Interview 3-B)

“In the border region with Switzerland where we are located, this would result in a massive ex-
odus of dedicated NFS staff. It would also lead to people moving to other professions.” (Interview
8-S)

“Maintaining operating hours would no longer be possible in the NFR due to the threat of staff
shortages.” (Interview 8-S)

“Decline in quality” (Interview 6-M)

Only one of the interviewees assumed that there would be “no impact” (I12-B) if the freedom
were to be removed. However, this was the interviewee who rejected the approvals due to the risks
involved. This justifies considering the extent to which his area of responsibility would actually
undergo any practical changes if it were to be abolished, if a distinction is to be made between op-
portunities not granted and opportunities abolished.
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However, the research project provided numerous other insights into the positive and nega-
tive influences on the job satisfaction of emergency paramedics: In addition to job opportunities
and expanded care measures, other autonomy characteristics such as freedom of decision-making
and greater responsibility were also mentioned as positive factors. The need for autonomy among
emergency paramedics was also significant in terms of shift planning and working hours, in order
to better adapt these to their needs. In practice, this is difficult to achieve under the prevailing
conditions of staff shortages, but if the available options are exploited to the full, it can make a
very important contribution to job satisfaction, and thus to staff retention and ultimately to greater
employer attractiveness. Considering the situation in the labor market, it is striking how little the
communication potential of this professional group has been tapped to address such needs. Expres-
sions of appreciation and incentives were also mentioned as positive factors, with an easy-to-im-
plement fruit basket being cited as a frequent example. In terms of appreciation, support for staff
and leadership were also identified as positive influences.

The data also indicated that areas of responsibility and equipment are relevant factors for sat-
isfaction. In the data set, the categories of duty roster/working time management and equipment
were the most frequently cited positive influences.

Remuneration as a positive influencing factor also pointed to a traditional starting point for
satisfaction. However, the data also showed that improved control and interface management were
structural factors contributing to positive job satisfaction.

For professional human resources management that strives to manage personnel risks, numer-
ous starting points are thus identified, of which at least those that are feasible in practice can be
pursued in the best possible way.

When it came to negative influences on job satisfaction, there was consensus that staff short-
ages and interface overload were significant factors. However, unnecessary call-outs were also
mentioned frequently in the interviews. In addition to classic negative factors such as limited
development opportunities, low social status, the working atmosphere and corporate culture, the
importance of equipment was also highlighted here. The rescue station was also a factor: it should
be noted that paramedics spend a lot of time there. Restrictive measures in the federal state and
the medical on-call service were also cited as factors contributing to dissatisfaction, as were fears
about expectations regarding medical measures.

CONCLUSIONS

Overall, the research project revealed serious personnel risks in the emergency medical ser-
vices, which in many areas are also affected by health policy and legal factors and are therefore
partially beyond the control of the emergency medical services themselves. When considering
information as a manifestation of power (Hobohm 2022), the research results showed that medi-
cal management currently often still adheres to a restrictive demonstration of power as their own
construction of reality, which contrasts with realityconstruction of the power relations among staff
due to the shortage of skilled workers.

However, the research results also showed that emergency services have some potential for ac-
tion to differentiate themselves positively as employers, become more successful in competing for
personnel and reduce their personnel risks as far as possible within the scope of their capabilities.
The design of the approvals can be seen as an important tool for emergency services in Germany to
increase job satisfaction, retain staff and counteract the shortage of skilled workers in the German
healthcare system.

The question of how to mediate between the reality constructs of medical management and the
personnel market appears relevant. Improving communication could serve as an important starting
point. When examining information flow models that focus on how information flows through sys-
tems or organizations, it becomes clear that no regular communication regarding staff concerns is
planned between the medical management of the emergency medical services and the staff. Their
communication processes occur primarily on an ad hoc basis. Occasion-based communication is
largely initiated by the medical management or is structurally provided for in the form of com-
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petency assessments. Staff needs and staff dissatisfaction have not yet been considered a formal
occasion, nor is it typical for employees to initiate communication processes.

With regard to staff interests, what stands out in terms of the flow models is that these are not
even intended as linear communication from staff to the Medical Management. The communi-
cation processes are thus still far from being circular. Therefore, when identifying opportunities
for improvement, it is essential to establish an ongoing exchange regarding the staffing situation
and staffing needs between human resources management, the staff, and medical management, in
which all stakeholders can communicate on an equal footing. This can be seen as a significant step
toward countering paternalistic mindsets in favor of effective communication.

Nevertheless, it should be noted that this pilot research project is only the beginning of the
investigation of job satisfaction and autonomy in the German emergency medical services. In par-
ticular, quantitative research on larger nationwide samples can be considered desirable. Regression
models should also be used to identify correlations between significant variables and their moder-
ator variables. This would make a key contribution to the management of emergency services by
enabling them to reflect on the impact of decisions in advance. In the same way, the establishment
of new communication models is a pilot project that makes it possible to develop successful prac-
tical examples for emergency services.
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KOMYHUKAIIMOHHUTE U UTHOOPMALHNOHHUTE ITPOLECH KATO ®AKTOP
3A IIOBUITABAHE HA YIOBJIETBOPEHOCTTA OT PABOTATA
B CJIYKBUTE 3A CIIEIIHA MEIUIIUHCKA ITOMOII{

Pe3tome: Heoocmuzvm Ha nepcoHan, UCOKOMO mMeky4ecmeo u 2ouAmMama HamoeapeHocm oKa3eam 3Hauu-
MeHO BlUsAHIUe 8bPXY edceOHeeHama paboma Ha napameouyume 6 I'epmanus. B coujomo speme éce owe
CbUeCm8y6a HeCUSyPHOCI OMHOCHO (hakmopume, 8UAEUWU 8bPXY CAMOCMOAMETHOMO U3NbIHEHUE Ha Me-
ouyurckume npoyedypu. Konmponvm om cmpana Ha MeOUYUHCKUSL OUPEKMOP HA CReUHUmMe MeOUYUHCKU
cyoncou (ALRD) e ocobero easicer 3a cmpykmypuparemo na npagomowusma sa oeticmeue. Cmenenma,
8 KOSIMO Ma3u CMpPYKmMypa HA 61ACMMA e 8aXiCHA 3d YOO0GIeMEOpeHOCmma om pabomama 8 cnewHume
MEeOUYUHCKU CTYHCOU, U MO0BA KAK M5 Ce KOMYHUKUPA HA NPAKMUKA, O5Xa NPOYYeHU Ype3 U3C1e008ameicKu
OU3aliH CbC CMeceHU Memoou, Oa3upan Ha HACOYeHU eKcnepmHu unmepgioma. Mzciedosamenckusam npo-
eKm cvwo maka npedocmass uHgopmayus 3a cneyuguunume 3a pabomama gaxmopu, enusewu 6bpxy
VO081emBOPEeHOCMma om pabomama Ha napameouyume, ¢ yei 0d OONpuHece 3d NpophecuoHaru3uparHo
YhpaeneHue Ha YosewKume pecypcu u epekmueHu KOMyHUKayuoHHu npoyecu. Pezynmamume om uscneoo-
8amesicKus NPoeKm nokazaxd, e asmMoHOMHOCHMA € MHO20 8AdCHA 3a YOO8IemMEopeHOCmma om paboma-
ma u ue mexcdy e1acmma Ha nazapa na mpyoa u enacmma na ARLD ce kpusim d6e pasnuunu KoHcmpykyuu
Ha pearnocmma. IIpeonooicenu ca npenopvku 3a no0oopaeane Ha KOMYHUKAYUOHHUME NPOYeCU.
Kntouoseu oymu: yoosiemeopenocm om pabomama, napameouyu, He0oCmue Ha Keamuuyupauu kaopu,
YApagieHue Ha pUcKa 8 cghepama Ha 4osewKume pecypcu, YnpasieHue Ha UHGopmayusma
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