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Abstract: Security in supply chains is a key component in ensuring that processes and process
participants can interact seamlessly and without disruption. Disruptions can be caused by both in-
tentional and unintentional actions. Disruptions in the process can lead to significant damage. This
damage can be financial, reputational, or legal in nature. To avert such damage, participants in a
supply chain are required to prevent disruptions or reduce them to a minimum. This article exam-
ines the economic challenges in the supply chain. Based on a systematic literature review, the risks
are presented, followed by the security aspects in the supply chain. The subsequent analysis of the
challenges involved in mitigating these risks focuses on cybersecurity. Existing and implemented
measures to defend against cyberattacks are highlighted, along with an outlook for the future. It
becomes clear that cybersecurity has been a challenge in the past and will remain one in the future.
Keywords: business processes; supply chain security, cybersecurity challenges; supply chain re-
silience

INTRODUCTION

Global supply chains are important for companies and allow them to compete in the interna-
tional market. To achieve this, global networks, information and material flows, and business pro-
cesses throughout the entire supply chain must be maintained (Kotzab 2005, p. 48).

At the same time, the complexity of supply chains has increased significantly in the past, and
with it, their vulnerability to disruptions. This became clear, for example, during the COVID-19
pandemic. In a survey conducted as part of a study, more than 60% of respondents stated that the
pandemic had had a significant or very significant impact on their supply chains (Huth 2025, p. 2).

Cloud technologies are being used more and more in businesses. A milestone in the use of cloud
services was the launch of Amazon Web Services in 2006. This adoption was made possible by the
growing prevalence of mobile interactive applications, the ability to utilize parallel computing re-
sources, greater analytical capabilities, and the ability to extend computationally intensive desktop
applications through cloud services (Armbrust et al. 2009, pp. 6-8).

A representative empirical study surveying more than 600 companies revealed that by 2025,
90% of the companies surveyed will already be using them. This represents a 9% increase compared
to 2024. The 90% consists of both public and private clouds, with 41% already operating using a
multi-cloud approach — that is, utilizing multiple cloud providers. Twenty-nine percent are using
cloud technology as a hybrid approach, meaning in combination with their existing IT applications.
It is noted that 67% of companies would come to a standstill without the use of cloud technologies
(Wintergest 2025, pp. 2—10).

However, deliberately caused disruptions, such as cyberattacks on companies’ information
technology (IT) systems, can also lead to significant disruptions in business processes (Sarkis 2024,
p. 562).

This article aims to highlight the challenges in the supply chain related to security, specifically
cybersecurity, and discuss how resilience can be strengthened.

RESEARCH METHODOLOGY

This section provides an introduction to the topic and presents the research question. Based on
a qualitative study and a systematic literature review, the theoretical foundations regarding safety
aspects within the supply chain are developed.
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The search is limited to Google Scholar and freely accessible sources and literature published
by Springer. Sources from German- and English-speaking countries published since 2000 have
been included.

The search was conducted using the following search combinations:

— Google Scholar: “supply chain security” AND “cybersecurity challenges” AND “supply
chain resilience”

— Springer: “supply chain security” AND “security challenges”

The search yielded the following results:

— Google Scholar: The search returned 162 results. After evaluating their relevance and to
avoid duplicates, approximately 20 sources were determined to be relevant.

— Springer: The search yielded 72 results. Since this article does not focus on software, contain-
er, or Al security, the literature can be narrowed down to the following approximately 15 sources.

To ensure the information is up-to-date, the literature review is limited to sources published no
earlier than 2020. This article includes books, articles, and academic publications. The selection of
literature is based on a search of the platforms mentioned, followed by an evaluation of the title,
keywords, and abstract. If the criteria are met, a comprehensive literature review is conducted.

The final result is a recommendation regarding which aspects of supply chain security should
be given greater consideration.

RESULTS

If supply chains do not function properly, a disruption occurs. These supply chain disruptions
can be divided into four categories. They are:

e Environmental risks

e External risks

e Collaboration risks, as well as

e Internal risks

While environmental risks relate to the company or its underlying supply chain (e.g., natural
disasters), external risks relate to demand and supply risks (e.g., transportation, delivery, or quality,
as well as payment and sales conditions). Cooperation risks include both cultural differences be-
tween cooperation partners and divergent objectives, while internal corporate risks include manage-
ment risks (e.g., poor decision-making) as well as disruptions to value-adding processes (Wellbrock
und Ludin 2025, p. 10).

To ensure a smoothly functioning supply chain, the following security considerations must be
taken into account:

Physical security: This term encompasses several aspects under the umbrella of VUCA (vol-
atility, uncertainty, complexity, ambiguity) (Fig. 1). It involves fluctuations in variables within the
supply chain, uncertainties due to missing input data needed for decision-making, and changes in
the variety or overall clarity of the available information (Huth 2025, pp. 52-57).

Volatility
Complexity Ambiguity
v
Uncertainty

Fig. 1. VUCA Terms and Relationships (Huth 2025, p. 57)
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Furthermore, the area of physical security also covers product piracy, theft, or illegal distribu-
tion, as well as the tampering of hardware. A distinction is made between attacks on customers and
suppliers. The former refers to physical attacks, such as those involving counterfeit or tampered
hardware or break-ins, while the latter refers more to theft, tampering, and counterfeiting with the
aim of modifying or destroying such (Khokhar et al. 2024, pp. 255-260).

Cybersecurity: Here, various aspects are considered as input variables for cybersecurity,
categorized into vectors (Fig. 2). The causes can stem from the network (e.g., network conges-
tion), software vulnerabilities (e.g., malware), in hardware (e.g., due to tampered computer chips),
through social engineering (e.g., via phone calls or phishing emails), and in the field of big data
(e.g., when using very large amounts of data that require special protection due to their complex-
ity). It is important to note that a disruption can be caused either intentionally or unintentionally
(Hammi und EI Madhoun 2026, pp. 5-14).
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Fig. 2. Classification of Causes of Supply Chain Security Issues (Hammi und El Madhoun 2026, p. 7)

Cyber threats encompass a broad spectrum of attack vectors and vulnerabilities that jeopardize
the availability, confidentiality, and integrity of supply chain processes and data. Since every com-
ponent within the system is vulnerable to cyberattacks, the threats and vulnerabilities associated
with the cyber supply chain (CSC) pose significant challenges to supply chain security. Risk-based
approaches are necessary for risk assessment and mitigation. Particular emphasis is placed on
the risks associated with malware, cyberterrorism, and data theft. For example, machine learning
(ML) and cyber threat intelligence are cited here as tools for predicting and countering cyber
threats (Nwankwo et al. 2024, pp. 1-3).

However, the increasing connectivity and digitization of supply chains also pose security risks.
Attacks on the Internet of Things (IoT) are specifically mentioned in this context. Cyber threats in
supply chain management (SCM) are multi-layered, diverse, and constantly evolving (Layode et al.
2024, pp. 1962-1963). In this area, they target vulnerabilities within the supply chain with the aim of
disrupting services. These attacks can lead to the distribution of compromised products, disruptions
in the supply process, and ultimately damage to a company’s reputation (Odimarha et al. 2024, p. 27).

Product Safety: Product safety is based on the premise that there can be no such thing as ab-
solute product safety. Nevertheless, the law requires that risk be kept below the threshold risk. The
threshold risk is the maximum acceptable risk. People, animals, and property must be protected
from this risk. The hazards involved are classified as stochastic (random risks, such as component
failure) and deterministic (predetermined hazards, such as those associated with the proper opera-
tion of a chainsaw) (Bauer 2018, p. 277).

Product safety can no longer be guaranteed due to attacks on the supply chain. Because of the
interdependence and inherent complexity of the supply chain, the weakest link can cause damage
to the entire supply chain. Sensitive data can be compromised, and damage can be caused (Al-
shammari und Mahinderjit Singh 2025, p. 67667-67668).
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Compliance: In the strictest sense, compliance refers to adherence to standards, guidelines,
and ethical values (Fig. 3). Some companies use a Code of Conduct (CoC) to establish internal
corporate guidelines. Failure to comply with compliance regulations can have drastic consequenc-
es for the supply chain (for example, in cases of human rights violations or corruption). Moreover,
due to the increased reach of the media, compliance violations are reaching more and more people
(Wellbrock und Ludin 2025, p. 191-201).
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Fig. 3. Areas of Compliance (Wellbrock und Ludin 2025, p. 191)

It is emphasized that risk management must take into account unforeseeable and dynamic
threats, as failure to do so could expose companies to the risk of serious operational disruptions,
non-compliance with legal requirements, or a loss of customer trust. Standards serve as the founda-
tion for compliance. For example, threat modeling is conducted using the STRIDE model (Spoof-
ing, Tampering, Repudiation, Information Disclosure, Elevation of Privilege). This includes an
adaptive and traceable system architecture that applies GS1 traceability standards. The third-party
risk assessment also notes that the risk assessment of partners is likewise a part of compliance
(Almohaimeed et al. 2025, p. 58—66).

Resilience: Resilience involves compensating for unforeseen disruptions or attaining a su-
perior system state. It focuses on responding to disruptions while maintaining continuous busi-
ness processes to enhance the supply chain’s competitiveness and performance. Responses can be
categorized into proactive strategies (e.g., collaboration or workforce management) and reactive
strategies (e.g., agility or redundant systems) (Biedermann und Kotzab 2021, pp. 9-10).

There are approaches aimed at revolutionizing resilience and security — for instance, in the
power supply sector — through digital technologies. [oT-based methods can significantly enhance
the resilience of interconnected microgrids. By creating a virtual replica of the physical microgrid
via a digital twin (DT) that continuously receives data from IoT sensors, the system can generate
real-time analyses and forecasts. These enable effective defense against cyberattacks based on
proactive decision-making. ANGEL frameworks operate in a similar manner, detecting potential
failures and anomalies (Achuthan et al. 2025, p. 9).

To ensure resilience, structured frameworks are crucial for addressing supply chain risks; ex-
isting guidelines and standards can be adopted and tailored to specific needs. The process begins
by identifying vulnerabilities and critical resources to pinpoint critical attack vectors assessments
that are regularly updated to reflect current operational environments. On this basis, continuous
security measures are implemented to ensure the ongoing monitoring of cybersecurity incidents
(Nwankwo et al. 2024, pp. 3-4).

Challenges in Ensuring Supply Chain Security

Companies across the board are facing complex, novel security challenges that span the entire
supply chain. Globalized and increasingly complex supply chains are primary drivers of rising se-
curity risks. These risks involve a wide range of entities, including hardware and software vendors,
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external service providers, internal departments, and the manufacturers themselves manifesting in
everything from insider threats to counterfeit products entering the market (Roy et al. 2025, p. 185).

When risks arise across the entire supply chain model compounded by the globalization of com-
panies’ extensive value chains, the risk throughout the supply chain is multiplied. Similarly, the
widespread use of [oT networks or interconnected systems creates further points of vulnerability for
attacker (Latsiou und Lambrinoudakis 2026, p. 40).

In addition, the growing volume of data, the variety of data streams, and increasing speeds offer
attackers additional potential (Charul und Bhatia 2026, p. 328).

Failure to consider the resulting risks can lead to significant damage. Resilient supply chains are
required to withstand digital disruptions. Proactive supply chain security is essential for managing
these risks. Conventional security measures are no longer sufficient today; a comprehensive perspec-
tive that takes both technical and non-technical factors into account is necessary. This entails viewing
the entire supply chain ecosystem starting with the establishment of long-term relationships with
partners and suppliers and extending to adherence to strict security standards at every stage, from
goods receipt to final delivery (Adewusi et al. 2022, pp. 489—496).

Transparency is a crucial factor. Traceability across the entire supply chain is required. Compa-
nies are encouraged to invest in transparency using various approaches. It is also important to ensure
transparency among the partners involved. Furthermore, partners and suppliers must be regularly
and accurately vetted to ensure compliance with relevant security regulations in accordance with the
security profile (Sreenivasulu Gajula 2025, pp. 3-8).

In addition, there is the integration of standard cybersecurity practices across all stages of the
supply chain process. Sensitive data requires encryption, while intrusion detection systems are need-
ed to monitor data traffic, and firewalls are essential to prevent unauthorized access (Roy et al. 2025,
pp. 186—187).

It is particularly important to conduct regular security checks or audits to identify new vulnera-
bilities. In the late 20th century, manual testing could uncover complex vulnerabilities that automated
tests missed. Automated security scanning tools revolutionized the detection of security vulnerabil-
ities in the early 21st century. Modern application architectures and distributed components pushed
existing approaches to their limits. Today, security mechanisms are being further developed with the
aid of Al. Each new era addresses the limitations of the preceding one while simultaneously bringing
new challenges (Ramachandran 2026, pp. 502-503).

Since, despite significant efforts, the possibility of security incidents cannot be entirely ruled
out, companies should have emergency plans in place that cover all such scenarios. In the event of a
cybersecurity breach or other incident, these plans should outline the initial steps to be taken, based
on defined roles and responsibilities and identified stakeholders (Roy et al. 2025, p. 187).

Taking safety aspects into account, the aim is to examine the challenges within the supply chain
when discussing the topic of safety.

CONCLUSION

The literature review aims to clarify the research question regarding the challenges associated
with supply chain security. It has been shown that supply chain risks can be categorized into envi-
ronmental risks, external risks, cooperation risks, and internal corporate risks. Security aspects must
be taken into account to minimize these risks. These security aspects have been divided into four
groups. Physical security addresses the product itself, considering factors such as VUCA-related
challenges or product tampering. Another group focuses on product safety; this highlights that while
product risk can never be entirely eliminated, the “limit risk” representing the maximum acceptable
level of risk must not be exceeded. A further aspect concerns the scope of compliance, specifically
the mandatory adherence to standards, directives, and ethical values throughout the entire supply
chain. Resilience is also considered, focusing on the supply chain’s ability to withstand disruptions
and the necessity of proactive and reactive measures to avert potential issues. Cybersecurity re-
ceives significant attention in this article, particularly regarding the safeguarding of the supply chain;
managing the various attack vectors is becoming increasingly difficult due to rising complexity and
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data volumes. Cybersecurity measures must be effective against both intentional and unintentional
disruptions. Consequently, risk strategies must be developed to minimize potential damage to the
company. Transparency among all supply chain partners is essential for the early identification of dis-
ruptions. Firewalls and intrusion detection systems must employ state-of-the-art technology and be
adapted to current conditions. Regular reviews of standards through audits and penetration tests are
required. Since absolute security is unattainable despite the best efforts, companies must have emer-
gency plans in place and be capable of implementing them when necessary. Ultimately, it becomes
evident that while each new era resolves risks associated with the preceding one, it also introduces
new challenges. For future research, it is recommended not to rely solely on a literature review but to
also gain insights through, for example, semi-structured interviews with companies. Additionally, the
number of articles evaluated could be increased by adjusting the time frame. The scope of cybersecu-
rity in the context of artificial intelligence also offers further potential for investigating a new topic.
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NKOHOMMYECKHU INPEAN3BUKATEJICTBA IIPEJl CUT'YPHOCTTA
BbB BEPUT'ATA HA JOCTABKHUTE

Peztome: Cuzyprocmma 6v8 éepucume Ha OOCMABKU € OCHOBEH elleMennl, KOUmo no36016a HA npoyecume
u yuacmuuyume 8 msx oa ezaumooeiucmeam oe3npobremuo u be3z npexvceeanust. Ilpu mosa npexvceanusma
Moeam 0a 6voam Kakmo YMuuieHu, maka u Henpeonameperu. lIpexvceanusma 6 npoyeca mozam 0a 0oge-
oam 00 3nauumennu wemu. Te mocam da 6vOam Kakmo QUHAHCO8U, MAKA U CEbP3AHU C BbHULHUSL UMUOIC
wnu npasHu. 3a 0a ce npedomepamu HAHACSIHEMO HA Wjemu, Y4acmHUyUme b8 6epueama Ha OOCMAasKume
ca OwIICHU 0a NPedOmepPamsaeam CMyWeHusIma un 0a eu ceedam 00 MuHumMym. B nacmosiwyama cmamusi
ce pazenexicoam UKOHOMUYeCKUme npeou3sUKamencmea 6v6 gepueama. 4pes cucmemamuyno npoyusane Ha
aumepamypama ce npedcmassinm puckogeme, HOCIe08aHI 0N ACHeKMume Ha CUyPHOCMMA 6b6 6ePUeama Ha
oocmaskume. B nocnedsawjus ananus na npeoussuxamencmeama, Cbp3aHi ¢ ynpaeieHuemo Ha puckoseme,
ce 0Opvlya cneyuanio enumManie Ha ooxeama na kubepcueyprocmma. Ilpedcmasenu ca coujecmeygauume u
npunaeanume MEPKU 3a 3awuma cpeuy Kubepamaxu, Kakmo u nepcnekmusu 3a 6voeuemo. Cmaea sicHo, ue
memama 3a kubepcuzypHocmma e ouna npeoussuKamencmeo 8 MUHAIOMO U uje 0Cmane maxkosa u 6 ovoeuye.
Kntouosu dymu: busnec npoyecu, cueypHocm Ha 6epueama Ha 00CHMAgKume, npeou3suKamencmea npeo Ku-
bepcucyprocmma, ycmoudueocm Ha 6epusama Ha O0CMAKUme

bepua Muxaesa Exriep, 10KTOpanT

VYHuBepcuTeT o 6MOIMOTEKO3HAHUE U MH(POPMALIMOHHH TEXHOJIOTHN
Codust, benrapus
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