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Abstract: The growing use of large language models (LLMs) in risk management is often justified
by improved efficiency and better handling of unstructured data. However, the epistemic quality
of the resulting risk statements remains poorly explored. This article investigates epistemic uncer-
tainty in LLM-based risk management from a conceptual perspective, drawing on risk theory and
epistemological concepts. LLM-generated risk statements are analyzed as knowledge statements
and assessed in terms of their epistemic viability and knowledge strength through a theory-driven
literature review.

The analysis shows that LLMs do not reduce epistemic uncertainty; instead, they alter its visibil-
ity and assessability. Fluent risk statements may hide implicit assumptions and context-specific
knowledge gaps, leading to an overestimation of their usefulness for decision-making. This is
especially concerning in safety-critical areas, like critical infrastructure, where risk management
decisions are closely tied to national security. Without an explicit epistemic context, risk state-
ments produced by LLMs do not provide enough foundation for risk-based decisions.
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INTRODUCTION

The use of large language models (LLMs) in risk management is growing in security-related
organizations. LLMs are increasingly promoted in risk management as tools to improve efficiency
and consistency, particularly for handling large volumes of unstructured data. Consequently, LLMs
are increasingly integrated into existing risk management processes as supportive tools. Previous
studies have mainly concentrated on procedural, organizational, and governance issues, such as
human oversight, compliance with standards, and responsibility allocation. The performance of
LLMs has been well documented through empirical analysis of clearly defined text-based tasks.
Nonetheless, it remains unclear how defensible LLM risk statements are in terms of knowledge,
especially under high uncertainty and normative context dependence. The main issue is not wheth-
er these statements sound plausible, but whether their underlying knowledge, assumptions, and
contextual factors are clear enough for critical evaluation. This question serves as the starting
point of this study. While there are established concepts for analyzing epistemic uncertainty and
the strength of knowledge in risk research (Sahlin et al. 2021; Yl6nen and Aven 2023). These have
so far rarely been systematically applied to Al-based risk statements and their implicit knowledge
assumptions. In the context of critical infrastructure, decisions on risk management are closely
linked to national security, public safety, and the continuity of essential services. In such settings,
epistemic uncertainty not only impacts analytical quality but also directly influences the legitima-
cy and accountability of risk-based decisions. The growing use of LLM-supported risk analyses in
critical infrastructure, therefore, raises specific epistemic concerns, as linguistically coherent risk
statements might conceal unresolved uncertainties with potentially systemic effects.

Risk management is inherently linked to uncertainty. Risk theory distinguishes between two
types of uncertainty: aleatory and epistemic. The latter arises from incomplete knowledge, limited
data, model assumptions, and contextual dependencies (Sahlin et al. 2021). Although Sahlin et al.
(2021) develops this distinction in the context of Bayesian networks for environmental and risk
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analysis, the underlying epistemic logic is generally transferable to model-based risk statements,
including those generated by large language models. Classical, expert-based risk management
approaches make these uncertainties explicitly visible, for example, through documented assump-
tions, qualitative assessments, or the deliberate labeling of knowledge gaps (Flage and Askeland
2020; Hardaway and Flage 2025). However, the use of LLMs is fundamentally transforming this
practice. Model-generated results are often described as linguistically plausible, consistent, and
complete, while the underlying knowledge boundaries, assumptions, or uncertainties remain hid-
den. Against this backdrop, LLM-supported risk analyses may produce well-formed and seem-
ingly complete knowledge claims, while the conditions for assessing their epistemic viability,
explicit assumptions, knowledge limits, and context dependence remain unclear. In safety-critical
contexts, this lack of clarity is problematic because risk-based decisions require not just consistent
statements but also contextualized knowledge whose boundaries can be identified and examined
(Aven and Zio 2018).

This article explores epistemic uncertainty in LLM-based risk management. It aims to ana-
lyze the risk statements produced by LLMs not just as technical outputs, but as knowledge claims
whose epistemic quality and knowledge strength need careful evaluation. Using risk-theoretical
and epistemological concepts, we discuss how LLMs may reduce, transform, or potentially ob-
scure existing uncertainties and the impact this has on the quality of risk-based decisions.

RESEARCH METHODOLOGY

This study follows a qualitative-conceptual research design, based on a multi-stage, theo-
ry-driven literature analysis. The goal of the methodology is to systematically identify and ex-
amine epistemically central contributions to uncertainty and the robustness of knowledge within
risk-based decision-making processes. The analysis begins with the risk-theoretical distinction
between aleatory and epistemic uncertainty. The latter is defined as uncertainty regarding the qual-
ity, completeness, and reliability of the underlying knowledge base. The focus is on works that
explicitly address epistemic uncertainty, knowledge assumptions, or the strength of knowledge.
Contributions that solely deal with governance, ethics, regulation, explainable Al, or purely tech-
nical performance indicators are intentionally excluded.

The primary identification was conducted using freely accessible scientific databases to en-
sure transparency and reproducibility. The Directory of Open Access Journals (DOAJ) served as
the main source, as it includes quality-assured, peer-reviewed journals. Additionally, an Al-based
academic discovery tool (Perplexity) was employed to identify potentially relevant publications
that are not systematically captured by traditional keyword searches. This tool was used solely
for bibliographic research and did not influence the content analysis, interpretation, or evaluation
of the sources. To prevent potential misclassifications or hallucinations, all sources identified by
the Al-supported discovery tool were manually reviewed and included in the analysis only if they
were clearly peer-reviewed and content-valid. As part of the process, the collected sources under-
went a three-stage filtering method. First, a strict exclusion check was performed on all identified
sources, using predefined criteria based on the sources themselves. These criteria included the
absence of explicit epistemic terms, a purely probabilistic approach to uncertainty, an exclusively
technical focus, or a lack of references to risk analysis or decision support. The exclusion check
was conducted using a standardized scheme to ensure consistent decisions across all sources.

The classification of remaining sources in stage 2 was based on their epistemic contribution.
The goal was to distinguish between epistemically central works and those that are merely sup-
porting. During the analysis, each source was placed into one of three categories, with sources in
category C being excluded from the analysis:

a) Central epistemic contributions

b) Supporting epistemic contributions, or

c) Peripheral mentions without much conceptual depth.

In the third stage of analysis, only sources classified as central were subjected to a differentia-
tion test. As part of this process, we assessed whether a source presented an independent epistemic
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idea or simply repeated existing arguments. Sources whose contribution was deemed conceptually
redundant were excluded. The remaining publications were then categorized based on their prima-
ry argumentative role. Each source was assigned a specific function, such as defining fundamen-
tals, highlighting conceptual differences, engaging in epistemic critique, examining Al-specific
epistemic implications, or analyzing the decision-related aspects of consequences. This functional
classification was not used for further filtering but rather for organizing the literature within the
paper’s argumentative structure.

The methodology of this work is intentionally designed to emphasize theoretical depth and
conceptual clarity. The literature is selected in a targeted, theory-driven manner, focusing on epis-
temic lines of reasoning. Accordingly, the selection emphasizes contributions with an explicit epis-
temic basis. This focus is essential to adequately analyze epistemic uncertainty in LLM-based
risk assessments. Although the analysis is conceptual and does not focus on a specific sector, it is
developed with an emphasis on safety-critical environments, such as critical infrastructure. These
settings serve as an analytical reference due to their low tolerance for epistemic opacity and their
importance for decision-making related to national security.

RESULTS

The results of the conceptual-epistemic analysis show that using large language models in
risk management does not primarily reduce uncertainty, but rather changes the form, location, and
visibility of epistemic uncertainty. The identified findings can be grouped into the following result
areas.

Analysis of the specialist literature indicates that epistemic uncertainty in LLM-based risk
analyses manifests in several, sometimes overlapping, forms. Besides uncertainties stemming
from incomplete or limited data, there are specific uncertainties related to the robustness of the
underlying knowledge base, the implicit model assumptions, and the context dependence of gen-
erated risk statements (Sahlin et al. 2021; Y1onen and Aven 2023). These dimensions do not relate
to individual parameters but rather to the epistemic status of the entire risk statement. Traditional,
expert-based risk analyses often explicitly identify epistemic uncertainty or describe it qualitative-
ly. In contrast, risk statements generated by LLMs usually appear as complete and coherent knowl-
edge assertions. Epistemic uncertainty, therefore, manifests less as a clearly identifiable knowl-
edge gap and more as uncertainty about how much a statement is based on reliable, contextualized
knowledge (Sahlin et al. 2021).

Another result of the analysis is the discovery that LLMs systematically alter how knowledge
is represented in risk management. Classical risk analyses highlight uncertainty through explicit
assumptions, qualitative assessments, or sensitivity considerations. LLMs produce linguistically
consistent and plausible texts in which such epistemic markers are mostly absent (Flage and Askel-
and 2020). The reviewed literature indicates that this type of representation conceals implicit as-
sumptions and knowledge boundaries, making it difficult to examine epistemic assumptions. This
can lead to the misconception that a complete knowledge base exists, even though it is actually
limited, contingent, or context-dependent (Milkau 2017). Epistemic uncertainty does not vanish
during the process. It simply shifts its form and is no longer openly recognized, but stays as an
implicit aspect of the generated knowledge representation.

The analysis highlights several systematic epistemic limitations of LLM-generated risk state-
ments. These include, in particular, hallucinations, where linguistically plausible but epistemically
unfounded statements are produced (Li et al. 2025), as well as a strong dependence of the re-
sults on prompt structure, context selection, and training data (Kirchhof et al. 2025; Yadkori et al.
2024). Furthermore, several studies indicate that LLMs fail to reliably distinguish between verified
knowledge, plausible deductions, and speculative additions (Nguyen-Hien et al. 2025; Zeng et al.
2017). Zeng et al. (2017) developed this perspective in the context of the reliability engineering
of physical systems. The epistemic heterogeneity discussed in other technical fields can be con-
ceptually applied to LLM-generated knowledge claims. Risk statements can thus be epistemically
diverse even if this diversity is not visible in their presentation. Epistemic uncertainty, therefore,

150



From Risk Assessments to Knowledge Statements: Epistemic Uncertainty in LLM-Based Risk Management for Critical...

relates not to individual parameters but to the overall epistemic status of the generated statement
(Iovane 2025). The uncertainty model developed by lovane (2025) was originally intended for
formal uncertainty analyses in other technical fields, especially in quantum and cyber systems. In
this context, it is intentionally used as an analytical analogy to describe the epistemic properties
of LLM-generated risk statements. Hardaway and Flage (2025) demonstrate that assumptions in
complex, interactive systems are temporarily unstable and continually shift in response to chang-
ing contextual conditions. This further complicates the assessment of the epistemic validity of
seemingly consistent model outputs.

The results of the previous analysis indicate that the strength of knowledge in risk statements
generated by LLMs cannot be determined solely by their linguistic elaboration, internal coherence,
or level of detail. In epistemic risk research, the strength of a risk statement is instead defined by
factors such as the explicitness of assumptions, the quality and scope of the knowledge base, and
the transparent consideration of epistemic uncertainty (Sahlin et al. 2021; Y16nen and Aven 2023).
In this context, LLLM-based risk analyses create a consistent gap between perceived and actual
knowledge. While traditional, expert-based analyses often make uncertainties clear and enable
critical assessment, LLMs present risk claims as logical knowledge statements without revealing
underlying assumptions, data gaps, or contextual factors (Flage and Askeland 2020; Milkau 2017).
This can lead to an overestimation of the epistemic validity of such statements. From an episte-
mological standpoint, this marks a shift in how epistemic uncertainty is assessed. It moves from
explicitly stated assumptions to implicit properties of the model-generated knowledge representa-
tion, making it more difficult to evaluate directly (Aven and Zio 2018). The knowledge strength of
LLM-generated risk statements is therefore limited and harder to recognize and verify. For eval-
uating and using these statements in risk management, it is essential to clearly separate linguistic
quality from epistemic robustness. The epistemic differences between traditional risk analyses and
LLM-generated risk statements identified in the analysis are summarized in Table 1.

Table 1. Epistemic characteristics of classical risk analyses and LLM-generated risk statements

Dimension Classical risk analysis LLM-supported risk statements
Type of statement Explicitly justified risk assessment 511;%13 istically coherent knowledge
Dealing with assumptions Documented, partially explicit Implicit, rarely stated
Presentz-ltlon of epistemic Visible (qualitative/narrative) Latent, not marked
uncertainty
Context dependency Partially reflected Strong, but hidden
Knowledge strength Can be assessed based on assumptions Difficult to assess

and data
Relevance to decision-making Transparently limited Risk of overestimation

DISCUSSION

The analysis shows that using large language models in risk management is not just a techno-
logical upgrade of existing methods. Instead, it causes an epistemic shift that changes basic ideas
about knowledge, uncertainty, and how risk statements are judged. The following discussion clas-
sifies this shift theoretically and explores its implications.

At the core of this epistemic shift is the altered role of epistemic uncertainty. The results indi-
cate that LLMs do not decrease uncertainty but instead change how it appears. While epistemic un-
certainty is often explicitly addressed in traditional risk management, such as through documented
assumptions or qualitative evaluations, it becomes less prominent in LLM-based analyses (Flage
and Askeland 2020; Y1onen and Aven 2023). This shift does not alter the level of epistemic un-
certainty but rather its visibility and assessability. Although the epistemic validity of LLM-based
risk statements cannot be determined solely from their linguistic coherence, such statements often
seem consistent and complete. Consequently, epistemic uncertainty becomes an implicit aspect of
the generated knowledge: it is no longer openly expressed through explicit assumptions or appar-
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ent knowledge gaps, but is subtly embedded in the output, making it difficult for decision-makers
to detect (Hardaway and Flage 2025). Kirchhof et al. (2025) argue that the classic distinction
between aleatory and epistemic uncertainty has limited explanatory value for interactive LLM
agents. This is because uncertainty here stems not only from randomness or incomplete knowledge
but also increasingly from the dynamic interaction among the model, the context of use, and user
behavior.

In this context, the importance of knowledge strength as an independent analytical dimension
becomes clear. The results support the hypothesis that linguistic quality, internal consistency, or
depth of detail of LLM-generated risk statements are not reliable indicators of the strength of the
underlying knowledge base (Sahlin et al. 2021). The term “knowledge strength” refers to the jus-
tificatory power of a risk statement, taking into account the clarity of its assumptions, the quality
and breadth of the underlying knowledge base, model limitations, and contextual factors. Impor-
tantly, LLM-based risk analyses usually do not make these preconditions clear; epistemic uncer-
tainty therefore remains relevant for decision-making but tends to be under-indicated systemically.
This observation complements existing risk theory work that highlights knowledge strength as a
key factor in evaluating risk statements (Aven and Zio 2018).

The identified epistemic shifts directly affect risk-based decision-making processes. Decisions
in risk management are not solely based on the availability of consistent information. Instead, the
key factor is the ability to recognize the limits of available knowledge and intentionally include un-
certainty in decision-making (Aven 2016). There is a risk that LLM-generated risk statements will
be seen as more epistemically solid than they actually are because of the epistemic shifts shown in
Table 1. In safety-critical situations, this can cause a consistent overestimation of their importance.
These results indicate that LLM-generated risk statements without additional epistemic context
do not provide a sufficient basis for risk-based decisions (Aven and Zio 2018). At the same time,
it should be noted that using large language models can help reduce certain types of uncertainty
under specific boundary conditions. In particular, when systematically aggregating large, diverse
text corpora and consistently applying predefined analysis and documentation methods, LLMs
can structure operational uncertainties and improve the traceability of risk analyses. Risk theory
literature indicates that enhanced information processing and more explicit documentation of as-
sumptions can influence how uncertainty is perceived and managed without necessarily altering
its epistemic foundations (Aven 2016; Flage and Askeland 2020). However, these effects mainly
concern the organizational and procedural aspects of risk analysis, not the epistemic validity of the
underlying knowledge base. The current analysis is therefore not aimed at the instrumental useful-
ness of LLMs, but rather at an epistemic overinterpretation of risk statements that are linguistically
plausible but context- and knowledge-limited. This epistemic change poses significant challenges,
especially in critical infrastructure settings. In situations characterized by systemic interdepend-
encies and limited reversibility of decisions, epistemic overconfidence in LLM risk assessments
could worsen the spread of negative outcomes.

The analysis clearly distinguishes this approach from existing governance, control, and ex-
plainability methods. While these methods aim to enhance transparency, traceability, and account-
ability in Al systems, they do not address the epistemic status of the knowledge claims produced
by these systems (Ylonen and Aven 2023). The results indicate that epistemic uncertainty arises
from an upstream problem dimension that cannot be resolved solely through explainability or con-
trol mechanisms. Questions of control and responsibility assume that the epistemic validity of risk
statements can be recognized and assessed in the first place. (Flage and Askeland 2020).

From a conceptual standpoint, this work advances understanding by explicitly treating
LLM-generated risk statements as epistemic knowledge claims and connecting their assessment
to criteria of knowledge strength. This introduces a theoretical perspective that extends beyond
purely technical performance assessments and highlights epistemic uncertainty as a key analytical
factor in LLM-supported risk management. At the same time, the work is intentionally structured
as a conceptual analysis and does not aim to empirically validate the identified effects. The focus
is on epistemic structures and evaluation processes, not on specific decision-making practices or
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organizational implementation issues. This limitation defines the scope of the findings and also
provides a systematic foundation for future empirical research (Aven 2016).

CONCLUSIONS

The study explored epistemic uncertainty in risk management through a conceptual lens using
large language models. It began with the observation that these models are increasingly used to
support risk management processes, but the epistemic quality of the risk statements they produce
has not been adequately examined.

This study shows that adopting LLMs in risk management requires an epistemic reevaluation
of established decision practices. The main challenge is not reducing uncertainty but changing
how it is understood: model-generated risk statements often seem clear, complete, and linguisti-
cally plausible, while assumptions, knowledge limits, and dependence on context remain implicit
(Flage and Askeland 2020; Sahlin et al. 2021). As a result, a systematic gap develops between the
perceived quality of LLM-generated risk statements and their actual epistemic viability. Linguistic
coherence and formal consistency are therefore not reliable indicators of the underlying knowledge
strength, which remains an independent and decision-relevant factor in risk assessment (Aven and
Z10 2018; Sahlin et al. 2021). Without explicit epistemic context, such statements do not provide
a sufficient basis for risk-based decisions, especially in safety-critical situations, where hidden
epistemic uncertainty can lead to a systematic overestimation of decision relevance (Aven 2016;
Aven and Zio 2018). This is especially important for risk management in critical infrastructures.
Decisions are made within national security contexts in these cases. They also involve high risks,
public accountability, and limited tolerance for epistemic ambiguity. In such environments, it is
crucial to make epistemic uncertainty and the strength of knowledge explicit to ensure responsible
Al-supported risk governance.

This work’s contribution lies in clearly classifying LLM-supported risk statements as knowl-
edge claims and connecting this view to the idea of knowledge strength. As a result, the focus
shifts from assessing technical performance or governance to examining the epistemic strength
of the risk statements themselves (Y1onen and Aven 2023). Regarding future research projects,
several starting points emerge, especially in operationalizing epistemic transparency and incorpo-
rating concepts of knowledge strength into LLM-supported risk management processes. Empirical
studies on how epistemically contextualized risk statements affect decision quality represent a
clear next step.
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OT OHEHKA HA PUCKA 10 TBbPAEHUSA 3A 3HAHUSA:
EINNMCTEMHA HECUT'YPHOCT B YIIPABJIEHUETO HA PUCKA
3A KPUTNYHU UHOPACTPYKTYPHU, BASUPAHO HA I'EM (LLM)

Pestome: Bce no-uecmomo usnonzeane na eonemu esuxosu mooenu I EM (LLM) 6 ynpasnenuemo na pucka
ce 0bocHoB8aBA ¢ NOSUULEHA ehEeKMUBHOCI U NO-000pa 0OPAOOMKA HA HECMPYKMYPUPAHU OAHHU, OOKA-
Mo enucmemMuyHoOmo Kawecmeo Ha NOIYyYeHUume PUCKOSU U3SGILEHUsL OCMABA HEOOCMAMbYHO U3CTE08AHO.
Hacmoswama cmamus anaruzupa enucmemudHama HecuzypHocm 8 Ypasienuemo na pucka, 6a3upano
na LLM, om xonyenmyanua nepcnekmuga, Oonupaiku ce Ha meopusima Ha pucka U enucmemonocusimd.
Pucrosume uzsenenus, eenepupanu om LLM, ce pazenescoam xamo mebpoeHus 3a 3HAHUsL U Ce OYeHsI8aAMm
10 OMHOWEHUEe HA CBOSIMA eNUCTEMUYHA HCUSHECNOCOOHOCT U CULA HA 3HAHUEMO.

Ananuzem noxasea, ye LLM ne namanagam enucmemuyHama HecucypHoCcm, a npoMeHsm HetiHama uou-
MOCH U 8b3MONCHOCH 3 OyenKa. [lnasHume u KOHCUCTIEHMHU POPMYTUPOSKU MO2aMm Od NPUKPUBAN Hes6-
HU NPEONONONCEHUS. U KOHMEKCYAIHU Oepuyumu 8 3HAHUEMO, KOeno 600U 00 HAOYEHABAHEe HA MAXHAMA
NPUTOACUMOCTL NPU 83eManemo Ha pewenus. Tosa e 0cobeHo KpumuyHo 8 001acmu ¢ GUCOKU UBUCKBAHUS
3a 6e30nacHocm, Kamo KpumuuHama ungpacmpykmypa. be3 uzpuuno enucmemuuHo KOHMEKCHYaiu3u-
pamne puckosume ussaenenus, eenepupanu om LLM, ne npedcmasnsasam 0ocmamvuua 0CHO8A 30 peulets,
basupanu Ha pucka.

Knrwuoeu dymu: enucmemuuna Hecueypnocm, Cuia Ha 3HAHUEMO, YNPAGIeHUe HA PUCKA, NOOKPEeNneHo om
LLM; meopus na pucka, nookpena npu 63emMaHemo Ha peulenus
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